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NSN 7540-01-152-8070
30-105-02
STANDARD FORM 30 (REV. 10-83)

PREVIOUS EDITION UNUSABLE
Prescribed by GSA


FAR (48 CFR).243

‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of  10 Jan 2002

	Contract Number:
	DCA200-00-D-5017

	Order Number:
	0009

	Tracking Number:
	0055

	Previous Order Number:
	 Not Applicable


1. Points of Contact

2.  Order Title:  Department of Defense (DOD) Public Key Infrastructure (PKI) Training Support.

3.  Background:  The purpose of this statement of work is to provide support for the training of the PKI systems on NIPRNET and SIPRNET. The DOD PKI Service is critical to the development and implementation of the Target PKI and DOD’s Defense-in-Depth technical strategy.  
4.  Objectives: The objective of this contract will be to support the current DOD PKI implementations on both the SIPRNET and NIPRNET and to support the development and implementation of updates and new functions and features for the DOD PKI Systems.  This will involve training and related research and studies.
5.  Scope: The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in the SOW are:    
.

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2:  Education, Training, Certification Testing On-line and Awareness,  and IA support

6.  Specific Tasks: The ‘I Assure’ contract task areas that this delivery order will support include:

6.1 Task 1 - Contract–Level  and TO Management
6.1.1 Subtask 1 – Integration Management Control Planning.   Provide the technical

 (task order level) and functional activities at the contract level needed for the program management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions

6.1.2 Subtask 2 - TO Management.

Prepare TO Management Plan describing the  approach, organizational resources and management controls to be employed to meet the cost, performance and schedule   requirements throughout TO execution. Provide  status report on Certification Testing On-line. Monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO. 

6.2 Task Area 1 - Policy, Planning, Process, Program and Project Management Support

6.2.1 Subtask 1- Technical Interchange Meeting.
Within 10 calendar days of TO award, The contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements between the contractor and the government.  Topics covered will describe the approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance. The contractor shall provide minutes within ten calendar days TIM. 
6.3
Task Area  1 -  Education, Training, Awareness, Certification and Accreditation and IA Support 

6.3.1 Subtask 1: Classroom Training.  The contractor shall provide subject matter expertise  

(SME) support in the development and delivery of  PKI education, training, certification test on-line  and awareness to the Government and their contractors.  The contractor shall maintain, update,  and present as appropriate, DOD PKI training materials to include but not limited to, the Basic Overview, End User, LRA, and RA training materials.  The government will provide GFI to the contractor to develop the training materials. The contractor shall provide support for the scheduling, planning, set-up, execution, and follow-on activities related to the delivery of  PKI training and Certification test on-line .  Additional support shall be provided for reproduction and distribution of training materials, either through electronic, surface mail, or on-site delivery, as deemed necessary by the Government.  The contractor shall build, deploy and maintain an RA/LRA Training Lab at the contractor’s facility.  The lab will consist of GFE/GFI as specified in Attachment A.  The contractor will buy a one (1) year maintenance contract for the training server . The majority of the training sessions shall be held at the contractor’s site, however the contractor shall support at least three (3) on-site training sessions as deemed necessary by the Government. Locations will be one (1) for CONUS and two (2) for OCONUS.  Each training session will require a primary instructor and a system administrator supporting the instructor.  A total of five (5) PKI training sessions, estimated duration 5 days each  except July which will have four (4) days, will be scheduled.  An average number of eight (8) students are anticipated for each session.  Dates will be provided by the government and may change as necessary to accommodate the needs of the Government.  The contractor shall adhere to the specified dates unless directed otherwise by the Task Monitor, the Contracting Officer (CO), Contracting Officer’s Technical Representative (COTR), or other duly authorized government personnel. 

Proposed Training Dates


Proposed Location
   July2001



         Contractor Facility NCR

   Aug 2001



         Contractor Facility NCR

   Sept 2001



         Contractor Facility NCR

   Oct 2001



         Contractor Facility NCR

   Nov 2001



         Contractor Facility NCR

   Jan 2002                                                     Contractor Facility NCR

   Jan 2002                                                     Honolulu HI

6.3.2 Subtask 2: LRA/RA Certification Test On-line  The contractor shall evaluate and 

recommend the on-line test tool suites. Upon government approval, the contractor shall acquire the test tool suite, necessary licenses and maintenance agreements to implement and support the on-line test capacity. The contractor shall provide support on the test creation, grading tests and answer questions from the test takers within forty eight hours (48) after receiving the questions. The contractor shall update the test questions in accordance with the training materials new version posted on the web.

The contractor shall provide the answer key for the test questions to the  DOD PKI Project Office,  DISA D27, once the test questions and the  training materials are updated. The contractor shall provide a monthly report on the number of LRAs/RAs taken the Certification test on-line, the test results, lesson learned, FAQ.

 DOD PKI training and certification test on-line deliverables and updates will be developed in a contractor/ Government determined format . 

7.
Place of Performance:
7.1  Primary Place of Performance.

Work will be performed at the contractor site within the National Capitol Region (NCR).  

7.2
Travel.

The contractor shall be required to travel locally in the National Capital Region.  Some short-term (1-7 day’s) CONUS, OCONUS travel may be required.  All travel will be for supporting the PKI training of the DOD PKI systems in accordance with paragraph 6.0 of this SOW.  The projected travel, as tasked by the TM includes the following locations:

Heidelberg, GE and Honolulu, HI

8. Period of Performance:    

The period of performance for this Task Order is 01 July 2001 through 8 Feb 02. 

9. Deliverable/Delivery Schedule:  

The initial due dates for deliverables provided in this Delivery Order Definition may be modified based on the Technical Interchange Meeting (TIM) with the Technical Task Manager and/or other subsequent input from the Technical Task Manager.  The actual due dates for deliverables will be based upon the Plan of Accomplishment and any subsequent revisions to the Plan of Accomplishment.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) and /or Power Point format. 

	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies 
	Distribution 
	Frequency and Remarks

	6.1.2
	TO Management Plan
	 One electronic copy in Microsoft Word 97 and one hard copy)
	Calendar Days after TIM meeting
	2
	Standard Distribution*
	Draft – 15

Final - 30

	6.2.1
	TIM Minutes
	DI-MGMT-80368 (one electronic copy in Microsoft Word 97 and one hard copy)


	Calendar  days after TIM meeting
	2
	Standard

Distribution*
	Final -10

	6.3.1


	PKI Training Guide  materials for End User, LRA and RA
	DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2 
	Standard

Distribution*
	 Final - 30

	6.3.2
	List of  LRAs/RAs taken the  Certification test on-line
	Contractor/Government determined format (one electronic copy in Microsoft Word 97 and one hard copy)
	Monthly, on 1st  and 15th Calendar days


	2
	Standard Distribution*
	Monthly, on 1st  and 15th Calendar days



	6.3.2
	Status report of the test results
	Contractor/Government determined format (one electronic copy in Microsoft Word 97 and one hard copy)
	Monthly, on 1st  and 15th Calendar days


	2
	Standard Distribution
	Monthly, on 1st  and 15th  Calendar days



	6.3.2
	FAQ from LRAs/RAs taken the  Certification Test On-line
	Contractor/Government determined format (one electronic copy in Microsoft Word 97 and one hard copy)
	Monthly, on 1st  and 15th Calendar days


	2
	Standard Distribution
	Monthly, on 1st  and 15th   Calendar days



	6.3.2
	Lesson Learned
	Contractor/Government determined format (one electronic copy in Microsoft Word 97 and one hard copy)
	Monthly, on 1st  and 15th Calendar days


	2
	Standard Distribution
	Monthly, on 1st  and 15th  Calendar days



	6.3.2
	PKI LRA/RA Certification Testing On-line Questions and Answer Key


	Contractor/Government determined format (one electronic copy in Microsoft Word 97 and one hard copy)
	5th  Calendar days follow-up the updated  training materials
	2
	Standard Distribution
	5th  Calendar days follow-up the updated  training materials

	6.3.2
	On-line Test Tool - Test/

Analysis tool for testing include documentation


	Contractor/Government determined format (one electronic copy in format of tool and one hard copy of tool documentation
	15 Calendar days after completion of analysis and approval of government
	2
	Standard Distribution
	One time


**Standard Distribution
· 1 copy of the transmittal letter and the deliverable to both the Primary and Alternate TM

Note 1: Cost and status reports are due 14 days after close of contractor’s accounting period. 

10.
Security: 

All personnel require access to information at the SECRET level.  

The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government. The reason for removal will be fully documented in writing by the Contracting Officer. When and if such removal occurs, the contractor will within (specific number of days) working days assign qualified personnel to any vacancy(ies) thus created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government-Furnished Equipment is Attachment A. 

The contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task by task basis. As additional materials are required, The contractor shall coordinate requirements with the Task Monitor and COR. The Government will facilitate the contractor’s access to the data required in support of this work effort.  GFI will include existing PKI and IASE Web Site URL course media; and system security assessment plans, procedures and results for each delivered release of the DOD PKI and will be delivered at the TIM.  Final disposition of GFE will be handled in accordance with the government's property management procedures.

12.  Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure‘ contract.

13.  Inspection and Acceptance:  See section E.1 of the ‘I Assure’ contract.

14.  Other Pertinent Information or Special Considerations:  

The contractor shall maintain a training facility capable of providing hands-on training for a minimum of 8 students within the NCR using GFE (Attachment A).

a. Identification of Possible Follow-on Work.    

Upon completion of this task order it may be necessary for the contractor to perform follow-on work for the continued Life Cycle Management Activities per 6.3.1.

b.       
Identification of Potential Conflicts of Interest (COI). 

The primary burden is on the contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts. 

c.
Identification of Non-Disclosure Requirements.

The contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the DOD PKI and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the DOD PKI and its multiple commercial components.


1
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