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STANDARD FORM 30 (REV. 10-83)
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FAR (48 CFR).243

I ASSURE TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

As of  8 Nov 2001

	Contract Number:
	DCA200-00-D-5017

	Order Number:
	0011

	Tracking Number:
	00060

	Previous Order Number:
	


1. Points of Contact:

2. Order Title:  Department of Defense (DOD) Public Key Infrastructure (PKI) Support

3. Background:  A public key-based digital signature and encryption system has been implemented within the Department of Defense (DOD).  The Public Key Infrastructure (PKI) provides public key certificates needed to support critical DOD applications, which afford confidentiality and authentication of network transactions as well as data integrity and non-repudiation.  Several organizations are currently using the present infrastructure with users numbering into the thousands.  As more and more DOD organizations come aboard, it is expected that there will be millions of DOD users utilizing application-level public key encryption within the next few years.

The purpose of this statement of work is to provide support for the implementation and maintenance of the DOD Class 3 PKI systems on the NIPRNET and SIPRNET.  This SOW also provides for additional engineering, development, testing, training, installation, and maintenance support for the DOD PKI. The DOD PKI Service is critical to the development and implementation of the DOD’s Defense-in-Depth technical strategy.  

4. Objectives:  The objective of this contract will be to support the current DOD Class 3 PKI implementations on both the SIPRNET and NIPRNET and to support the development and implementation of updates and new functionality for the DOD PKI Service.  This will involve engineering and architecture support, software development, scripting, documenting, testing, working group participation, system integration, help desk support, training, and related research and studies.  The government requires SAIC to provide continuity of technical knowledge gained through performance of DCA200-00-D-5017-0002.

5. Scope:  The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  
The ‘I Assure’ contract task areas that this delivery order will support include:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6. Specific Tasks:  The ‘I Assure’ contract task areas that this delivery order will support include:

6.1 Task 1: Contract–Level and TO Management

6.1.1 Subtask 1: Integration Management Control Planning.   

The contractor shall provide the government technical and functional activities at the level needed for the Program Management of this SOW.  

The contractor shall describe the technical approach and organizational resources and management controls to meet the cost, performance, and schedule requirements through out the period of performance. 

The contractor shall provide a management methodology for deliverables in accordance with the Deliveries Schedule.  

The government will require a single POC as the Program Manager.  The PM will ensure that the administrative, clerical, and documentation tasks are tracked by a single POC.

6.1.2 Subtask 2: TO Management.

The contractor shall develop a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The contractor shall provide a status report every two weeks monitoring the quality assurance, progress/status reporting and program reviews applied to the TO.  Within the status report, the contractor shall provide the following information: sub-tasks worked, hours expended by labor categories, names of employees in those labor categories, and costs by labor categories.  

6.2 Task Area 1: Policy, Planning, Process, Program and Project Management Support

6.2.1 Subtask 1: Technical Interchange Meeting. 

Within 15 working days of TO award, the contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements between the contractor and the government.  Topics covered will describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance. The contractor shall provide minutes for this TIM within ten working days of meeting end. The TIM minutes will be developed in a contractor specified format.  TIMs will be held quarterly.  The contractor shall address all task and sub-task areas within the SOW during the TIM.

6.2.2 Subtask 4: In-Process Reviews and Minutes.

The contractor shall provide written minutes from all In-Process Reviews (IPRs) regarding TO status, e.g., work progress, cost, funding profiles, and schedule data. The schedule for IPRs will be identified in the Management Plan.  

IPRs will provide for an interchange between the government and contractor, during the execution of the task order (e.g., approval of system requirements, review of the system design, reviewing the results of functional testing).  

Minutes from IPRs will be developed in a contractor-specified format, and will include a current project plan:

· The project plan will show project tasks and milestones with their assigned labor and resources.  

· The project plan will be resource-leveled in order to identify critical path tasks. 

· The project plan will be provided in hard and soft-copy

The Contractor shall provide a monthly status report monitoring the quality assurance, progress/ status reporting, and program reviews.  This report will be provided in hard and soft copy, with a current project plan.

6.3 Task Area 2: Standards, Architecture, Engineering and Integration Support

6.3.1 Subtask 1: DOD PKI System Engineering and Life-Cycle Activities. 

The contractor shall perform the system engineering and life-cycle activities appropriate to the various DOD PKI system releases.  The activities are identified in the sections below.  The contractor shall provide technical assistance to projects and programs, identified by the TM that are planning and/or implementing use of DOD PKI services and functions.  It is anticipated that assistance will be required for various projects, programs, and capabilities such as CINC, Common Access Card (CAC) and Key Recovery.

6.3.2 Subtask 2: System Architecture and Security Requirements. 

The contractor shall review current government versions and proposed updates to the DOD PKI Roadmap, PKIX, FPKI, X.509, Certificate Policy (CP), appropriate Certification Practice Statements (CPS), and similar industry standards.  These documents will be provided at the TIM.  

As needed, the contractor shall also review current government provided DOD and C/S/A standards and directives regarding implementation and use of the DOD PKI.  

The contractor shall review and evaluate PKI System compliance with Information Assurance Vulnerability Alerts (IAVAs), Security Technical Implementation Guides (STIGs), security-related operating system patches or upgrades, Certification and Accreditation Activities, Compliance Audits, and Solution Security Assessments (SSAs).

The contractor shall document the functional and operational requirements for a new DOD PKI Release 3.1 system.  The contractor shall develop the System Requirements Specification document in the contractor-specified format.  

6.3.3 Subtask 3: Software and System Engineering and Design.

In conjunction with the government, the contractor will review the current architecture, design, and implementation of the DOD PKI system releases and associated RA/LRA releases, identify components and/or functions that could be improved or simplified, evaluate the comprehensiveness of the information assurance architecture; and suggest appropriate architecture, design and implementation changes for enhancements.  

The contractor shall recommend technical, operational, and schedule requirements for future releases of the DOD PKI. 

The contractor shall also review, upon finalization of requirements of the future target DOD functions, and prepare plans for adapting the DOD PKI to accommodate the target DOD operations.  

In addition; the contractor shall address the following design considerations for the DOD PKI systems.  

· Key Escrow and Key Recovery

· Automated file system and data backup tools and procedures; 

· File system and data restoration procedures; 

· Subsystem failure mode analysis and tools;

· Techniques and procedures to provide continuity of operations during identified failure modes; and recommendations for improvements to current procedures. 

The contractor shall provide technical and procedural support for design reviews, working groups, and other activities relating to the development of the DOD PKI Releases  3 and 3.1 programs..

The contractor shall develop technical reports to document the results of any system engineering, trade-off studies and the resulting design for each new release.  Upon government approval, the contractor will acquire needed PKI components, (i.e. directory servers, crypto modules, RAID devices, etc.) to support development and operation of the system.  

The contractor shall develop a System Design Update Document in a contractor-specified format and a Class 3 to Class 4 Transition Plan.

6.3.4 Subtask 4: Implementation and Integration.

The contractor shall implement and install the DoD PKI Release 3 for the SIPRNet.

The contractor shall develop procedures and the documentation for the DOD  CA’s, RAs LRAs, and User Workstations in the SIPRNET environment.  The SIPRNET documents will address physical, personnel and operational processing on the SIPRNET.  The contractor shall update the RA/LRA/CA and user workstation SIPRNET documents in the contractor-specified format. 

The contractor shall maintain an appropriate development, integration and test lab, suitable for supporting the existing PKI and developing new functions and features for future PKI releases with GFE.  GFE list is attachment A. 

The contractor shall develop new and/or modify existing software components, integrate the software and hardware components with COTS and GOTS software and hardware to create DOD PKI Release 3.1 and any subsequent PKI system releases.  

The contractor shall conduct unit and component level testing.  

The contractor shall evaluate vulnerability and exploitation reports and threats, such as CERT and IAVA Advisories, and assist the government in testing the IAVA’s for applicability to the DOD  PKI system components; develop and/or obtain updates to address applicable reports; and integrate the updates.

For each integrated system release, the contractor shall establish and document a baseline software and hardware configuration.  The contractor shall provide a copy of GOTS PKI System Software Source baseline for each release in media CD-ROM.  The contractor shall provide the System Software Source Baseline in media CD-ROM for each release of the DOD RA/LRA application.

6.3.5 Subtask 5: Configuration Management.

The contractor shall maintain the DOD Class 3 PKI Configuration Management (CM) system to manage the system configuration and documentation and to capture and manage trouble reports, change requests, updates, and revisions to the installed system and the next release.  This task will include updating the CM plan and executing the CM processes such as requirements change requests (RCRs) and software trouble reports (STRs) against the DOD PKI COTS and GOTS hardware/software configurations.

The contractor shall utilize the currently implemented, industry-standard tools and techniques for managing configuration control of the DOD PKI System Releases COTS and GOTS hardware and software components and configurations.  

The contractor shall provide requested deliverable reports from the Configuration Management System in the contractor- specified format. 

6.3.6 Subtask 6: Configuration Control Board.  

The contractor shall support the Government in managing and conducting the configuration control process.  The government will hold Configuration Control Board (CCB) meetings; in support of defining and approving the functional capabilities for existing DOD PKI system release. The contractor shall provide inputs to the CCB to assist in the evaluation and determination of future system corrections, updates, and/or enhancements.  The contractor inputs may include schedules, system design recommendations, cost analysis of change and trouble reports, and change requests and trouble reports.  The contractor shall document PKI CCB meetings and deliver draft CCB minutes to the Government.  The Configuration Control Board processes will be documented in the contractor's Configuration Management System. A report of the system corrections, enhancements, and updates will be provided to the government in contractor specified format. 

6.3.7 Subtask 7: Functional Test and Evaluation.

The contractor shall develop, maintain and deliver to the Government a PKI Functional Test Plan for each fielded DOD PKI Release.  Contractor will highlight, within the PKI Functional Test Plan, those functional changes implemented for each fielded DOD PKI Release.  The contractor shall functionally test each PKI installation against the PKI Functional Test Plan to verify operability as well as interoperability with the global PKI.  The contractor shall document the test results in the form of a Functional Test Report.  The contractor shall deliver a DOD PKI Functional Test Plan and Functional Test Report.  Functional Test Report will, at a minimum, identify all DOD PKI functions and whether they passed or failed.  The contractor shall develop the Functional Test Plan and Reports in a contractor specified format.

6.3.8 Subtask 8: Security Evaluation.

The contractor shall provide support in performing the security test and evaluation (Solution Security Assessment) of the DOD PKI systems submitted. These activities may include site installation (NSA FANX-3), operational training, technical interchanges, responding to questions, and architectural modifications. The contractor shall provide a summary of the activities performed in the Security Evaluation Support Report.  The contractor shall provide an updated System Description and Security Architecture for the release under evaluation.  These documents will be developed in a contractor-specified format. 

6.3.9 Subtask 9: Capacity Testing and Planning

The contractor shall prepare test plans and procedures for capacity, throughput, and performance analysis and testing of certificates issued and revoked, keys escrowed, entries in the ID and Email directories, and CRLs archived.  

The contractor shall review the ability to prepare and publish CRL’s with large numbers of revoked certificates, size and growth rate of audit logs, and similar information.  The contractor shall conduct these tests, and prepare a test report detailing the results, in a contractor specified format.  

6.4 Task Area 3: Solutions Fielding / Installation and Operations 

6.4.1 Subtask 1: Engineering Trouble Shooting.

The contractor shall provide engineering trouble shooting for the resolution of level 3 help desk trouble tickets reports for the test and operational of DOD Class 3 PKI systems. The contractor shall provide a monthly report documenting the Engineering Trouble Shooting Activities in contractor-specified format.  

6.4.2 Subtask 2: DOD Class 3 PKI System Operational Support.

The contractor shall support the maintenance and operation of the NIPRNET and SIPRNET implementations of the DOD PKI systems at Defense Enterprise Computing Center (DECC) Chambersburg, DECC Denver, Joint Interoperability Test Center (JITC), and Finksburg, MD.  The contractors shall be on call to provide technical support for DECC CAs and the Root CA.  The contractor shall provide 24x7 service and shall respond to service calls for both hardware and software within two hours after receiving oral or written notification.  For Level 1 outages (those where total system failure has occurred), the contractor shall bring the software/equipment to serviceable condition not later than 8 hours after the initial report of the service call, providing onsite service if initial diagnostic is unable to resolve the outage.  For Level 2 outages (those where the system has encountered hardware and software problems but it is able to perform basic operations), the contractor shall bring the software/equipment to serviceable condition not later than 24 hours after the initial report of a service call, providing onsite service as necessary.  For level 3 outages (those which have no impact to the performance of the designed system), the contractor shall bring the software/equipment to serviceable condition not later than 72 hours after the initial report of a service call.  If parts are to be ordered which may cause repair delays, the contractor shall notify the operations point of contact and provide written evidence within four hours that parts have been ordered to do the repair.

The contractor shall provide technical assistance to projects and programs, identified by the TM that are planning and/or implementing use of DOD PKI services and functions.  It is anticipated that assistance will be required for various projects and programs.

The contractor shall assist DISA with acquiring, consolidating and reviewing existing and proposed system change requests, trouble reports and new function requests.  

6.4.3 Subtask 3: Operations and Maintenance.

· The contractor shall provide support for the operation and maintenance of DOD PKI systems.  This effort may include the correction of identified software trouble reports, help desk trouble tickets, documentation updates, and training for Certification Authority operations. The contractor shall provide on-site visit support to assist the site personnel with the operation, reconfiguration, and/or correction of an installed system release of the DOD PKI systems.  The contractor shall provide a site visit summary of the activities accomplished during an on-site support visit at the conclusion of the visit.  The summary will be developed in a contractor-specified format.

6.4.4 Subtask 4: System Installation.

The contractor shall be able to support two concurrent installation teams to configure, install and test DOD PKI Release 3.0 system on SIPRNET and any subsequent releases on NIPRNET and SIPRNET at the designated sites listed in the table below.  The contractor shall develop and use a PKI Installation Plan, developed in contractor format, at each site to verify the systems installed are configured and operationally tested to operate within local systems (filter routers, DNS, mail server, etc) and global PKI networks.  The PKI Installation Plan, at a minimum, shall have a section that describe the DOD PKI system new functionality, required system configuration, installation instruction, and operational acceptance test procedures.  For each site installed, the contractor shall deliver a Site Installation Report developed in a contractor-specified format.   The contractor will remain on site for a minimum of 5 calendar days to ensure the system is operating properly.  The contractor shall update the PKI Installation Plan to reflect changes for each release including any patches needed to address the SSA findings. 

	Site
	Location
	Component

	National Security Agency Central Facility 
	Finksburg, MD
	Operational Root CA

	Defense Enterprise Computing Center (DECC)
	Chambersburg, PA
	Operational Subordinate CA

	DECC 
	Denver, CO
	Operational Subordinate CA

	National Security Agency FANX-3
	Baltimore, MD
	Test PKI (Root and Subordinate CAs)

	Center for Standards 
	Ft Monmouth, NJ
	Test PKI (Root and Subordinate CAs)

	Joint Interoperability Test Center (JITC)
	Ft Huachuca, AZ
	Test PKI (Root and Subordinate CAs)


6.5 Task Area 4:  Demo, Education, Training, Awareness, C&A and IA Support 

6.5.1 Subtask 1: Demonstrations. 

The contractor shall provide support for PKI Capabilities demonstrations to the C/S/A’s and other activities as specified by the Government.  Demonstrations may be at the contractor’s site, an official government site or other locale to be determined by the Government.  The contractor shall provide support for the planning, set-up, execution, removal and any follow-on activities related to any demonstration activities.  This will include support for transportation of equipment to and from the demonstration site, as deemed necessary by the Government.

6.5.2 Subtask 2: Operations Training.

The contractor shall update hands on training materials for CA and Directory operations for the operators of the DOD PKI systems.  The training will provide local system administrators and operators of the DOD PKI systems with detailed standard operating procedures on the day-to-day functions required to ensure correct operations, backups, system audits, and performance.  The contractor shall develop training material to support and describe Key Recovery procedures and responsibilities at the PKI lab and on site.   The contractor will provide this training after systems installation.

The training material for the CA and Directories will be developed in a contractor specified format. 

6.5.3 Subtask 3: Site Security and Certification and Accreditation (C&A).

The contractor shall support the sites’ designated Information Systems Security Officer (ISSO) in the resolution of security findings identified during the NSA Solution Security Assessment (SSA), the contractor shall also support the development and maintenance of the Site SSAA for DOD PKI Certification and Accreditation (C&A).   As part of this support, the contractor shall develop and maintain a matrix listing each finding and the corresponding resolution.  Contractor shall document all security and C&A findings in the form of a DOD PKI change request and submit a report to the PKI Configuration Management manager for processing.  The contractor shall develop the matrix in a contractor-specified format.

7. Place of Performance:

7.1 Primary Place of Performance.

Work will be performed at the contractor site within the National Capitol Region (NCR).  Work will be performed at Government sites as indicated.

7.2 Travel.

The contractor shall be required to travel locally in the National Capital Region.  Some short-term (1-7 day’s) CONUS travel may be required.  All travel will be for supporting the installation and operational support of the DOD PKI system releases in accordance with paragraph 6.0 of this SOW.  The projected travel, as tasked by the TM includes the following locations:

	Destination for         Installation
	Number of 

Personnel
	Number of

 Days each trip
	Number of 

Trips

	Chambersburg, PA
	2
	10
	4

	Denver, CO
	2
	10
	4

	Ft Monmouth, NJ
	2
	3
	2

	Ft Huachuca, AZ
	2
	5
	2

	Finksburg, MD
	2
	10
	2


Additional travel must be approved by the Task Monitor and Contracting Officer’s Representative (COR).

7.  Period of Performance:
The period of performance for this Task Order is 7 months from the date of award.

8. Deliverable/Delivery Schedule:

The initial due dates for deliverables provided in this Delivery Order Definition may be modified based on the Technical Interchange Meeting (TIM) with the Technical Task Manager and/or other subsequent input from the Technical Task Manager.  The actual due dates for deliverables will be based upon the Plan of Accomplishment and any subsequent revisions to the Plan of Accomplishment.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) format. 

	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies *
	Distribution **
	Frequency and Remarks

	6.1.2
	Task Order Management Plan
	Contractor Format

Word Office 2000
	15 Days after TIM; updated as required. 
	2 SC
	Standard Distribution
	Based

on TIM

	6.1.2
	Status Reports
	Contractor Format

Word Office 2000
	Monthly
	2 SC
	Standard Distribution
	Monthly 

	6.2.1
	TIM Minutes
	Contractor 
format


	10 days after TIM
	
2 SC
	Standard
Distribution
	

	6.2.2
	In Process Review Minutes
	Contractor   format
	10 days

 after IPR
	2 SC
	Standard

Distribution
	

	6.3.2
	System Requirements Specification
	Contractor   format
	60 days after  TIM
	2 SC 
	Standard

 Distribution
	

	6.3.3
	Technical Reports
	Contractor   format 
	Monthly
	2 SC
	Standard

Distribution
	 10th of the month 

	6.3.3
	System Design Update Document
	Contractor   format 
	60 days after TM notification
	2 SC
	Standard

Distribution
	

	6.3.4
	RA/LRA/CA/ User Workstation SIRPNET documents
	Contractor   format
	60 days after  TIM
	2 SC
	Standard

 Distribution
	

	6.3.4
	GOTS PKI Systems Software Source Baseline 
	Contractor    format 
	Draft 20 days after TM request

Final 40 days
	2 SC

1 CD
	Standard

Distribution
	

	6.3.4
	DOD PKI RA/LRA Applications and S/W Baseline
	Contractor   format


	Draft 20 days after TM request 

40 Days Final
	2 SC

1 CD
	CM Baseline and software installation package for each site
	

	6.3.5
	Configuration Management Reports
	Contractor   format
	Monthly-Included as part of the Technical Report
	2 SC
	Standard

Distribution
	10th of the month

	6.3.6
	CCB Minutes
	Contractor   format
	5days after event
	2 SC
	Standard

Distribution
	

	6.3.7
	Functional Test Plan
	Contractor   format 
	20 days prior  to Software Release 
	2 SC
	Standard

Distribution
	 

	6.3.7
	Functional Test Report
	Contractor   format 
	20 days after  testing
	2 SC
	Standard

Distribution
	 

	6.3.8
	Security Evaluation Support Report

System Description and

 Security Architecture
	Contractor   format 
	30 days

 after TM request

 Final 60 days
	2 SC
	Standard

Distribution
	

	6.3.9
	Test plans and procedures
	Contractor   format
	45 days prior to R3.1 SSA Commencement
	2 SC
	Standard    Distribution
	

	6.3.9
	Test Report
	Contractor   format
	15 days prior to R3.1 SSA Commencement
	2 SC
	Standard    Distribution
	

	6.4.1
	Engineering Trouble Shooting Report
	Contractor   format
	Monthly
	2 SC
	Standard

Distribution
	15th  of the month

	6.4.3
	Site Visit Summary
	Contractor   format
	15 days

 after event
	2 SC
	Standard

Distribution
	

	6.4.4
	PKI Installation Plan for the SIPRNET
	Contractor   format 
	20 days after award  
	2 SC
	Standard

Distribution
	

	6.4.4
	Site Installation Report
	Contractor   format 
	20 days after completion
	2 SC
	Standard

Distribution
	

	6.5.2
	CA and Directory Operations Training material
	Contractor format
	30 days after TM notification
	2 SC
	Standard Distribution
	

	6.5.3
	Site C&A Report
	Contractor   format
	20 days after  C&A completion
	2 SC
	Standard

Distribution
	

	6.5.3
	Security Findings Matrix

Classified Report
	Contractor

format
	Draft 30 days after SSA  

Final 10 days after receipt of government comments 
	2 SC
	Standard

Distribution
	


Copies

· Hard copy (HC)

· Soft copy (SC)

· CD-ROM (CD)

** Standard Distribution
· 1 copy of the transmittal letter and the deliverable to both the Primary and Alternate TM

9. Security: 

All personnel require access to information at the SECRET level.  

The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions that are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)
ATTN: Personnel Security (D162);
5111 Leesburg Pike, Suite 100
Falls Church, VA 22041-3206. 

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

Secure Communications:

All files containing information on system security, such as configuration files, vulnerability assessments, reports of suspected compromise, software upgrades or patches impacting system security, instructions or scripts to adjust system security settings, or voice communications containing such content are to be sent using secure electronic communication or physical transport services.

10. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government-Furnished Equipment is attachment A. 

The contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor shall coordinate requirements with the Task Monitor and Contract Officer’s Representative (COR). The Government will facilitate the contractor’s access to the data required in support of this work effort.  GFI will include existing PKI and IASE Web Site URL course media; and system security assessment plans, procedures and results for each delivered release of the DOD PKI and will be delivered at the TIM.  Final disposition of GFE will be handled in accordance with the government's property management procedures.

11. Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure‘ contract.
12. Inspection and Acceptance: See section E.1 of the ‘I Assure’ contract.

13. Other Pertinent Information or Special Considerations:   

The contractor shall maintain an integration and test laboratory in the NCR using GFE/I.

13.1 Year 2000 Compliance

All information technology provided under, or in support of, this contract by the contractor and all subcontractors should be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations.  Also to the extent that other information technology used in combination with the information technology being acquired, properly exchanges date/time data with it.

To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000-compliance test documentation at no additional cost to the Government.

a.
Identification of Possible Follow-on Work.    

Upon complexion of this task order it may be necessary for the contractor to perform follow-on work for the continued Life Cycle Management Activities per 6.3.1.

b.
Identification of Potential Conflicts of Interest (COI). 

The primary burden is on the contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts. 

c.
Identification of Non-Disclosure Requirements.

The contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the DOD PKI and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the DOD PKI and its multiple commercial components.


Atch A, GFE Listing

	Description
	Manu
	Part Number
	Serial Number

	A-Open INTEL Pentium II 233MHZ CPU w/64MB SDRAM
	A-Open
	01.90834.001
	 

	A-Open INTEL Pentium II 233MHZ CPU w/64MB SDRAM
	A-Open
	01.90834.001
	 

	A-Open INTEL Pentium II 233MHZ CPU w/64MB SDRAM
	A-Open
	01.90834.001
	 

	Keyboard
	NMB
	121961-001
	20174297

	Keyboard
	NMB
	121961-001
	20174368

	Connector
	Sun
	130-3034-01
	N/A

	17 inch Monitor
	Sun
	17 inch Monitor
	0028LR4780

	Keyboard
	Sun
	3201233-02
	9806516985

	Keyboard
	Sun
	3201234-02
	9726629759

	Keyboard
	Sun
	3201234-02
	9726629763

	Keyboard
	Sun
	3201234-02
	9745693121

	Keyboard
	Sun
	3201234-02
	9748710341

	Keyboard
	Sun
	3201234-02
	9818825078

	Keyboard
	Sun
	3201234-02
	9917022216

	Keyboard
	Sun
	3201270-01
	0039147-0009175373

	Keyboard
	Sun
	3201270-01
	9933077624

	Keyboard
	Sun
	3201270-01
	9933077644

	Keyboard
	Sun
	3201270-01
	9933077784

	Keyboard
	Sun
	3201270-01
	9933077838

	Keyboard
	Sun
	3201270-01
	9948137901

	Keyboard
	Sun
	3201271-01
	0039147-0042002725

	Keyboard
	Sun
	3201271-01
	0039147-0042002733

	Keyboard
	Sun
	3201271-01
	0039147-0042002907

	Keyboard
	Sun
	3201272-01
	9909064009

	20 inch monitor
	Sun
	3651335-01
	9731GI2575

	20 inch monitor
	Sun
	3651335-01
	9751GI1944

	17 inch monitor
	Sun
	3651338-02
	9616GN1246

	Monitor
	Sun
	3651354-01
	9728KC0542

	Monitor
	Sun
	3651354-01
	9728KC0900

	19 inch monitor
	Sun
	3651380-01
	9740KE2396

	17 inch monitor
	Sun
	3651383-01
	9807KH4597

	17 inch monitor
	Sun
	3651396-01
	9928KW0098

	17 inch monitor
	Sun
	3651396-01
	9928KW0099

	17 inch monitor
	Sun
	3651396-01
	9931KW0798

	17 inch monitor
	Sun
	3651396-01
	9931KW0804

	17 inch monitor
	Sun
	3651396-01
	9931KW0816

	17 inch monitor
	Sun
	3651396-01
	9931KW0831

	17 inch monitor
	Sun
	3651396-01
	9938KW0387

	17" Monitor
	Sun
	3651406-01
	0120409-0102LR4954

	17" Monitor
	Sun
	3651406-01
	0120409-0102LR4964

	17" Monitor
	Sun
	3651406-01
	0120409-0102LR4975

	Mouse
	Sun
	370-3631-02
	9345991M 02B

	Mouse
	Sun
	370-3631-02
	9877990M 02B

	Mouse
	Sun
	370-3631-02
	9878099M 02B

	Mouse
	Sun
	370-3631-02
	9878217M 02B

	Mouse
	Sun
	370-3631-02
	9878818M 02B

	Mouse
	Sun
	370-3631-02
	9Y61630M 03C

	Mouse
	Sun
	370-3631-02
	9Z09010M 03C

	Mouse
	Sun
	370-3632-01
	OY07833M 03B

	Mouse
	Sun
	370-3632-01
	OY11789M 03B

	Mouse
	Sun
	370-3632-01
	OY11912M 03B

	Sun Ultra 10
	Sun
	380-0196-01
	FW92460540

	Sunblade 100
	Sun
	380-0330-01
	FT11520150

	Sunblade 100
	Sun
	380-0330-01
	FT11520194

	Sunblade 100
	Sun
	380-0330-01
	FT11520201

	Disk
	Sun
	540-2938-02
	97100D5062

	Disk
	Sun
	540-2938-02
	97120D0185

	Disk
	Sun
	540-2938-02
	97120D2720

	Disk
	Sun
	540-2938-02
	97121D2859

	Disk
	Sun
	540-2938-02
	97122D4077

	Disk
	Sun
	540-2938-02
	97396D0292

	Disk
	Sun
	540-2938-02
	97396D0866

	Disk
	Sun
	540-2938-02
	97396D1301

	Disk
	Sun
	540-2938-02
	97396D1558

	Disk
	Sun
	540-2938-02
	97396D4481

	Disk
	Sun
	540-2938-02
	9749U95900

	Disk
	Sun
	540-2938-02
	9749U98390

	Internal Disk Drive
	Sun
	540-2951-02
	9749909221

	Internal Disk Drive
	Sun
	540-2951-02
	9749C50233

	Internal Disk Drive
	Sun
	540-2951-02
	9749D54642

	Internal Disk Drive
	Sun
	540-2951-02
	9749D67662

	Internal Disk Drive
	Sun
	540-2951-02
	9749D70668

	Internal Disk Drive
	Sun
	540-2951-02
	9749D73520

	Internal Disk Drive
	Sun
	540-2951-02
	9749D74851

	Internal Disk Drive
	Sun
	540-2951-02
	9749D75240

	Internal Disk Drive
	Sun
	540-2951-02
	9749D75248

	Internal Disk Drive
	Sun
	540-2951-02
	9749D76345

	9.1 GB Internal Hard Drive
	Sun
	540-3869-01
	9934106107

	9.1 GB Internal Hard Drive
	Sun
	540-3869-01
	9934107611

	9.1 GB Internal Hard Drive
	Sun
	540-3869-01
	9934107903

	9.1 GB Internal Hard Drive
	Sun
	540-3869-01
	9934111682

	9.1 GB Internal Hard Drive
	Sun
	540-3869-01
	9934112550

	9.1 GB Internal Hard Drive
	Sun
	540-3869-01
	9934117282

	9.1 GB Internal Hard Drive
	Sun
	540-3869-01
	S9940224583

	9.1 GB Internal Hard Drive
	Sun
	540-3869-01
	S9944607372

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	0066152-0010527156

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	0066152-0010527482

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	0066152-0010530649

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	0066152-0010530877

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9931565047

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9931565075

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9931565256

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9931565470

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9931565539

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9931568283

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9931568303

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9933588780

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9933588785

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9934588920

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9934589042

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9934591313

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9934591690

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9934591934

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9934591939

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9934592016

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9935595641

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9935600461

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9936500827

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9936500830

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9936500873

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9936597141

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9937501165

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9937501167

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9937501246

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9937501557

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9944618749

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9944630235

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9944630256

	18 GB Internal Hard Drive 10K, 1"SCSI, W/SPUD&PLT
	Sun
	540-4178-01
	9944630374

	TurboGX 4MB SBUS Frame Buffer
	Sun
	595-3217-02
	42317

	Video Card
	Sun
	595-4606-03
	5014790005908

	Sun StorEDGE A1000/D1000
	Sun
	595-5223-01
	938H3965

	Sun StorEDGE A1000/D1000
	Sun
	595-5223-01
	938H3966

	Sun StorEDGE A1000/D1000
	Sun
	595-5223-01
	938H3967

	Sun StorEDGE A1000/D1000
	Sun
	595-5223-01
	938H3976

	Sun StorEDGE A1000/D1000
	Sun
	595-5223-01
	949H3439

	20 GB 8mm Tape Drive
	Sun
	599-2081-01
	935C2036

	20 GB 8mm Tape Drive
	Sun
	599-2081-01
	935C2038

	20 GB 8mm Tape Drive
	Sun
	599-2081-01
	935C2054

	External Disk Drive
	Sun
	599-2118-01
	739G1386

	External Disk Drive
	Sun
	599-2118-01
	748G0485

	External Disk Drive
	Sun
	599-2121-02
	747G2752

	External Tape Drive
	Sun
	599-2132-01
	811G0950

	External Disk Drive
	Sun
	599-2225-01
	818G1577

	UltraSCSI External Disk Drive
	Sun
	599-2229-01
	832G0169

	Sun Ultra Enterprise II
	Sun
	600-3777-01
	802FC8C8

	Sun Ultra Enterprise II
	Sun
	600-3777-01
	811FC2EA

	Sun Ultra Enterprise I
	Sun
	600-3786-01
	817FCAF2

	Sun Ultra I
	Sun
	600-4615-01
	736FC6AD

	Sun Ultra I
	Sun
	600-4615-01
	736FC6B1

	Sun Ultra I
	Sun
	600-4615-01
	736FC6BB

	Sun Ultra Enterprise II
	Sun
	600-5393-01
	912H2E80

	Sun E3501-MR83 (Enterprise 3501)
	Sun
	600-6310-01
	937H272E

	Sun E3501-MR83 (Enterprise 3501)
	Sun
	600-6310-01
	937H2734

	Sun E3501-MR83 (Enterprise 3501)
	Sun
	600-6310-01
	938H28EB

	Sun Ultra Enterprise II
	Sun
	600-6391-01
	931H2924

	Sun Enterprise E3502-MR83
	Sun
	600-6633-01
	008H3120

	Keyboard
	DELL
	6780-D
	12743-89S-0272

	Hub, AcerHub 509U, 9 port
	Acer
	9080516002
	739A0868

	External CD-ROM
	Corporate Systems Center
	CD-ROM
	A001200

	Hub, dual speed, 8 port
	Netgear (Bay Networks)
	DS108
	DS18103939

	Sun E3002-C50 (Enterprise 3000)
	Sun
	E3002-C50
	802F03E4

	Mouse
	MITSUMI
	ECM-S3902
	0565469

	Mouse
	MITSUMI
	ECM-S3902
	0565474

	Mouse
	MITSUMI
	ECM-S3902
	0565488

	Hub, EtherFast 10/100 Auto-Sensing 16-port hub
	Linksys
	EFAH16
	944001560

	Hub, EtherFast 10/100 Auto-Sensing 16-port hub
	Linksys
	EFAH16
	944D01559

	Enterprise 250 w/2 400Mhz CPU's, floppy drive, tape drive
	Sun
	Enterprise 250
	041H2FCA

	3D Floppy Drive
	Sun
	F370-3212-02
	0005002092

	3D Floppy Drive
	Sun
	F370-3212-02
	0005002093

	3D Floppy Drive
	Sun
	F370-3212-02
	0005002098

	Firewall
	CISCO
	FWCIPIX515FOBUN PIH
	44403480037

	HP 4050N Printer
	HP
	HP Printer
	USBC157572

	Monitor
	SAMPO
	KM-511L
	730H3773

	Monitor
	SAMPO
	KM-511L
	744H1990

	Litronic Card Reader
	Litronic
	Litronic Card Reader
	N/A

	Litronic Card Reader
	Litronic
	Litronic Card Reader
	N/A

	Luna Chrysalis
	Luna
	Luna Chrysalis
	B115B-D

	Luna Chrysalis PED
	Luna
	Luna Chrysalis PED
	OOOO327

	NCipher Card Reader
	NCipher
	NCipher Card Reader
	01-581517

	NCipher Card Reader
	NCipher
	NCipher Card Reader
	O1-580323

	NCipher Card Reader
	NCipher
	NCipher Card Reader
	O1-580329

	NCipher Card Reader
	NCipher
	NCipher Card Reader
	O1-580637

	nCipher Smart Card (5-pack and 10-pack)
	nCipher
	nCipher cards
	 

	Mouse
	Sun
	NE SUN 1
	LZA72753239

	Mouse
	Sun
	NE SUN 1
	LZA72753248

	Mouse
	Sun
	NE SUN 1
	LZA74001586

	Mouse
	Sun
	NE SUN 1
	LZA74006098

	Mouse
	Sun
	NE SUN 1
	LZA80603967

	Mouse
	Sun
	NE SUN 1
	LZA82804666

	Mouse
	Sun
	NE SUN 1
	LZB91655252

	Single Drive CDR Recordable Solution w/buffer drive for Sparc Solaris
	Luminex Software, Inc.
	NETCDR
	20-010201

	Single Drive CDR Recordable Solution w/buffer drive for Sparc Solaris
	Luminex Software, Inc.
	NETCDR
	20-010203

	Single Drive CDR Recordable Solution w/buffer drive for Sparc Solaris
	Luminex Software, Inc.
	NETCDR
	20-010204

	Single Drive CDR Recordable Solution w/buffer drive for Sparc Solaris
	Luminex Software, Inc.
	NETCDR
	20-010206

	Cisco Net Ranger
	CISCO
	NRS-2FE
	22203360279

	Toshiba Laptop
	Toshiba
	PA1251U-T2C
	77074463

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS0002316874

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS0013113097

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS0013113111

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS0013113116

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS0013113137

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS0013113143

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS9930314452

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS9941111766

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS9942111934

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS9942112257

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS9942112271

	APC 1400VA SmartUPS (SU1400NET) 1400VA Line-interactive SmartUPS, Runtime @900VA load, 12 min, bundled w/PowerChute plus
	APC
	PSAPSU1400NET
	QS9942112273

	Firewall
	CISCO
	SWCIPIX515URBUN 09A
	44403460320

	External 3.5 Floppy Drive
	Toshiba
	Toshiba Floppy Drive
	none

	OptiQuest Q100
	OptiQuest
	VCDTS21360
	1J73100180
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