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 ‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of  August 2002
	Contract Number:
	DCA20000D5013

	Order Number:
	0008

	Tracking Number:
	

	Previous Order Number:
	Not Applicable


1.  Points of Contact

2.  Order Title:  GCSS FoS Security Engineering and Technical Services Support

3.  Background:  One of the major elements in the successful waging of war is ensuring the flow of personnel and supplies to and from the battlefield throughout all phases of an operation (mobilization, deployment, engagement, sustainment, and redeployment).  In order to develop and sustain this flow, logistics commanders in the field need to have information that will allow them to understand both the tactical and logistics situation.  Currently, this is not easy for U.S. Forces due to a number of factors.  The most significant factor is the state of the art of logistics information systems, which tend to be “stove piped” systems developed in relative isolation.

Recognizing the need to provide commanders in the field with a better and more integrated source of logistics information, the Defense Information Systems Agency (DISA), with guidance from the Joint Logistics Staff, has initiated an effort to develop the GCSS.  The GCSS will provide an integrated view of the services and agencies logistics situation.  This is being accomplished through the addition of GCSS segments consisting of Common Operational Picture – Combat Support Enhanced (COP-CSE) and the GCSS Portal

The GCSS FoS requires a network-centric security certification and accreditation process that views the GCSS as a system-of-systems. The DODI 5200.40, Defense Information Technology Security Certification and Accreditation Process provides the certification and accreditation model. Security must be addressed from the DOD Defense In Depth taking into consideration existing service and agency protect and detect products, techniques and procedures, and ensure availability, compatibility and interoperability of the GCSS resources across a heterogeneous network environment.  

4.  Objectives: The objective of this Task Order (TO) is to provide security engineering and technical security support to the Applications Engineering (AE) Division with policy and engineering activities to develop an Overarching System Security Authorization Agreement (SSAA), which contains the GCSS FoS Overarching Security Policy and Security Requirements.  The GCSS derived its requirements from the GCSS Capstone Requirements Document (Draft), 03 January 1999, J4, Logistics Information Systems Directorate (currently in JROC review); and the Joint Staff, Logistics Information Systems Division, Validation Approval of Mission Need Statement (MNS) for Global Combat Support System, 10 September 1997, signed by Director of the Joint Staff.

5. Scope:  The contractor shall provide security engineering, technical security policy, and program support services. 

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Security Policy, Security Requirements, and Security Engineering Support

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2   Subtask 2 - TO Management. 

Prepare TO Management Plan (A001) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  

The Contractor shall prepare a Monthly Status Report (A002) monitoring the quality assurance, progress/status reporting, and program reviews applied to each task in this TO (as appropriate to the specific nature of the SOW). At a minimum this data shall include:

· The project task schedule showing any proposed changes, the reasons for the changes, and the potential impact on the TO.

· Descriptions of activities and deliverables during the current month for the TO.  The description shall include problem definitions and recommendations for program resolutions.

· Exercise and site support, trip reports, technical visits, technical reports, user/developer training, and related results.

· Planned activities for the next reporting period including technical data to be submitted.

· Personnel reassignment impacting contract work.

· Costs incurred by the task.  This section shall include a summary of the planned costs on a monthly basis and the actual costs incurred.  The contractor in the project schedule/impact section mentioned above shall explain deviations from the planned expenditures.

Task 1 Deliverables:
Task Order Management Plan (A001)




Monthly Progress, Status & Management Report (A002)

6.2 Task 2 – Security Policy, Security Requirements, and Security Engineering Support
6.2.1
Subtask 1:  System Security Authorization Agreement

The contractor shall develop the GCSS FoS System Security Authorization Agreement (SSAA). This overarching document will include the GCSS FoS Security Policy and Security Requirements for service and agency contributions (data, resources, etc). The contractor shall review existing service and agency GCSS SSAA documentation as reference for consistency and incorporation into the overarching SSAA strategy. The SSAA shall also address a GCSS FoS Community Connection Process where services and agencies can provide additional networked resources to the GCSS FoS in a consistent and protected manner. The SSAA shall be developed consistent with existing Executive Order (OMB A-130, A-127, etc) and DOD (IA G&PM, DODI 5200.40) directives.  The contractor shall support the review process of the DODD 8500.aa and DODI 8500.bb information assurance directives and Joint Staff GCSS instructions.

6.2.2 Subtask 2:  GCSS FoS Security Engineering Support 

The contractor shall provide technical representation to attend quarterly GCSS FoS Security Working Group meetings and, as required, ad hoc security meetings. 

Task 2 Deliverables: 
GCSS FoS System Security Authorization Agreement (A004)

GCSS FoS Security Policy (A004a)

GCSS FoS Security Requirements (A004b)

GCSS FoS Community Connection Process (A004c)

Technical White Papers and Presentations (A006)

GCSS FoS Security Working Group Minutes (A007)

Meeting Minutes

6.2.3 Subtask 3: GCSS FoS Community Connection Process

The contractor shall provide IA technical and engineering expertise to develop a GCSS FoS Community Connection Process. This shall include technical expertise to assess the security impact to the community of service and agency information technology providing contributions to the GCSS community. The contractor shall update the Community Connection Process as 

Subtask 3 Deliverables:  GCSS FoS Connection Process (Revised)

6.2.4 Subtask 4: GCSS Security Accreditation Documentation

The contractor shall update the GCSS FoS Security Accreditation documentation to maintain currency with the evolving mission requirements and as-implemented architecture. The GCSS Security Accreditation Documentation will include matrices of the service and agency contributions security status. 

Subtask 4 Deliverables: Updated GCSS FoS System Security Authorization Agreement (A004)

Updated GCSS FoS Security Policy (A004a)

Updated GCSS FoS Security Requirements (A004b)

Tier II level GCSS FoS Community Connection Process (Integration Criteria and Approval Process)

Tier II level GCSS FoS System Security Authorization Agreement

Tier II level GCSS FoS Security Policy

Tier II level GCSS FoS Security Requirements

7.  
Place of Performance:  This task order shall be performed at the contractor site.  The TTM will identify travel to support this task order. Contractor Travel is as follows:




Parkersburg WV   2 Days
 1 Person (two trips)




San Antonio, TX   5 Days            2 Persons

8.  
Period of Performance:   The period of performance for this award is extended 210 days to  October 30, 2002.

9. Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order

Management Plan
	A001/DI-MGMT-8004
	Final 15 working days after TIM
	1
	Standard 

Distribution*
	Final – 15 working days after TIM

	6.1.2
	Monthly Progress Report
	A002/DI-MGMT-80227
	10th working day of month
	1
	Standard 

Distribution* 

**
	Monthly, on 10th workday

	
	
	
	
	
	
	

	6.2.1
	Overarching GCSS FoS System Security Authorization Agreement
	A004

(Contractor Format)
	Draft 45 working days after Contract Award

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 45 working days

Final – 14 days after receipt of Government review comments

	6.2.1
	GCSS FoS Security Policy
	A004a

(Contractor Format

Appendix to SSAA)
	Draft 60 working days after Contract Award

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 60 working days

Final – 14 working days after receipt of Government review comments

	6.2.1
	GCSS FoS Security Requirements
	A004b

(Contractor Format 

Appendix to SSAA)
	Draft 90 working days after Contract Award

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 90 working days

Final – 14 working days after receipt of Government review comments

	6.2.1
	GCSS FoS Community Connection Process
	A004c

(Contractor Format

Appendix to SSAA)
	Draft -120 working days after Contract Award

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft - 120 working days

Final – 14 working days after receipt of Government review comments

	
	
	
	
	
	
	

	6.2.2
	Technical White Papers and Presentations
	DISA Format
	5 working days 
	1
	Standard
	5 working days

	6.2.2
	Meeting Minutes
	Contractor Format
	5 working days after completion of event
	1
	Standard
	5 working days

	6.2.2
	GCSS FoS Security Working Group Minutes
	A007
	5 working days after completion of event
	1
	Standard
	5 working days

	6.2.3
	Revised GCSS FoS Community Connection Process
	A004c

(Contractor Format

Appendix to SSAA)
	Draft -120 working days after government notification

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft - 120 working days

Final – 14 working days after receipt of Government review comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	6.2.4
	Revised GCSS FoS System Security Authorization Agreement
	A004

(Contractor Format)
	Draft 45 working days after government notification

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 45 working days

Final – 14 days after receipt of Government review comments

	6.2.4
	Revised GCSS FoS Security Policy
	A004a

(Contractor Format

Appendix to SSAA)
	Draft 60 working days after government notification

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 60 working days

Final – 14 working days after receipt of Government review comments

	6.2.4
	Revised GCSS FoS Security Requirements
	A004b

(Contractor Format 

Appendix to SSAA)
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 90 working days

Final – 14 working days after receipt of Government review comments

	6.2.4
	Tier II level GCSS FoS Community Connection Process (Integration Criteria and Approval Process)
	
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments

	6.2.4
	Tier II level GCSS FoS System Security Authorization Agreement
	
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments

	6.2.4
	Tier II level GCSS FoS Security Policy
	
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments

	6.2.4
	Tier II level GCSS FoS Security Requirements
	
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft 90 working days after government notification

Final 14 working days after receipt of Government review comments


*Standard Distribution
· Documents shall be produced in Word format. Presentations shall be produced in PowerPoint format.

· 1 copy of the transmittal letter and the deliverable to the Primary TM

**  1 copy of monthly status report to the Business Office – dunnettm@ncr.disa.mil and thompsol@ncr.disa.mil

10.  Security:  The work to be performed is at the Secret level.  Personnel performing work under this TO must be eligible for a secret clearance.  The work to be performed and the products to be delivered under this contract shall be accomplished in accordance with the contract Security Classification Specification, DD Form 254, pertaining to this contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The government will provide access to the necessary documents pertaining to GCSS. 
12.  Packaging, Packing, and Shipping:  See paragraph D.1 of the ‘I Assure’ Contract.  
13.  Inspection and Acceptance:  See paragraph E.1 of the ‘I Assure’ Contract. 

14.  Other Pertinent Information or Special Considerations: 


14.1 Non-Disclosure Requirements.  The ‘I Assure’ contractor must provide a nondisclosure agreement when working with sensitive and/or proprietary information.  The government at the time of this SOW has identified no requirements however; the government reserves the right to require one at the appropriate time.

14.2 Specific Expertise, Educational and Work Experience.  The contractor must possess expert knowledge in the DOD Certification and Accreditation Process. The contractor must have support staff that possesses expertise and experience in securing enterprise wide networked resources.  The contractor must have knowledge of Executive Office and DOD security policy and implementers.  

14.3  Government Estimates.  It is anticipated that the level of effort for this SOW will require a total of 2080 technical hours to be utilized. The contractor may bid the following labor categories or submit proposed skill sets with supporting rationale:

	Task Order Manager

	Senior IA Analyst

	Intermediate IA Functional Analyst

	Senior Systems Engineer


14.4 List of Materials/Equipment/Training.  The contractor will be authorized to make small purchases for items such as books, tools, software and peripherals for equipment such as cables.  The contractor shall annotate what was purchased in the Weekly Report.

DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible).


1.  THE PURPOSE OF THIS NO-COST MODIFICATION IS TO INCORPORATE INTO THIS ORDER CSC PROPOSAL MODIFICATION DTD 23 SEP 02.  BY INCORPORATING THIS PROPOSAL MODIFICATION INTO THE ORDER THE FOLLOWING IS CHANGED:





    A.  REQUIREMENT IS DELETED TO DOCUMENT THE SECURITY ARCHITECTURE FOR GCSS FOS SECURITY ENGINEERING SUPPORT TASK 2, SUBTASK 2.


    B.  FIRST SENTENCE OF PARAGRAPH 6.2.3, SUBTASK 3 IS CHANGED AS SPECIFIED IN PROPOSAL MODIFICATION.


    C.  DELIVERABLES FROM THE DELIVERABLE SCHEDULE ARE DELETED AS SPECIFIED IN PROPOSAL MODIFICATION.


    D.  DELIVERABLES ARE ADDED TO THE DELIVERABLE SCHEDULE AS SPECIFIED IN PROPOSAL MODIFICATION.


    E.  MONTGOMERY, AL SITE IS DELETED FROM THE TRAVEL SCHEDULE.


    F.   IS ADDED AS THE TASK ORDER MONITOR (TOM) LABOR CATEGORY 01.


    G.  PARKERSBURG, WV TRAVEL SHOULD READ 1 TRIP VICE 2 AND THE SAN ANTONIO, TX TRAVEL SHOULD READ 4 PERSONS VICE 2 IN PARAGRAPH 7.


    F.  THE TOTAL OF THE ORDER REMAINS UNCHANGED AT $358,081.19.
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STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





30-105





NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











  











 D.  OTHER (Specify type of modification and authority)





  UNILATERAL, CSC PROPOSAL MODIFICATION DATED 23 SEP 02





 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





FACILITY CODE                      





 16C.  DATE SIGNED0





   20020926





 16B.  UNITED STATES OF AMERICA





  BY  �








 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





 


ANNE KAREN KELLER


CONTRACTING OFFICER





15C. DATE SIGNED














15B.  CONTRACTOR/OFFEROR














15A.  NAME AND TITLE OF SIGNER (Type or print)











E.   IMPORTANT:    Contractor       is not,       is required to sign this document and return      copies to the issuing office. 





  (X)





  











  x











  





THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)


97X4930.5F20 000 C1013 0 068142 255011                                             N/A





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





10B.  DATED (SEE ITEM 13)





   27 AUGUST 2001





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5013/0008





9B.  DATED (SEE ITEM 11)


                                 --------------------------------------------------------------------------------------------------       





9A. AMENDMENT OF SOLICITATION NO.


                                        











X





CODE  





8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  


   CSC


   ATTN: JODY CHRISTOPHER


   3160 FAIRVIEW PARK DRIVE (M/C N300)


   FALLS CHURCH, VA  22042						





 (X)





 














HC1013          





HC1013          





PAGE  OF  PAGES





  1		1	


          2  





7.  ADMINISTERED BY (If other than Item 6)                  CODE





     





                                                   


                                                        


Payment Office: DITCO1                          SCD: C  





5.  PROJECT NO (If applicable)





                      





6.  ISSUED BY			CODE


    DEFENSE INFORMATION SYSTEMS AGENCY                      


    DITCO/AQSS32                                                   


    2300 EAST DRIVE                                         


    SCOTT AFB, IL  62225-5406                               


                                                            


    BUYER:			





3.  EFFECTIVE DATE





    20020926	





 4.  REQUISITION/PURCHASE REQ. NO.


 


      





2.  AMENDMENT/MODIFICATION NO.	





   05					





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


     			





1.  CONTRACT ID CODE





                        








