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FAR (48 CFR).243

“I ASSURE” TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

Modified 30 January 2002

	Contract Number:
	DCA200-00-D-5020

	Task Order Number:
	0006

	Tracking Number:
	

	Previous Order Number:
	Not Applicable


1.0 Points of Contact

2.0 Task Order Title

This TO is for the Sensor Grid Enhancement Task.

3.0 Background

The Computer Network Operations Team at the Global Network Operations and Security Center (GNOSC), working closely with the Joint Task Force for Computer Network Operations (JTF-CNO), the DoD Computer Emergency Response Team (CERT), and the Regional CERTs (RCERTs), monitor intrusion detection systems (IDSs) that detect attacks against the Global Information Grid (GIG).  These IDSs, a.k.a., the Sensor Grid, are a key part of the defense in depth strategy that helps GNOSC, JTF-CNO, and DOD CERT satisfy their operational requirement to determine whether mission critical GIG data may have been compromised, altered, or deleted by an adversary.  The IDSs currently used are Joint Intrusion Detection Systems (JIDS).  

The Sensor Grid has deficiencies that adversely impact the ability of the aforementioned organizations to satisfy their operational requirement.  Several deficiencies that afflict the Sensor Grid are the following: (1) The IDSs are based on immature technologies that cannot detect advanced probes and attacks launched by highly skilled hackers employed by hostile nation states and terrorist groups.  (2) The IDSs generate such a tremendous volume of event alerts per day that IDS watchstanders are overwhelmed and are unable to analyze or respond to many of the alerts.  (3) The user interfaces of the IDSs do not lend themselves well to the display of large amounts of data nor do they do a good job of organizing data in a meaningful manner.  

This Statement of Work (SOW) addresses the above-mentioned deficiencies that result in less than optimal utilization of watchstander resources and/or that impair that ability of watchstanders to identify attacks and make this information known to administrators and/or end-users of the affected systems.  The goal of this SOW is to assess current state-of-the-art sensors and high-volume data visualization tools, and to recommend a solution that increases the rate of detection and reporting of attacks to personnel who need this information.  

The DISA API5 Network Operations Security Division shall serve as the Task Manager (TM) for all vendor-acquired engineering support.  The TM will produce all documents required for contract support including the following: the SOW, tracking deliverables and milestones, and required guidance on security and engineering issues. The TM will provide monthly status reports API5 management for all related contract efforts.  

4.0 Objectives

The purpose of this Sensor Grid Enhancement (SGE) project is to do the following:

1. Assess state-of-the-art host- and network-based intrusion detection systems that have a low false alarm rate and that can detect highly advanced attacks to determine which are best suited for integration into the Sensor Grid. Recommend tools for integration into the Sensor Grid, as appropriate.  In this document, the term “intrusion detection systems” encompasses devices designed specifically for the detection of attack and reconnaissance activity.  The term does not encompass devices designed primarily for another purpose that also can be used to detect intrusions, such as firewalls and routers.  

2. Assess state-of-the-art data visualization tools to determine which are best suited for integration into the Sensor Grid.  Recommend tools for integration into the Sensor Grid, as appropriate.  

3. Assess state-of-the-art data reduction tools to determine which are best suited for integration into the Sensor Grid.  Recommend tools for integration into the Sensor Grid, as appropriate.  

Recommendations shall meet requirements generated by JTF CNO, GNOSC, DOD CERT, RCERTs, Service CERTs, and the TM.  

Recommendations made shall take into account the requirement that an implementation of the recommendations shall be scalable to support future JTF CNO, GNOSC, DOD CERT, RCERT, and Service CERT requirements.  

5.0 Scope

5.1 Applicability

This document applies to assessment and recommendation of advanced attack detection, data reduction, and data visualization tools.  

The contractor shall provide engineering and technical services including product research, lab- and paper-based product analysis, and product capability and security comparisons throughout the project period.  The contractor shall provide information assurance expertise where needed.  Based on the immaturity of requirements, the contractor may propose an incremental development approach. 

5.2 Task Work Breakdown Structure (WBS)

The WBS for the this task shall consist of the following activities:

4. Specify the requirements for host-based sensors, network-based sensors, data reduction components, and data visualization components.  (Note: A different set of requirements shall be generated for each class of product.)  These requirements shall be based on inputs from the TM, Service CERTs, RCERTs, DOD CERT, and GNOSC.  They shall also be based on assessments made by the contractor after becoming familiar with Service CERT, RCERT, DOD CERT, and GNOSC operational requirements and environment.  This shall entail DoD facility site visits by the contractor.  

5. Research the marketplace for available or soon-to-be-available host-based sensors, network-based sensors, data reduction products, and data visualization products.  Develop a list of the most promising products.  These products shall be tested against the test plans specified below.  

6. Develop a host-based sensor test plan that captures the Service CERT, RCERT, DOD CERT, GNOSC, TM, and contractor-derived requirements.  

7. Develop a network-based sensor test plan that captures the Service CERT, RCERT, DOD CERT, GNOSC, TM, and contractor-derived requirements.  

8. Develop a data reduction product test plan that captures the Service CERT, RCERT, DOD CERT, GNOSC, TM, and contractor-derived requirements. 

9. Develop a data visualization product test plan that captures the Service CERT, RCERT, DOD CERT, GNOSC, TM, and contractor-derived requirements.  

10. Test the network-based sensors, host-based sensors, data reduction products, and data visualization products identified as promising technologies.  

11. Produce a test report that explains in detail how the different products perform with respect to Service CERT, RCERT, DOD CERT, GNOSC, TM, and contractor-derived requirements.  Produce a matrix that compares product capabilities and security features.  

The contractor’s testbed shall be configured to comply with the DoD-approved architectures, programs, standards, and guidelines that are applicable to fielded equipment.  This includes the Defense Information Infrastructure (DII) Strategic Technical Implementation Guidance (STIG), DII Common Operating Environment (COE), and Defense Information Systems Network (DISN) requirements.  

Specific services addressed in this SOW are:

12. Task Area 1: Policy, Planning, Process, Program and Project Management Support

13. Task Area 2: Product requirements gathering

14. Task Area 3: Product research and selection

15. Task Area 4: Test plan generation

16. Task Area 5: Test bed construction

17. Task Area 6: Product testing

18. Task Area 7: Test results documentation

Specific Tasks

5.3 Task 1.0 – Contract-Level and TO Management

5.3.1 Subtask 1.1 – Integration Management Control Planning

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation, and related functions.
5.3.2 Subtask 1.2 – TO Management

Contractor shall develop and deliver a Management Plan/Plan of Accomplishment (MP/POA) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and schedule requirements throughout TO execution.  The plan shall include the description of management controls, key activity milestones, deliverables, schedules, assumptions, additional government furnished equipment/government furnished information (GFE/GFI) as required, and other relevant information.  The contractor shall not proceed to commence this task without an approved MP/POA from the Government.

Deliverable:
1. MP/POA due 30 working days after the award of the TO. 

5.3.2.1 Subtask 1.2.1 – Technical Interchange Meeting

Contractor shall host a Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  

Deliverables:
1.
Technical Interchange Meeting, NLT 10 days after contract award.


2.
TIM minutes and briefing/support materials in written format NLT five (5) working days after the meeting.

5.3.2.2 Subtask 1.2.2 – Monthly Reviews

Contractor shall provide In-Progress Monthly Reviews (IPRs).  These reviews shall address at a minimum the information contained in the Monthly Status Reports.  Depending on contract performance other information may be included in the IPRs.  The contractor shall provide briefings slides, to the Government TTM three (3) working days prior to the scheduled IPR.   

Deliverables:
1.
Briefing Package is due three (3) days prior to the review.


2.
Minutes in written documentation due NLT five (5) working days after the review.

5.3.2.3 Subtask 1.2.3 – Status Reports

Contractor shall provide Monthly Status Reports.  The reports shall include the status of the work progress, funding profiles, program schedule, problems encountered, potential solutions, potential management/technical problems (with potential solutions) that may impact cost/schedule, and other information as deemed important to the TO.  

Deliverable:
1. Status Report NLT (5) working days after the end of the monthly performance period.  

5.3.3 Subtask 1.2.4 – Cooperation and Coordination with Other Contractors

There may be multiple contractors (e.g., from more than one contract vehicle and/or company) supporting DISA API5 and other DOD activities.  These contractors may be tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts and/or working as a team to perform tasks in concert.  

5.4 Task 2.0 – Product Requirements Gathering

The objective of this task is to identify and specify Service CERT, RCERT, DOD CERT, GNOSC, TM, and contractor-derived requirements for the following products: host-based sensors, network-based sensors, data reduction products, and data visualization products.  
5.4.1 Subtask 2.1 – Existing Product Capability Assessment

5.4.1.1 Subtask 2.1.1 – Sensor Grid Capability Assessment

The contractor shall gain an understanding of the existing Sensor Grid architecture by reading the document titled “NIPRNET – Internet Perimeter Security: Evaluation Report”, Report #8312, 13 July 2001.  This document shall be provided as GFI to the contractor.  

The contractor shall assess the Sensor Grid components to understand the underlying technologies.  This shall include assessment of the Joint Intrusion Detection System (JIDS) and other IDSs used by Service CERTs, RCERTs, DOD CERT, and GNOSC (hereafter referred to as “end users”).  It shall also include assessment of any data reduction and visualization tools used at the end user facilities.  Sensor Grid components shall be assessed against the following (non-inclusive list of) criteria: False alarm tendencies, tendency to miss simple and advanced attack types, ability to keep up with traffic volume, ability to stay current with newly developed attacks, ease of use, ability of displays to show the large number of events generated, report generation abilities, etc.  

The existing capabilities of the tools used by these facilities shall serve as a baseline for product requirements.  The contractor shall generate a baseline requirements document based on this study.  This document shall address the following (non-inclusive list of) criteria: Maximum acceptable false alarm rate for each category of attack sensor alert, maximum allowed attack events for which the attack sensor may fail to generate an alert, for each category of alert, maximum traffic volume attack sensor can monitor without impacting its ability to detect all attack types it is able to detect, frequency and thoroughness of attack signature updates, ease of use by analysts, ability of displays to show the large number of events generated, ability to generate attack reports, etc.  

The contractor shall contact and/or visit end user facilities, as appropriate, to perform the Sensor Grid product assessment.  

The contractor shall make all generated documents available to the TM for review, and shall incorporate all modifications requested by the TM into the documents.  

Deliverables:
1. Existing Sensor Grid technology assessment document 


2. Baseline Sensor Grid requirements document

5.4.1.2 Subtask 2.1.2 – (This Task Has Been Deleted)

This section has been deleted.  

5.4.2 Subtask 2.2 – End User Requirements Definition

The contractor shall obtain from end users and from the TM additional product requirements.  These additional requirements shall be merged with the two baseline listings of requirements generated in the previous task to form two new documents; one shall contain consolidated requirements for network-based IDSs and for data reduction tools; the other shall contain consolidated requirements for host-based IDSs and for data visualization tools.  The first document shall be called the Consolidated Baseline Requirements for Network IDSs and Data Reduction Tools document.  The second document shall be called the Consolidated Baseline Requirements for Host IDSs and Data Visualization Tools document.  

The contractor shall, based on their observations at Sensor Grid facilities and their understanding of Sensor Grid components, generate additional product requirements, as appropriate.  

The consolidated baseline requirements documents shall describe each of the requirements in detail, and shall specify exactly what a product must be able to do in order to meet the requirement.  For example, if a category of products must read and process all data passing by on a high speed network, the document shall state the minimum traffic volume and speed that the product must be able to read and process, rather than simply saying that the product must be able to process “a high rate” of data.  The document shall explain why each of the requirements is included in the document.  

The contractor shall make these requirements documents available to the TM and, at a minimum, DOD CERT and GNOSC, for approval.  The contractor shall incorporate modification requests by the TM and other approving organizations into the requirements document.  

The contractor shall maintain a Requirements Traceability Matrix that shall be available to the government TM upon request.  This matrix shall show what organization(s) originated each of the requirements in the requirements document.  

Deliverables:
1. Consolidated Baseline Requirements for Network IDSs and Data Reduction Tools Document


2. Consolidated Baseline Requirements for Host IDSs and Data Visualization Tools Document


3. Requirements Traceability Matrix for Network IDSs and Data Reduction Tools


4.
Requirements Traceability Matrix for Host IDSs and Data Visualization Tools

5.4.3 Subtask 2.3 – Requirements Review

The contractor shall provide a Requirements Review Brief to the Government.  The purpose of this brief is to provide both the contractor and the government an opportunity to ensure both understand the requirements of the Sensor Grid components.  The contractor shall submit the minutes of the meeting to the government within five (5) days after conclusion of the meeting.  The contractor shall develop and provide to the Government, prior to the Requirements Review Brief, a draft of the deliverables required under Task 2.2.  

Deliverables:
1. Briefing package for requirements review


2. Requirements review


3. Minutes from requirements review

5.5 Task 3.0 – Product Research and Selection

The objective of this task is to research state-of-the-art host-based attack sensors, network-based attack sensors, data reduction products, and data visualization products.  Additionally, this task includes a paper assessment of the products identified by research against the baseline requirements document.  Products that do not meet most of the requirements shall receive no further consideration or testing.  Products that seem to meet most of the requirements shall be tested in a subsequent task (see below).  The contractor shall use good technical judgment, in addition to the baseline requirements document, to determine which products should receive further consideration.  (Note: In some cases, a product will not meet several of the baseline requirements, but may offer advantages that outweigh its shortcomings, and thus warrant further consideration.)  A document that explains why products were rejected or accepted for further consideration shall be generated.   

Four documents shall be generated.  The first two are the following: (1) A document that lists all state-of-the-art network-based attack sensor and data reduction products identified and researched by the contractor.  (2) A document that lists all state-of-the-art host-based attack sensor and data visualization products identified and researched by the contractor.  These first two documents shall describe and compare the capabilities of each of the products with enough detail that the merits and shortcomings of the products are clearly identifiable.  The documents shall explain each of the criteria against which the products were analyzed and why these criteria were chosen.  The TM may request inclusion of certain products or criteria in the document; these requests shall be incorporated into the document.  

The third and fourth documents are the following: (3) A document that lists which network-based attack sensor and data reduction products will and will not be considered for future analysis. (4) A document that lists which host-based attack sensor and data visualization products will and will not be considered for future analysis.  These two documents explain the criteria on which the contractor based its analysis of the products.  They shall also describe how/why each product was determined to meet/fail to meet each of the analysis criteria.  They shall also state for each product that criteria were and were not met by the product.  In cases where a product does not meet a given criterion, the appropriate document shall state and explain whether the product partially meets the criterion.  

The contractor shall make all generated documents available to the TM for review, and shall incorporate all modifications requested by the TM into the documents.  

Deliverables:
1. State-of-the-Art Network-Based Attack Sensors and Data Reduction Tools Document


2.
State-of-the-Art Host-Based Attack Sensors and Data Visualization Tools Document


3. Network-Based Attack Sensors and Data Reduction Tools Selected for Testing Document


4.
Host-Based Attack Sensors and Data Visualization Tools Selected for Testing Document

5.6 Task 4.0 – Test Plan Generation

The objective of this task is to generate test plans against which products identified as warranting further consideration in the previous task can be tested.  

The contractor shall develop one test plan for each type of product.  The product types are the following: host-based attack sensors, network-based attack sensors, data reduction products, and data visualization products.  

Each test plan shall list the tests that must be performed to determine whether the products in the category covered by the test plan meet the requirements in the requirements document.  In addition, the contractor shall use good technical judgment and identify additional tests that should be run to thoroughly test the products and show off their differences and their unique capabilities.  The tests shall show not only whether each product meets all of the requirements, but shall also explain how well they meet the requirements that they meet and how close they come to meeting the requirements that they do not meet.  Thus, the test(s) shall not simply result in a yes/no determination of whether products meet the requirements.  Instead, the test(s) shall, in addition to enabling determination of which requirements products meet, enable determination of how much a product exceeds or falls short of meeting each of the requirements.  

The contractor shall make the requirements document available to the TM, who will review it and propose modifications.  The contractor shall incorporate into the document all modifications requested by the TM.  

Each test plan shall list, at a high level, the steps (procedures) that make up each test.  

Deliverables:
1. Network-Based Attack Sensor Test Plan document


2.
Data Reduction Tool Test Plan document


3.
Host-Based Attack Sensor Test Plan doc


4.
Data Visualization Tool Test Plan document

5.7 Task 5.0 – Test Bed Construction

The objective of this task is to architect and build testbeds that can be used to test the products identified for testing during Task 3.  

5.7.1 Subtask 5.1 – Testbed Design

The objective of this task is to design the testbeds that shall be used to test the products identified for further analysis in Task 3 in accordance with the test plan generated in Task 4.  The testbeds shall allow testing of the following types of products: host-based attack sensors, network-based attack sensors, data reduction products, and data visualization products.  The testbeds shall permit testing of all products identified in Task 3 for further analysis against all of the criteria in the Consolidated Baseline Requirements document, which shall be covered in the test plan developed in Task 4.  The testbed shall enable determination of how by how much products exceed the minimum requirements that they satisfy and determination of by how much products fail to meet requirements that they do not meet.  

The contractor shall develop for each testbed a Testbed Architecture and Operation Document that describes the proposed testbed’s design and operation.  This document shall include a detailed list of equipment and software that will be needed to construct the testbed and test all products identified for further analysis in Task 3 in accordance with the test plan generated in Task 4.  Based upon Government approval, the contractor shall acquire all hardware and software components required for the testbed.  

The contractor shall make all generated documents available to the TM for review, and shall incorporate all modifications requested by the TM into the documents and the testbed.  

Deliverables:
1. Data Reduction Tool and Network-Based Attack Sensor Testbed Architecture and Operation document


2.
Data Visualization Tool and Host-Based Attack Sensor Testbed Architecture and Operation document

5.7.2 Subtask 5.2 – Testbed Construction

The objective of this task is to build the testbeds that were designed in the above task.  The testbeds shall be constructed in accordance with the architecture defined in Task 5.1.  They shall meet all of the requirements in Task 5.1.  

Deliverables:
1. A completed data reduction tool and network-based attack sensor testbed shall be built.  


2.
A completed data visualization tool and host-based attack sensor testbed shall be built.


3. The contractor shall inform the TM in writing within 5 days of completion of each testbed that the testbed has been completed.

5.7.3 Subtask 5.3 – Testbed Operation Verification

The objective of this task is to verify proper operation of the testbeds.  The contractor shall develop a means of testing the required testbed functionality and test the testbeds.  If a testbed does not function correctly, the contractor shall correct the problem(s) and retest the testbed.  This process shall continue until each testbed works properly.  

Deliverables:
1. The contractor shall test the data reduction tool and network-based attack sensor testbed as specified above.


2.
The contractor shall test the data visualization tool and host-based attack sensor testbed as specified above.


3. The contractor shall inform the TM in writing within 5 days of each test iteration the pass/fail status of the testbed.

5.8 Task 6.0 – Product Test

The objective of this task is to use the testbeds to test products identified in Task 3 in accordance with the test plan developed in Task 4.  

Each of the products identified as warranting further consideration in Task 3 shall be tested against each of the tests in the test plan document applicable to that type of product that was generated in Task 4.  The tests shall not only determine for each product what requirements are met and which are not met, but shall also determine by how much each product exceeds the requirements or falls short of the requirements.  

The contractor shall maintain detailed lab notebook(s) that describe product and testbed configurations and settings and test conditions.  The lab notebook(s) shall show detailed test procedures followed and results of those procedures.  The notebook(s) shall also explain, for each test against a given criterion, why the product was declared to meet/not meet the criterion.  The notebook(s) shall include all results data that the test plan in Task 4 states shall be captured.  

The contractor shall make all generated documents available to the TM for review, and shall incorporate all modifications requested by the TM into the documents.  

The contractor shall provide a Test Results Brief to the Government.  The purpose of this brief is to explain what happened during the test period and to explain which requirements the various products did and did not meet.  The brief shall also give the Government the opportunity to request minor changes to test procedures to ensure that the tests thoroughly assess the products against the requirements criteria.  

The contractor shall revise the Test Plan to accommodate test procedure changes requested by the Government at the Test Results Brief.  The contractor shall redo tests as prescribed by the revised Test Plan.  

Deliverables:
1.
The contractor shall use the testbed to test data reduction tools and network-based attack sensor products identified in Task 3 in accordance with the test plan developed in Task 4.  


2.
The contractor shall use the testbed to test data visualization tools and host-based attack sensor products identified in Task 3 in accordance with the test plan developed in Task 4.  


3.
The contractor shall deliver to the Government a Data Reduction Tool and Network-Based Attack Sensor Test Results Review.


4.
The contractor shall deliver to the Government a Data Visualization Tool and Host-Based Attack Sensor Test Results Review.


5. The contractor shall produce and maintain detailed lab notebooks during the product tests as described above.  A copy of the notebooks shall be made available to the TM, if requested, within 5 days of the request.  


6. The contractor shall deliver minutes and briefing slides from each of the Test Results Reviews to the Government.


7. If the Government requests changes to the test procedures at a Test Results Review, then the contractor shall deliver the revised Test Plan to the Government.  


8.
If the Government requests changes to the test procedures at a Test Results Review, then the contractor shall re-test the products associated with all revised test plan(s).  


9.
If the Government requests changes to the test procedures at a Test Results Review, then the contractor shall deliver to the Government a Follow-On Test Results Review at the conclusion of re-testing of products associated with revised test plan(s).  

5.9 Task 7.0 – Test Results Documentation

The objective of this task is to document how the products performed during the testing described in the previous task.  

A separate test results document shall be generated for each class of equipment.  The classes of equipment are the following: host-based attack sensors, network-based attack sensors, data reduction products, and data visualization products.  

The test results documents shall show which product requirements were met/not met by each of the products.  The documents shall provide supporting arguments that explain why the products were judged as meeting/not meeting each of the requirements.  

The contractor shall make all generated documents available to the TM for review, and shall incorporate all modifications requested by the TM into the documents.  

Deliverables:
1. Host-based attack sensor test results document


2. Network-based attack sensor test results document


3. Data reduction product test results document


4. Data visualization product test results document

6.0 Place of Performance and Travel

6.1 Primary Place of Performance

The contractor shall perform the majority of work for this development at the Contractor’s facility.  With the exception of site visits to support analysis of existing Sensor Grid components, minimal work will be performed at Government sites. 

6.2 Travel

The contractor shall be required to travel locally in the Metropolitan Washington, DC and Northern Virginia areas, and also to Pennsylvania.  Some short-term (1-7days) CONUS travel may be required to other sites for data gathering.  All travel shall be for supporting the development IAW paragraph 6.0 of the SOW.  

7.0 Period of Performance

The period of performance for this Task Order begins on the date of award and extends for a period of eight months.  

Deliverable/Delivery Schedule

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	1.2
	Management Plan/POA
	Contractor

Format
	Draft due 30 working days after award or

each iteration; Final due 5 working days after receipt of comments
	2
	Standard 

Distribution*
	Draft

Final 

	1.2.1
	Technical Interchange Meeting (TIM)
	
	10 working days after award
	2
	N/A
	Final

	1.2.1
	TIM Minutes


	Contractor

Format
	5 working days after TIM
	2
	Two copies to TM. 
	Final

	1.2.2
	Monthly Review Briefing (IPR) Package


	Contractor

Format


	3 working days prior to meeting
	2
	Two copies of briefing slides to TM
	Monthly

	1.2.2
	Monthly Review Minutes


	Contractor

Format 
	5 working days after the event
	2
	 Two copies to TM.
	Monthly

	1.2.3
	Monthly Status Report


	Contractor

Format 
	5 working days after end of performance period
	2
	Two copies to TM.
	Monthly


	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	2.1.1
	Existing Sensor Grid Technology Assessment document
	Contractor

Format
	Draft due one month after award; Final due 1 Feb 2002
	2
	Two copies to TM. 
	Draft

Final

	2.1.1
	Baseline Sensor Grid Require-ments document
	Contractor

Format
	Draft due two months after award; Final due 1 Feb 2002
	2
	Two copies to TM. 
	Draft

Final

	
	(Deliverable deleted)
	
	
	
	
	

	
	(Deliverable deleted)
	
	
	
	
	

	2.2
	Consolidated Baseline Require-ments for Network IDSs and Data Reduction Tools document
	Contractor

Format
	Draft due 2.5 months after award; Final due 1 Feb 2002
	2
	Two copies to TM. 
	Draft

Final

	2.2
	Consolidated Baseline Require-ments for Host IDSs and Data Visualization Tools document
	Contractor Format
	Draft due 8 Apr 2002.  Final due 5 working days after receipt of comments.  
	2
	Two copies to TM.
	Draft

Final

	2.2
	Require-ments Traceability Matrix for Network IDSs and Data Reduction Tools
	Contractor

Format
	Draft due 8 Feb 2002; Final due 5 working days after receipt of comments
	2
	Two copies to TM. 
	Draft

Final

	2.2
	Require-ments Traceability Matrix for Host IDSs and Data Visualization Tools
	Contractor Format
	Draft due 8 Apr 2002.  Final due 5 working days after receipt of comments.  
	2
	Two copies to TM.
	Draft

Final

	2.3
	Require-ments Review
	Contractor

Format
	Briefing package due three days prior to the review.

Review due three months after award.  

Meeting minutes due five days after conclusion of meeting.
	2
	Two copies to TM. 

Two copies to TM. 
	Final


	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	3.0
	State-of-the-Art Network-Based Attack Sensors and Data Reduction Tools document
	Contractor

Format
	Draft due 1 Feb 2002; Final due 5 working days after receipt of comments
	2
	Two copies to TM. 
	Draft

Final

	3.0
	State-of-the-Art Host-Based Attack Sensors and Data Visualization Tools document
	Contractor Format
	Draft due 10 April 2002.  Final due 5 working days after receipt of comments.
	2
	Two copies to TM
	Draft

Final

	3.0
	Network-Based Attack Sensors and Data Reduction Tools Selected for Testing document
	Contractor

Format
	Draft due 1 Feb 2002; Final due 5 working days after receipt of comments
	2
	Two copies to TM. 
	Draft

Final

	3.0
	Host-Based Attack Sensors and Data Visualization Tools Selected for Testing document
	Contractor Format
	Draft due 10 April 2002.  Final due 5 working days after receipt of comments.
	2
	Two copies to TM
	Draft

Final


	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	4.0
	Network-Based Attack Sensor Test Plan document
	Contractor

Format
	Draft due 11 Feb 2002. Final due 5 working days after receipt of comments.
	2
	Two copies to TM. 
	Draft

Final

	4.0
	Data Reduction Tool Test Plan document
	Contractor Format
	Draft due 11 Feb 2002. Final due 5 working days after receipt of comments.
	2
	Two copies to TM
	Draft

Final

	4.0
	Host-Based Attack Sensor Test Plan document
	Contractor Format
	Draft due 18 Apr 2002. Final due 5 working days after receipt of comments.
	2
	Two copies to TM
	Draft

Final

	4.0
	Data Visualization Tool Test Plan document
	Contractor Format
	Draft due 18 Apr 2002. Final due 5 working days after receipt of comments.
	2
	Two copies to TM
	Draft

Final


	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	5.1
	Data Reduction Tool and Network-Based Attack Sensor Testbed Architecture and Operation document
	Contractor

Format
	Draft due 12 Feb 2002; Final due 5 working days after receipt of comments
	2
	Two copies to TM. 
	Draft

Final

	5.1
	Data Visualization Tool and Host-Based Attack Sensor Testbed Architecture and Operation document
	Contractor Format
	Draft due 19 Apr 2002.  Final due 5 working days after receipt of comments.  
	2
	Two copies to TM
	Draft

Final

	5.2
	Data reduction tool and network-based attack sensor testbed construction
	Contractor Format
	Testbed completion due 13 Feb 2002.   Notification letter due 5 working days after testbed completion.
	1
	One copy of letter to TM.
	Testbed shall be located at contractor’s facility.  

	5.2
	Data visualization tool and host-based attack sensor testbed construction
	Contractor Format
	Testbed completion due 22 Apr 2002.  Notification letter due 5 working days after testbed completion.  
	1
	One copy of letter to TM.
	Testbed shall be located at contractor’s facility.  

	5.3
	Data reduction tool and network-based attack sensor testbed verification
	Contractor Format
	Testbed verification due 14 Feb 2002.  Notification letter due 5 working days after verification.  
	1
	One copy of letter to TM.  
	Testbed shall be fully operational by 14 Feb 2002.  

	5.3
	Data visualization tool and host-based attack sensor testbed verification
	Contractor Format
	Testbed verification due 23 Apr 2002.  Notification letter due 5 working days after verification.  
	1
	One copy of letter to TM.  
	Testbed shall be fully operational by 23 Apr 2002.  


	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.0
	Perform tests of data reduction tools and network-based attack sensors
	Contractor format
	Complete all tests by 13 Mar 2002
	1
	Letter of completion to TM
	

	6.0
	Perform tests of data visualization tools and host-based attack sensors
	Contractor Format
	Complete all tests by 14 May 2002
	1
	Letter of completion to TM
	

	6.0
	Lab notebooks
	Contractor Format
	A copy of lab notebook(s) shall be made available to the TM, if requested, within 5 days of the request.  Another copy of the notebooks shall be provided at the comple-tion of each set of tests.
	2 copies of data reduc-tion and net-work attack sensor note-books.

2 copies of data visuali-zation and host attack sensor note-books
	Two copies to TM when requested. 

Two copies to TM at completion of each set of tests.
	Final

	6.0
	Test Results Review for data reduction tool and network-based attack sensor tests
	Contractor Format
	Review due 13 Mar 2002
	
	
	Meeting and presentation

	6.0
	Test Results Review for data visualization tool and host-based attack sensor tests
	Contractor Format
	Review due 14 May 2002
	
	
	Meeting and presentation

	6.0
	Minutes and briefing slides from Test Results Reviews
	Contractor Format
	Minutes of review plus electronic copy of briefing slides due 5 days after completion of briefing
	Two copies each of min-utes and briefing slides follow-ing every review.
	For each review, two copies each of minutes and briefing slides are due to the TM.
	

	6.0
	Revised Test Plan
	Contractor Format
	Final version of all revised test plans requested by TM due 5 working days after receipt of comments
	2
	Two copies of each requested document to TM. 
	Due only if requested by TM at either of the two require-ments reviews

	6.0
	Re-test all data reduction tool and network-based attack sensor products associated with revised test plans
	Contractor Format
	Complete all tests by 1 Apr 2002.  
	1
	Letter of completion to TM.
	Due only if TM requests revision of Test Plan.

	6.0
	Re-test all data visualization tool and host-based attack sensor products associated with revised test plans
	Contractor Format
	Complete all tests by 31 May 2002.  
	1
	Letter of completion to TM.
	Due only if TM requests revision of Test Plan.

	6.0
	Follow-On Test Results Review for data reduction tool and network-based attack sensor tests
	Contractor Format
	Review due 1 Apr 2002.  
	
	
	Due only if TM requests revision of Test Plan.

	6.0
	Follow-On Test Results Review for data visualization tool and host-based attack sensor tests
	Contractor Format
	Review due 31 May 2002.  
	
	
	Due only if TM requests revision of Test Plan.


	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	7.0
	Network-based attack sensor test results document
	Contractor Format
	Draft due 22 Mar 2002.  Final due 1 Apr 2002.
	2
	Two copies of each to TM.  
	Draft

Final

	7.0
	Data reduction product test results document
	Contractor Format
	Draft due 22 Mar 2002.  Final due 1 Apr 2002.
	2
	Two copies of each to TM.  
	Draft

Final

	7.0
	Host-based attack sensor test results document
	Contractor Format
	Draft due 23 May 2002.  Final due 31 May 2002.
	2
	Two copies of each to TM.  
	Draft

Final

	7.0
	Data visualization product test results document
	Contractor Format
	Draft due 23 May 2002.  Final due 31 May 2002.
	2
	Two copies of each to TM.  
	Draft

Final


Standard Distribution

One copy of the transmittal letter without the deliverable shall be delivered to the Contracting Officer (KO/DITCO/DTS6).

One copy of the transmittal letter and the deliverable shall be delivered to the Primary TM.

Deliverables shall be provided in contractor-determined format.

Deliverables shall be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, white papers, etc., shall be in MS Word, MS Office 2000 version. Softcopy for briefings shall be in PowerPoint, MS Office 2000 version.

8.0 Security/Clearance Requirements

DOD 5200.2-R Personnel Security Program, requires DOD Military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals shall be U.S. citizens.  

The program manager, task managers, developers, system administrators, and site surveyors are ADP-I positions and require access to TOP SECRET.  Other personnel, including subordinate contractors, supporting this task are ADP-II positions and require access to SECRET.  The required investigation shall be completed prior to the assignment of individuals to sensitive duties associated with the positions.  

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal shall be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor shall, within 5 working days, assign qualified personnel to any vacancy created.

9.0 Government-Furnished Equipment (GFE) and Government-Furnished Information (GFI)

GFI shall include a copy of the document titled, “NIPRNET – Internet Perimeter Security: Evaluation Report”, 13 July 2001.  The TM may optionally provide requirements or suggestions or other information during the course of the contract.  

Any hardware or software procured under this contract shall remain property of the Government, and shall be returned to the Government as specified by the TM at the conclusion of the contract.  

10.0 Inspection and Acceptance

Architectures and procedures proposed under the DO shall satisfy DII COE and JTA requirements, if appropriate.  

11.0 Other Pertinent Information and Special Considerations

Special considerations include expertise in computer and network security, how computer and network attacks work and are detected, intrusion detection systems, data reduction technologies, data visualization technologies, general computer and networking concepts, and a basic understanding of the DoD Sensor Grid.  
19. Identification of Possible Follow-on Work: Possible follow-on work includes additional development to meet future requirements.

20. Identification of Potential Conflicts of Interest (COI): Not Applicable. 
12.0 Identification of Non-Disclosure Requirements

At government sites, contractor will have access to Sensor Grid and/or JCD incident data and analyst comments that are appended to the incident data.  The incident data will be sensitive-but-unclassified or SECRET.  The comments will be sensitive-but-unclassified, SECRET, or TOP SECRET.  The contractor shall not disclose any government data to any third parties.  

All personnel will sign Non-Disclosure agreements (NDA) in accordance with DISA regulations.  The contractor will provide the TTM the signed NDAs before beginning work.  

All data received for use in this task order or generated under this task order is to be used only for this task order and for no other purposes.  The data or its derivatives may not be released or disclosed to any individual or organization, government or private, without the express permission of DISA Network services.  Upon the completion of this task, the data and its derivatives will be returned to the government.  

All data obtained for or generated by this task will be stamped.  Documents will be labeled and computer systems will have login banners stating the sensitivity of the data and the responsibility of the individuals to protect it.  

The contractor shall facilitate the inspection process of their facility and security procedures by the responsible DISA entity.  Inspection will include, but is not limited to the review of the testbed architecture, the network connections to the testbed, and personnel and physical security procedures.  Details of the inspection process will be provided later.

1
13
35

