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CODE
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    DITCO/AQSS32                                                  
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    SCOTT AFB, IL  62225-5406                               


	Payment Office: DITCO1                          SCD: C  


	8.  NAME AND ADDRESS OF CONTRACTOR (No., street, county, State and ZIP Code)
	(√)
	9A.  AMENDMENT OF SOLICITATION NO.

	   VERIDIAN INFORMATION SOLUTIONS INC.

   5933 W. CENTURY BLVD.

   LOS ANGELES CA  90045

   DUNS:  094012242   
   TIN:  95-3032229
	
	

	
	
	9B.  DATED (SEE ITEM 11)

	
	
	

	
	
	10A.  MODIFICATION OF CONTRACT/ORDER NO.

	
	
	DCA200-00-D-5020/0007

	
	
	10B.  DATED (SEE ITEM 13)

	
	
	20 Nov 01

	CAGE CODE:
2S436
	FACILITY CODE

	
	

	11.  THIS ITEM APPLIES ONLY TO AMENDMENTS OF SOLICITATIONS

	 FORMCHECKBOX 
  The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offers
 FORMCHECKBOX 

is extended,
 FORMCHECKBOX 

is not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:

(a)  By completing Items 8 and 15, and returning         copies of the amendment;  (b)  By acknowledging receipt of this amendment on each copy of the offer submitted; or  (c)  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

	12.  ACCOUNTING AND APPROPRIATION DATA (If Required):         

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011             DTSMZ20079   INCREASE:  $54,669.61

	13.  THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

	(√)
	A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO.  IN ITEM 10A.

	
	

	
	B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

	
	C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:



	x
	D.  OTHER (Specify type of modification and authority)

Unilateral - IAW Veridian proposal dated 5 Jun 02

	E.  IMPORTANT:  Contractor    X   is not,    is required to sign this document and return    copies to the issuing office.

	14.  DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)

	a.  The purpose of this modification is to incorporate revised statement of work dated 22 May 02.     As a result of this change, amount on contract is increased from $432,755.00 to $488,518.00, an increase of $55,763.00.  Veridian is authorized to bill two installments $27,334.80 each for the work performed IAW this modification.

b.  Period of performance remains 1 Dec 01 through 30 Nov 02.
c.  All other terms and conditions remain unchanged.  
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NSN 7540-01-152-8070
30-105-02
STANDARD FORM 30 (REV. 10-83)

PREVIOUS EDITION UNUSABLE
Prescribed by GSA


FAR (48 CFR).243

‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
22 May 2002
	Contract Number:
	DCA200-00-D-5020

	Order Number:
	0007

	Tracking Number:
	00066

	Previous Order Number:
	DCA200-00-D-5020-0001


1.  Points of Contact
2.  Order Title:  C4I Network Simulation and Assessment Support to the Commanders-in-Chief (CINCs)

3.  Background: A key mission of DISA/TS, the Technical Integration Services Directorate of DISA, is to develop assessments to support the planning and development of the Defense Information Infrastructure (DII), and the Defense Information Systems Network (DISN), a major C4ISR element supporting the warfighter.  This TS mission directly supports Director, DISA taskings to assist the DISA staff, and the CINCs to evaluate the ability of current and projected DISN capabilities to support CINC operations, Plans (OPLANs), Contingency Plans (CONPLANs), and exercises. 

In addition, the DISA/TS mission assists the DISA staff and the CINCs in determining how new DII programs or systems, and key global DISA initiatives will affect the DISN.

The support required from this task order is a continuation of the support previously provided to DISA/TS2 under task order 0001 and expands the scope to include additional tasking in support of DISA/TS2 requirements.
4.  Objectives:  This task order will provide support to DISA/TS for: (1) evaluating DISN performance capabilities to support the warfighting CINCs' Operations and Contingency Plans during exercises; (2) assessments requested by the DISA staff or the CINCs to determine the impact of new DII programs or systems, and key global DISA initiatives on the DISN; (3) technical support to develop processes to collect, process and archive traffic data, and (4) provide turn key PC based data collection and analysis systems.
5.  Scope:  The Contractor shall provide technical support to develop a prototype system for the most effective method of collecting, archiving and analyzing C4I network data traffic from multiple sources and integrating the system to a web based applications and in-house analysis tools; and technical support to assess network performance, network capabilities and network vulnerabilities of CINC C4I networks riding the DII.
The Contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 2: Standards, Architecture, Engineering and Integration Support

6.  Specific Tasks:
6.1
Task-1 – Contract-Level and TO Management
6.1.1
Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2
Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the task order.

6.1.3
Contractor shall provide Monthly Status Reports.  The reports will include the status of the work progress, program schedules, problems encountered, potential solutions, potential management/technical problems, and other information as deemed important to the task order. 


Deliverable : Status Report NLT (5) working days after the end of the monthly performance period.

6.2
Task 2 – CINC Assessment Support

6.2.1 Subtask 1

TS2 provides reach back support from the DISA Network Modeling and Simulation Center (DNMSC) during major CINC exercises that enable quick turn around, near real time performance assessments of C4I networks.  This level of support requires that a team of TS2 personnel be pre-positioned in-theater during the exercise to provide a daily operational analysis of network performance to the CINC.  From the DNMSC a team of Government and Contractor personnel will collect daily operational traffic data from network data collectors  (probes) and convert the data into a useable format (e.g., ASCII), process and analyze the probe data using the Network Analysis Toolkit, assess network performance, model and simulate network performance, and provide the results back to the in-theater Government team during each day of the exercise.  The Contractor shall carry out these tasks in conjunction with Government personnel.  

It is anticipated that the Contractor will be required to support at least two CINC exercises.  The actual number of exercises that the Contractor can support during the period of performance will be limited by the amount of available resources.  Areas of support during an exercise include configuration support for network analysis hardware and software tools, data collection and network performance analysis from operational DISN and CINC networks, network performance assessments of the CINCs operations, and network performance/vulnerability assessments based on “what if” scenarios.  When tasked, the Contractor shall:

(1) Determine the most effective method of collecting and analyzing C4I network information.  
(2) Use software tools to create applications to process and analyze the traffic data,

(3) Verify the configuration and operation of the data collection hardware and reporting system and the interoperability of these components with the Network Analysis Toolkit

(4) Monitor and analyze network performance, 

(5) Provide recommendations to improve network performance based on the analysis

6.2.2 Subtask 2

Prior to the start of and during an exercise last minute changes to the data collection plan may be encountered due to a change in requirements initiated by the customer.  These changes include collecting traffic data from additional sources and, processing and analyzing the data on-site by the TS2 exercise support team, thus by-passing the reach back capability of the DNMSC.  Additional probes, laptop PCs and other peripheral equipment may be required in order to satisfy these changes and prevent mission failure.  When tasked, the Contractor shall provide probes, laptops, hard drives and other peripheral equipment in accordance with the list of miscellaneous equipment identified in paragraph 14 of the task order.  The actual number of probes, laptops, hard drives, and peripheral equipment required will be limited by the amount of available funds.   

6.2.3 Subtask 3 

DISA/TS2 has determined that the next logical progression for network performance analysis of C4I networks is to expand the capability to include real-time analysis of CINC networks under planned and contingency operations.  This concept is based on instrumentation of the network with hardware and software data collectors; the collection of data traffic using a turnkey PC based data traffic collector system and network performance assessments using in-house traffic analysis tools.  The Contractor shall support this effort by developing a prototype data traffic collection system.  The data collection system will support CINC exercises, modeling and simulation efforts, network services and operations, and Information Assurance (IA) performance and integration efforts.  The data collection system shall have the following capabilities:

(1) Turnkey PC based system using NT or LINUX based operating platform
(2) The system must be able to collect SNMP RMON/RMON2 data from multiple data sources (hardware and software data collectors)

(3) The system must be able to archive the data in a SQL/XML compatible database

(4) The system must be accessible through web-based applications

(5) The system must be able to interface with in-house developed analysis tools

6.2.4 Subtask 4

Upon completion and acceptance of the prototype data traffic collection system, DISA/TS2 will instrument several CINC networks with the data traffic collection and analysis system in order to provide network performance assessments.  When tasked, the Contractor shall provide a complete turnkey data traffic collection and analysis system in accordance with the equipment identified in paragraph 14 of the task order, that satisfies this requirement and meets the capabilities identified in subtask 3.  DISA/TS2 will identify the network and provide a traffic collection plan to the Contractor in order to properly configure the system.  Each data traffic collection and analysis system will be comprised of rack mounted PCs, a visual display unit (when required), and software.  For each system, the contractor shall coordinate with the Government in order to determine the actual amount of hardware and software necessary to complete the system.  The Contractor shall provide all hardware and software, set up, test and install an operating system to the Government.  The actual number of systems to be provided and installed will be limited to the availability of funds.

6.2.5 Subtask 5

The initial prototype development effort provided the capability to collect IP to IP traffic data from the current types of hardware devices (probes) used by DISA/TS2 which included Ethernet, Fast Ethernet and WAN circuits up to T-1.  The CINC’s networks are migrating to virtual circuit based networks, i.e., ATM and TACLANE interfaces for passing IP traffic across the WAN.  The current capability of the data collection system cannot support these interfaces.  The Contractor shall expand the capability of the data collection system to include collecting traffic data from virtual circuit based networks.

Deliverable : Virtual Circuit Interface

7. Place of Performance:  
7.1 Task 1: Primary place of performance.  The Contractor shall perform the work at the DISA Network Modeling Simulation Center (DNMSC) facility, Sky 7, Leesburg Pike, Fairfax VA.  The Government will provide all necessary facilities such as office space, personal computers and administrative support for the duration of the task order.  
7.2 Task 2: Periodic local travel between the Contractor’s facility and DISA/TS2 will be required in order to complete the tasks.  Travel outside the Washington, DC area is required by the Contractor and shall be coordinated with and approved by the Task Monitor prior to being undertaken by the Contractor.  The Contractor will be required to travel to CFC/USFK, Seoul Korea in support of this task order.

CFC/USFK, Seoul Korea - two (2) trips; twenty-one (21) days in length per trip; one (1) staff member per trip

CFC/USFK, Seoul Korea - one (1) trip; eight (8) days in length per trip; one (1) staff member per trip

8. Period of Performance:  The period of performance is 365 days after award of contract.

9.
Deliverable/Delivery Schedule:  

	SOW Task #
	Deliverable 
Title
	CDRL/
DID#
	Due 
Date
	# Cys
	Distribution
	Frequency and 
Remarks

	6.1.3
	Status Report
	Contractor Determined Format
	5 days after end of performance period
	1
	One Copy to TM; Letter Only to KO
	Monthly

	6.2.1
	After Action Report (AAR)
	Contractor Determined Format
	21 days after each major exercise
	1
	One Copy to TM
	After each major exercise

	6.2.3
	Data Collector System
	Contractor Determined Format
	TBD based on development
	1
	One Copy to TM
	

	6.2.5
	Virtual Circuit Interface
	Contractor Determined Format
	TBD based on development
	1
	One Copy to TM
	


9. Security:  This statement of work is unclassified.  Access to information and documents produced will range from UNCLASSIFIED up to and including SECRET.  Contractor support will be in conformance with the attached DD 254 pertaining to this contract.  The Contractor project lead and all other Contractor personnel assigned to this task order must possess a SECRET clearance.  
DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultants and Contractor personnel, who perform work on sensitive automated information systems (ISs), to be assigned to positions which are designated at one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive, Non‑Critical Sensitive.  
The specific tasks in this statement of work are determined by the Government to be ADP-II.  The Contractor will assure that individuals assigned to these positions have completed and submitted the appropriate forms.  All individuals will be U.S. citizens. 

DISA retains the right to request removal of Contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the Contractor will, within five (5) working days, assign qualified personnel to any vacancy(ies) thus created.

All application tools, processes, data/database/support files, and systems developed by the Contractor under this task order shall be considered Government property and shall be turned over to the Government at the end of this delivery order, or sooner as deemed appropriate by the Government.
10. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): 

When the place of performance is within the DNMSC the Government will provide all necessary on-site support including office space, telephones, personal computers, software tools (MS Office Suite, Visual Basic), all licenses for simulation and other software tools used to complete these tasks, office supplies and administrative support for the duration of the task order.  

12.  Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure’ contract.
13. Inspection and Acceptance:  See paragraph E.1 of the ‘I Assure’ contract.
14. Other Pertinent Information or Special Considerations: The Contractor must have a complete and thorough understanding of the network architecture, infrastructure, and applications riding on the network in order to provide support to this task order.  In addition, the Contractor must have a complete and thorough understanding of NT and UNIX operating systems, Agilent Technologies LAN/WAN probes and NetMetrix software and HP OpenView/Network Node Manager software, and hardware and software data collectors.

14.1 Miscellaneous equipment required to support this task order is identified below.  The Government will determine the quantities needed in order to satisfy requirements.  

Miscellaneous equipment:

2ea, Laptop computers (min PIII 1GHz) equipped with 20 GB hard drive, minimum 512K SDRAM, CD ROM, 250 ZIP drive, 56K/Ethernet NIC card, and Windows 2K

2 ea, Removeable hard drives (min 20GB) to be used with the above laptops in a classified environment

1 ea, Agilent Technologies 100 Mbps Fast Ethernet probe

1 ea, Agilent Technologies 3-port V-series WAN probe

Miscellaneous network management software 

Misc. items (i.e., printer cables, patch cables, SCSI cables, LAN hubs) for connecting above equipment into existing networks 

Note: Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) requires Federal agencies acquiring Electronic and Information Technology (EIT) to ensure that Federal employees with disabilities have access to and use of information and data that is comparable to the access and use by Federal employees who are not individuals with disabilities.  All EIT procured under this task order must meet 36 CFR 1194.26 accessibility standards for Desktop and Portable Computers.  For this task order, EIT devices meeting this requirement are the laptop computers.  Section 508 does not apply to the Agilent WAN and Fast Ethernet probes or to the network management software.   

Data Traffic Collection and Analysis System:

12ea (estimated), Rack Mounted Dual Processor CPU, 1GB or higher e/w 4GB (or more) memory; dual hard disk, 70 GB (or more); Microsoft Windows 2000 server; Microsoft SQL Server

Miscellaneous hardware (visual display unit (when required) hubs, cables, etc.)

System set up

System Installation


14.2.  Identification of Possible Follow-on Work.  Possible follow-on work includes additional network analysis and assessment support and data collector system development to meet future requirements.


14.3.  Identification of Potential Conflicts of Interest (COI).  See paragraph H-6 of the ‘I Assure’ contract.


14.4.  Identification of Non-Disclosure Requirements.  Access to sensitive or proprietary information related to this task order is not anticipated at this time.  However, if during execution of this task order the Government determines that this information is essential for completion of the task then paragraph H.10 of the ‘I Assure’ contract applies and non-disclosure agreements signed by the Contractor will be required.
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