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FAR (48 CFR).243

 ‘I ASSURE’ TASK ORDER (TO)

TECHNICAL DISCUSSION

as of  9 July 2002
	Contract Number:
	DCA200-00-D-5017

	Order Number:
	0015

	Tracking Number:
	00068.00


1.  Points of Contact
2.  Order Title – CINC Network Operations and Security Capability (CNOSC) Support
3.  Background: The evolving Global Information Grid (GIG) is rapidly outpacing the Commander in Chief (CINC) abilities to provide Network Operations (NETOPS) oversight across their Area of Responsibility (AOR).  NETOPS consists of Network Management, Information Assurance (IA) and Information Dissemination Management (IDM).  The CINCs are concerned about maintaining their ability to make decisions keyed to situational awareness (system and network status), mission impact analysis, and response to information operations intrusions and attacks.  In response to these challenges, CINCs are actively developing Theater C4I Coordination Centers (TCCC) or equivalent capabilities.  The specific role intended for the J/TCCC is monitoring their GIG AOR and determining operational impact of major outages that affect joint operations.  In this regard, the J/TCCCs also maintain oversight of the information infrastructure of assigned Joint Task Forces (JTF).  The CINC CNOSC is a logical extension of the DISA RNOSC that directly supports GIG NETOPS. The CNOSC will maintain a strong, CINC oriented operational focus.  The CNOSC is intended to support the CINC in their execution of the AOR NETOPS.  The role of the CNOSC goes beyond traditional functions associated with telecommunications network management by integrating activities related to Information Assurance (IA) and DoD programs, (GCCS, GCSS, DMS, etc.).  The CNOSC is an organizational, procedural and technological framework that supports the CINC to effectively execute their priorities while at the same time fulfilling tasks identified to sustain the GIG.

3.1.  Authority   The CINC CNOSC is intended to clearly demonstrate DISA’s commitment to provide superior combat support to the war fighter.  It also represents a direct response to the Department of Defense (DoD) Directive regarding GIG NETOPS, Joint Staff Instruction regarding DISN management, and supports several actions contained in the DISA 2002 500-Day Plan.  Further, Guidance and Policy Memorandums 4-8460 and 10-8460 dated 24 August 2000 established GIG policy with regard to network management and operations.  Memorandum 10-8460 states that DISA shall “ Support the Combatant Commands in the creation of a Network Common Operation Picture (COP) for their AOR”.

4.  Objectives:  Provide operational, procedural, and technological support for the CINC that allows them to effectively execute NETOPS.   Fulfill Information Integration, Network Oversight, and Information Assurance tasks and sub tasks identified to sustain the GIG within the CINC AOR.  Provide the CINCs with situational awareness of GIG networks supporting their AOR. 

The contractor shall comply with the appropriate DoD, Joint Staff, CINC and DISA approved architectures, programs, standards and guidelines, such as:

· Defense Information Infrastructure (DII) Strategic Technical Guidance (STG),
· DII Common Operating Environment (COE),
· DII Standard Operating Environment (SOE),
· DISA Security Technical Implementation Guides (STIGs),
· DOD Directive O-8530.1,  “Computer Network Defense (CND)”

· DOD Instruction 5200.40, 30 December 1997, “DOD Information Technology Security Certification and Accreditation Process (DITSCAP)”

· DOD Instruction O-8530.2, 9 March 2001, “Support to Computer Network Defense (CND)”

· CJCSI 6510.01C, 1 May 2001, “Information Assurance (IA) and Computer Network Defense (CND)”

· CJCSI 6510.04, 15 May 2000, “Information Assurance Readiness Metrics”

· CJCSM 6510.01 (Draft), 15 October 2001, “Defense-In-Depth:  Information Assurance (IA) and Computer Network Defense (CND)” 

· Chairman of the Joint Chiefs of Staff Memorandum CM-510-99, 10 March 1999, “Information Operations Condition (INFOCON)” 

· DOD Instruction 8500.AA

· DOD Instruction 8500.BB

5.  Scope.  Scope:  The work is focused in the following areas:

· Provide Information Integration support which includes composite situational awareness (tailored to the theater, able to view globally across DISN)

· Provide network monitoring and technical analysis of the GIG

· Provide Information Assurance and Computer Network Defense Tier 3 support 

· Provide IDM support

Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training, and Awareness, Certification and Accreditation, and IA Support
6.  Specific Tasks:

6.1
Task 1 – Contract-Level and TO Management. 

6.1.1
Subtask 1 – Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2
Subtask 2 – TO Management.  Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW). 

Deliverable:
1.  Management Plan due twenty (20) working days after the award of the Task Order (TO)

2.  MSR due NLT ten (10) working days after the end of the contractor’s monthly accounting period

6.1.3
Subtask 3 – Technical Interchange Meeting. Contractor shall host a Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  

Deliverable:
1.  Technical Interchange Meeting to be conducted NLT 15 days after contract award

2.  TIM notes in written format are due NLT five (5) working days after the meeting

6.1.4
Subtask 4 – Progress Reviews/Project Briefings.  The contractor shall conduct a formal In Progress Review (IPR) within 90 days of task award and quarterly thereafter.  The contractor’s Technical Task Leader (TTL) and appropriate members of the technical team will meet no less frequently than every 90 days with the appointed Government TM, either in person or via teleconference or a combination of both.  The purpose of these meetings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of the task.  The contractor shall document these meetings in Quarterly Review Notes and report the occurrence of these and any other meetings in the MSR.

Deliverable:
1.  Quarterly Progress Review briefings

2.  Quarterly Progress Review notes in written format due NLT 

five (5) working days after the briefing 

6.1.5
Subtask 5 –Time Accounting System.  The contractor shall ensure that time utilized on each specific project, in support of the various CINC customers, is accounted for monthly by project in the DISA or vendor provided time accounting system as mutually agreed upon.

Deliverable:    1. Time Accounting System Report

6.1.6
Duplication of Effort.  Minimize duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.7 Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than one contract vehicle and/or company) supporting CINC and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert. 

6.1.8. Personnel Management.  Provide and manage a complete, comprehensive team of highly qualified personnel able to accomplish the tasks specified in this SOW.

6.1.9.   TO Staffing.  The following are staffing requirements.

6.1.9.1   Labor Category Mix.  The contract team shall provide the optimum mix of personnel of various labor categories and technical expertise to perform the tasks specified in this SOW.  All personnel are required to have a minimum Top Secret (TS) clearance (see paragraph 10).  The following is a sample of labor categories needed; the Contractor shall propose staffing at each site appropriate to the tasks to be performed:
Senior/Intermediate/Junior IA Functional Analyst

Senior/Intermediate/Junior IA Analysis

Senior/Intermediate/Junior Systems Engineer

Senior/Junior Network Engineer

Senior/Intermediate/Junior Systems Operator

Senior/Intermediate/Junior System Engineer

System Administrator

Senior/Junior Communications Security Engineer

Senior/Intermediate Communications Hardware Engineer

Senior/Intermediate/Junior Data Base Manager

Intermediate Admin Assistant

6.1.9.2   DISA Certification.  Contractor personnel, with the exception of administrative

support, shall meet DISA System Services Provider (SSP) Level I certification requirements.  In addition, technical contractor personnel (at labor categories of intermediate and above) performing duties as defined in this TO, must be certified as Information System Security Professional (ISSP) Level II trained, in accordance with the DISA System Administrator (SA) Certification Program.  Required certifications must be obtained not later than six months following the assignment of the individuals to the TO.  The Government will provide the training materials (to include Computer Based Training), laboratory environment, and the test to enable compliance with this requirement.  Classroom attendance in Government conducted training will be

made available on a space available basis only.  However, the inability to attend Government conducted training will not be justification for noncompliance.

6.1.9.3.  Emerging IA Training.   The contractor shall ensure that personnel assigned to IA technical tasks defined in this SOW will be involved in an ongoing training program of emerging IA technologies. Professional certifications are encouraged, for example CISSP or System and Network Security (SANS) certification.  The Government will review for approval all training under this TO, to ensure the applicability to the rapidly evolving IA landscape, prior to training taking place.  The Contractor shall provide a cost estimate for each proposed training course when submitting for approval.  

6.1.9.4.  Site Requirements Analysis.  The contractor shall request, participate and coordinate site requirements analysis for DOD sites.  This analysis will be used to determine the specific level of work to be performed and the quantities and types of equipment and connections needed, during each site installation.

6.2.  Task 2- Planning and Systems Configuration.  

6.2.1. 
Subtask 1 – Review initiated project plans.
Ensures customer's systems configurations and automation plans are fully compatible with overall communications and networking initiatives within the supported community. 

6.2.2. 
Subtask 2 - Discusses pertinent issues with functional and technical specialist, provides authoritative advice and recommends changes.

6.2.3. 
Subtask 3 - Interprets new or revised command policies and objectives to determine their impact on current systems and plans.

6.2.4. 
Subtask 4 – Software Requirement Support Plan.

Evaluates new or changed software to determine how it would support current and planned networking and communications systems and projects, considering problems of security, interoperability, processing ease and speed, known technological trends and developments.

6.2.5. 
Subtask 5 – Enterprise Network Consolidation.

Review information management efforts of subordinate component automation staffs to insure standardized configurations, functions, and procedures as appropriate within the GIG architecture. 

6.2.6.
 Subtask 6 – Life-Cycle Management
Review proposed NETOPS solutions to ensure they entail life-cycle support, to include hardware/software acquisition, training, and maintenance; network administration; and maintenance of the operating system associated with the networks 

6.2.7. 
Subtask 7 – Projected Improvement Planning

Review and make recommendations of network designs to meet planning concepts and objectives and to provide operating capabilities to accomplish mission requirements. 

6.2.8 
Subtask 8 – Trend Analysis
Develops metrics for AOR Networks abnormalities and provided trend analysis in support of the customer.   

6.2.9
 Subtask 9 – Network Authorized Outage Tracking and Monitoring.

For both scheduled and unscheduled service interruptions the contractor will ensure that coordination with the appropriate element (e.g., TCF, PTF, NSC, CCO, or CMO) at a specific location is completed when network service is, or will be, interrupted. This will apply for both satellite and ground communications systems.

6.2.10
 Subtask 10 - Engineering Solutions for requirements.

Reviews customized solutions to LAN/MAN/WAN requirements for DISN services and components in support of CINC.

6.2.11
 Subtask 11 – Exercise Support Planning.

Provide exercise-planning support for computer systems and network configurations.  Advises on capabilities and utilization of the support computer system and network configurations, to include unique project system software and packet switch, compilers, and debugging and utility routines. 

6.2.12 Subtask 12 - Develop Network performance standards 

Develops and document network performance standards and evaluates performance monthly and annually.

6.2.13 Subtask 13 – Development and Implement INMS requirements.

Utilize the INMS Tool in support of NETOPS.  

6.3
Task 3 – Information Assurance Operations

6.3.1 
Subtask 1- Security Policy Implementation.

Provide information systems security compliance that is consistent with government wide policies and standards.

6.3.2 
Subtask 2- Security Auditing

Monitor and identify security incidents using, (Intrusion Detection Systems (IDS), fire walls and any other monitoring software or system currently in use by the government or purchased later for the purpose of monitoring and identifying security incidents), to monitor and identify attempted and successful II system penetrations, information attacks and malicious logic (virus) detection. Experience with Windows NT and UNIX Security configuration and management.

6.3.3

Subtask 3 – Vulnerability Management 

Analyze, determine and recommend methods, approaches, and step-by-step plans with technical justification required to resolve open SRR findings and or other security vulnerabilities existing at a site.  (The recommendations and plans should positively correlate to the steps defined in the “resolution” planning process specified above). 

6.3.4

Subtask 4 – Documentation

Implement standard ADP procedures to provide security statistics to analyze/report trends and vulnerabilities and provide appropriate documentation.

6.3.5

Subtask 5 – Network Incident Reporting

6.3.5.1 Subtask 5.1-Situational Awareness Reports
Develop Situational Awareness Reports that comply with the command procedures for reporting and posting Information Assurance Vulnerability Alerts.
 In addition to IAVA reporting, current mission assessments and Joint Monthly Readiness Report (JMRR) reporting will be required, which provides assessments that can be compared or analyzed against the prior weeks reports

6.3.6

Task 6 – Information Assurance Tool management

6.3.6.1
 Subtask 6.1- Post-Installation Support. 

Provide support for IA tools (e.g., Firewalls, IDS, etc) after installation. Coordinate, maintain, and operate through the CNOSC to the appropriate DISA/CINC sites.  This support will include the upkeep and emergency restoration and/or replacement of the existing IA tools deployed in support of CINC along with recommendation for optimization. 

6.4  
Task 4 - Network Management and Operations.

6.4.1
 Subtask 1 - Installation and maintenance services. 

Advises and works with supporting ADP technical specialist on testing, and maintenance of automation networks and the wide variety of associated support system and software.

6.4.2
 Subtask 2 - Network and Application Operational support.

Provides direct 24x7 on-site support for Voice/Data/Video services to the Joint Communications Coordination Center and warfighting customers. Provide consistent global network support for performance, reliability and availability.  This support also includes on-site support to the Joint Worldwide Intelligence Communications System (JWICS) Network Operations Center (NOC).  Establish a DISA single point of contact at the NOC that ensures rapid and consistent delivery of DISN transport services in support of the JWICS TOP SECRET Sensitive Compartmented Information network for the warfighters.
6.4.3
 Subtask 3 - Diagnoses Network and Mission application failures.

Provide on-site troubleshooting, testing and diagnose network and application failures to isolate and resolve source of problems between required mission equipment, networks, systems software, and applications systems. Direct problem resolution.  Using the Integrated Network Management System (INMS) located at the JWICS NOC, monitor the status of all DISN elements serving JWICS users.  Working with priorities established by the NOC, lead the CNOSC, RNOCSs, GNOSC and DISN services project managers in efforts to reconstitute, restore, repair, and improve DISN transport services to JWICS.
6.4.4
 Subtask 4 - Node Element Management.

Administer user requirements for Node elements such as Servers, workstations, parallel 

processors, database servers, domain controllers, guards, encryption devices, peripheral 

devices, converters or any special device attached to the network used to process, display,

manage or print data.

6.4.5
 Subtask 5- Software Management.

Implement and apply software tools for enterprise management (network and systems), configuration management, and performance management, with the goal of providing and end-to-end view of the network to DISA and CINC SPACE, while optimizing network availability and performance.
7.  Place of Performance:  Government site CINC locations listed below or other locations as required by the Government.  The Government will provide all necessary facilities such as office space and equipment to achieve 24x7 operations for the duration of the Task Order.  Locations may be overseas in foreign countries and/or in hostile areas.  The contractor’s proposal shall clearly delineate and justify category types of contractor personnel who shall perform work at each location.  This list shall be maintained and provided to the Government with each month unless no changes occurred since the previous month.  Personnel may be required to travel to other locations as required by the Government in support of this effort.  The Government will approve all travel orders under this TO prior to the travel-taking place.  The Contractor shall provide a cost estimate for each proposed travel when submitting for approval.  Staffing at each location will begin as directed by the Government.  For planning purposes, tentative staffing dates for calendar year 2002 are shown following the site location.



JFCOM: Norfolk VA (Resource end of March 2002)

            CENTCOM: Tampa FL to include Manama, Bahrain (Resource end March  
SOUTHCOM: Miami FL (Resource end of April 2002)

SOCOM: Tampa FL (Resource end of May 2002)
SPACECOM: Colorado Springs CO (Resource January 2003)

STRATCOM: Omaha, NE (Resource beginning FY/03)

TRANSCOM: Scott AFB, IL (Resource beginning FY/03)

PACOM, Camp Smith, HI (Resource end of April 2002)

EUCOM, Stuttgart, Germany (Resource beginning FY/03)

          Defense Intelligence Analysis Center, Bolling AFB, Washington DC (Resource beginning Aug 2002)
8.  Period of Performance: 

1 January 2002 – 31 December 2002  

9.  Deliverable/Delivery Schedule.  Generate and provide all documentation as specified in this SOW and the appropriate Contract Data Requirements List (CDRL) item.

9.1.  Documents.  All documents shall be complete, of the highest professional quality, and contain an appropriate mix of tables and graphics to enhance clarity. 

9.2
Presentations.  All presentations called out in previous SOW paragraphs will consist of a combination of desk side discussions; hands-on a demonstration using remote connectivity or other IS assets, and/or overhead presentations.   In general, the contractor will use Government Furnished Equipment (GFE) to prepare and present presentations.  For overhead presentations, the contractor shall generate soft copy slide shows in the standard DISA format.

9.3
Databases.  All databases shall be user friendly, with an icon driven tree type structure.

9.4
Delivery Format.  Deliver all documents, presentations, and databases in accordance with the CDRL.  Deliver one hard copy and one set of 1.44 MB DOS formatted floppy disks with each document written in MS Word 7.0 for each document. Use MS POWERPOINT 97 for presentation deliverables.  
10
Security/Clearance Requirements:  The following security requirements shall apply to this effort.

10.1
Access to Information/Personnel Security Clearances.  All contractor personnel performing work under this effort will have access to information classified up to and including TOP-SECRET.  Therefore, all contractor personnel must have an active TOP SECRET security clearance.  Some contractor personnel will require access to Special Compartmented Information (SCI) to perform their duties on this Task Order.   

10.1.2
Sensitive Information.  Some contractor personnel will have access to customer sensitive information, and access to customer computer operating systems containing this information.  Contractor personnel meeting any of the conditions listed below will have designated ADP I sensitive positions in accordance with paragraph 3-614 DOD 5200.2-R, Personnel Security Program, dated January 1987.  The following personnel must have an active Top Secret (TS) clearance with a Single Scope Background Investigation (SSBI):

· Personnel who will perform work on-site at CNOSC.

· Personnel who will electronically access customer information systems

· Personnel who will handle Sensitive Information in the course of performing work specified in this Task Order


10.2
Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain For Official Use Only (FOUO) information, at both Government and contractor facilities.  Contractor will have access to, generate, and handle classified material at only government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.

a. All contractor personnel performing work at a Government location will be furnished with a Government office environment.  This includes office furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy and presentation equipment. 

b. The DISA Field Security Operations Division Technical Library will be available for use for proposal preparation and throughout the life of the TO.   Appropriate cleared contractor personnel may inspect these upon request to the assigned Action officer (AO).   The Government will provide the Contractor with DISA approved tools in support of the technical task specified in the SOW.

c. The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within 14 calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government’s TM and COR.  The Government will facilitate the contractor’s access to the data required in support of this work effort; this will include the initial contacts with DISA individuals for the purposes of conducting site surveys, and interviews.

d. If beneficial to the Government, the Government may request contractor personnel working on this effort to attend Government provided or sponsored training, related to SOW technical areas.

e. All GFE computer equipment and software will be DII COE compliant, unless otherwise identified.  After award the contractor will identify the equipment required for this Task Order and the government will provide a list of the required equipment indicating whether it is compliant.

12.
Packaging, Packing and Shipping:  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.
13.
Inspection and Acceptance:  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.

13.1.  Acceptance Criteria.  Unless otherwise noted, the Government shall have fourteen (14) calendar days to review and comment on deliverables.  The Government may accept a deliverable, subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it is clear as to what actions are required to bring the deliverable into compliance. 

13.2.  Rejection Procedures.   After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fourteen (14) calendar days after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.  Should this type of performance the Government may consider the contractor as having deficient performance with respect to the subject task.

14.  Other Pertinent Information or Special Considerations: The contractor team shall provide the optimum mix of personnel of various labor categories and technical expertise to perform the tasks specified in this SOW in the technical environments specified in this SOW.  Technical contractor personnel shall meet DISA System Services Provider (SSP) Level I certification requirements by 31 March 2002, or within 90 days of being assigned to this Task Order for new personnel. 

14.1 Identification of Non-Disclosure Requirements.  Paragraph 8.0 of the ‘I Assure’ contract applies.  All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.  (This includes access to the DISA OPS and FSO information and Technical Library before contract award, for proposal preparation).  For the purposes of this TO, all related customer information is classified no lower than Sensitive but Unclassified Information (Comply with the appropriate contract paragraph).

14.2.  Compliance.  The contractor shall comply with the following DOD-approved architectures, programs, standards and guidelines: 

· Technical Architecture Compliance

· C4ISR Architecture Framework

· Technical Architecture Framework for Information Management (TAFIM), version 3.0

· Joint Technical Architecture, version 2.0

· Defense Information Infrastructure Common Operating Environment

· Standard Operating Environment

· DOD Energy Star & DOD PCMCIA

· DISA Security Technical Information Guides

14.3.  Small Business Opportunities.  The contractor should scrutinize fair opportunity for consideration (FOFC) proposals for small business opportunities.
14.4 Exchange of Information With Other Organizations.  This project could require contractor personnel to exchange classified information with representatives of: FSO, GNOSC, RNOSC, NSA, DIA, CINCs, and the Services.  

Proposed public releases shall be submitted to DISA Headquarters for processing.  The submission shall be addressed to:

DISA Headquarters

Corporate Exchange Office

ATTN:  Ms. B. McDonald

701 South Courthouse Road

Arlington, VA 22204-2199

(703) 692-9270

The contractor shall not distribute material or documents generated under this statement of work to anyone including contractor offices or personnel not directly involved on this project until written approval is received from DISA.  The contractor shall deliver required work efforts in both draft and final versions according to schedule data.  All final deliverables will be published under DISA cover unless directed otherwise by the Government.  Final paper deliverables shall be printed on 8.5” by 11” paper, double-sided print in the numbers indicated.  One (1) final paper deliverable shall remain unbound.  Draft deliverables shall be delivered in double-sided print and remain unbound.  The contractor shall also deliver one (1) copy of each deliverable on 3.5” high-density diskettes in Microsoft Word for Windows (version 7.0 or earlier) format.  All delivered electronic media shall be free of malicious code (including but not limited to boot sector and Word Macro viruses).  Unless specified, the maximum number of deliverables will be no more than five (5) copies.  For deliverables relating to format DISA publications (i.e., instructions, standard operating procedures, supplements, circulars), the contractor shall use format provided in DISAI 210-20-2, Preparation and Processing of DCA Numbered Publications.

All specified draft and final security deliverables become the property of DISA.  The details of any and all security countermeasures that the contractor may develop under this contract become the property of DISA.   

14.5.  Program Code and Scripts.  All program code (to include source code) and/or program scripts developed by the contractor in support of this Delivery Order will be the property of the Government.

	SOW Task#
	Deliverable Title
	CDRL/DID#
	1.1.1.1 Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Plan
	A003/DI-MGMT-80347
	Draft - 15

Final – 30
	5
	Standard 

Distribution*
	Draft - 15

Final - 30

	6.1.2
	Monthly Status Report
	A008/DI-MGMT-80368
	Monthly
	2
	Two Copies to TM
	Monthly, 10th working day following end of Contractor’s accounting period

	6.1.3
	TIM Briefing Notes
	Contractor Format


	Initial TIM

Within 15 days of award; TIM for each additional site at direction of TM as CNOSC is planned to activate.  TIM notes within 5 working days of TM
	2
	Standard

Distribution
	

	6.1.4
	Quarterly Progress Review Briefing and Notes
	Contractor

Format


	Quarterly; QPR notes 5 working days after QPR
	2
	Standard Distribution
	

	6.1.5
	Time Accounting System Report
	Contractor Format
	Monthly
	2
	Two Copies to TM
	Monthly, 15th working day following end of Contractor’s accounting period

	6.2.8
	Trend Analysis Metrics
	Contractor Format…Case tracking and service solution database
	Quarterly, 5th working day 
	2
	Two Copies to TM
	Provide case tracking and document proven service solutions

	6.2.12
	Network Performance Standards
	Contractor Format
	Quarterly, 5th working day
	2
	Two Copies to TM
	

	6.3.1
	Security Policy and Procedures Manual
	Contractor Format
	Draft 60; final 90; update semi-annual
	2
	Two copies to TM
	Draft

Final


· Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM

Deliverables.  The above summarizes CDRL requirements.  It lists the items the 

contractor shall deliver during performance and at completion of this DO.  The table states the task number (corresponding to the SOW paragraph number), the title of the deliverable per the Data Item Description (DID), the subtitle of the deliverable, the CDRL number, the appropriate DID, the number of calendar days after DO award that the draft of the deliverable is due (if required), and the number of calendar days after DO award that the final document is due.  In addition to the formal deliverables identified above, operational reports and deliverables will be submitted through operational channels; delivery of these reports will be noted in the Monthly Status Report 

