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FAR (48 CFR).243

Amendment 1

‘I ASSURE’ TASK ORDER (TO)

Statement of Work (SOW)

As of 27/06/2002

Contract Number:   DCA200-00-D-5019/0012

Order Number:      
Tracking Number:

1. Points of Content

2. Order Title: Applications Security Support

3. Background:

DISA is responsible for providing the DoD components with world-class information products and services that are jointly interoperable, secure, and offer our customers the overall best value through strategic partnering. In particular, systems developed by DISA will have fundamental security features designed into the applications starting early in the development life cycle to provide Defense-in-Depth.

In today’s IT infrastructure, the transport layer is protected with encryption. The network is protected with  firewall and intrusion detection.  Hosts are protected with anti-virus software. But applications are often the most vulnerable.

The Applications & Computing Security Division under DISA’s Applications Engineering Directorate has been chartered to provide applications security support to key DoD pillar programs such as GCCS, GCSS, PKI, and others. Such support addresses basic security building blocks categorized as follows:

( Awareness

( Requirements

( Identification

( Authentication

( Authorization

( Access

( Availability

( Accuracy

( Confidentiality

( Accountability

( Administration

( Assessment & Testing

4. Objectives:

This SOW provides a practical framework and methodology to quickly fulfill the urgent need to embed information assurance features in the early design of applications (both mission critical and business) of DoD pillar programs.

Our approach entails, first, the development of applications security guidance in the form of two comprehensive written Guides: Security Requirements Guide and Developer’s Guide; followed by the development of Security Assessment Tools to evaluate the degree of applications adherence to above guidance. With such tools, we will assist our customers by jointly conducting security assessment and testing. We will provide further security support by conducting software design review with developers, participating in security working groups such as Security WG and Single Sign On WG, and establishing applications security lab as needed.  

5. Scope:
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE). Specific services addressed in this SOW are:

 ( Policy, Planning, Process, Program and Project 

 Management Support

   ( Standards, Architecture, Engineering and Integration


 Support

   ( Solution Fielding/Installation and Operation

   ( Education, Training and Awareness, Certification and

      IA Support


6. Specific Tasks:

6.1 Task 1 – Contract-Level and TO Management

The contractor shall provide appropriate non-personal services in the area of technical, management and administrative capabilities. 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

Within five (5) working days after TO initiation, the contractor team shall have a kick-off meeting with Government personnel to ensure complete mutual understanding and discuss any concerns.

6.1.2   Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  

The Contractor shall prepare a Monthly Status Report monitoring the quality assurance, progress/status reporting, and program reviews applied to each task in this TO (as appropriate to the specific nature of the SOW). At a minimum this data shall include:

The project task schedule showing any proposed changes, the reasons for the changes, and the potential impact on the TO.

Descriptions of activities and deliverables during the current month for the TO.  The description shall include problem definitions and recommendations for program resolutions.

Site support, trip reports, technical visits, technical reports, user/developer training, and related results.

Planned activities for the next reporting period including technical data to be submitted.

Personnel reassignment impacting contract work.

Costs incurred by the task.  This section shall include a summary of the planned costs on a monthly basis and the actual costs incurred.  The contractor in the project schedule/impact section mentioned above shall explain deviations from the planned expenditures.

Task 1 Deliverables:
Task Order Management Plan 




     Monthly Progress, Status & Management

                     Report 

6.2 Task 2 - Applications Security Requirements Guide

The contractor shall prepare two comprehensive technical documents on applications security guidance:

6.2.1 Subtask 1 - Applications Security Requirements Guide 

This is a practical and doable handbook defining and describing fundamental security features, which must be embedded in all applications. First, a requirements outline shall be developed.  This document will contain an outline of security features, capabilities and requirements that will be contained within the Guide.   This outline will also reference all applicable DOD and DISA requirements that must be considered within the software development life cycle.

The requirements document shall be as comprehensive as possible and must comply with DOD and DISA guidance. The requirements shall be grouped into basic security building blocks (but not limited to) such as user identification and authentication, authorization and access to applications, applications confidentiality, applications availability, and applications accountability. These requirements shall include, for example (not limited to), userID, password, PKI certificate and enabling, ports and protocols, digital signature, biometrics, smart card, naming standards, access control list, access classifications, protection against denial of service, data integrity, data protection levels, verification of application functionality, encryption/decryption of application data, secure storage and disposal of applications/data, protection against virus, auditing, and incidence response.

In addition, contractor security specialists are required to attend various Government applications security meetings to gather information and input, as directed by the Task Monitor.

6.2.2 Subtask 2 – Developer’s Guide 

This is a hands-on guide that tell applications developers how to imbed above requirements in the early design. The treatment must be in-depth and shall not be limited to superficial checklists. Pragmatic tips and detailed instructions must be provided to the application developers. In addition, the contractor must also take advantage of existing security services provided by DII COE Security Service, DII COE Security Tools, JTA Security, and relational database security.

In addition, contractor security specialists are required to attend various Government applications security meetings to gather information and input, as directed by the Task Monitor.

Task 2 Deliverables:  Application Security Requirement Guide 

                      Outline

 



Application Security Requirements Guide 

Application Developer’s Guide 

6.3 Task 3 - Applications Security Assessment Tools

Based upon the guidance given in Task 6.1, the contractor shall conduct a market survey to identify and prepare applicable security assessment tools for the applications developers to satisfy security requirements. A high preference shall be given to COTS products, which can be immediately procured. In the case that COTS are not available, the contractor shall develop such tools for the Government. Since this is not a mature area, innovation by the contractor is highly encouraged. Again, the contractor shall draw experience from existing DII COE Security Tools.  Also the contractor should evaluate some COTS such as AppShield and AppScan. These COTS can watch inputs from users, comparing what a user is doing with what is known about the behavior of the application, or can simulate attacks on the application. 

6.3.1 Subtask 1 – Tool for Application and Relational DBMS

The contractor shall prepare a security assessment report on tools that will assess application security and relational database management systems, such as Oracle.

6.3.2 Subtask 2 – Tool for General Applications

The contractor shall prepare a security assessment tool for general purpose.


Task 6.3 Deliverables:  

Application Security Assessment Tools Report

Application Security Assessment Software/Tool

6.4 Task 4 – Host Security

The contractor shall assess the security of various hosts where DoD applications reside. A host is a hardware/software server,  generally connected to a network,  that provides operating system, data, and services. For the purpose of this SOW, Windows NT, Windows 2000, and UNIX are the operating systems considered. The contractor shall identify host services, evaluate their vulnerabilities, and make security recommendations regarding proper use (or non-use) of these services and countermeasures against hacker attacks. In addition, the contractor shall also discuss available tools to detect host vulnerabilities.

6.4 Deliverables:


Host Security Guide      

6.5 Task 5 - Establishing Application Security Lab

The contractor shall assist Government to establish an Applications Security Lab by installing security assessment tools specified in Task 6.4 in Government Lab and training Government personnel in effectively using such tools.

7. Place of Performance:

 This work will be performed at both the Government site and the contractor site. Billing will utilize and reflect both the Government-site and contractor-site hourly rates.

 The contractor will have to perform local travel between DISA facilities and the contractor local facility on an occasional basis.

8. Period of Performance:

The period of performance for this order shall begin immediately after the TO award and terminate on 31 October, 2002.
9. Deliverable/Delivery Schedule:

	SOW

Task#
	Deliverable Title
	DID#
	Calendar

Days after TO Award
	Copies
	Distribution

	6.1.2
	Program Mgt Plan
	DI-MGMT-80347
	15
	5
	Standard

	6.1.2
	Progress/Status Report
	D1-MGMT-80227
	Monthly
	2
	Standard

	6.2.1
	App Security Req Guide Outline
	DI-MISC-80508
	25
	5
	Standard

	6.2.1
	App Security Req Guide
	DI-MISC-80508
	60 
	5
	Standard

	6.2.2
	Developer’s Guide
	DI-MISC-80508
	120
	5
	Standard

	6.3.1
	Security Assessment Tools Technical Report
	Contractor-Determined Format
	180
	5
	Standard

	6.3.1
	Software User manual
	Contractor-Determined Format
	180
	5
	Standard

	6.3.2
	General Purpose

Assessment Tool
	Contractor-Determined Format
	240
	2
	Standard

	6.3.2
	Software User Manual
	Contractor-Determined Format
	240
	2
	Standard

	6.4
	Host Security Guide
	DI-MISC-80508
	240
	5
	Standard


10.
Security/Clearance Requirements:  The following security requirements shall apply to this effort.

10.1 Classified Information.  All contractor personnel performing work under this effort will have access to classified information at least up to and including SECRET.  Therefore, all contractor personnel must have a minimum of a SECRET security clearance.  The Technical Task Lead will require a Top Secret clearance to perform his/her duties on this TO.  

10.2 Position Designation.  The Technical Task Lead must have a minimum clearance of Top Secret and a position sensitivity designation of ADP-I.  All system and/or database administration, quality assurance/code reviewer, and technical team lead personnel must have a minimum clearance of Secret and a position sensitivity designation of ADP-I.  The minimum investigation required is a Single Scope Background Investigation.  All Editor/Analysts, Administrative Assistants, and developers not performing in roles listed above will have a minimum clearance of Secret and a position sensitivity designation of ADP-II.  The minimum investigation required is a NACLC.  All work performed by a developer holding a sensitivity designation of ADP-II must have their work reviewed by someone holding a sensitivity designation of ADP-I.  No more than three developers can occupy ADP-II positions.  All personnel performing on this contract will be U.S. citizens. 

10.3 Obtaining Clearances.  The contractor is responsible for obtaining personnel security clearances from the Defense Security Service.  The contractor will assure that individuals assigned to this contract will have completed the SF 86, Electronic Personnel Security Questionnaire (EPSQ) and then take the required action to submit the personnel security investigative (PSI) packet electronically to the Defense Security Service.  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with their position.  The contractor will 
forward a Visit Authorization Letter (VAL) on all their employees to:
Center for Information Assurance (API)

Attn:  Security Officer

DISA/Skyline 7

5275 Leesburg Pike

Falls Church, Va.  22041

10.4 ADP Determination.  Upon submission of PSI packet to DSS, the contractor will provide a complete signed copy of the PSI packet (SF 86, Electronic Personnel Security Questionnaire; DD Form 1879, DOD Request for Personnel Security Investigation or NAC information; and the EPSQ Receipt System Results) to address listed in paragraph 10.3 above in order to obtain an ADP determination.

10.5 Interim Clearances.  An interim clearance, at the contract-required level, and interim ADP, at the contract-required level, would suffice for the contract employee to start work on the contract.

10.6 Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD 5200.1R and the DOD 5220.22-M for handling classified material and producing deliverables. The contractor shall also comply with DISA Instruction 630-230-19.

10.7 Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.  In addition, all contractor personnel shall comply will local security requirements as established by the facility being supported.

Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that any sensitive information or code stored at contractor facilities is protected in compliance with Security Standard Operating Procedures
11.Government-Furnished Equipment(GFE)/Government-Furnish Information (GFI):

The Government will provide the contractor with access to  Government computers and lab facilities as necessary.

The Government will furnish information necessary for the contractor to complete the tasks.

12. Packaging, Packing, and Shipping: No specific requirements

13. Inspection and Acceptance: No specific requirements

14. Other Pertinent Information or Specific Considerations: 
No specific requirements
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