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FAR (48 CFR).243

This SOW was last modified on May 8, 2002.

· Added Funds to purchase three (3) HP5100 Printers Paragraph 14.

· Added Funds to synchronize maintenance for all customer sites  Paragraph 6.2.2.

‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK

as of 8 May  2002
	Contract Number:
	DCA200-00-D-5021

	Order Number:
	0006

	Tracking Number:
	00072

	Previous Order Number:
	0002


1.  Points of Contact
2.  Order Title – Multiple Security Levels (MSL) XTS-300 Engineering Support

3.  Background:  The MSL Engineering Project supports the Center for Information Assurance Applications   (CFIA) and the Information Systems Security (INFOSEC) Program Management Office (PMO) by developing, testing, fielding and providing Life Cycle Support for MSL technologies that provide secure interoperable capabilities throughout the Department of Defense (DOD).  The MSL Engineering Project requires the technical expertise of Information Assurance (IA) and INFOSEC professionals to provide engineering, integration and life cycle support of MSL technologies for Commanders-in-Chiefs, Services and Agencies (C/S/A) sites.

This task provides technical expertise to the Defense Information Systems Agency (DISA), Multiple Security Levels (MSL) Division in accordance with the Statement of Work (SOW).  The MSL Project supports engineering of secure solutions that enable the exchange of data between enclaves of different security levels.  Currently fielded MSL solutions are based upon the Getronics XTS-300 hardware and the STOP Operating System.

3.1  Previous Work.  The requested work outlined in this Task Order directly relates to, and builds on, completed work under the following contract: DCA200-00-D-5021, Delivery Order 0002.

4. Objectives:  The MSL XTS-300 Engineering Support Task includes the following objectives.

Provide DOD with the ability to maintain the XTS based technology that supports the transfer information between enclaves of different security levels with high assurance and integrity.

Provide lifecycle support for all XTS based solutions fielded by the MSL Engineering Project.

The contractor shall comply with the appropriate DISA and DOD-approved architectures, programs, standards and guidelines, such as:

· Defense Information Infrastructure (DII) Strategic Technical Guidance (STG),
· DISN Enclave Security Policy,
· DII Standard Operating Environment (SOE),
· DISA Security Technical Implementation Guides (STIGs),
· Defense Information Systems Network (DISN),
· Information Assurance Vulnerability Assurance (IAVA) Process
5. Scope:  The work is focused in the following areas:

· Requirements Analysis

· System Design

· Software development

· System Installation, configuration and administration 

· Configuration control

· System Documentation

Specific services addressed in this SOW are:

· Task Area 1: Contract Level and Task Order (TO) Management
· Task Area 2: C2G Technical Support, and

· Task Area 3: Trusted Data Exchange (TDX) Guard Enhancement
6.  Specific Tasks:

6.1
Task 1 – Contract-Level and TO Management. 

6.1.1
Subtask 1 – Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2
Subtask 2 – TO Management. Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW). 

6.1.2.1 Deliverable 1 - Management Plan due twenty (20) working days after the award of the TO.

6.1.2.2 Deliverable 2 - MSR due NLT ten (10) working days after the end of the contractor’s monthly accounting period.
6.1.3
Subtask 3 – Technical Interchange Meetings. The contractor shall host a Technical Interchange Meeting (TIM) within 15 days of task award and quarterly thereafter to ensure a common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  

6.1.3.1 Deliverable 1 - Technical Interchange Meetings.

6.1.3.2 Deliverable 2 - TIM notes in written format are due NLT five (5) working days after the meeting.

6.1.4.
Subtask 4 – Progress Reviews/Project Briefings.  The contractor shall conduct In Progress Reviews bi-weekly.  The contractor shall document the formal In Progress Reviews in the Monthly Status Reports.  The contractor’s Technical Task Leader (TTL) and appropriate members of the technical team will meet no less frequently than every 14 days with the appointed Government TM in person.  The purpose of these meetings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of the task.  The contractor shall report the occurrence of the informal progress and any other meetings in the MSRs.

6.1.4.1 Deliverable 1 – Bi-weekly In Progress Review briefings.

6.1.4.2 Deliverable 2 – Bi-weekly Progress Review notes shall be incorporated in the Monthly Status Report.

6.1.5.
Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.6.   Cooperation and Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than one contract vehicle and/or company) supporting CFIA and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert. 

6.1.7.   Personnel Management.  Provide and manage a complete, comprehensive team of highly qualified personnel able to accomplish the tasks specified in this SOW.

6.2. Task 2 – C2G Technical Support.  The Command and Control Guard provides for the bi-directional exchange of information between enclaves of different security classifications.  Central to this technology is the NCSC B3 evaluated Stop Operating System and Command and Control Guard Software Application.  To maintain certification of the C2G, both operating system and application must be maintained.  
6.2.1 Subtask 1 – Software Development and Release.  Based on input from IAVA, Help Desk Tickets, and Software Trouble Reports (STRs), the contractor shall make software fixes to the STOP Operating System and the Command and Control Guard Application.  The contractor shall evaluate new Getronics hardware and software products for technology refresh.  This maintenance includes the evaluation of upgrades to the operating system and/or software within the environment, patches to ensure security and integrity of the products operating, backups, and monitoring of hardware for necessary replacement.  The environment will be maintained in accordance with all applicable DOD, DISA as well as the Security Technical Implementation Guides (STIGs) and the IAVA process.

6.2.1.1 Deliverable 1 - Software Release.  The contractor will develop application and operating system  modifications necessary to meet identified problems.  All modifications will be evaluated in the MSL Integration & Test Facility prior to delivery to Configuration Management.    The accomplishment of this deliverable will be documented in the Monthly Status Report.

6.2.1.2 Deliverable 2 - Release Notes.   A synopsis of new capabilities will be provided in written format for each release.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.2.2 Subtask 2 – Hardware Maintenance.   The contractor shall provide 12-month maintenance plan support for C2G systems and peripherals.  C2G components covered by Maintenance Plan include the XTS-300 Platform and dedicated terminals, STOP Operating System and C2G Application.  Support for software components covers technical assistance to resolve problems or provide software patches.  Support for hardware components covers on site repair of hardware or shipping a replacement if component cannot be repaired.  See Table 1 for Serial number of systems. 
	System
	Type
	System Location
	Onsite Support1
	Disk2 Replacement

	HS3037
	PIP3
	DISA MITF, 5600 Columbia Pike, Falls Church, VA 22041
	*
	#

	HS3040
	PIII System
	GDSS Scott, 102 W. Birchard St, Bldg 1575, Scott AFB, IL 62225-5357
	#
	#

	HS3041
	PIII System
	DISA MITF, 5600 Columbia Pike, Falls Church, VA 22041
	*
	#

	HS3042
	PIII System
	DOD CERT, 701 S. Courthouse Rd, Arlington, VA 22204
	#
	#

	HS3043
	PIII System
	DISN Service Center (DSC), 604 Tyler Street, Bldg 3189, Scott AFB, IL 62225-5420
	#
	#

	HS3044
	PIII System
	DISA EUR, Bldg 2340, Patch Barracks, Stuttgart, Germany 70569
	#
	#

	HS3045
	PIP3
	GTN Manassas
	#
	#

	HS3046
	PIP3
	DISA MITF, 5600 Columbia Pike, Falls Church, VA 22041
	#
	#

	HS3047
	PIP3
	GTN Scott , CCF, Bldg 1575, 102 West Birchard St, Scott AFB, IL 62225
	#
	#

	HS3048
	PIP3
	GTN Robbins, 205 Perry St, Bldg 228, Robbins AFB, GA 31098
	#
	#

	HS3049
	PIP3
	GTN Robbins, 205 Perry St, Bldg 228, Robbins AFB, GA 31098
	#
	#

	HS3050
	PIP3
	DISA MITF, 5600 Columbia Pike, Falls Church, VA 22041
	*
	#

	HS3065
	PIP3
	GTN Scott , CCF, Bldg 1575, 102 West Birchard St, Scott AFB, IL 62225
	#
	#

	HS3066
	PIII System
	NORAD, 1 NORAD Rd, Ste 2102, Cheyene Mountain Air Station, Colorado Springs, CO  80914-6016
	#
	#

	HS3067
	PIP3
	NORAD, 1 NORAD Rd, Ste 2102, Cheyene Mountain Air Station, Colorado Springs, CO  80914-6016
	#
	#

	HS3068
	PIP3
	NORAD, 1 NORAD Rd, Ste 2102, Cheyene Mountain Air Station, Colorado Springs, CO  80914-6016
	#
	#

	HS3069
	PIP3
	DCAPES, 401 East Moore Drive, Bldg 857, Rm 422, Maxwell AFB, Gunter Annex, AL 36114
	#
	#

	HS3071
	PIP3
	Getronics, 540 Huntmar Park DR., Herndon, VA 20170-5100
	*
	#

	HS3078
	PIP3
	 DCTF/GCSS, 1010 Gause Blvd, Slidell, LA 70458-2940
	#
	#

	HS3081
	PIP3
	DISA PAC, Bldg 107, Wright Ave, Wheeler Army Air Field, HI  96854 
	#
	#

	HS3082
	PIP3
	DISA HQ, 701 S. Courthouse Road, Arlington, VA 22204
	#
	#

	HS3083
	PIP3
	DISA MITF, 5600 Columbia Pike, Falls Church, VA 22041
	*
	#

	HS3091
	PIP3
	WSMIS, 2721 Sacramento Street, Bldg 271, Wright-Patterson AFB, OH 45433
	#
	#

	HS3098
	PIII

System
	HFGCS, Andrews AFB, MD
	#
	#

	HS3099
	PIII

System
	HFGCS, San Antonio, TX
	#
	#

	HS3112
	PIII System
	VMS, CDMC4, Bldg3, Chambersburg, PA 17201-4186
	#
	#

	HS3113
	PIII System
	GDSS Scott, 102 W. Birchard St, Bldg 1575, Scott AFB, IL 62225-5357
	#
	#

	HS3114
	PIII System
	USFK (Tango), PSC 303 Box 24, APO AP 96205
	N/A
	#

	HS3115
	PIII System
	USFK (Camp Walker), PSC 303 Box 24, APO AP 96205
	N/A
	#

	HS3116
	PIP3
	USFK - (Lockheed Martin Support), Springfield, VA
	#
	#

	HS3117
	PIP3
	USFK (Tango), PSC 303 Box 24, APO AP 96205
	N/A
	#

	HS3118
	PIP3
	USFK (Camp Walker), PSC 303 Box 24, APO AP 96205
	N/A
	#

	HS3143
	PIII System
	NSA 
	#
	#

	HS3142
	P111

System
	McDill AFB, Tampa FL 33621 (CENTCOM)
	#
	#

	HS3147
	PIII System
	DISA MITF, 5600 Columbia Pike, Falls Church, VA 22041
	*
	#

	HS3226
	PIII System
	To be deployed to JTIDS, 701 S. Courthouse Road, Arlington, VA 22204
	#
	#

	HS3252
	PIII System
	TBD - CONUS
	#
	#

	HS3253
	PIII System
	TBD - CONUS
	#
	#

	HS3257
	PIII System
	TBD - CONUS
	#
	#

	HS3258
	PIII System
	TBD - CONUS
	#
	#




Table 1
Notes:

1. * denotes systems previously under contract for this maintenance category. 

# denotes systems added to this maintenance category as part of Mod #1 to this statement of work.

N/A denotes systems not covered under this maintenance category. 

2. Maintenance category added as part of Mod #1 to this statement of work. 

# denotes systems added to this maintenance category as part of Mod #1 to this statement of work.

6.2.2.1 Deliverable 1 – Maintenance Plan.  The contractor shall provide quarterly Maintenance Plan Reports detailing by serial number the maintenance and/or warranty expiration dates for all C2Gs.  The accomplishment of this deliverable will be documented in the Monthly Status Report.

6.2.3 Subtask 3 – Onsite Support to CENTCOM. The contractor shall provide onsite installation, configuration, and follow-on support for the DII Guard and one backup Guard system at CENTCOM.

6.3 Task 3 – Trusted Data Exchange (TDX) Guard Development.  The TDX application executes on the XTS-300, a B3 class system as designated and certified by the National Security Agency (NSA).  The TDX application processes in-bound data information and controls its distribution to an out-bound system based on a set of generated security rules tied to the process.  The TDX contains six virtual Guards, three of which are for low to high and three for high to low.
Each virtual guard validates that files meet the security validation, and then forwards those files to the appropriate destination directories.  The TDX is designed to provide automated file processing and validation.  If the files fail the security validation, they will be placed on hold in the Man-In-The-Middle (MIM) directory for manual review.  
6.3.1 Subtask 1 – Requirements Analysis.  Perform a requirements analysis to specify additional user interface features that should be added to the next version of the TDX Guard.  This requirements analysis task would entail working with DISA, current users, and other MSL contractors, to identify both existing capabilities that need to be duplicated, and new capabilities that should be added to enhance/extend functionality, including support of alternate or additional communications protocols/mechanisms, such as SMTP or a direct socket interface. 

6.3.1.1 Deliverable 1 – Requirements Analysis Document.  This document will provide a recommendation on the content and order of the releases necessary to complete the requirement enhancements identified.   This document will be submitted to the customer for approval.

6.3.1.2 Deliverable 2 – TDX Requirements Specification Document.  This document is based on the approved requirements document.  The Requirements Specification document will be completed in accordance with the customer approved requirements analysis document.  It will provide an explanation of requirements that led to design issues and modifications required to meet the functional design.

6.3.2 Subtask 2 – Software Development and Release.   For each approved requirement, develop and/or modify the software to meet the functional requirements identified in the TDX Requirements Specification Document. This effort shall include development of V3.0 (a socket-based data transfer capability) separate from V2.1.
6.3.2.1 Deliverable 1 – Software Release.  The contractor will develop code necessary to meet the approved requirements.  Each software release will be tested in the MSL Integration & Test Facility prior to delivery to Configuration Management.  The accomplishment of this deliverable will be documented in the Monthly Status Report.

6.3.3 Subtask 3 – Release Documentation.   For each release, the documentation will be updated to reflect the capabilities as outlined in the Requirements Specification and implemented within the code. Separate documentation sets shall be developed and maintained for V2.1 and V3.0.
6.3.3.1 Deliverable 1 – TDX Operators Manual.   The document will be updated to reflect new capabilities.  The document will be updated in PDF or MS Word format as appropriate.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.3.3.2 Deliverable 2 – TDX Guard Administrator Manual.  The document will be updated to reflect new capabilities.  The document will be updated in PDF or MS Word format as appropriate.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.3.3.3 Deliverable 3 – TDX Man-In-The-Middle (MIM) Manual.  The document will be updated to reflect new capabilities.  The document will be updated in PDF or MS Word format as appropriate.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.3.3.4 Deliverable 4 – TDX Queue Manager (QM) Manual.  The document will be updated to reflect new capabilities.  The document will be updated in PDF or MS Word format as appropriate.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.3.3.5 Deliverable 5 – TDX Trusted Facilities Manual.  The document will be updated to reflect new capabilities.  The document will be updated in PDF or MS Word format as appropriate.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.3.3.6 Deliverable 6 – TDX Release Notes.   A synopsis of new capabilities will be  in written format for each release.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.3.3.7 Deliverable 7 – TDX Security Features Users Guide (SFUG).  This guide will explain how the security mechanisms in the TDX work, so that users are able to consistently and effectively protect their information.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.3.4 Subtask 4 – Quality Assurance/Testing.   For each release, a test plan will be developed and executed to ensure the approved functional requirements have been met.
6.3.4.1 Deliverable 1 – Test Plan and Results.  Documentation will be provided describing each test and the status of the test (passed or failed).

6.3.4.2 Deliverable 2 – Training. Provide training (14 seats) for independent testers to ensure consistency of independent test and evaluation through increased understanding of guard design and operational characteristics.  (Standard commercial “XTS-300 Concepts and Utilization” training course.)

6.3.5 Subtask 4 – Certification Test and Evaluation (CT&E) Engineering Support.   In response to the CT&E results, the contractor shall engineer solutions to mitigate all risks identified in the report.  These fixes will be submitted to the customer for approval prior to formal implementation.  
6.3.5.1 Deliverable 1 – CT&E Risk Mitigation Plan.  Documentation will be provided describing each risk and its mitigation.  This document will be submitted to the customer for approval.
7.  Place of Performance: 

7.1
Primary Place of Performance.  The contractor shall perform the majority of work for this development at the Contractor’s facility.  Minimal work will be performed at the Government site, MSL Integration and Test Facility, which is located at 5600 Columbia Pike, Falls Church, VA 22041.  The contractor’s proposal for this DO shall clearly delineate and justify numbers and category types of personnel who perform the work. 

7.2 Travel.  Local travel within the National Capital Region is required and authorized.  Travel may be required to attend conferences and/or briefings related to the TO which includes a maximum of two trips spanning 5 days each.  Additional travel will be required to support the DII Guard Installation at CENTCOM (two trips, 5 days each). The Government will review for approval all travel orders under this TO prior to the travel taking place.  The Contractor shall provide an estimate of required travel to support this effort.  

8.  Period of Performance:  The period of performance is 420 days from the date of TO award with a planned start date of 2 January 2002.

9. Deliverable/Delivery Schedule:

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2.1
	Management Plan
	Contractor format using DI-MGMT-80347 for guidance
	28 calendar days after award 
	1 HC

1 SC
	**Standard 

Distribution
	Draft &

Final 

	6.1.2.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	14 calendar days after end of accounting period
	1 SC
	**Standard 

Distribution

***Business Office
	Monthly

	6.1.3.1
	Technical Interchange Meeting (TIM)

Kick-off

1st Review

2nd Review

3rd Review

            4th Review
	N/A
	Days after award:

15

90

180

270

360
	N/A
	N/A
	Quarterly

	6.1.3.2
	TIM Notes


	Contractor format using UDI-A-23083A for guidance
	7 calendar days after TIM
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.1.4.1
	Progress Review


	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Bi-weekly
	N/A
	**Standard 

Distribution
	Bi-Weekly

	6.1.4.2
	Progress Review Notes


	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Bi-weekly
	1 HC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.2.1.1
	Software Release
	As appropriate for defined operational environment
	30 calendar days after completion of Software Fix


	1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.2.1.2
	Release Notes
	Use existing format for this document type for guidance
	30 calendar days after completion of Software Fix
	1 HC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.2.2.1
	Maintenance Plan

1st Qtr

2nd Qtr

3rd Qtr

                  4th Qtr
	Use existing format for this document type for guidance
	Days after award:

90

180

270

360
	1 HC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.1.1
	TDX Requirements Analysis Document
	Use existing format for this document type for guidance
	60 calendar days after Award
	1 BHC

1 SC
	**Standard 

Distribution
	Draft &

Final

	6.3.1.2
	TDX Requirements Specification Document
	Use existing format for this document type for guidance
	45 calendar days after completion of 6.3.1.1
	1 BHC

1 SC
	**Standard 

Distribution
	Draft &

Final

	6.3.2.1
	Software Release
	As appropriate for defined development environment
	30 calendar days after each incremental version
	1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.3.1
	TDX Operators Manual
	Use existing format for this document type for guidance
	60 calendar days after each incremental version
	1 BHC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.3.2
	TDX Guard Administrator Manual
	Use existing format for this document type for guidance
	60 calendar days after each incremental version
	1 BHC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.3.3
	TDX MIM Manual
	Use existing format for this document type for guidance
	60 calendar days after each incremental version
	1 BHC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.3.4
	TDX QM Manual
	Use existing format for this document type for guidance
	60 calendar days after each incremental version
	1 BHC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.3.5
	TDX Trusted Facilities Manual
	Use existing format for this document type for guidance
	60 calendar days after each incremental version
	1 BHC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.3.6
	TDX Release Notes
	Use existing format for this document type for guidance
	60 calendar days after each incremental version
	1 BHC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.3.7
	TDX Security Features User Guide
	Use existing format for this document type for guidance
	60 calendar days after each incremental version
	1 BHC

1 SC
	**Standard 

Distribution
	Draft &

Final

	6.3.4.1
	Test Plan and

Results
	Use existing format for this document type for guidance
	60 calendar days after each incremental version
	1 HC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR

	6.3.5.1
	CT&E Mitigation Plan
	Use existing format for this document type for guidance
	120 calendar days after receipt of CT&E Results
	1 HC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR


* Copies

· Hard copy (HC)

· Soft copy (SC) Soft copy for reports, minutes, white papers, etc., will be in MS Word, Office 2000 version.  Soft copy for briefings will be in PowerPoint, Office 2000 version.  Soft copy can be contained on CD-ROM, ZIP Drive, or Floppy as appropriate for size.

· Bound hard copy (BHC) - All functional and design documents must be spiral or notebook bound.

**Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM.  

· ***1 copy of monthly status reports ONLY to Business Office – gerbozys@ncr.disa.mil and thompsol@ncr.disa.mil.

Note 1:  Cost and status reports are due 14 days after close of contractor’s accounting period.

10.
Security/Clearance Requirements:  The contractor shall meet the following security requirements at contract start date. 

10.1 Classified Information.  All contractor personnel performing work under this effort will have access to classified information at least up to and including TOP SECRET.  Therefore, all contractor personnel must have a minimum of a SECRET security clearance.  The Technical Task Lead will require a Top Secret clearance to perform his/her duties on this TO.  

10.2 Position Designation.  The Technical Task Lead must have a minimum clearance of Top Secret and a position sensitivity designation of ADP-I.  All system and/or database administration, quality assurance/code reviewer, and technical team lead personnel must have a minimum clearance of Secret and a position sensitivity designation of ADP-I.  The minimum investigation required is a Single Scope Background Investigation.  All Editor/Analysts, Administrative Assistants, and developers not performing in roles listed above will have a minimum clearance of Secret and a position sensitivity designation of ADP-II.  The minimum investigation required is a NACLC.  All work performed by a developer holding a sensitivity designation of ADP-II must have their work reviewed by someone holding a sensitivity designation of ADP-I.  All personnel performing on this contract will be U.S. citizens. 

Obtaining Clearances.  The contractor is responsible for obtaining personnel security clearances from the Defense Security Service.  The contractor will assure that individuals assigned to this contract will have completed the SF 86, Electronic Personnel Security Questionnaire (EPSQ) and then take the required action to submit the personnel security investigative (PSI) packet electronically to the Defense Security Service.  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with their position.

Effective Mon., 1 OCT 2001, all Non-DISA and Contractor Visit Authorization Requests (VARs) will be sent to the Security Division’s VAR Processing Center.  The VAR Center has been established in order to streamline the VAR process so that the Security Division (MPS6) may provide better customer service to all DISA Directorates and Contractors while still ensuring the integrity of DISA’s security program.  After 1 OCT, any VARs faxed or mailed to any other location will no longer be accepted.  If you have any questions, you may contact the VAR Center at 703-681-1347/ DSN 761-1347.  

· Non-DISA and Contract VARs are to be faxed or mailed FIRST to the appropriate DISA Point of Contact (POC) or Contracting Officer’s Representative (COR) for review and approval.  

· The following information must be included in the VAR:  

1. Agency/Company name and address

2. Name and address of facility to be visited

3. Date(s) of visit

4. Purpose of visit

5. Contract number

6. Hosting facility POC’s full name and telephone number (Not necessarily the same as the reviewing/approving DISA POC or COR, but actual POC physically located at the hosting facility to be visited)

7. Visitor’s name, social security number, date and place of birth, citizenship, clearance data (clearance level, agency who granted clearance and date granted)
8. Agency/Company cognizant security office name and address

9. Agency/Company clearance data (clearance and safeguarding levels, date granted and CAGE code)
10. Agency/Company security officer’s name, telephone number, signature and date

11. Certification of “Need to Access” by DISA POC or COR (DISA POC or COR full name, telephone number, signature and date)
· The DISA POC or COR must certify the visitor’s need for access to the facility, the length of visit (VARs may not be for longer than a period of one year) and the hosting facility’s POC and telephone number.  

· The appropriate DISA POC or COR will then mail or fax the VAR to:  

DISA

Attn: MPS62, VAR Processing Center

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041

Fax number: 703-681-1213 / DSN 761-1213
10.3 ADP Determination.  Upon submission of PSI packet to DSS, the contractor will provide a complete signed copy of the PSI packet (SF 86, Electronic Personnel Security Questionnaire; DD Form 1879, DOD Request for Personnel Security Investigation or NAC information; and the EPSQ Receipt System Results) to TM in order to obtain an ADP determination.

10.4 Interim Clearances.  An interim clearance, at the contract-required level, and interim ADP, at the contract-required level, would suffice for the contract employee to start work on the contract.

10.5 Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD 5200.1R and the DOD 5220.22-M for handling classified material and producing deliverables. The contractor shall also comply with DISA Instruction 630-230-19.

10.6 Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.  In addition, all contractor personnel shall comply will local security requirements as established by the facility being supported.

10.7 Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that any sensitive information or code stored at contractor facilities is protected in compliance with Security Standard Operating Procedures.

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.

a. The Government will furnish the development and test environment duplicating the production environment, including computer hardware and software, from the time of contract award through the period of performance.  

b. The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within 14 calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government’s TM and COR.  The Government will facilitate the contractor’s access to the data required in support of this work effort, this will include unescorted access to the MSL Integration & Test Facility.
12.  Packaging, Packing, and Shipping:  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.
13.  Inspection and Acceptance:  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.

13.1.  Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) working days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it clear as to what actions are required to bring the deliverable into compliance. 

13.2.  Rejection Procedures.   After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.

14.  Other Pertinent Information or Special Considerations:  The C2G Application version 3.1 (or later) is owned and maintained by the Government, Defense Information Systems Agency (DISA) and is a Government Off the Shelf (GOTS) product. Distribution of the C2G Application version 3.1 (or later) is under the authority of DISA.  DISA owns the sole rights to the C2G Application version 3.1 (or later) source code and all supporting documentation. The contractor shall only deploy, install, or distribute the C2G Application version 3.1 (or later) at the direction of the TM.
14.1 Identification of Possible Follow-on Work.  Possible follow-on work includes upgrades of hardware, software, and software licenses as needed.

14.2 Removal of Contract Personnel.  DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within three (3) working days assign qualified personnel to any vacancy(ies) thus created.

14.3 Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 
14.4 Identification of Non-Disclosure Requirements.  Paragraph 8.0 of the ‘I Assure’ contract applies.  All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.   For the purposes of this TO, all related customer information is classified no lower than Unclassified Controlled Information (Comply with the appropriate contract paragraph).

14.5 Compliance.  The contractor shall comply with the following DOD-approved architectures, programs, standards and guidelines: 

· Technical Architecture Compliance

· C4ISR Architecture Framework

· Technical Architecture Framework for Information Management (TAFIM), version 3.0

· Standard Operating Environment

· DOD Energy Star & DOD PCMCIA

· DISA Security Technical Information Guides

· Information Assurance Vulnerability Alerts

14 .6 
Exchange of Information With Other Organizations.   Proposed public releases shall be submitted to DISA Headquarters for processing.  The submission shall be addressed to:

DISA Headquarters

Corporate Exchange Office

ATTN:  Ms. B. McDonald

701 South Courthouse Road

Arlington, VA 22204-2199

(703) 692-9270

The contractor shall not distribute material or documents generated under this statement of work to anyone including contractor offices or personnel not directly involved on this project until written approval is received from DISA MSL Division.  The contractor shall deliver required work efforts in both draft and final versions according to schedule data.  All final deliverables will be published under DISA cover unless directed otherwise by the Government.  Final paper deliverables shall be printed on 8.5” by 11” paper, double-sided print in the numbers indicated.  One (1) final paper deliverable shall remain unbound.  Draft deliverables shall be delivered in double-sided print and remain unbound.  The contractor shall also deliver one (1) copy of each deliverable on 3.5” high-density diskettes in Microsoft Word Office 2000 edition.  All delivered electronic media shall be free of malicious code (including but not limited to boot sector and Word Macro viruses).  Unless specified, the maximum number of deliverables will be no more than five (5) copies.  For deliverables relating to format DISA publications (i.e., instructions, standard operating procedures, supplements, circulars), the contractor shall use format provided in DISAI 210-20-2, Preparation and Processing of DCA Numbered Publications.

All specified draft and final security deliverables become the property of DISA.  The details of any and all security countermeasures that the contractor may develop under this contract become the property of DISA.

14.7 Other Direct Costs.  The government may require the contractor to purchase hardware and software as directed by the task monitor or alternate task monitor.
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