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File: FY02TASCSOW_Mod2

Contents: TASC Multiple-Security Levels Engineering Support

This file was last modified on March 13, 2002.

· Added funds to accelerate testing of TDX V2.1 Subtask 6.2.1 ($100K)

· Added funds to develop test plan and accelerate testing of TDX V3.0 Subtask 6.2.1  ($100K)

· Added funds to develop an MSL solution for GCCS utilizing the TDX Guard Subtask 6.2.2 ($400K)

· Added site ANOSC (Ft Huachuca, AZ) Subtask 6.3.4 ($181K) 

· Added funds to purchase hardware to support the MITF Subtask 14.7 ($100K)

This file was modified on February 13, 2002.

· Changed ATM designation (from Bryant/King to Everette).

· Modified Background (para 3) to reflect DISA Transformation.

· Modified Objectives (para 4) to reflect DISA Transformation.

· Modified Task 1 (para 6.1.8) to explicitly define “support” role.

· Modified Task 3 to explicitly define “support” role and clarify relationship of contractor to Government’s Site Team Leader(s). (Para 6.3, 6.3.1, 6.3.2, 6.3.4, 6.3.4.2).

· Added two sites for HFGCS (Andrews AFB and Rockwell-Collins, TX). (Para 6.3.4)

· Modified Subtask 4.1 to explicitly define “support” role for MITF. (Para 6.4.1)

· Modified Subtask 4.4 to explicitly define “support” role for MITF. (Para 6.4.4)

· Modified Subtask 4.4 to explicitly define “support” role for and priority of MSL Help Desk. (Para 6.4.4)

‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK

as of 13 March 2002
	Contract Number:
	DCA200-00-D-5019

	Order Number:
	Pending Assignment by Contracting Officer

	Tracking Number:
	Pending Assignment by Contracting Officer

	Previous Order Number:
	0004


1.  Points of Contact
2.  Order Title – Multiple Security Levels (MSL) Engineering Support
3.  Background:  The MSL/Coalition Security Division supports the Center for Information Assurance Applications  and the Chief Information Assurance Executive by developing, testing, fielding and providing Life Cycle Support for MSL technologies that provide secure interoperable capabilities throughout the Department of Defense (DOD).  The success of this MSL Engineering Support task requires the technical expertise of Information Assurance (IA) and Systems Engineering professionals to provide engineering, integration and life cycle support of MSL technologies for Commanders-in-Chiefs, Services, and Agencies (C/S/A) sites.

This task provides technical expertise to the Defense Information Systems Agency (DISA), Multiple Security Levels (MSL)/Coalition Security Division in accordance with the Statement of Work (SOW).  The MSL/Coalition Security Division provides engineering of secure solutions that enable the exchange of data between enclaves of different security levels.  Currently fielded MSL solutions are based up the Getronics XTS-300 hardware and the STOP Operating System.

The recent DISA Transformation requires a renewed emphasis upon the effective and efficient use of available resources to provide world-class customer service and attain high levels of customer satisfaction. To this end, the MSL / Coalition Security Division is organized in highly matrixed, multi-disciplinary service delivery teams composed of civilian, military, and contractor personnel working together under the leadership of a government civilian or military member. The division’s service delivery teams are supported by the MSL Integration and Testing Facility (MITF) at 5600 Columbia Pike, Falls Church, VA. 

Throughout this Statement of Work the term “customer” shall be understood to include providing the same or substantially similar levels of support to both external customers of DISA’s MSL / Coalition Security Division and to government civilians and military members of the MSL Division requiring support under this effort.

3.1  Previous Work.  The requested work outlined in this Task Order directly relates to, and builds on, completed work under the following contract: DCA200-00-D-0019, Delivery Order 0004.

4. Objectives:  The MSL Engineering Support Task is striving to meet the following objectives:

Provide high quality customer service to the MSL / Coalition Security Division’s customers and attain requisite levels of customer satisfaction through participation as members of high-functioning service delivery teams under the leadership of a government civilian or military member. 

Provide DOD with the ability to transfer information between enclaves of different security levels with high assurance and integrity;

Integrate, evaluate and test Year 2000 (Y2K) compliant MSL solutions at the MSL Integration and Test Facility (MITF) prior to fielding at operations sites;

Install and/or upgrade available MSL technologies to satisfy current and future C/S/A MSL requirements;

Provide full lifecycle support for all MSL fielded solutions; and

Evaluate Commercial off the Shelf (COTS) and Government off the Shelf (GOTS) Guard technologies for suitability as upgrades to existing fielded MSL Solutions. 
5. Scope:  The work is focused in the following areas:

· Requirements Analysis

· System Design

· Software Development

· System Installation, Configuration and Administration 

· Configuration Management

· System Documentation

Specific services addressed in this SOW are:

· Task Area 1: Contract Level and Task Order (TO) Management

· Task Area 2:  Test, Integration and Evaluation of MSL Technologies

· Task Area 3:  Solution Fielding/Installation

· Task Area 4:  Operations and Lifecycle Support

6.  Specific Tasks:

6.1
Task 1 – Contract-Level and TO Management. 

6.1.1
Subtask 1 – Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2
Subtask 2 – TO Management. Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).  Within the MSR, the contractor shall provide the following information:  sub-tasks worked, hours expended and costs by labor categories for each employee assigned, and other direct costs (ODCs) as necessary. 

6.1.2.1 Deliverable 1 - Management Plan due twenty (20) working days after the award of the TO.

6.1.2.2 Deliverable 2 - MSR due NLT ten (10) working days after the end of the contractor’s monthly accounting period.
6.1.3
Subtask 3 – Technical Interchange Meetings. Contractor shall host Technical Interchange Meetings (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  The contractor shall prepare a Plan of Accomplishment (POA), which will address any changes made in the TIM and serve as the vehicle that establishes firm dates for incremental deliverables.

6.1.3.1 Deliverable 1 - Technical Interchange Meeting to be conducted NLT 15 days after contract award and quarterly thereafter.

6.1.3.2 Deliverable 2 - TIM Minutes in written format are due NLT five (5) working days after the meeting.

6.1.4
Subtask 4 – In Progress Reviews/Project Briefings.  The contractor shall conduct In Progress Reviews (IPRs) biweekly.  The contractor shall document the In Progress Reviews in the Monthly Status Reports.  The contractor’s Technical Task Leader (TTL) and appropriate members of the technical team will schedule and meet no less frequently than every 14 days with the appointed Government TM in person.  The purpose of these meetings will be to discuss progress, request assistance as required, and deal with issues raised during the execution of the task.  The contractor shall report the occurrence of the IPRs and any other meetings in the MSRs.

6.1.4.1 Deliverable 1 – Bi-weekly In Progress Review briefings.

6.1.4.2 Deliverable 2 – Bi-weekly In Progress Review notes shall be incorporated in the Monthly Status Report.

6.1.5 Policy and Planning Support.  The contractor shall review and be familiar with all instructions and policies that apply to MSL technologies.  At a minimum the following instructions/policies shall be reviewed and understood by all Senior and Intermediate level engineers working on this task:  

· DoD Inst. 5200.28, Security Requirements for Automated Information Systems

· DoD Inst. 5200.40, DoD Information Technology Security Certification and Accreditation Process (DITSCAP)

· DoD 5200.28-STD, DoD Trusted Computer System Evaluation

· Common Criteria

· CJCSI 6510.01C, Information Assurance Implementation.

At the direction of the TM prepare technical point papers that address the policy implications on emerging MSL issues.  No more than three (3) technical point papers will be required during this task order.

6.1.5.1 Deliverable 1 – Technical Point Papers on specific MSL Issues shall be provided in written format within sixty (60) days of assignment by the TM.

6.1.6 Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.7    Cooperation and Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than one contract vehicle and/or company) supporting CFIA and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert. 

6.1.8    Personnel Management.  Provide and manage a complete, comprehensive team of highly qualified personnel able to accomplish the tasks specified in this SOW including the requirement to work in a supporting role as members of high-functioning service delivery teams under the leadership of a government civilian or military member. All personnel assigned under this task order must be capable of working effectively in a culturally diverse, team-based environment. Upon request by the government, all personnel assigned to this effort shall participate in team-building activities with government civilians, military members, and other contractor personnel providing support to the MSL / Coalition Security Division.

6.1.9   Task Order Staffing.  The contractor shall ensure all personnel with system administrator authority have completed DISA Level 2 System Administrator Certification.  This requirement must be accomplished within 90 days of contract award and documented within the MSR.  At least two personnel must be competent and display experience in Administration of both the STOP Operating System and SUN Solaris Operating System.  Personnel performing filter development must be competent and display experience in C+ and Felt programming languages.                                        

6.2  Task 2 – Test, Integration, and Evaluation of MSL Technologies.  The Command and Control Guard provides for the bi-directional transfer of information between enclaves of different security levels.  Central to this technology is the NCSC B3 evaluated STOP Operating System.  In addition, as new Guard technologies emerge, and C/S/A data transfer requirements expand; these technologies must be evaluated to determine their suitability for deployment in support of these new or expanded information transfer requirements. 
6.2.1 Subtask 1 – New Guard Technology Support.  The contractor shall provide engineering support for the development of new MSL technologies.  The contractor shall conduct extensive testing and evaluation of up to three Guard technologies to determine if the technology meets DoD and SABI security requirements.  The contractor shall prepare a New Guard Technology Assessment Report for each technology evaluated.  

6.2.1.1 Deliverable 1 – New Guard Technology Assessment Report.  This written report shall include a detailed discussion of the testing methodology chosen, results of the test and an engineering recommendation as to the suitability of the technology for deployment.

6.2.2 Subtask 2 – DISA Pillar Program Guard Support.   The contractor shall support the development of MSL solutions to support DISA Pillar Programs (i.e., GCCS and GCSS) information transfer requirements between the NIPRNet and SIPRNet.  The contractor shall engineer a solution that supports the data sharing of fixed formatted information (e.g., Air Tasking Order (ATO), Over-the-Horizon (OTH) Gold, and eXtensible Markup Language (XML)).  For each solution, the contractor shall support testing of the solution for validation, analyze the results of the tests, assess and support upgrade development, and produce appropriate DoD Instruction 5200.40 DITSCAP documentation.  A Test and Evaluation Report will be generated for each DISA Pillar Program Guard Solution.  Utilizing the Guard Technology assessed in Task 6.2.1 (Trusted Data Xchange (TDX) Guard)), develop an integrated solution that supports GCCS.
6.2.2.1 Deliverable 1 – Test and Evaluation Report.  This written report shall include a detailed discussion of the specific information transfer requirements addressed, results of the test, and any residual risk associated with the MSL solution.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.3 Task 3 – Solution Fielding/Installation.  The contractor shall support all phases of MSL Technology installation process, at a minimum:  Site Survey, Hardware/Software Procurement, Filter Development, Integration and Testing, On-site Installation, On-Site Integration, and On-Site Training.   Filter Development will include hosting security filters on High Assurance Guards.  The contractor should plan two visits per installation:  Site Survey and System installation.  The site survey will require one MSL Engineer and the System Installation will require two MSL Engineers.  All support, e.g. site survey, fielding, and installation activities, shall be conducted in accordance with the direction given by the assigned government Site Team Leader (a government civilian or military member).
6.3.1 Subtask 1 – Site Survey.  The contractor shall support a Site Survey to determine site-specific requirements.  A typical site survey lasts approximately three (3) days.  At the completion of the Site Survey, the contractor shall prepare the written site survey report and submit it in accordance with delivery instructions in Paragraph 9 of this SOW

6.3.1.1 Deliverable 1 – Site Survey Report.  This document will provide a thorough discussion of the site-specific requirements to include all necessary information to complete the installation.  A site-specific detailed architecture drawing shall be included in each report.

6.3.2 Subtask 2 – Filter Development.   For each approved data transfer specification, the contractor shall develop, document, and test the filter code to meet the functional and security requirements identified in the data transfer specification.  This subtask shall include providing development, documentation, and testing support for filter development by the government’s engineers.
6.3.2.1 Deliverable 1 – Filter Code.  For each filter developed, the contractor shall deliver the source code, compiled code, and executable code to Configuration Management.  The contractor shall use standard commercial practices for software development with special attention to version control.  Government acceptance of the filter will be based on the successful completion of the filter against the Filter Software Test Plan.  The accomplishment of this deliverable will be documented in the Monthly Status Report.

6.3.3 Subtask 3 – Hardware/Software Procurement.   For each site, the contractor shall procure a complete Guard hardware and software solution to include all necessary operating system licenses and associated documentation.  The TM or ATM must approve each procurement prior to purchase.  
6.3.3.1 Deliverable 1 – Guard Hardware/Software Solutions.   The purchase of the hardware/software solution for each site (detailing costs) shall be documented in the Monthly Status Report as appropriate.
6.3.4 Subtask 4 – On-site Installation, Integration, and Training.   The contractor shall provide engineering support, as a member of a government led team, for the purpose of installation and/or upgrade of the MSL technologies (e.g., C2G, DII, TDX) at various sites within the Continental United Sates (CONUS) and/or Outside the Continental United States (OCONUS) as designated by the government (see Site List).    The hardware for the initial Site List has been purchased under the previous delivery order.  The contractor shall support routine MSL technology testing prior to deployment of the system.  For each installation, a set of Site-Specific Integration Test Procedures (ITP) will be developed and executed to ensure the approved requirements have been met.
During the preparation for MSL deployment to a specific site, the contractor shall recommend modifications to documentation if needed.  If the government determines that modifications are required, the contractor shall generate site-specific addenda to the baseline documents.  During installation, and under the leadership of the government’s Site Team Leader, the contractor shall perform all needed integration and provide training to the number of site personnel identified during the site survey.  A complete set of supporting documentation will be provided to the government’s Site Team Leader for delivery to a designated site representative at the conclusion of the installation.  At the completion of the installation, the contractor shall prepare and deliver its site installation trip report.  
	SITES
	Projected Install Date

	CENTCOM, MacDill AFB, Tampa FL
	TBD

	CENTCOM, TBD (OCONUS)
	TBD

	JTIDS, Arlington, VA
	May 02

	GCCS-A USFK, Camp Walker, Korea
	Aug02

	GCCS-A USFK, CP Tango, Korea
	Aug 02

	HFGCS, Andrews AFB, MD
	Mar 02

	Air Force Portal, Montgomery, AL
	Mar 02

	HFGCS, Rockwell-Collins, TX
	Apr 02

	GCCS, NORAD/USSPACECOM
	Jun 02

	GCSS 2nd Site, Location TBD (CONUS East Coast)
	Aug 02

	 ANOSC (2 Guards), Ft Huachuca, AZ
	 Apr 02


Table 1:  Site List

6.3.4.1 Deliverable 1 – Pre-Install Integration Test Procedures.  This document will include a complete set of test procedures that validate that the Guard configuration is in accordance with the Configuration Control Board (CCB) approved baseline and validates the Site-Specific Data Transfer Requirements.  This document will serve as the Government Acceptance Test during each installation.

6.3.4.2 Deliverable 2 – Site-Specific Addenda.   These addenda shall include changes to the baseline documentation as recommended by the contractor, reviewed by the government’s Site Team Leader, and approved by the TM.

6.3.4.3 Deliverable 3 – Installation Trip Reports.  This document shall include a thorough discussion of each phase of the installation as well as key site personnel contacted.

6.3.4.4  Deliverable 4 – Final Integration Test Procedures.  This document will include a complete set of test procedures that validate that the Guard configuration is in accordance with the Configuration Control Board (CCB) approved baseline and validates the Site-Specific Data Transfer Requirements.  This document will include a complete signature page .  The document will serve as the record of the site’s Acceptance Test of the Guard.
6.4 Task 4 – Operations and Lifecycle Support.  A key support component of this task order is to provide full operations and lifecycle support for all fielded MSL solutions.

6.4.1 Subtask 1 – MSL Integration and Test Facility (MITF) Support.  The contractor shall manage and provide support in the development and maintenance of the MITF to support other tasks in this SOW. The contractor shall staff the lab with a minimum of two MSL engineers (who have reviewed and signed the Open and Close Procedures for  CPK-531A)during core business hours (0800-1700 hrs), Monday through Friday, unless an alternate schedule/staffing has previously been approved in writing by the TM/ATM. The contractor shall coordinate and support the scheduling and use of lab resources by the MSL division’s service delivery teams and other authorized individuals for the conduct of development, integration, testing, evaluation, pre-deployment, and lifecycle support activities for MSL supported systems and sites. In particular, the MITF shall support DISA Pillar Programs to include such key activities as hardware/software testing prior to installation, hardware/software testing prior to upgrade, demonstration/training capabilities, and help desk troubleshooting.  The contractor shall develop and deliver a MITF System Administrator Guide.
As coordinated with the TM, the contractor may be required to independently conduct or to support the government’s testing which occurs for each change of the baseline system, during the development of new system capabilities, or  to replicate the conditions of a fielded system. 

The contractor shall maintain and deliver a MSL Equipment Inventory that tracks all hardware changes on a quarterly basis.  The MSL Equipment Inventory will build on the work done in the previous delivery order.
6.4.1.1 Deliverable 1 – MITF System Administrator Guide.  This guide will contain information necessary for the administration and maintenance of the baseline and test environments and include such things as backup and recovery procedures, account/password management log, and a complete MITF network configuration diagram.

6.4.1.2 Deliverable 2 – MSL Inventory Report.  This document shall be a complete inventory showing locations of all MITF as well as site installed MSL equipment.  This report will be provided on a quarterly basis.  The accomplishment of this deliverable will be documented in the Monthly Status Report. 

6.4.2 Subtask 2 – Configuration Management Process.   The contractor shall account for all fielded technologies in the SSA Configuration Management (CM) process for all MSL technologies.  The CM process has been established and updated in the previous delivery order (0004) and is designed to ensure that the current hardware and software configuration baseline and associated documentation are identified, safeguarded, controlled and accounted for throughout the development, testing, and fielding lifecycle.  This process is documented in the SSA CM Plan and procedures for tracking changes and upgrading various MSL hardware and software.  In addition, the CM procedures shall account for the Quality Assurance (QA) of systems before operational fielding.  The CM procedures shall provide for systematic product improvement through an Engineering Change Proposal (ECP) procedure, in which recommended improvements are submitted to the Configuration Control Board (CCB) for approval.  Improvements to the CM procedures shall be submitted to the TM for consideration.  The contractor shall prepare an update to the CM procedures no less than once during the performance of this SOW.  The contractor shall prepare a CM status report listing the inventory of the CM library and any missing or out of date items on a quarterly basis.  The contractor shall support CCB meetings on a quarterly basis.  The contractor shall prepare a draft agenda for each meeting as well as draft and final minutes for each CCB meeting.  
6.4.2.1 Deliverable 1 – CM Procedures.  The document will be updated to reflect improvements to the CM procedures.  The accomplishment of this deliverable will be documented in the Monthly Status Report.

6.4.2.2 Deliverable 2 – CM Status Report.  The document will provide for a full accounting of all software and documentation items in the CM Library.  The accomplishment of the deliverable will be documented in the Monthly Status Report.

6.4.2.3 Deliverable 3 – CCB Agenda.  The document will provide a recommended list of agenda items for consideration at each Configuration Control Board Meeting.  The document shall be provided thirty (30) calendar days prior to the scheduled date of each CCB Meeting.

6.4.2.4 Deliverable 4 – CCB Minutes.  The document will provide a detailed accounting of each Configuration Control Board meeting.  It will provide a record of all CCB decisions and a complete listing of attendees.  The document shall be provided thirty (30) calendar days after the scheduled date of each CCB Meeting.

6.4.3 Subtask 3 – Guard Documentation.   The contractor shall develop and/or submit updated baseline sets of documentation in accordance with DoD Instruction 5200.40 DITSCAP for MSL Technologies.  If such developments or updates are required, the documents will be identified, designated as deliverables, and assigned delivery dates.  The contractor shall develop and/or maintain the C2G Build Procedures.  The contractor shall develop and/or maintain the standard MSL training Packages.  If such developments or updates are required, the training packages will be identified, designated as deliverables, and assigned delivery dates.  The contractor shall conduct training in conjunction with each installation and at other times at the direction of the TM.
6.4.3.1 Deliverable 1 – C2G Build Procedures.   This document will provide a complete, comprehensive step-by-step process for installing all components of the Command and Control Guard to include the hardware, operating system (Queue Managers (QMs) and XTS-300), and C2G application.  It will include the lock down procedures for the QMs.  These procedures will be maintained and will be updated and redelivered anytime that an update is made to the C2G baseline.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
6.4.3.2 Deliverable 2 – DITSCAP Documentation for MSL Technologies.   For any architectural changes associated with the baseline release, update the core MSL Technologies baseline documentation (e.g., System Security Administrator Manual, Operator Manual, Queue Manager Manual, Reviewer of Error Files (REF), Trusted Facilities Manual, Vulnerability Countermeasures Guide) to reflect the modifications.  The accomplishment of this deliverable will be documented in the Monthly Status Report.  If there are no changes to the documentation for each baseline release, the MSR will be annotated to reflect no modifications were necessary.  
6.4.3.3 Deliverable 3 – MSL Training Packages.   This training package shall be a comprehensive training package that will provide a “train the trainer” capability and will be utilized as a leave behind training package for each site installation.  This package will provide complete lecture and lab modules for each major user role on the guard.  This package will be fully automated and build on the work begun in the previous delivery order.
6.4.4 Subtask 4 – MSL Help Desk.   The contractor shall provide a 24X7 Help Desk to support users of all MSL Technologies.  Help desk support shall include: e-mail, toll free phone line, and trouble ticket generation and tracking, as well as emergency after hours contact capability.  An e-mail notification of each help desk call shall be provided to the responsible government site lead as identified by the TM.  The contractor shall detail all activity of the help desk in the MSL Help Desk Technical Report.  
The effective and efficient operation of the MSL Help Desk and the MITF, including the timely resolution of customer problems, shall be a priority and formal, written escalation procedures shall be followed. Escalation procedures shall include immediate notification of the government’s Site Team Leader, the TM, and the ATM when a supported site experiences a critical failure or otherwise reports a problem having an adverse mission impact. Any deviations from established procedures must receive prior written approval from the TM/ATM. The aforementioned procedures were developed and documented under the previous delivery order. As necessary, updates to the MSL Help Desk Procedures shall be prepared by the contractor and submitted to the TM/ATM for approval prior to implementation.

6.4.4.1 Deliverable 1 – MSL Help Desk Technical Report.  The report should include a detailed accounting of each help desk call with resolution.  The accomplishment of this deliverable will be included in the Monthly Status Report.

6.4.5 Subtask 5 – Baseline Hardware and Software Maintenance.  The contractor shall maintain a baseline of hardware and software for each version of Guard Solution.  Current Guard Solutions include the Command and Control Guard (C2G), version 3.1 and 4.1.  This maintenance includes the evaluation of upgrades to the operating system and/or software for each component of the Guard solution, patch development to ensure security and integrity of the products operating, backups, and monitoring of hardware for necessary replacement.  Each baseline shall be maintained in accordance with all applicable DOD, DISA as well as the Security Technical Implementation Guides (STIGS) and the IAVA process.  For each patch release, the contractor shall provide installation instructions and release notes.  

6.4.5.1 Deliverable 1 – Patch Release.  The contractor shall prepare a release of any necessary operating system and application patches on a quarterly basis.  Each release shall include an automated installation script.  Each release shall be fully tested to ensure that it is compliance with the STIGS and IAVA process.

6.4.5.2 Deliverable 2  – Release Notes.   A synopsis of new capabilities will be provided for each release.  This synopsis shall be provided as both a hardcopy and softcopy as a file on the Patch Release media.  The accomplishment of this deliverable will be documented in the Monthly Status Report.
Subtask 6 – Storage Facility.  The contractor shall provide for a storage facility for packaging and shipping material associated with staging and fielding MSL technologies.  The storage facility shall provide protection from the environment but does not need to be temperature controlled. 

7.  Place of Performance: 

7.1
Primary Place of Performance.  The contractor shall perform the majority of work for this TO at the MSL Integration and Test Facility, 5600 Columbia Pike, Falls Church, VA.  Minimal work (less than 10 %) will be performed at the contractor’s facility.  The contractor’s proposal for this DO shall clearly delineate and justify numbers and labor category types of personnel who perform the work.
7.2 Travel.  Local travel within the National Capital Region is required and authorized.  TDY travel will be required to other government and industry locations CONUS and OCONUS to install MSL solutions.  See Site List (6.3.4 – Subtask 4) for anticipated travel.  The TM/ATM will review for approval all travel orders under this TO prior to the travel taking place.  The Contractor shall provide an estimate of required travel to support this effort.  

8.  Period of Performance:  The period of performance is 14 months from the date of TO award.

9. Deliverable/Delivery Schedule:

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2.1
	Management Plan
	Contractor format 
	28 calendar days after award 
	1 HC

1 SC
	**Standard 

Distribution
	Draft &

Final 

	6.1.2.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	14 calendar days after end of accounting period
	1 SC
	**Standard 

Distribution

***Business Office
	Monthly

	6.1.3.1
	Technical Interchange Meeting (TIM)

Kick-off

1st Review

2nd Review

3rd Review

            4th Review
	N/A
	Days after award:

15

90

180

270

360
	N/A
	N/A
	Quarterly

	6.1.3.2
	TIM Notes


	Contractor format using UDI-A-23083A for guidance
	7 calendar days after TIM
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.1.4.1
	In Progress Reviews
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Bi-weekly
	1 HC

1 SC
	**Standard 

Distribution
	Bi-weekly

	6.1.4.2
	In Progress Review Notes
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Monthly
	1 HC

1 SC
	**Standard 

Distribution
	Incorporate in MSR

	6.1.5.1
	Technical Point Paper 
	Use existing format for this document type for guidance
	60 calendar days after assignment by the TM
	1HC

1SC
	**Standard Distribution
	Draft &

Final

	6.2.1.1
	New Guard Technology Assessment Report 
	Use existing format for this document type for guidance
	45 calendar days after completed evaluation


	1 BHC

1 SC
	**Standard 

Distribution
	Up to three Reports

	6.2.1.1
	Test and Evaluation Report 
	Use existing format for this document type for guidance
	45 calendar days after completed evaluation
	1 BHC

1 SC
	**Standard 

Distribution
	One for each DISA Pillar Program Guard Solution

	6.3.1.1
	Site Survey Report 
	Use existing format for this document type for guidance
	30 calendar days after Site Survey Completion.
	1 BHC

1 SC
	**Standard 

Distribution
	Max of 25

	6.3.2.1
	Filter Code
	Use existing format for this document type for guidance
	45 calendar days after government approval of functional data specifications
	1 SC
	**Standard 

Distribution
	Max of 25

	6.3.3.1
	Guard HW/SW Solutions
	NA
	15 calendar days after TM approval
	NA
	NA
	Max of 15

	6.3.4.1
	Pre-Install Integration Test Procedures
	Use existing format for this document type for guidance
	15 calendar days prior to installation
	1 HC

 1 SC
	**Standard

Distribution
	Max of 25

	6.3.4.2
	Site Specific Addenda
	Use existing format for this document type for guidance
	15 calendar days prior to installation
	1 HC

1 SC
	**Standard

Distribution
	Max of 25

	6.3.4.3
	Installation Trip Report
	Use existing format for this document type for guidance
	30 calendar days after completion of installation
	1 HC

1 SC
	**Standard Distribution
	Max of 25

	6.3.4.4
	Final Integration Test Procedures
	Use existing format for this document type for guidance
	15 calendar days after  installation
	1 HC

 1 SC
	**Standard Distribution
	Max of 25

	6.4.1.1
	MITF System Administrator Guide
	Use existing format for this document type for guidance
	90 calendar days after award
	1 HC

1 SC
	**Standard Distribution
	Draft &

Final

	6.4.1.2
	MSL Inventory Report
	Use existing format for this document type for guidance
	Days after award:

90

180

270

360
	
	1 HC

1 SC
	Quarterly

	6.4.2.1
	CM Procedures
	Use existing format for this document type for guidance
	180 calendar days after award
	1 HC

1 SC
	**Standard Distribution
	Annotate completion in MSR

	6.4.2.2
	CM Status Report
	Use existing format for this document type for guidance
	Days after award:

90

180

270

360
	1 HC

1 SC
	**Standard Distribution
	Quarterly

	6.4.2.3
	CCB Agenda
	Use existing format for this document type for guidance
	30 calendar days prior to the scheduled date of each CCB
	1 SC
	**Standard Distribution
	Quarterly

	6.4.2.4
	CCB Minutes
	Use existing format for this document type for guidance
	30 calendar days after completion of each CCB
	1 HC

1 SC
	**Standard Distribution
	Quarterly

	6.4.3.1
	C2G Build Procedures
	Use existing format for this document type for guidance
	30 calendar days after CCB approval of baseline
	1 HC

1 SC
	**Standard Distribution
	Draft & Final

	6.4.3.2
	DITSCAP Documentation
	Use existing format for this document type for guidance
	45 calendar days after CCB approval of baseline
	1 HC

1 SC
	**Standard Distribution
	Draft & Final

	6.4.3.3
	MSL Training Packages
	Use existing format for this document type for guidance
	60 calendar days after CCB approval of baseline
	1 BHC

1 SC


	**Standard Distribution
	Draft & Final

	6.4.4.1
	MSL Help Desk Technical Report
	Use existing format for this document type for guidance
	Monthly
	1 SC
	**Standard Distribution
	Incorporate in MSR

	6.4.5.1
	Patch Release
	As appropriate for defined operational environment
	Days after award:

90

180

270

360
	1SC
	**Standard Distribution
	Quarterly

	6.4.5.2
	Release Notes
	Use existing format for this document type for guidance
	Days after award:

90

180

270

360
	1 HC

1 SC
	**Standard 

Distribution
	Annotate completion in MSR


* Copies

· Hard copy (HC)

· Soft copy (SC) Soft copy for reports, minutes, white papers, etc., will be in MS Word, Office 2000 version.  Soft copy for briefings will be in PowerPoint, Office 2000 version.  Soft copy can be contained on CD-ROM, ZIP Drive, or Floppy as appropriate for size.

· Bound hard copy (BHC) - All functional and design documents must be spiral or notebook bound.

**Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM.  

· ***1 copy of monthly status reports only to Business Office –  gerbozys@ncr.disa.mil and thompsol@ncr.disa.mil.

Note 1:  Cost and status reports are due 14 days after close of contractor’s accounting period.

10.
Security/Clearance Requirements:  The contractor shall meet the following security requirements at contract start date.

10.1 Classified Information.  All contractor personnel performing work under this effort will have access to classified information at least up to and including TOP SECRET.  Therefore, all contractor personnel must have a minimum of a SECRET security clearance.  The Technical Task Lead will require a Top Secret clearance to perform his/her duties on this TO.  

10.2 Position Designation.  The Technical Task Lead must have a minimum clearance of Top Secret and a position sensitivity designation of ADP-I.  All system administration, quality assurance/code developer, technical team lead and lead installation engineer personnel must have a minimum clearance of Secret and a position sensitivity designation of ADP-I.  The minimum investigation required is a Single Scope Background Investigation.  All Lab Management, Configuration Management, and developers not performing in roles listed above will have a minimum clearance of Secret and a position sensitivity designation of ADP-II.  The minimum investigation required is a NACLC.  All work performed by a developer holding a sensitivity designation of ADP-II must have their work reviewed by someone holding a sensitivity designation of ADP-I.  No more than three developers can occupy ADP-II positions.  All personnel performing on this contract will be U.S. citizens. 

10.3 Obtaining Clearances.  The contractor is responsible for obtaining personnel security clearances from the Defense Security Service.  The contractor will assure that individuals assigned to this contract will have completed the SF 86, Electronic Personnel Security Questionnaire (EPSQ) and then take the required action to submit the personnel security investigative (PSI) packet electronically to the Defense Security Service.  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with their position.
Effective Mon., 1 OCT 2001, all Non-DISA and Contractor Visit Authorization Requests (VARs) will be sent to the Security Division’s VAR Processing Center.  The VAR Center has been established in order to streamline the VAR process so that the Security Division (MPS6) may provide better customer service to all DISA Directorates and Contractors while still ensuring the integrity of DISA’s security program.  After 1 OCT, any VARs faxed or mailed to any other location will no longer be accepted.  If you have any questions, you may contact the VAR Center at 703-681-1347/ DSN 761-1347.  

· Non-DISA and Contract VARs are to be faxed or mailed FIRST to the appropriate DISA Point of Contact (POC) or Contracting Officer’s Representative (COR) for review and approval.  

· The following information must be included in the VAR:  

1. Agency/Company name and address

2. Name and address of facility to be visited

3. Date(s) of visit

4. Purpose of visit

5. Contract number

6. Hosting facility POC’s full name and telephone number (Not necessarily the same as the reviewing/approving DISA POC or COR, but actual POC physically located at the hosting facility to be visited)

7. Visitor’s name, social security number, date and place of birth, citizenship, clearance data (clearance level, agency who granted clearance and date granted)
8. Agency/Company cognizant security office name and address

9. Agency/Company clearance data (clearance and safeguarding levels, date granted and CAGE code)
10. Agency/Company security officer’s name, telephone number, signature and date

11. Certification of “Need to Access” by DISA POC or COR (DISA POC or COR full name, telephone number, signature and date)
· The DISA POC or COR must certify the visitor’s need for access to the facility, the length of visit (VARs may not be for longer than a period of one year) and the hosting facility’s POC and telephone number.  

· The appropriate DISA POC or COR will then mail or fax the VAR to:  

DISA

Attn: MPS62, VAR Processing Center

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041

Fax number: 703-681-1213 / DSN 761-1213
10.4 ADP Determination.  Upon submission of PSI packet to DSS, the contractor will provide a complete signed copy of the PSI packet (SF 86, Electronic Personnel Security Questionnaire; DD Form 1879, DOD Request for Personnel Security Investigation or NAC information; and the EPSQ Receipt System Results) to the TM/ATM address listed in paragraph 1 above in order to obtain an ADP determination.

10.5 Interim Clearances.  An interim clearance, at the contract-required level, and interim ADP, at the contract-required level, would suffice for the contract employee to start work on the contract.

10.6 Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD 5200.1R and the DOD 5220.22-M for handling classified material and producing deliverables. The contractor shall also comply with DISA Instruction 630-230-19.

10.7 Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.  In addition, all contractor personnel shall comply with local security requirements as established by the facility being supported.

10.8 Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that any sensitive information or code stored at contractor facilities is protected in compliance with Security Standard Operating Procedures.

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.

a. The government will furnish desk/laptops and software required for each individual performing under this contract.  The Government will provide access (at a Government location) to the ADP, computer and support equipment necessary for the contractor to access and perform work on the NIPRNet and SIPRNet, including computer hardware and software, from the time of contract award through the period of performance.  DISA LAN and SIPRNet user accounts will be provided to the contractor for the duration of the task.

b. The Government will furnish the baseline and test environment for duplicating the operational environment, including computer hardware and software, from the time of contract award through the period of performance.

c. The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within fourteen (14) calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government’s TM and COR.  The Government will facilitate the contractor’s access to the data required in support of this work effort; this will include unescorted access to the MSL Integration & Test Facility.

12.  Packaging, Packing, and Shipping:  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.  The contractor shall be responsible for shipping required equipment from the MITF to customer site prior to installation.
13.  Inspection and Acceptance:  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.

13.1.  Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) working days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it clear as to what actions are required to bring the deliverable into compliance. 

13.2.  Rejection Procedures.   After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.

14.  Other Pertinent Information or Special Considerations:  The C2G Application version 3.1 (or later) and the Trusted Data eXchange Guard version 1.0 (or later) is owned and maintained by the Government, Defense Information Systems Agency (DISA) and is a Government Off the Shelf (GOTS) product.  Distribution of the C2G Application version 3.1 (or later) and TDX Application version 1.0 (or later) is under the authority of DISA.  DISA owns the sole rights to the C2G Application version 3.1 (or later) and TDX Application version 1.0 (or later) source code and all supporting documentation.  The contractor shall only deploy, install, or distribute the C2G Application version 3.1 or TDX version 1.0 (or later) at the direction of the TM.  
14.1 Identification of Possible Follow-on Work.  Possible follow-on work includes upgrades of hardware, software, and software licenses as needed.  Additional funding to be provided after contract award. 

	C/S/A Funded Installs/Upgrades
	Location
	Anticipated Work

	AFPC
	Randolph AFB, San Antonio, TX
	C2G Upgrade

	NDC
	Patrick AFB, Cocoa Beach, FL
	TDX Upgrade

	AFEMS
	Wright Patterson AFB, Columbus, OH
	C2G Install

	GTN
	Scott AFB, O’Fallon, IL
	Filter Upgrades

	NORAD/USSPACECOM
	Peterson AFB, Colorado Springs, CO
	TDX Upgrades

	GCCS 3rd Site
	Location TBD (CONUS, Midwest)
	TDX Install

	AFIWC
	Location TBD
	C2G Upgrade


14.2 Removal of Contract Personnel.  DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within three (3) working days assign qualified personnel to any vacancy(ies) thus created.

14.3 Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 
14.4 Identification of Non-Disclosure Requirements.  Paragraph 8.0 of the ‘I Assure’ contract applies.  All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.  For the purposes of this TO, all related customer information is classified no lower than Unclassified Controlled Information (Comply with the appropriate contract paragraph).

14.5 Compliance.  The contractor shall comply with the following DISA and DOD-approved architectures, programs, standards and guidelines: 

· Defense Information Infrastructure (DII) Strategic Technical Guidance (STG),
· DISN Enclave Security Policy,
· DII Standard Operating Environment (SOE),
· DISA Security Technical Implementation Guides (STIGs),
· Defense Information Systems Network (DISN),
· Information Assurance Vulnerability Assurance (IAVA) Process
· Security Readiness Review (SRR) Process
· The contractor shall ensure that all contractor workstations connected to the DISANet and/or containing customer sensitive data are configured in compliance with the DISA STIG applicable for that operating system.

14 .6 
Exchange of Information With Other Organizations.   Proposed public releases shall be submitted to DISA Headquarters for processing.  The submission shall be addressed to:

DISA Headquarters

Corporate Exchange Office

ATTN:  Ms. B. McDonald

701 South Courthouse Road

Arlington, VA 22204-2199

(703) 692-9270

The contractor shall not distribute material or documents generated under this statement of work to anyone including contractor offices or personnel not directly involved on this project until written approval is received from DISA FSO.  The contractor shall deliver required work efforts in both draft and final versions according to schedule data.  All final deliverables will be published under DISA cover unless directed otherwise by the Government.  Final paper deliverables shall be printed on 8.5” by 11” paper, double-sided print in the numbers indicated.  One (1) final paper deliverable shall remain unbound.  Draft deliverables shall be delivered in double-sided print and remain unbound.  The contractor shall also deliver one (1) copy of each deliverable on 3.5” high-density diskettes in Microsoft Word Office 2000 edition.  All delivered electronic media shall be free of malicious code (including but not limited to boot sector and Word Macro viruses).  Unless specified, the maximum number of deliverables will be no more than five (5) copies.  For deliverables relating to format DISA publications (i.e., instructions, standard operating procedures, supplements, circulars), the contractor shall use format provided in DISAI 210-20-2, Preparation and Processing of DCA Numbered Publications.

All specified draft and final security deliverables become the property of DISA.  The details of any and all security countermeasures that the contractor may develop under this contract become the property of DISA.

14.7  Other Direct Costs.  The government may require the contractor to purchase hardware and software as directed by the task monitor.
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