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FAR (48 CFR).243

‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 5 Aug 2002 
	Contract Number:
	DCA200-00-D-5019

	Order Number:
	001104

	Tracking Number:
	0007604

	Previous Order Number:
	0001


1.  Points of Contact.
2.  Order Title:  Joint CERT Database/Joint Threat Incident Database (JCD/JTID) and DoD Component Incident Database Development
3.  Background:  The Joint Task Force for Computer Network Operations (JTF-CNO) is responsible for determining when the Department of Defense (DoD) is under a computer network attack or is experiencing a computer network incident with strategic implications.  JTF-CNO coordinates and directs the response to that attack.  An attack with strategic implications is one that affects DoD’s ability to project, deploy, or employ forces.  The JTF-CNO executes its mission through DoD service components and other communities such as the Law Enforcement and Intelligence Community.  The primary operational requirement for the JTID development effort is to provide the JTF-CNO and JTID users the capability to globally collect and communicate intelligence information to Commanders-In-Chief (CINCs) and service components.  The Joint CERT Database (JCD) is a centralized database initiated by both the JTF-CNO and the DoD Computer Emergency Response Team (DoD CERT), and technically managed by DISA/CFIAE.  Service and Agency CERTs extract data from their production system database(s) and upload the data into either an unclassified version of JCD or a SIPRNet version (depending upon the network connectivity).  JCD is capable performing both data collection and management.  It provides for data querying, and the capability to report and/or upload DoD network incident data.  This common joint database system provides rapid and secure retrieval of information for decision support analysis.  It reduces data duplication and provides web-based interfaces for data querying and report viewing.  The JCD resides at DISA with the back-up system located at LIWA.  JTID is now being deployed in support of the JTF-CNO's J2 section.  The activities associated with deployment necessitate engineering support.  Additionally, as JTID matures, the need for tuning, enhancements, and the incorporation of unanticipated requirements, as well as on-going operational maintenance and administration, requires developmental and analysis work.

This Statement of Work (SOW) addresses the tasks associated with deploying and implementing JTID on the SIPRNet, and providing the engineering support to deploy a version of JTID on the JWICS network.  The full deployment of the JTID/JCD combination provides a unique functionality resulting in new versions of both databases.  The SOW provides for developmental, analytical, and administrative support for the DoD CERT Incident Database (DoDCID) designated to replace an existing incident collection mechanism.  Lastly, the SOW provides for the development of a Transition Strategy to facilitate the transition of each of the JCD/JTID/DoDCID components in preparation of the next phase of JCD development efforts.  The JTF-CNO executes its mission through DoD service components and other communities such as the Law Enforcement and Intelligence (LE/CI) Community.  The key operational requirement for the JTID development effort is to provide the JTF-CNO and the JTID users the capability to globally communicate intelligence information to Commanders-In-Chief (CINCs) and service components.  Additionally, the need exists for a data collection mechanism to track case specific information relating to LE/CI activities.
4.  Objectives:  The purpose of this project is to implement a set of incident repository systems that support the JTF-CNO, DoD-CERT as well as the C/S/A.  The result of this effort provides a capability for fusing/combining all-source intelligence, threat, and incident data then disseminating the resulting information to all authorized users/customers.  The set of application shall provide a predictive capability that allows the Computer Network Operations (CNO) community to make short and long-range predictions when and where possible.  The system shall assist the intelligence community in analyzing on-going incidents and modeling the threat intentions and capabilities.  The entire set of application systems shall be scalable to support future requirements.

5.  Scope:  This document applies to the integration and development of the applications addressed above.  The contractor shall provide engineering and technical services including development, integration, installation, and maintenance throughout the project development process.  The contractor shall provide information assurance expertise where needed, particularly in requirements gathering.

JCD and JTID Development Work Breakdown Structure (WBS):  The WBS for this project will consist of the following activities:

· Specify the applications requirements,

· Develop a design that satisfies the identified requirements,

· Implement the proposed design, 

· Evaluate (against user defined requirements), and demonstrate the overall system designs, 

· Deploy, administer and maintain the delivered the systems.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII), Security Technical Implementation Guide (STIG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN), and Shared Data Environment (SHADE). Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support
· Task Area 2: Standards, Architecture, Engineering and Integration Support
· Task Area 3: Solution Fielding/Installation and Operations
6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management:
6.1.1 Subtask 1.1 - Integration Management Control Planning:  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation, and related functions.
6.1.2   Subtask 1.2.  Contractor shall host a Technical Interchange Meeting (TIM) to ensure an understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.

Deliverable:
1.   Technical Interchange Meeting, NLT 5 working days after task order award

2. TIM Briefing/support materials in written format NLT three (2) working days before the meeting.

3. TIM Minutes and briefing/support materials in written format NLT three (3) working days after the meeting.

6.1.3   Subtask 1.3 - TO Management: Contractor shall develop and deliver a Management Plan/Plan of Accomplishment (MP/POA) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and schedule requirements throughout TO execution.  The plan will include the description of management controls, key activity milestones, deliverables, schedules, assumptions, additional Goverment furnished equipment/Goverment-furnished information (GFE/GFI) as required, and other relevant information.  The contractor shall not proceed to commence the development effort without the MP/POA being approved by the Government.  The contractor shall maintain and update the milestone/deliverable schedule in Microsoft Project format, and provide to the Goverment bi-weekly.

Deliverables:
MP/POA Draft, due 15 working days after Technical Interchange Mtg.

1. PM/POA Final, due 5 working days after receipt of comments.

2. Milestone/Schedule updates, due bi-weekly.

6.1.4  Subtask 1.4 - Contractor shall provide Monthly Status Reports.  The reports will include the status of the work progress, a funding profiles that matches the monthly payment invoice, a program schedule, a listing of potential management/technical problems encountered that may impact cost/schedule, and other information as deemed important to the TO.  The Monthly Status Report shall include a labor hour breakdown, categorized by project effort (JCD, JTID, DoDCID), to include Software Engineering hours, Technical Support hours, Software Configuration hours, Management/Quality Assurance hours, DBA Support hours, AIS Security Support hours, Documentation hours, and Research and Training hours.

Deliverables: Monthly Status Reports, due five (5) working days after the end of the monthly performance period

6.1.5   Subtask 1.5   Contractor shall provide In-Progress Reviews (IPR).  These reviews will address the information contained in the Monthly Status Reports, and a review of all changes and developments to the JCD/JTID/DoDCID architectures.  Depending on contract performance other information may be included in the IPR.  The contractor shall provide briefings slides, to the Goverment TTM three (3) working days prior to the scheduled IPR.

Deliverable:  1.  Briefing Package is due three (3) days prior to the review.

2.  Minutes in written documentation due NLT five (5) working days after the review.

6.2   Task 2   JCD/JTID Maintenance and Updates.  The contractor shall update and perform required maintenance to ensure JCD/JTID stability and performance.  The contractor shall be responsible for trouble shooting and resolving JCD/JTID and DoDCID system performance issues.  The contractor shall upgrade JCD to the latest version of its’ database engine upon direction from the TTM.  The contractor shall provide maintenance support for the JCD/JTID Web server and web pages.  As part of this task, the contractor shall update existing JCD and JTID documentation to keep them current with all system upgrades.  The contractor shall procure 1 year of maintenance for the JCD timestep encryptor located at DISA HQ. 

Deliverables:

1.  Timestep Maintenance



2.  Document upgrades (Database and Application Design, Interface Control Specification, Network Topology, Hardware Specification, System Security Requirements Specification, Systems Operations and Maintenance Manuals, Users Manuals, Configuration Management Plan) and periodic reports supporting the JCD enhancements.  Updates to existing documents all due 20 working days following implementation of upgrade.

6.2.1
Subtask 2.1   The Contractor shall perform a JCD/JTID engineering study to recommend and propose system requirements, recommendations for upgrading the hardware/software components and/or other aspects of the operational systems.  .  As part of this study the contractor shall address Web and Server size, speed and capacity; Real time fail over to backup servers; Optimum network location for the system (DoD CERT Network, JTF Network, other location); network connectivity issues, and support requirements.  The contractor shall concentrate the analysis on meeting the demands of growing data repositories and the progressive improvements in reliability, availability and maintainability of each system.  The analysis shall identify potential weaknesses, including limitations in data storage and processing power.  Reports shall include detailed lists of equipment required for the implementation of mission driven upgrades and/or enhancements.  

Deliverable:  JCD/JTID Engineering Study

6.2.2
Subtask 2.2   The Contractor shall provide Weekly Down-Time, Trouble Call & Status Reports.  The Weekly Down-Time, Trouble Call & Data Feed Status Report will include a complete listing of all scheduled and unscheduled periods that the JCD, JTID, and/or DoDCID databases were not up, running and fully operational.  The report will include the time and date the system went down, the suspected cause of the problem, and when the system became or is expected to become fully operational again, and a detailed description of the corrective actions taken.  The report will include the operational status of all database components and data feeds and a detailed accounting of all trouble calls and any problem experienced with a database or data feed during the weekly reporting period.  

Deliverable:  Weekly Down-Time, Trouble Call & Status Reports, due weekly, starting 5 working days after the TIM.

6.2.3 Subtask 2.3   The Contractor shall maintain a DBA Custom Query Request Log.  The Custom Query Request Log will include the Date, Requestor, and Nature of Request, for all custom query and/or report requests.  The DBA Custom Query Request log will be provided to the TTM monthly.

Deliverable:  DBA Custom Query Request Log, due monthly, starting 20 working days after task order award.

6.3   Task 3   JTID System Implementation/Deployment and User Testing: The objective of this task is to move JTID from its’ prototyping/User Evaluation phase to system deployment.  The contractor shall conduct analysis of on going user evaluations to determine what enhancements/code changes are required for full deployment of the JTID on the SIPRNet.  Specifically, the contractor shall make the necessary effort to ensure connectivity with the components (for example: the Army’s LIWA and the Air Force’s AFIWC) across the SIPRNet thus establishing routine data passing between the JTID master and feeding components.  The contractor shall conduct such analysis as required to ensure end user acceptance of the JTID, its’ interface, outputs, and overall usability.  The contractor shall address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CND threat information, and deploy the JTID system onto the SIPRNet.  

Deliverable:
Deployed  JTID application on SIPRNet.   

6.4   Task 4   JTID Deployment to the Joint World-Wide Intelligence Communication System (JWICS): The objective of this task is to deploy a version of JTID to the JWICS.  The contractor shall conduct the necessary analysis to determine which of the following have applicability to JTID deployment to JWICS:

· Physical connections,

· Location and identification of unclassified nodes,

· Circuits, network maps (if unclassified),

· System components (Hardware/Software),

· System interfaces (including C2G specifications),

· Certification and network security processes,

· Detailed information exchange requirements. 

The contractor shall make the necessary effort to ensure connectivity with the components across the SIPRnet and the JWICS network, establishing routine data passing between the SIPRNet JTID master and the JWICS JTID replicated database.  The contractor shall conduct such analysis as required to ensure end user acceptance of the JWICS JTID interface, outputs, and overall usability.  The contractor shall address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CND threat information.  

Deliverable:
1.  Implementation and Deployment of JTID application on JWICS 

2.  JTID JWICS System Architecture 

6.5 Task 5 DoDCID Development: The objective of this task is to develop and deploy a component level DoD CERT Incident Database that includes TMS incident collection functionality that will feed the JCD portion of the JCD/JTID system.  Once complete, regional DoD components that currently report JCD incidents to the DoD CERT via a local TMS database will instead report JCD incidents to the DoDCID.  Based on engineering studies and requirements gathering performed on the DoD CERT task order the contractor will develop a design for the DoDCID that satisfies these new requirements or enhancements; test, evaluate, and demonstrate the overall enhanced application; deliver/deploy into production the approved application; and assist in the development of the necessary documentation to support the accreditation and fielding.

6.5.1 Subtask 5.1   DoDCID Requirements (Business Rules) Matrix.  The contractor shall take existing requirements, and the new requirements gathered on the DoD CERT task order DCA200-00-D-5019/0003 (Terry Boston TTM), scheduled for delivery in Feb 2001, and develop a DoDCID Requirements (Business Rules) Matrix.

Deliverable:  DoDCID Requirements Matrix

6.5.2 Subtask 5.2 DoDCID System/Operational Architecture Development.  The contractor shall graphically document the system/operational architecture for the DoDCID application.  This document shall include the following:


DoDCID Database Server Specification


DoDCID Web Server Specification


Data transfer specification between DoD entities and the DoDCID


Data transfer specification through the SABI Guard

Deliverable:  DoDCID Architecture Diagram, due 1 APR 2002

6.5.3 Subtask 5.3 DoDCID System Development Plan.  The Contractor shall develop a DoDCID System Development Plan.  The plan shall detail the tasks and estimated time to complete each task for the DoDCID development and enhancements.

Deliverable:  DoDCID System Development Plan, due 15 working days after Goverment approval of the DoDCID Requirements Matrix.

 6.5.4 Subtask 5.4 DoDCID Database Design Document Development.  The contractor shall address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CND threat information.  This deliverable will consist of an entity relationship diagram and data dictionary for the DoDCID application.  

Deliverable: DoDCID Database Design.   

6.5.5 Subtask 5.5   DoDCID Application Design and Development.  The contractor shall design and develop the applications necessary to stage, process, analyze, and present the DoDCID resident data sets for each application.  The contractor shall design and develop the DoDCID application necessary to satisfy the new business rules/requirements.   The contractor will provide screen shots with descriptions of the main function of each screen in addition to detailing what screens contain the functionality that meet the new requirements. 

Deliverables:  
1. DoDCID Application



2. DoDCID Screen Shots Document

6.5.6 Subtask 5.6 DoDCID Testing.  The contractor shall develop a functional test plan based on the business rules/requirements.  The contractor will perform functional testing under Goverment supervision at the contractor site.  The contractor will develop a Functional Test Report detailing the results of the Functional Test.  Upon satisfactory completion of functional testing, and the Goverment receipt of Interim Authority to Connect, the contractor shall deliver the DoDCID for 30 days of on-site user testing, prior to the system being accepted by the Goverment.  

Deliverables:
1. DoDCID Functional Test Plan



2. DoDCID Functional Test Report

6.5.7
Subtask 5.7 Law Enforcement and Counter Intelligence (LE/CI) Databases Requirements Analysis and Development.   The objective of this task is to document LE/CI requirements and upgrade the LE/CI applications, within the JCD V4.0 operational architecture. The contractor shall document requirements in the form of business rules.  The contractor shall review the existing LE/CI Databases and interfaces to determine if it is feasible to leverage them to meet the requirements established by this SOW task.  The contractor shall, upon authorization from the Goverment, deploy the upgraded LE/CI Databases and interface enhancements to the DoD-CERT/JTF-CNO operational architecture.
Deliverables:
1. LE/CI Business Rules Matrix



2.  Deploy upgraded LE/CI applications

6.6   Task 6   Transition Strategy and Installation Guides.  The Contractor shall develop a Transition Strategy to facilitate the transition of each of the JCD/JTID/DoDCID system hardware and software components over to the Goverment, in preparation of the next phase of JCD development efforts.  As part of the Transition Strategy, the contractor shall develop an Installation Guide for each of the installed database components (JCD, JTID, DoDCID).  The Installation Guide shall document the software, and include all steps and procedures performed during installation, full database path names and full data path names, name of installer, date installed, and the POC of the database (user side).   The Installation Guide will include a copy of the installation CDs to include all source code, scripts, C code, HTTP code, web pages, JAVA run-time libraries, configuration files, run libraries, load scripts, etc.  

The source code should include the following information:


1. Description of module


2. Interfaces


3. Load Processes


4. Identify anything unique about the module


5. Identify any dependencies

Deliverables:
1.  Transition Strategy

2. JCD Installation Guide & Source Code

3. JTID Installation Guide & Source Code

4. JTID on JWICS Installation Guide & Source Code

5. DoDCID Installation Guide & Source Code

6.7   Task 7   Updates to System Development Plan(s) (SDP):  The objective of this task is for the contractor to update existing SDPs.  The contractor shall review, maintain, and update the System Development Plan(s) for the various applications covered by this SOW.  The contractor shall update the System Development Plans with each development iteration. 

Deliverable:
1.  System Development Plan Updates, due NLT ten (10) working days after each development iteration.

6.8   Task 8   Application Functional Test, Test  Plans & Functional Test Reports: The objective of this task is to develop a functional test plan for all applications delivered under this SOW.   The functional test plans will be based on the business rules.  The Goverment will oversee contractor functional testing at the contractor facility, and approve the Functional Test Report prior to system implementation for customer acceptance testing. 

Deliverable:  
1. Functional Test Plan, due NLT (20) working days after each design iteration is approved. 


2. Functional Test Report. Due 15 working days after completion of testing

6.9   Task 9   Database Administration Support: The contractor shall provide on-site Database Administrators  (DBA) support to all applications outlined in paragraph three of this SOW.  The DBA responsibility shall include but not be limited to database management (database creation, archive, backup, restoration, maintenance of users accounts, preparation of weekly database status and usage rates to be included in the monthly status report, etc.)  The DBA shall also be responsible for the regularly scheduled transfer of data between networks.

6.9.1 Subtask 9.1: Operational and Maintenance Support.  The contractor shall provide system engineering, operational and maintenance support for the operational/production applications.  This support shall include, but not be limited to, the resolution of issues associated with customer functional requirements identified during analysis activities, issues arising from data feeds, support for new data feeds. 

6.10   Task 10   Systems Engineering and Technical Assistance (SETA): The objective of this task is to ensure that sufficient SETA labor is available for both anticipated and unanticipated tasks. The contractor shall provide technical support for use as directed by the TTM.  This support shall be performed within the context of this SOW or as modified.

7.  Place of Performance: 

7.1 Primary place of performance.  The contractor shall perform the majority of work for this development at the Contractor’s facility.  With the exception of DBA support, minimal work will be performed at Government sites. 

7.2  Travel.  The contractor shall be required to travel locally in the Metropolitan Washington, DC, and Northern Virginia areas.  Some short-term (1-3days) CONUS travel may be required to other sites for system testing or maintenance.   All travel must be approved by the TTM prior to the trip, and all travel will support the development IAW paragraph 6.0 of the SOW.  

# of Trips
                To/From



# of Days
# of Contractors

          1

San Antonio/Washington, D.C
     2

           1

          1

Norfolk/Washington, D.C.

     2

           1

          3                        TBD/ Ft Mead MD/Washington, D.C.    2                            2

1. Period of Performance: The period of performance for this Task Order from 22 January 02 to 31 October 2002.

2. Deliverable/Delivery Schedule:

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2.
	Technical Interchange Meeting


	Contractor

Format
	5 working days after award
	
	Standard 

Distribution
	Final

	6.1.2.
	TIM Minutes


	Contractor

Format

MS Word 2000
	3 working days after TIM
	2
	Two copies to  TM Letter only to KO
	Final

	6.1.2
	TIM Briefing slides
	Contractor Format

PowerPoint
	2 working days before TIM
	2
	TM
	Final

	6.1.3
	Management Plan/POA
	Contractor

Format

MS Word 2000
	DRAFT 15 working days after award. FINAL 5 working days after DRAFT approval
	2
	Standard 

Distribution*
	Draft/

Final 

	6.1.3
	Milestone / Schedule
	Contractor Format  MS Project 
	First due with Management Plan
	2
	Standard Distribution*
	Bi Weekly

	6.1.4
	Monthly Status Report

	 Contractor

Format 
	5 working day after the end of the monthly performance period
	2
	Two copies to  TM Letter only to KO

**
	Monthly

	6.1.5
	In-Progress Review
	Contractor Format
	20 Working days after award
	
	
	Monthly

	6.1.5
	IPR Briefing Package
	Contractor Format

MS Powerpoint
	2 Days prior to IPR
	2
	Standard Distribution*
	Monthly

	6.1.5
	IPR Minutes
	Contractor Format
	5 Working days after IPR
	2
	Standard Distribution
	Monthly

	6.2
	JCD/JTID Database and Application Design Update
	As Required 

Contractor Format
	20 working following implementation of upgrade
	2
	Standard 

Distribution
	Final

	6.2
	JCD/JTID Interface Control Specification Update
	As Required 

Contractor Format
	20 working following implementation of upgrade
	2
	Standard 

Distribution
	Final

	6.2
	JCD/JTID Network Topology Update
	As Required 

Contractor Format
	20 working following implementation of upgrade
	2
	Standard 

Distribution
	Final

	6.2
	JCD/JTID Hardware Specification Update
	As Required 

Contractor Format
	20 working following implementation of upgrade
	2
	Standard 

Distribution
	Final

	6.2
	JCD/JTID System Security Requirements Specification Update
	As Required 

Contractor Format
	20 working following implementation of upgrade
	2
	Standard 

Distribution
	Final

	6.2
	JCD/JTID System Operations and Maintenance Manual Update
	As Required 

Contractor Format
	20 working following implementation of upgrade
	2
	Standard 

Distribution
	Final

	6.2
	JCD/JTID Users Guide Update
	As Required 

Contractor Format
	20 working following implementation of upgrade
	2
	Standard 

Distribution
	Final

	6.2
	JCD/JTID Configuration Management Plan Update
	As Required 

Contractor Format
	20 working following implementation of upgrade
	2
	Standard 

Distribution
	Final

	6.2
	Timestep Maintenance
	24x7 support
	30 Apr 2002
	
	
	

	6.2.1
	Engineering Study
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	2 Copies to TM

Letter only to KO
	Final

	6.2.2
	Weekly Down-Time, Trouble Call & Status Report
	As Required Contractor Format
	5 working days after TIM
	2
	2 Copies to TM

Letter only to KO
	Weekly

	6.2.3
	DBA Custom Query Request Log
	As Required Contractor Format
	5 working days after the end of the monthly performance
	2
	2 Copies to TM

Letter only to KO
	Monthly

	6.3
	JTID System Deployment 
	As Required Contractor Format
	Per Milestone / Schedule  6.1.3
	
	Standard Distribution
	Final

	6.4
	JTID Deployment to the JWICS
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	Standard Distribution
	Final

	6.4
	JTID JWICS System Architecture (Unclassified)
	Contractor Format
	Per Milestone / Schedule  6.1.3
	
	Standard Distribution
	Final

	6.5.1
	DoDCID BR/RM
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	2 Copies to TM

Letter only to KO
	Update as required

	6.5.2
	DoDCID Architecture Diagram
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	Standard Distribution
	Final

	6.5.3
	DoDCID SDP
	Contractor Format
	15 working days after Goverment approval of the Requirements Matrix
	2
	Standard Distribution
	Final

	6.5.4
	DoDCID Database Design
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	Standard Distribution
	Final

	6.5.5
	DoDCID Application
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2 
	Standard Distribution
	Final

	6.5.5
	DoDCID Screen Shots Documentation
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	Standard Distribution
	Final

	6.5.6
	DoDCID Functional Test Plan
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	Standard Distribution
	Final

	6.5.6
	DoDCID Functional Test Report
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	Standard Distribution
	Final

	6.5.7
	LE/CI Business Rules Matrix
	Contractor

Format
	Per Milestone

/Schedule

6.1.3
	2
	Standard 

Distribution
	

	6.5.7
	LE/CI applications
	Contractor

Format
	Per Milestone

/Schedule

6.1.3
	2
	Standard 

Distribution
	

	6.6
	Transition Strategy
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	Standard Distribution
	Final

	6.6
	JCD Installation Guide & Source Code
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	2 Copies to TM

Letter only to KO
	Final



	6.6
	JTID Installation Guide & Source Code
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	2 Copies to TM

Letter only to KO
	Final

	6.6
	JTID on JWICS Installation Guide & Source Code
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	2 Copies to TM

Letter only to KO
	Final

	6.6
	DoDCID Installation Guide & Source Code
	Contractor Format
	Per Milestone / Schedule  6.1.3
	2
	2 Copies to TM

Letter only to KO
	Final

	6.7
	Update to SDP
	Contractor Format
	NLT 10 working days after each development iteration
	2
	2 Copies to TM

Letter only to KO
	Final

	6.8
	Functional Test plan
	Contractor Format
	NLT 20 working days after each design iteration is approved
	2
	Standard Distribution
	Final

	6.8
	Functional Test Report
	Contractor Format
	15 working days after completion of testing
	2
	Standard Distribution
	Final


*Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM.

** Copy of Monthly Status Report to the Business Office:  dunnettm@ncr.disa.mil and thompsol@ncr.disa.mil


· Deliverables will be provided in contractor-determined format
· Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, white papers, etc., will be in MS Word. Softcopy for briefings will be in MS PowerPoint.
10.  Security/Clearance Requirements:  DoD 5200.2-R Personnel Security Program, requires DoD Military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, AKP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.  

The program manager, task managers, developers, system administrators, and site surveyors are ADP-I positions and require access to TOP SECRET/SCI.  Other personnel, including subordinate contractors, supporting this task are ADP-II positions and require access to SECRET.  The required investigation will be completed before the assignment of individuals to sensitive duties associated with the positions.  

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within 5 working days, assign qualified personnel to any vacancy created.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): Government furnished information includes: existing JCD Configuration Management Plan (CMP); CERT/JTF-CNO JCD/JTID System Requirements Specification (dated 25 Feb 00); the JCD/JTID Requirements (dated 10 May 00) (and appendices), and documentation of the prototype Joint Threat Incident Database (developed by JTF-CNO).

All Government-Furnished Equipment will be returned to the Goverment TTM at the completion of this task order.  The following Government Furnished Equipment has been provide for use by the contractor:

  1.  Dell Inspiron 8000, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 27668394721

  2.  Dell Inspiron 8000, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 5416841953

  3.  Dell Inspiron 8000, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 14607700705

  4.  Dell Inspiron 8000, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 18121457377

  5.  Dell Inspiron 8100, 1GH, 512Mb, CDRW/DVD notebook computer  
Service Code 11938797361

  6.  Dell notebook docking station




Dell SN#  MX-0544KE-410011-16I-077R

  7.  Dell notebook docking station




Dell SN#  MX-0544KE-410011-16I-026Q

  8.  Dell notebook docking station




Dell SN#  MX-0544KE-410011-16C-023Z

  9.  Dell notebook docking station




Dell SN#  MX-0544KE-410011-161-0008

10. Dell notebook docking station




Dell SN#  MX-0544KE-410011-101-010X

11. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N JP-091MCW-47743-15A-0XHY

12. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N JP-091MCW-47743-15A-0XJ2

13. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N JP-091MCW-47743-15A-0XHZ

14. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N JP-091MCW-47743-15A-10MX

15. Dell Trinitron P1110, 21" 24dpi Monitor

SN#  5763746 DS/N MX-06D251-47741-183-703Q

16. Dell Latitude CPI notebook computer

SN#  00066920-12800-04C-0706

17. Dell Latitude CPI notebook computer

SN#  00066920-12800-04C-0711

12.  Packaging, Packing, and Shipping: Not Applicable. There will be no hardware delivered under this DO. 
13.  Inspection and Acceptance: The parts of JTID that reside on the SIPRNET and on JWICS will be accredited to the appropriate levels.  JTID will satisfy DII COE and JTA requirements if appropriate.  

14. Other Pertinent Information or Special Considerations:  Special considerations 

include expertise in Oracle database management, and an understanding of Joint CERT Database 

community operations. 

a.  Identification of Possible Follow-on Work.  Possible follow-on work includes additional development to meet future requirements.

b.  Identification of Potential Conflicts of Interest (COI). Not Applicable. 
c. Identification of Non-Disclosure Requirements.  There is no proprietary data involved.  At Goverment sites, contractor will have access to JCD and JTID incident data and analyst comments that are appended to the incident data.  The incident data will be sensitive-but-unclassified or SECRET.  The comments will be sensitive-but-unclassified, SECRET, or TOP SECRET.










�PAGE \# "'Page: '#'�'"  �Page: 5��� System Operations and Maintenance Manuals are not part of an architecture.  They should be separate deliverables in a different subtask.
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