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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$1,728,959.00
	$1,728,959.00

	
	Information Assurance Support Services 

T&M - IA ENGINEERING SUPPORT FOR DISN SERVICES AS IN ACCORDANCE WITH SOW DATED 14 DEC 2001.  PERIOD OF PERFORMANCE IS FROM 05 MAR 02 THRU 04 MAR 03 AS IN ACCORDANCE WITH ARTEL PROPOSAL DATED 20 FEB 2002 WHICH IS INCORPORATED BY REFERENCE. 

PURCHASE REQUEST NUMBER DAEMZ21068 

POINT OF CONTACT:


	

	
	
TOT MAX PRICE
	$1,728,959.00 

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	MIPR:  DAEMZ21068  AVAILABLE FUNDS $1,274,509.80 
	 

	  
	             DAEMZ21068  FY03 SAF FUNDS $420,548.04    
	  


‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

As of 14 December 2001

Contract Number:



Order Number:




Tracking Number: 00079

Previous Order Number:

1. Points of Contact
2.  Order Title:  IA Engineering Support for DISN Services 

3.  Background:  The Defense Information Systems Network (DISN) is made up of the primary services that support the DoD and Warfighters Worldwide both deployed and in garrison.  The DISN Services include the SIPRNET, NIPRNET, Defense Red Switch Network (DRSN), Defense Switch Network (DSN), Defense Video Services Global (DVSG), and the underlying telecommunications transport provided by both the DISN ATM Service (DATMS, both classified and unclassified) and the Synchronous Optical Network (SONET), including the Extended – SONET (ESONET).  Additionally each DISN Service has one or more Network Operations Centers (NOCs) that control and ensure the security and management of these Services.  Currently, each DISN Service Program Manager conducts their own IA engineering, however, most of the Services are interconnected and require a coordinated level of trust.  Accordingly, the DISN requires an integrated IA engineering program that: 

1. Is centrally managed and executed.  

2. Is only focused on the DISN Services, their under lying telecommunications transport, and their network operation centers (NOCs).  

3. Has authority to coordinate current IA engineering efforts across DISN Services, to develop synergies for related efforts and to element duplicate efforts.  

4. Identifies, coordinates, performs Configuration Management, and implements cost effective risk mitigating solutions that are based on DISN Services’ interdependencies.  

5. Centrally develops, coordinates, executes, and manages IA engineering efforts as directed by JTF CNO, DoD CERT, DISA CIAE or other higher authorities.  

This effort will support the following information systems (to include current and future versions of the appropriate operating systems and Access Control Programs (ACPs)):

	OS/390 



Logical Partitions

UNIX (numerous O/S)


Windows Operating Systems

Network Infrastructure

Tandem 

       WEB Server VM

       Desktop Applications

       Data Base Enclave
	NIPRNET

SIPRNET

DSN (Defense Switched Network)

       DRSN (Defense Red        Switched Network)

DVS-G (Defense Video Service – Global)

ATM (Asynchronous Transmission Mode)


	SONET (Synchronous Optical Network)

ESONET (Extended-Synchronous Optical Network)

Virtual Private Networks (VPN)

Demilitarized Zone (DMZ)

Firewalls

Routers & Switches
	Domain Name Service (DNS)

Voice Over IP (VoIP)

Email 

Novell Netware

VMS


4. Objectives:  The objective of this Statement Of Work is to address DISA’s need to perform standard security management, policy, procedures, and engineering throughout the service life cycle of the Defense Information System Network (DISN) – from development, to deployment, through Certification and Accreditation (C & A), ongoing operations, and service periodic validation compliance and re-accreditation.  

5.  Scope:  The following Task Areas as contained in the ‘I ASSURE’ contract apply to this SOW:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support.

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

This Statement Of Work is to provide IA engineering support to DISN Services Security Reviews conducted by a team of security experts led by DISA’s Field Security Operations (FSO).  The Contractor will participate as part of a DISA Team to examine the status of DISN Services and associated Network Operation Centers (NOCs) as it relates to Information Assurance (IA).  The Contractor will make engineering recommendations to improve the IA posture of one or more of the DISN Services and NOCs, plan the IA engineering support necessary to achieve the objectives of the particular review, and where directed, implement the engineering solutions.  The scope of DISN Services for this Statement Of Work will include the SIPRNET, NIPRNET, DRSN, DSN, DVSG and other adjunct services of similar technology, and the underlying telecommunications transport (provided by both the DATMS (classified and unclassified) and the SONET/ESONET) and related NOCs.  The DISN Service Reviews will be conducted as “Quick Look,” or “Full Service” as directed by the Task Monitor.  

The specific security services and capabilities are focused in the following areas: 

· Assist in conducting security reviews, providing informal system and network security training, and implementing IA vulnerability resolution

· Network architecture and device security integrity analysis at the WAN, MAN, LAN, enclave, and node level

· Network operational support

· Security Technical Information Guidance (STIG) compliance, maintenance and enhancements

· Security Management

· Technical Security policy and procedures, and 

· Access Control Product (ACP).

The Contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as the Defense-in-Depth Strategy, Defense Information Infrastructure (DII), Global Information Grid (GIG), Security Technical Implementation Guidance (STIG), DII Common Operating Environment (COE), DoD Joint Technical Architecture (JTA), Information Assurance Technical Framework (IATF), Defense Information Systems Network (DISN), and Shared Data Environment (SHADE).  
6.  Specific Tasks:
6.1  Task 1 – Contract-Level and TO Management  
6.1.1  Subtask 1 - Integration Management Control Planning.  
The Contractor shall provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.  The Contractor shall schedule, plan, conduct and document a Program Management Review (PMR) to inform the Government of contract project status, and address technical and program management issues identified by either the Government or the Contractor.  The Contractor shall present technical, schedule, cost, and performance data at each PMR, using Contractor-defined, Government-approved metrics.  The Contractor shall prepare necessary materials for presentations in support of this Subtask.  These reviews and presentations will be conducted/prepared only as directed by the Task Monitor (TM).  The Contractor shall prepare Minutes of each completed PMR summarizing the discussions, issues and action items.  The Contractor shall provide a softcopy of the PMR briefing slides in a format as specified by the TM.  The TM will provide the Contractor with at a least 10-business day notice to prepare for the review.  Activities related to this subtask shall be documented in the Monthly Status Report (see Subtask 2 below).

6.1.2  Subtask 2 – Task Order (TO) Management.   
The Contractor shall prepare a Task Order Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The Contractor shall provide a Monthly Status Report monitoring the quality assurance, progress/status reporting and program reviews applied to the TO.    Within the monthly status report, the Contractor shall provide the following minimal information: Summary of Sub-tasks worked, hours expended by labor categories, costs by labor categories, and issues.  The Contractor shall prepare a Plan of Accomplishment and Milestones (POA&M), which shall address any changes mutually agreed at the initial TIM, and subsequent meetings to serve as the current vehicle that establishes firm dates for incremental deliverables.  The Contractor and the government shall hold an initial Technical Interchange Meeting (TIM) within 15 days after contract award for the purpose of reviewing the requirements and establishing firm dates for the Deliverables.  Subsequent TIMs will be held quarterly or as otherwise directed by the Task Monitor.  The Contractor shall prepare briefing materials to address all task and sub-task areas within the SOW during the TIM.  Contractor shall prepare minutes from all TIM meetings, summarizing the discussions and identifying actions items, and issues.  The Contractor shall provide a softcopy of the TIM briefing slides in a format as specified by the TM.  
6.1.3
 Subtask 3 - Policy and Procedure Support.  
Policy and Procedure documents will be an integral part of all tasks.  The Contractor’s utilization of Industry Commercial Best Business and Engineering Practices in its IA Engineering Methodology is encouraged.  The Contractor shall review and be familiar with appropriate DoD, OJCS, NSA, Federal Agency and DISA instructions and policies that apply to security technologies associated with the DISN Services being reviewed.  At a minimum, the Contractor shall review and understand the following instructions/policies (see paragraph 11).    Accordingly, newer versions of draft documents shall be consulted once available:

a. CJCSI 6510.01C, Information Assurance (IA) and Computer Network Defense (CND), May 2001

b. CJCSI 6510.01M (Draft), Information Assurance Implementation Manual, 01 NOV 2000 

c. PDD-63, Presidential Decision Directive 63, Critical Infrastructure Protection, May 1998

d. DISA Warfighter Support Plan, OCT 1997

e. DOD 5200.1-R, Information Security Systems Program, JAN 1997

f. JROCM 048-96, Joint Capstone Requirements Document (DISN), 29 SEP 1996

g. JIEO Report 8247, Defense Information Systems Network (DISN) Architecture, SEP 1996

h. JROCM 047-95, Joint Mission Need Statement (DISN), 30 MAR 1995

i. Department of Defense Directive, Ref. Number 5105.19, DISA, JUN 1991

j. NSD-42, National Security Directive 42, 05 JUL 1990

k. ISO 15408, Common Criteria for Information Technology Security Evaluation (CC) Version 2.1, 1 December 1999

l. DODD 8500.aa, Information Assurance (Draft), September 26, 2001

m. DODI 8500.bb, Information Assurance Implementation (Draft), September 27, 2001

n. DODI 8510.1, DoD Information Technology Security Certification and Accreditation Process (DITSCAP), July 2000

o. DOD 8510.1-M, DoD Information Technology Security and Accreditation Process (DITSCAP) Application Manual, July 31, 2000

p. Information Assurance Technical Framework (IATF), Release 3.0, September 2000

6.2  Task 2:  IA Engineering and Technical Analysis Support
This task is to provide IA engineering support to DISN Services Security Reviews conducted by a team of security experts led by DISA’s Field Security Office (FSO).  The scope for this task will include one or more of the DISN Services: the SIPRNet, NIPRNet, DRSN, DSN, DVSG, other adjunct services of similar technology, and the under lying telecommunications transport (provided by both the DATMS (classified and unclassified) and the SONET/ESONET) and related NOCs.  In the execution of the Subtasks, the Contractor will be working with members of DISAs Operations Directorate (to include the Field Security Operations), Applications Engineering Directorate (CIAE & CFIA), and Network Services Directorate (NS).  This will include the examination of current state of security architecture, devices, processes and procedures; examination of current certification and accreditation documentation (Site’s System Security Assessment Analysis (SSAA) documentation); identification of changes to previously Certified and Accredited system configurations and updating of security documentation to reflect the current system implementation.  This process is identified as part of the DoD Information Technology Security Certification and Accreditation process (DITSCAP) as described in DODI 8510.1, DoD Information Technology Security Certification and Accreditation Process (DITSCAP), July 2000, and DOD 8510.1-M, DoD Information Technology Security and Accreditation Process (DITSCAP) Application Manual, July 31, 2000.  The Contractor shall provide engineering and technical services required to develop and perform the required tasks as part of the DISA team.  This includes integrating with the existing FSO process of evaluation and reevaluation of C&As, including methods and timelines.  The security reviews will range from an abbreviated session (“Quick-look”), to detailed intensive reviews necessary to certify a particular DISN Services for accreditation or re-accreditation.  DISA FSO will lead the teams and currently has operational knowledge of DISN Services and NOCs.  This team will coordinate with the Operations Directorate divisions of DISA including the Regional NOCs, the GNOSC, NIC and the JTF-CNO.  The Contractor shall provide network security and IA engineering expertise to this team.  The primary responsibilities include, but are not limited to, providing IA engineering perspective to associated review checklists, processes, and remediation plans for each of the DISN Service/NOC reviews, and support the Certification and Accreditation (C&A) of the DISN Services.  This task will be accomplished in coordination with DISA FSO and each of the DISN service PMs.  The review process developed will become part of the existing FSO standard management processes and timelines.
6.2.1  Subtask 1 – “Quick-look” Security Assessments of DISN Services.  
The Contractor shall provide IA engineering expertise to the FSO team performing on-site “Quick-look” Assessments of the current security posture of five (5) DISN Services (specific services and site locations to be announced at the initial TIM by the TM) and their associated Network Operations Centers (NOCs).  The Contractor shall develop a Quick Look Site Review Plan, modeled upon the review plans and checklists utilized by FSO Teams. The Quick Look Site Review Plan shall be updated following the completion of each scheduled site Quick Look.  The Based upon the on-site assessments, the Contractor shall develop near-term solutions to improve the DISN Services in terms of an IA Engineering Site Remediation Plan.  For each of the “Quick-looks”, the Contractor’s primary responsibilities include, but are not limited to, provide IA Engineering perspective to associated review checklists, procedures and processes, and develop an IA Engineering Site Remediation Plan based on the assessment findings.  This process shall include the evaluation of NOC’s defense plans to include security policy, perimeter defense, NOC enclave security, and incident response procedures.  Hence, the Contractor shall assist in the evaluation of the operations and management of the DISN network devices, associated security policy, operational and incident response procedures, etc. in accordance with review plan and checklist.  The Contractor shall assist the team in development of a comprehensive final report to summarize all findings and recommendations for near term policy, procedures and/or material updates.  The Contractor shall develop updates of Assessment checklists, procedures, and processes in coordination with FSO.  Additionally, in conjunction with the IA Engineering Site Remediation Plan, the Contractor may be required to provide engineering assessment plans, processes or procedures for near term updates, as stipulated by the TM.  

6.2.2  Subtask 2 – “Detailed-look” Security Assessment of DISN Services.

The Contractor shall provide IA engineering expertise to the FSO Security Review team necessary to conduct a “Detailed-look” Security Assessment of two DISN Services (specific services and site locations to be announced at the initial TIM by the TM), and their associated NOCs.  The Contractor shall develop a Detail-look Site Review Plan, modeled upon the review plans and checklists utilized by FSO Teams.  The Detail-Look Site Review Plan shall be updated following the completion of each scheduled site Detail-Look.  The Contractor shall develop an IA Engineering Site Remediation Plan with detailed solutions to improve the security of the DISN Service.   For each of the “Detailed-looks”, the Contractor’s primary responsibilities include, but are not limited to, providing an IA engineering perspective to associated review checklists, procedures and processes, and developing the IA Engineering Remediation Plan based on the assessment findings.  During this task, the Contractor shall assist FSO and their Contractors in the preparation, data collection, data analysis, and reviewing a site’s security posture.  The Task Monitor will coordinate between FSO and the Contractor as to specific efforts.  
This process shall include the Contractor’s evaluation of NOC’s defense plans to include security policy, perimeter defense, NOC enclave security, and incident response procedures.  Hence, the Contractor shall assist in the evaluation of the operations and management of the DISN network devices, associated security policy, operational and incident response procedures, etc. in accordance with the site review plan.  The Contractor shall assist the team in development of a comprehensive final report to summarize all findings and recommendations for near term policy, procedures and/or material updates.  The Contractor shall develop updates of the Site Review Plans, procedures, and processes in coordination with the FSO.  Additionally, in conjunction with the Remediation Plan, the Contractor may be required to provide engineering assessment plans, processes or procedures for near term updates.

6.2.3
 Subtask 3 – DISN Service Security Assessment.  

The Contractor shall analyze the security effectiveness of each current DISN Service infrastructure operations and management.   This analysis shall include but not be restricted to an analysis of the current network hardware, hardware configurations, security policy, network management and existing routing protocols utilized by the DISN Service Architectures.  The Contractor’s primary objective shall be to evaluate the security of the current DISN Service architecture based on current DoD and DISA security and network management policies, and with current industry standards.  At a minimum, the Contractor shall examine the Information Assurance of the architecture in terms of access control, auditing, confidentiality, integrity, availability and survivability.  Based on the findings, the Contractor shall develop a Service Security Remediation Plan for each DISN Service that will advance the DISN Service towards a successful Perimeter of Defense for the Global Information Grid’s Defense-In-Depth Strategy.  The Contractor shall work with members of the DISA Operations Directorate (to include the Field Security Operations), Applications Engineering Directorate (Center Information Assurance Engineering & Center for IA), and Network Services Directorate (NS) to make a complete evaluation.  The Contractor shall modify the Service Security Assessment process as necessary to reflect Lessons-learned from utilizing the review process.  .

 6.2.4  Subtask 4 – DISN NOC Security Assessment

The Contractor shall analyze the security configuration and practices of each DISN NOC assessed.  Through interviews, document reviews and site visits, the Contractor shall develop an understanding of the current and near-term architectures, operational policy and procedures, perimeter defense architecture, NOC enclave security, as well as incident response process and procedures.  Additionally, the Contractor shall examine the services, protocols and ports that are currently being utilized within the DISN NOCs.  Based on its findings, the Contractor shall develop a Security Remediation Plan for each DISN NOC that will move the DISN NOCs towards successful Certification and Accreditation or Reaccreditations as necessary and a vital link in the Perimeter of Defense for the Global Information Grid’s Defense-In-Depth Strategy.   The Contractor shall work with members of the DISA Operations Directorate (to include the Field Security Operations), Applications Engineering Directorate  (CIAE & CFIA), and Network Services Directorate (NS) to make a complete evaluation.  The Contractor shall modify the Security Assessment process as necessary to reflect Lessons-learned based on utilizing the developed review process.  

6.2.5  Subtask 5 –Common NOC Security and Network Management Plan Development.  
Currently, each DISN Service Program Manager conducts their own IA engineering.  However, most of the Services are interconnected and require a coordinated and integrated level of mitigated risk and trust.   The Contractor shall develop a Common NOC Security and Network Management Plan for each assessed DISN Service NOC based on current Defense-in-Depth requirements, risk assessment, best security practices and technical capabilities.  The Contractor shall work closely with the FSO Team to ensure that all DoD and applicable policies are followed as well as the customer requirements.  The Contractor shall use information gathered in Subtask 4 (paragraph 6.2.4 above) and work closely with Task Monitor in the development of this plan.  This plan shall include prioritization of necessary efforts and identify other organizations that need to contribute to make the DISN Services more secure.

6.2.6  Subtask 6 –Plan and Implement IA Engineering Remediation Tasks.  
The Contractor shall provide the IA Engineering support necessary to plan and conduct assigned tasks of the approved Security Remediation Plans (see Task 1, Subtasks 1, 2, 3 & 4 above) as directed by the Task Monitor.   The Contractor shall participate as part of the FSO Team to conduct a Certification & Accreditation (C&A) or C&A Update for each of the DISN Services in accordance DODI 8510.1, DoD Information Technology Security Certification and Accreditation Process (DITSCAP), July 2000 and DOD 8510.1-M, DoD Information Technology Security and Accreditation Process (DITSCAP) Application Manual, July 31, 2000.  Upon completion of each C&A or C&A Update, the Contractor shall assist the FSO Team in developing a final report of results, and a System Security Assessment Analysis (SSAA) or Updated SSAA for each DISN Service shall be provided to the site and to the TM.

6.2.7  Subtask 7 - Information Assurance Technical Consultation.   

The Contractor shall participate in IA panels, meetings and working groups as a DISA IA Engineering technical advisor, and identify to the TM any assigned action items as a result of those meetings with the appropriate organization(s).  These periodic IA meetings are projected to occur weekly, biweekly or monthly; however, Contractor participation in preparatory meetings may also be required. When directed by the TM, the Contractor shall also participate in meetings that are applicable to the IA Senior Leadership such as, but not limited to, the MCEB Information Assurance Panel (IAP), DISA IA Staff Meeting, IA Senior Panel, and IACB.  The Contractor shall develop a Meeting Summary Report for each meeting attended.  For SOW costing purposes, estimate 12 meetings each 2-4 hours in length.

6.2.8  Subtask 8 - Technical Document Reviews, Developments and Briefings. 

The Contractor shall provide reviews of technical materials consisting of, but not limited to, technical documentation and reports, IA policy and procedures, and planning materials.   The Contractor shall support the review and critique of technical assessments, point papers, white papers, planning documents, briefing materials and the like.  These documents will be identified and provided by the TM.  These documents shall include, but are not limited to, those items provided to the IA senior leadership in response to official taskers.  The Contractor shall assess these documents as per the TMs direction.  The Contractor shall assist in the development or revision of these documents upon request of the TM.  The Contractor shall perform data collection for DISA IA presentations, briefings, etc.   For SOW Costing purposes, estimate developing six (6) Technical Documents (Assessments, Point Papers, White Papers, draft and final, of approximately 25-30 pages each) and the preparation of eight (8) briefings (Microsoft PowerPoint 2000), consisting of some 15-20 slides (color).  The briefings are in addition to any other briefings cited in the above Subtasks.


7.  
Place of Performance:  The work associated with this Statement Of Work will be performed at the Contractor’s facilities, which shall be within the confines of the Washington DC Metropolitan Area.  The Contractor will require access to DISA facilities when performing on-site security assessments, and at the DISAs Skyline 7 Facility to attend meetings, coordinate with the TM, perform testing in Government Laboratories, etc. In some cases, it may be beneficial to team with other contractors and perform tasks at Government facilities (i.e.; DISAs Skyline 7).  When working at the Government locations, the Contractor shall work the normal duty hours of the location and abide by the local site Security and Standing Operating Procedures.  The Contractor shall be required to perform local and TDY travel to support this Statement Of Work.  All Contractor travel outside of the Washington D.C. Metropolitan Area shall only be conducted with prior coordination and approval of the Task Monitor.  For SOW costing purposes, estimate eight  (8) TDY trips within the Continental United States to the   West Coast (include two trips to Hawaii).  Also, estimate four (4) trips outside the Continental United States, two to Europe (Germany) and two to Asia (Korea).  These trips will be for one person, approximately 4 days in length, plus 2 days travel time.  

8.   Period of Performance: The period of performance for this Statement of Work (SOW) shall be 365 calendar days from the time of contract award.  

9.  Deliverable/Delivery Schedule:  See Table 9.1 Deliverable/Delivery Schedule.  All documentation deliverables shall be in Contractor’s Format, as agreed by the Task Monitor, using Microsoft Word 2000, with softcopy in a compatible format as specified by the TM.  The definition of terms and Acronyms used in Table 9.1 are listed below:

Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer, and 1 copy of the transmittal letter and the deliverable to the Primary Task Monitor.  With respect to deliverables, hard copy refers to a paper bound document delivered via postal means, and soft copy refers to document in electronic form (diskette via postal means or email).

ACRONYMS USED:  

DARGC – Days After Receipt of Government Comments; DACA – Days After Contract Award; PD- Preliminary Draft Deliverable;

D- Draft Deliverable; F- Final Deliverable; PMR – Program Management Review; POA&M – Plan Of Action and Milestones;

TIM – Technical Interchange Meeting; NOC – Network Operations Center; DISN – Defense Information System Network; 

TM – Task Monitor.

10.  Security:  The ‘I ASSURE’ Contract Security Classification Specification, DD254, applies to this SOW. The level of security required by the Contractor to complete the tasks in the Statement of Work is SECRET.  The Contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables.  Contractor personnel shall have designated ADP-I sensitive positions in accordance with paragraph 3-614 DOD 5200.2-R, Personnel Security Program, dated January 1987.  Unclassified reports prepared under this Statement Of Work shall be marked “For Official Use Only”, unless otherwise stated by the TM. 
11.  Government Furnished Equipment (GFE)/Government Furnished Information (GFI):  The need for Government Furnished Equipment (GFE) will be assessed as the tasks in this SOW are implemented.  Government Furnished Information (GFI) will be identified by the TM and provided to the Contractor.  An initial list of GFI is contained in Task 1, Subtask 3 of this SOW.
12.  Packaging, Packing, and Shipping:  See paragraph D.1 of the ‘I ASSURE’ Contract. 

13. Inspection and Acceptance:  See paragraph E.1 of the ‘I ASSURE’ Contract.


14. Other Pertinent Information or Special Consideration:  The Contractor shall provide the optimum mix of personnel with technical expertise and demonstrated experience to perform the tasks specified in this SOW.  The Contractor shall provide resumes of proposed key personnel to be assigned to the project.  Special considerations include expertise in Certification & Accreditation (DITSCAP process), Defense-In-Depth strategy, Perimeter Defense Architectures, Vulnerability Assessments, remote access, remote management, network security, network management, data network security products (IPSEC, PKI, VPN/Firewalls, Intrusion Detections…), UNIX, SUN Solaris, Windows NT, HP Openview, SNMPv3, Satellite Communications (SATCOM), and an extensive background in Information Assurance with an emphasis upon security engineering of large scale networks/systems.  Contractor personnel shall demonstrate an understanding of the instructions/policies stated in Task 1, Subtask 3 (paragraph 6.1.3) with examples of use in past performance contracts.  Contractor personnel must demonstrate strong teaming attributes, as much of the work will be performed in a Team environment.
a. Identification of Possible Follow-on Work.   It is anticipated that at the completion of this Task Order, and validation of “value added” to the DISN Services, that follow-on work will be performed in extending the Security Reviews to additional DISN Services and NOCs not covered in this SOW.


b. Cooperation and Coordination with Other Contractors.  There may be multiple Contractors (i.e., from more than one contract vehicle or company) at DISA and other locations, tasked to work on related activities as stated in this Statement of Work (SOW).  The Contractor shall work with these other Contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to, sharing of information resulting from the work required by this SOW or previous Government efforts, and working as a Team to perform tasks in concert.  Any disputes by the Contractor with others in this area shall be addressed to the Task Monitor for appropriate actions.

c. Identification of Non-Disclosure Requirements.  All Contractor personnel working on this effort may be required to execute non-disclosure agreements prior to commencement of their starting work on this effort as determined by the TM.  

d.      Evaluation Criteria. This is a best value award.  The evaluation criteria for this award will be based on technical understanding of the task, past performance: technical and management, quality management, and cost.  Past Performance: technical and management past performance is the most important factor; Technical understanding of the task is the second important factor, significantly more important than cost/price.

Past Performance will evaluate the recent work performed in these task areas or in a similar task areas and the ability to deliver a quality product on time and within budget; management controls that are in place supporting cost, schedule, and performance.  Reach-back capability of Contractor will be evaluated to provide augmented technical expertise as may be required.  Knowledge of DISA FSO activities is desired.

Technical understanding will assess the proposed solution from a technical capability, innovation and scalability perspective.  It must be a realistic approach in understanding the technical issues.  In addition, the proposed management and schedule will be evaluated as well as proposed performance metrics.

Evaluation will be conducted via oral proposals.  Proposals will be limited to 1 hour with an additional 30 minutes for questions and answers by the Government Evaluators.  Offeror’s Presentations shall be in Microsoft PowerPoint 2000, and shall address all of the Task Areas and Subtasks covered by this Statement Of Work. 

	Task #
	Deliverable

Title
	CDRL#/

DID#
	Due Date
	Copies
	Distribution
	Frequency and

Remarks

	6.1.1
	PMR Minutes
	Contractor Format Word Office 2000
	5 days after each PMR
	1 hard

1 soft
	Standard

Distribution 
	Quarterly per TM

	6.1.1
	PMR Briefing Slides
	Contractor Format Word Office 2000
	5 days after each PMR
	1 soft
	Standard

Distribution
	Quarterly per TM

	6.1.2
	Task Order Management Plan
	Contractor Format Word Office 2000
	D-15 Days after initial TIM; F- 5 DARGC
	1 hard

1 soft
	Standard

Distribution
	Based on Initial TIM

	6.1.2
	Monthly Status Report
	Contractor Format Word Office 2000
	By the 15th of the following month
	1 hard

1 soft
	Standard

Distribution
	Monthly

	6.1.2
	POA&M
	Contractor Format Word Office 2000
	D-15 days after initial TIM; F-5 DARGC
	1 hard

1 soft
	Standard

Distribution
	Based on TIMs

	6.1.2
	TIM Minutes
	Contractor Format Word Office 2000
	5 days after TIM
	1 hard

1 soft
	Standard

Distribution
	Based on TIMs

	6.1.2
	TIM Briefing Slides
	Contractor Format Word Office 2000
	5 days after TIM
	1 soft
	Standard

Distribution
	Based on TIMs

	6.2.1
	Quick-Look Service Security Remediation Plan
	Contractor Format Word Office 2000
	D-15 days after review; F- 5 DARGC
	1 hard

1 soft
	Standard

Distribution
	5 Quick Look Reviews

	6.2.1
	Quick-look Site Review Plan Update
	Contractor Format Word Office 2000
	D-30 days after review; F- 5 DARGC
	1 hard

1 soft
	Standard

Distribution
	5 Quick Look Reviews

	6.2.2
	Detail Service Security Remediation Plan
	Contractor Format Word Office 2000
	D-15 days after review; F-5 DARGC
	1 hard

1 soft
	Standard

Distribution
	2 Detail Reviews

	6.2.2
	Detail 

Review Plan Update
	Contractor Format Word Office 2000
	D- 30 days after review; F-5 DARGC
	1 hard

1 soft
	Standard

Distribution
	2 Detail Reviews

	6.2.3
	Service Security Remediation Plan
	Contractor Format Word Office 2000
	D-30 days after review; F-5 DARGC
	1 hard

1 soft
	Standard

Distribution
	5 DISN Services

	6.2.3
	Update Service Security Assessment Review Process
	Contractor Format Word Office 2000
	D-45 days after review; F-5 DARGC
	1 hard

1 soft
	Standard

Distribution
	5 DISN Services

	6.2.4
	NOC Security Remediation Plan
	Contractor Format Word Office 2000
	D-30 days after review; F-5 DARGC
	1 hard

1 soft
	Standard

Distribution
	5 NOC Reviews

	6.2.4
	Update NOC Security Assessment Review Process
	Contractor Format Word Office 2000
	D-45 days after review; F-5 DARGC
	1 hard

1 soft
	Standard

Distribution
	5 NOC Reviews

	6.2.5
	DISN Common NOC Security and Network Management Plan
	Contractor Format Word Office 2000
	Outline – 60 DACW, 

Draft – 180 DACA; Final 220 DACW
	1 hard

1 soft
	Standard

Distribution
	 One Time

	6.2.7
	Meeting Summary Report
	Contractor Format Word Office 2000
	5 days after meeting
	1 hard

1 soft
	Standard

Distribution
	12 Meetings

	6.2.8
	Technical Point Papers
	Contractor Format Word Office 2000
	15 days after assignment
	1 hard

1 soft
	Standard

Distribution
	Based on POA, Max of 6

	6.2.8
	Ad hoc Briefing Slides
	Contractor Format Word Office 2000
	5 days after briefing
	1 soft
	Standard

Distribution
	Based on POA, Max of 8


Note:  See paragraph 9 for explanation of terms and acronyms.  

TABLE 9.1    DELIVERABLE/DELIVERY SCHEDULE







