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FAR (48 CFR).243

IASSURE TASK ORDER (TO)

STATEMENT OF WORK (SOW)

CERTIFICATION AND ACCREDITATION SUPPORT
as of  30 August 2002

	
	

	Contract Number:
	DCA200-00-D-5013 (CSC)

	Order Number:

Tracking Number:
	0010

	Previous Order Number:
	DCA200-00-D-5013 (CSC)/0006


1.  Points of Contact

2. 
Order Title:   Certification and Accreditation Support 

3. 
Background:   The Defense Information Systems Agency, Operations Division, Field Security Operations Branch, System Certification Team, executes the Department of Defense (DOD) Defense Information Systems Agency’s mission to provide site, information system certifications, and system risk assessments. DISA’s information systems and networks shall be certified and accredited in accordance with the DOD Information Technology Security Certification and Accreditation Process (DITSCAP), DOD Instruction 5200.40. Certification support is required for the DISA Defense Information System Network (DISN) Activities, such as, the Asynchronous Transfer Mode (ATM), Bandwidth Manager (BWM), DISN Video (DVS-G), Virtual Private Networks (VPN), Satellite systems, Internet Protocol router systems, Push Key, DISN Enclaves, and the Department of Defense Pillar Programs such as (DOD)_Public Key Infrastructure (PKI), Global Directory Services (GDS), Defense Message System, Global Command and Control System (GCCS), Global Combat Support System (GCSS), DOD Business Exchange (DEB-X), and DOD Programs such as the Central Region Information Exchange System (CENTRIXS) and STEP. In addition, the DISN must ensure that capabilities to identify, reduce, and eliminate distributed and/or other denial of services capabilities are in place.  This task delineates Contractor support in assuring that DOD transport platforms, information systems, and technology are secure and meet the security guidelines established by the DOD and DISA.  In attaining this goal, the Contractor shall support the DISA OPS FSO Certification Team in the certification process.  The contractor shall support the Network Services Information Management Office, NS13, with analyzing the draft Distributed Denial of Service (DDOS) contingency plan, as well as updating and implementing the plan.  The plan must be modified to include the Simple Network Management Protocol (SNMP) and the annotation of the NS vulnerability status. The DISN DDOS Contingency Plan and Procedures will assist in ensuring the DISN certification and accreditation process remains valid.  This process includes, but is not limited to, data collection, preparation of Security Test and Evaluation (ST&E) plans and procedures, execution of the ST&E at sites/locations within the National Capital Region, United States and overseas locations, and post certification activities, residual risk assessments/analysis and other post certification services as directed.  The contractor shall support the   Certification activities with on-site ST&Es, participating in technical meetings, preparation of technical papers, executing the technical testing and automated tools for vulnerability analysis, risk assessments and developing the certification and/or system assessment report(s).  The reports will be completed and left on location at the end of each test/assessment.  The DDOS contingency plan will be made a part of the security reference library maintained by the OPS FSO. 

4. Objectives: This “I ASSURE” Task Order will support a key aspect of the Defense Information Systems Agency (DISA) Operations, Field Security Office mission to support the warfighter, by ensuring the DISN transport platforms, as well as the DISN, Pillar and DOD information systems, and networks undergo a thorough certification process. The certification activity will follow the process as outlined in the Defense Information Technology Security Certification and Accreditation Process, DODI 5200.40.  The contractor will augment the government certification team(s) by providing information systems technical authorities for evaluating the security of the DISN, as directed.  The contractor shall ensure that the DISN certification initiatives are in concert with the appropriate DOD-approved architectures, programs, standards and guidelines.

5.  Scope: The Contractor shall augment the DISA FSO   certification team with information system technical and traditional security professionals. The contractor shall support the NS13 with the DDOS, SNMP process and identification.  In addition, the contractor shall assist NS13 with traditional and information systems security support. The contractors must have a working knowledge of DOD security policy, DOD security directives, and instructions, in addition to a working knowledge of DISA’s AIS security policy.  This work includes, but is not limited to: ensuring system certification and compliance validation in accordance to the DOD and DISA security policies; assessing impacts of integrated, interdependent, and interconnected DOD local subscriber environments’ security posture; analyzing systems topology and architectures; executing technical test procedures; and running automated systems tools, as directed.  In addition, the contractor shall review security relevant documentation, and prepare technical white papers, as directed. The contractor shall provide information assurance expertise where needed, particularly in assessing the system capabilities, determining threats (vulnerabilities), countermeasures, and acceptable risk. The contractor shall update, as directed, the security documents, including the Security Policy, System Security Authorization Agreement, the Security Test and Evaluation Plan and Procedures and other security documentation such as the DDOS Contingency Plan, as directed. The contractor shall also deploy with the Government team to locations identified by the Task Monitor to accomplish certification activities and to ensure continued compliance with the accreditation posture.  This approach provides program office additional insight into the development of the security policy and implementation of a secure operational environment.  This task requires close coordination and collaboration with the FSO System Certification Team and NS13 for DDOS.   Certification tasking will consist of the following activities, at a minimum, the Asynchronous Transfer Mode (ATM), Bandwidth Manager (BWM), DISN Video (DVS-G), Virtual Private Networks (VPN), Satellite systems, Internet Protocol router systems,   DOD PKI and STEP.  NS13 tasking will be to support the identification of potential DDOS attacks and SNMP vulnerabilities and in turn, make recommendations to reduce the risk.  The contractor shall provide on-site security support to augment the NS13 workforce. As stated above, the contractor will perform hands-on technical and non-technical security test and evaluations of specified transport platforms, systems, and networks, as directed by TM.  This includes the execution systems automated tools to determine vulnerabilities and resolution to correct vulnerabilities identified during testing.    

Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6.  Specific Tasks: The ‘I Assure’ contract will include (1) Task Order Management in the form of a Technical Interchange Meeting (TIM), Management Plan, Management and Status Reporting, and In-Process Reviews and Minutes.  (2) DOD and Defense Agency Support will include Specific Support, in providing technical security expertise in DOD security policies, directives, and instructions; Technical Assessment/Remote Analysis; and White Papers, Briefings, Technical Reports and Other Deliverables. 

6.1
Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the contract level needed for the program management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.    Within 15 days of task order award, the contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements between the contractor and the government.  Topics covered shall describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  The contractor shall provide minutes for this TIM within 15 days of meeting end.  The TIM minutes shall be developed in a contractor specified format using Data Item Description 

(DID) UDI-A-23083A as a guideline. 

6.1.2.  Subtask 2 - TO Management. 

The contractor shall prepare and submit a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution; provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the contract; prepare and submit a Management Plan that will address the tasks and associated schedules described in this SOW and any changes to the Delivery Order agreed to at the TIM, and will include, at a minimum, descriptions of tasks, as follows:

(  Methodology and technical approach for accomplishing the task

(  Organizational resources, structure and interfaces

(  Management controls

(  Key activities and milestones

(  Deliverables

(  Assumptions

(  Government Furnished Equipment/Information (GFE/GFI) required

(  Personnel

(  Security

(  Schedule

The contractor shall comply with the following DOD-approved architectures, programs, standards and guidelines: 

· Technical Architecture Compliance

· C4ISR Architecture Framework

· Technical Architecture Framework for Information Management (TAFIM), version 3.0

· Joint Technical Architecture, version 2.0

· Defense Information Infrastructure Common Operating Environment

· Standard Operating Environment

· DOD Energy Star & DOD PCMCIA

· DISA Security Technical Information Guides

The contractor shall ensure that all contractor workstations connected to the FSO LAN and/or containing customer sensitive data are configured in compliance with the DISA STIG applicable for that operating system.

The Management Plan shall be updated as required during the performance of this task to reflect changes and further definition of program criteria and milestones.  The updated plan shall be submitted to the Government for approval.  The Management Plan shall serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The Management Plan shall be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80347 as a guideline.

6.1.3 Subtask 3:  Management and Status reporting.  The contractor shall provide, through the contractor PMO, monthly status reports regarding DO status, e.g. work progress, cost, funding profiles, and schedule data.  The Contractor Management and Status Report shall be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80227 as a guideline. 

6.1.4 Subtask 4: Process Reviews and Minutes.  The contractor shall provide written minutes from all Quarterly In-Process Reviews (IPRs) regarding DO status, e.g., work progress, cost, funding profiles to include a running balance of the expenditure, and schedule data.  The schedule for IPRs shall be identified in the Management Plan, or as directed by the Task Manager.  IPRs shall provide for an interchange at key milestones during the execution of the task order (e.g. approval of system requirements, review of the system design, reviewing the results of security testing and compliance assessments).  Minutes from IPRs will be developed in a contractor specified format using Data Item Description (DID) UDI-A-23083A as a guideline.

6.1.5.  Subtask 5 – FSO Time Accounting System.  The contractor shall ensure that time utilized on each specific project, in support of the various FSO customers, is accounted for monthly by project in the FSO provided time accounting system.

Deliverable:    1. Time Accounting System Report

6.1.6.  Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.7  Cooperation/Coordination with Other Contractors.  There

may be multiple contractors (i.e. from more than one contract vehicle and/or company) supporting FSO and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert.

6.1.8  System Administrator (SA), System Service Provider (SSP)

Certification.  All contract personnel providing Information Assurance (IA) technical support, performing SA or SSP functions, and/or having access to the operating system of any DISA owned, managed, or supported Information System, as applicable to paragraph 6.2, must be certified at Level II, in accordance with the DISA SA Certification Program.  Required certification must be obtained not later than ninety days (90) following the assignment of the individual to perform work applicable to the following paragraph 6.2.  The Government will provide the training materials (to include CBT and CD), laboratory environment, and the test to enable compliance with this requirement.  Classroom attendance in Government conducted training will be made available on a space available basis only.  However, the inability to attend Government conducted training will not be justification for noncompliance.

6.1.9  Purchase of Materials on Behalf of the Government. The contractor, at the direction of the Government, shall purchase materials (e.g. ADPE) that will be used in support of this Task Order.  Any materials purchased on behalf of the Government will become the property of the Government. 

6.2  Task 2: Certification and Accreditation and IA Support

6.2.1  Specific Support. 

The contractor shall provide technical security expertise and support in information technology security planning, preparing, executing and evaluating security and risk assessments in accordance to the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40.  This shall include, but is not limited to locations in the continental United States, Alaska, and overseas.  The certification initiatives shall analyze the implemented security architecture(s), standard operating procedures, security documentation, and environment of the transport/system/network of the DISN, the Pillar Programs and the DOD Enclaves as directed.  Additionally this assessment includes, but is not limited to, review of system and site risk analysis results, certification/accreditation plans and procedures (development to full execution), security test reports, the System Security Authorization Agreement (SSAA), running of information system security automated tools and manual test procedures, as directed, performing on-site physical, personnel, information systems, information, communications security, and documentation security assessments. The DISN certification activities, at a minimum will include the Asynchronous Transfer Mode (ATM), Bandwidth Manager (BWM), DISN Video (DVS-G), Virtual Private Networks (VPN), Satellite systems, Internet Protocol router systems, Department of Defense (DOD) Public Key Infrastructure (PKI), Push Key and STEP.  Deliverable will be as directed by assessment team leader.  Input to site reports may be the only desired deliverable, at the discretion of the team leader.  The team leader may direct a formal report.  The formal report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508, as a guideline.   Nominally the level of effort has been up to 5 of these evaluations per month.

The contractor shall review the current Department of Defense (DOD)_Public Key Infrastructure (PKI) and Push Key SSAA and provide recommendations and update accordingly to improve the SSAA to be in compliance with a NIPRNET and SIPRNET implementation of the DOD PKI and DOD security policies.  Identify and incorporate/develop all applicable security requirements and documentation that the system must meet for a NIPRNET and SIPRNET implementation.  This may require the development of a separate SSAA for both a NIPRNET and SIPRNET DOD PKI.  

The contractor shall prepare test procedures for the DOD PKI to validate the security requirements identified in the paragraph immediately above.  As part of the validation process, the contractor will be required to conduct tests on the system, including running test tools, under the control of a DISA OP15 government Test Director, at two sites to better identify and analyze system vulnerabilities and provide recommendations to resolve deficiencies (if any).  Critical vulnerabilities will immediately be reported to the government Test Director IAW their direction and format.  At the conclusion of the testing activity, the vulnerabilities will be reported and recommendations made to mitigate those vulnerabilities.

To meet security requirements and provide an adequate security posture, an organization requires security documentation.  As part of this task, the contractor will review and update existing security documentation that would result in an approved DOD PKI SSAA in accordance with the DITSCAP.

6.2.1.1 The contractor shall identify the necessary elements that will lead to successful certification and accreditation.  The contractor shall develop white papers and briefings supporting the security status and accreditation strategy as tasked by the TM. The contractor shall develop and/or update the system’s Security Test and Evaluation Plan and Procedures, as directed. In addition to considering all of the security disciplines, the contractor shall consider the following components, as the minimum, in developing the Security Test and Evaluation Procedures and then assessing the platform/system:

· Physical connections

· Operating System Configuration

· Location and identification of key nodes

· Circuits, network maps

· System components (Hardware/Software)

· System interfaces

· Host and network security processes

· Communications (encryption devices, splitters, etc)

· Detailed information exchange requirements

Report of all initiatives shall be delivered to the TM and/or Team Leader as directed.  On site reports will be in draft format and shall be delivered to the team leader during the assessment. The report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.2  The contractor shall execute the security assessment checklist(s), provided by the Government team lead, and the systems assessment automated tool(s), as directed.  The contractor shall analyze the data from the checklist and the raw data from the systems assessment automated tool(s) and provide a clear interpretation to the Team Leader.  The contractor shall provide the completed security assessment checklist to the Team Leader with negative responses explained and clear and concise analyses of the automated tool vulnerability output, in a format specified by the team leader. The contractor shall consider the following components at the minimum, in assessing the system operational architecture:

· Scope, purpose, intended users, environment depicted

· Definition of named system terminologies

· High-level graphical description of the operational security

concept (high-level organizations involved, missions, geographic configuration, connectivity, topology, etc.)

· Operational nodes, security activities performed at each node, 

connectivity & informational flow 

· Information exchange, relevant attributes of the exchange such

as media, data type, and the level of interoperability 

· Host and network security features and mechanisms 

· Formal report shall follow guideline of DI-MISC-80508.

The report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.3  The contractor shall, at the conclusion of each certification/assessment activity, provide a written report.  The report will, at a minimum identify the location, the findings (security shortfalls), name of system/platform tested with IP addresses (as directed), and the requirement that the vulnerability or finding are identified from. This report with the information listed in the paragraph will be a minimum of For Official Use Only. The report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.4  The contractor shall, at the conclusion of each 

certification/assessment/activity, assist in the preparation and execution of post assessment activities as directed by the Team Leader. The contractor shall, at the conclusion of each certification/assessment activity, provide a written report.  The report will, at a minimum identify the location, the findings (security vulnerabilities and shortfalls), name of the system/platform tested with IP addresses (as directed), and the requirement that the vulnerability or findings are identified from. The report will also contain an overall risk analysis associated with Push Key.

6.2.1.5  The contractor shall provide technical expertise to support the DISN Security Accreditation Working Group (DSAWG) and Service/Agency DISN CAP meetings. (DSAWG a minimum of 24 meetings, 8 hours each) The contractor shall provide a report of the minutes of the DSAWG and Service/Agency DISN CAP Meeting Minutes. The minutes will be in detail and cover all discussion and decisions of the DSAWG.  The minutes/report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description UDI-A-23083A as a guideline).

6.2.1.6   The Contractor shall generate technical white papers, 

as directed by the TM. The contractor shall use the Data Item Description DI-MISC-80508 as a guideline.

6.2.1.7  Execution of ST&E Plan and Procedures, automated tools.  The contractor shall provide the hands on execution of the manual ST&E plans and procedures and the chosen automated tool, as directed by the Test Director.  The contractor shall provide the technical analysis of the raw data results from the execution of the ST&E plan and procedures and the automated tool(s).  The contractor shall assist in writing the test report, in the format specified by the Test Director.  The contractor shall assist in developing the pre-briefs and outbriefs to the site being tested.  The contractor will provide a technical narrative of the contractor(s) that will assist in each certification and accreditation activity.  The narrative will be emailed to the Test Director(s) five days prior to the test taking place. The contractor shall support site security assessments visits and operational testing  (OT) as tasked by the TM. The contractor shall document security related findings and recommendations for improving the security posture based on the onsite/operational testing.  Testing will occur at identified locations in the continental United States and Overseas locations. The contractor shall use the Data Item Description DI-MISC-80508 as a guideline.

6.3  Task 2: Security Engineering, Integration, and IA Technical Support

6.3.1  Specific Support. 

The contractor shall provide technical security engineering expertise and support in information technology security planning, evaluations, security architecture design and analysis, executing and evaluating security technologies and performing risk assessments in accordance to the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40.  This effort implements the DITSCAP Phase II Verification Phase and complements Phase III, Validation. This shall include, but is not limited to locations in the continental United States, Alaska, and overseas.  The security engineering, integration and IA technical support initiatives shall analyze the IA products and technologies designed to build or enhance security architecture(s), security implementation documentation, and environment of the transport/system/network of infrastructure components of the DISN, as directed.  Additionally this assessment includes, but is not limited to, review of system during development, modification and integration, running of information system security automated tools and manual test procedures, as directed, performing communications assessments for determining bandwidth utilization, throughput, and performance, determining the adequacy of enterprise-wide security solutions centrally managed via the DISN enterprise to satisfy the security attributes of availability, confidentiality, and integrity. The security engineering, integration, and IA technical support activities, include the Information Dissemination Management (IDM), the Meta-Search Engine (MSE) and the integration with the Global Broadcast System (GBS), the DISN Leading Edge Services (DISN-LES), SIPRNET, and Internet Protocol router systems.  Deliverable will be security engineering assessment reports, white papers, and briefings as directed by the team leader. The team leader may direct a formal report.  The formal report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508, as a guideline.  

6.3.1.1 The contractor shall conduct security engineering and integration analysis of the IDM Release 3.0 Awareness and Delivery, Release 4.0 Access 1, Release 4.1 Access 1 – Toolkit, and Release 4.2.  IDM Release 4.2 will be the initial attempt by IDM to address PKE.  The contractor shall determine the adequacy of the security features and mechanisms during development, modification and integration. The contractor shall provide recommendations of COTS products that may assist in providing adequate protection consistent with the DOD Defense In Depth (DID) Strategy. The security engineering and integration analysis may include the use of automated tools to determine performance and network utilization to support system and data availability determination. The contractor shall identify automated tools that may be applied to the IDM toolkit, which will help manage information awareness and delivery. The security engineering, integration and IA technologies report and white papers shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.3.1.2 The contractor shall conduct bandwidth utilization analysis of the infrastructure components of the IDM. Specifically, the contractor will assess the performance and throughput of the IDM and the relationship of the MSE located on the 

SIPRNET. The results of the bandwidth utilization analysis will be the basis for determining future bandwidth requirements as the Enterprise Services baseline expands. The final report of the bandwidth utilization analysis shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.3.1.3 The contractor shall assist in the Push Key and IDM site surveys, deployment, and infrastructure-based security engineering assessments to determine enterprise security posture. The results of this effort will be provided to the Certification Authority for evidence in the accreditation process. The IDM Trip Reports shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.3.1.4 The contractor shall assist in the security engineering and integration analysis of evolving enterprise security solutions, such as Public Key Enabling (PKE) and Single Sign On (SSO) for the IDM enterprise. The contractor shall assist in the technical evaluation and assessments of enterprise products in the IDM distributed environment. The contractor shall provide recommended COTS solutions, via white paper, for potential integration into the IDM security framework. The security engineering and integration analysis report and white papers shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.3.1.5 The contractor shall provide security engineering, integration and IA Policy support to the IDM Program Office classified processing environment. This support shall include System and Network Security Administration technical support to assist in product evaluation and assessments. White papers shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.  

6.3.1.6 The contractor shall provide personnel to assist the
Government personnel in the various security disciplines; such as physical, traditional security and IA.  The personnel will provide support in evaluating security processes to ensure compliance with directives.  In addition, the contractor shall evaluate the draft DDOS Contingency plan, make recommendation to improve the process, and make the approved changes to the plan.  This plan will support all of the CINC, Services and Agencies supported by DISN and other Network Services (NS) Systems and assist in assuring a successful accreditation process.  In accomplishing this task, the contractor shall provide support in determining the procedures, processes and system security configurations that will facilitate the best defense against DDOS, including providing technical support in managing the NS Information Assurance Vulnerability Alert (IAVA) process and in support of the SNMP task force and corrective solutions.  This includes technical verification of installed IAVA patches on the systems to prevent DDOS and SNMP and other attacks.  Additionally, the contractor shall identify which of the identified tools will best assist the DISA Network managers and their DDOS POCs to identify and combat a denial of service attack on any of its nodes/customers. This shall include a recommendation of the best alternate communications methods during a DOS attack.  The contractor shall also be required to evaluate various network security scan tools to identify security vulnerabilities of the systems, networks, etc.  The DDOS Contingency Plan with SNMP appendix shall be developed using Data Item Description DI-MISC-80508 as a guideline.

6.3.1.7 FSO with support from other DISA organizations, pro
vider organizations (i.e. Central Design Activities and Software Support Organizations), and other contract vehicles, generates Security Technical Implementation Guidelines (STIG)s.  DISA and their customers use the STIGs as guidance and requirements to secure their operating environments.  The contractor shall provide detailed technical input into the DISA STIGs based on technical expertise and lessons learned, as associated with work specified in this SOW.  This input shall be submitted via participation in the annual FSO sponsored STIG working groups.  The applicable STIGs are listed below:

MVS

Logical Partition

Windows Operating Systems

Network Infrastructure

UNIX

Web Server

Database

Desktop Application

Enclave

Use the latest version of the appropriate STIG as a guide for the amount of detail and writing style for the required STIG inputs.  Nominally this requirement is an average of twice per month.  All activities associated with this task shall be reported as part of the monthly status report (MSR).

7.  Place of Performance: 

7.1 Primary place of performance.  The contractor shall perform the majority of work for this development at Government facilities in the United States, including Hawaii and Alaska, as well as in Overseas locations (Europe/Asia). The NS13 primary place of work will be at the DISA Eagle Center for Technology building, Falls Church, VA.  It is estimated that two TDYs will be required to DISA locations within the CONUS. 

TRAVEL.  The contractor shall be required to travel in the United States, including Hawaii and Alaska, as well as overseas in Europe and Asia.  Testing will be a minimum of five days in length.  All travel will be for supporting the development IAW paragraph 3.0 and 6.0 through 6.2.1.7 of the SOW. This travel, as tasked by the TM, includes the following locations:
	PURPOSE
	FROM
	TO
	# TRIPS
	# CONTRACTOR
	# DAYS

	Certification/ Compliance Validations
	NCR
	EUROPE
	 13
	1
	7DAYS EA

	
	
	ASIA
	 6
	1
	5DAYS EA

	
	
	CONUS ex:CA/AZ/MO/UT/

OH/FL/SC/NC/HI
	  73
	 2
	5DAYS EA except Hawaii – 7DAYS EA

	
	
	NOTE:  Trips and number of contractors may vary as determined by the Task Manager.  Several European and Asian trips may be consolidated in one action; therefore, the TDY may be longer than 2 weeks for such trips. CONUS includes Alaska


7.2  Travel Requirements.  The Government will review for approval all travel orders under this TO, prior to travel taking place.      

8.  Period of Performance: The period of performance for this Task Order is 365 days from 10 February 2002.

9.  Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM

Minutes
	UDI-A-23083A


	15 days after award 
	4
	Standard 

Distribution*
	Final 

	6.1.2
	Management Plan/

POA 
	DI-MGMT-80347


	15 days after receipt of TIM Minutes/ updates to plan 5 days from update
	1 HC

1 SC
	Two Copies to TM   Letter Only to KO
	Final

	6.1.3
	Monthly Status Rpt
	DID-MGMT-80227
	Last Thursday of Month
	2
	Two Copies to TM; Letter Only to KO
	

	6.1.4
	Quarterly In-Progress Reviews
	No specified format.
	Within 90 days of task award.
	4
	In person or via teleconference.
	Quarterly

	6.1.4
	Process Review Minutes
	UDI-A-23083A 
	10 days after process review
	2
	Two Copies to TM; Letter Only to KO
	

	6.1.5
	Time Accounting System Report
	As provided by FSO
	10 working days after end of accounting period
	1 SC
	**Standard 

Distribution
	Monthly

	6.2.1
	Formal Report
	DID- MISC-80508
	Formal - 10 days from completion and/or as directed by team leader
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1
	DOD PKI, Push Key System Security Authorization Agreement (SSAA)
	DID-MISC-80508
	Delivered to the government prior to C&A testing identified and planned by the government.
	3
	Two (2) softcopies and one (1) hardcopy.
	Final

	6.2.1.1
	Reports
	DID-MISC-80508
	3 days from formal tasking
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1.2
	Reports
	DI-MISC-80508


	Immediate in field in test environment (report as directed by Test Director)

Trip reports 10 days from conclusion of trip

	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.3
	Report
	DI-MISC-80508


	10 days from end of trip
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.5
	Minutes Working Groups/Meetings
	UDI-A-23083A
	3 days after conclusion of meeting
	3
	Three Copies to TM; Letter Only to KO
	

	6.2.1.6
	White Papers
	DID-MISC-80508
	5 days from assignment
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1.7


	Report on the execution of ST&E Plan and Procedures, automated tools.  
Trip Report
	DI-MISC-80508


	Immediate in field in test environment

(report as directed by Test Director)

Trip reports 10 days from conclusion of trip
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.3.1.1


	Report on the IDM Security Engineering, integration and IA technologies.  
White Paper

Briefings
	DI-MISC-80508


	Immediate in field in test environment

White Papers

Briefings, normally 10 working days after tasking
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final


	6.3.1.2


	Report on the IDM Bandwidth Utilization and Performance

White Paper
	DI-MISC-80508


	Immediate in field in test environment

White Papers as required 10 working days after tasking
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.3.1.3


	Report on the security site survey and enterprise security posture.  
Trip Report


	DI-MISC-80508


	Immediate in field in test environment

(report as directed by Test Director)

Trip reports 10 days from conclusion of trip
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.3.1.4


	Report on the integration of enterprise wide security solutions.

White Paper

Briefings
	DI-MISC-80508


	Immediate in field in test environment

(report as directed by Test Director)

Trip reports 10 days from conclusion of trip
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.3.1.5


	White Paper

Briefings
	DI-MISC-80508


	White Papers

Briefings

10 working days after notification
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.3.1.6
	DDOS Contingency Plan with SNMP Appendix
	DI-MISC-80508
	Final contingency plan 60 days after notification
	1 HC

1 SC
	Two Copies to TM NS POC, Letter Only to KO
	Final


*Standard Distribution
1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

1 copy of the transmittal letter and the deliverable to the Primary TM

Deliverables will be provided in contractor-determined format
Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, white papers, etc., will be in Word, Office 2000 version. Softcopy for briefings will be in PowerPoint, Office 2000 version.
10.  Security.  The following security requirements shall apply to this effort.

10.1  Access to Information/Personnel Security Clearances.  

10.1.1  Classified Information.  All contractor personnel will have access to information classified up to and including SECRET.  All contractor personnel performing assessments could have access to Top Secret SCI information.  Therefore, all contractor personnel shall have an active SECRET clearance, and those performing assessments must have a Top Secret Special Compartmented Information (SCI) clearance.

10.1.2  Sensitive Information.  All contractor personnel, with the exception of certain administrative and management personnel, will have access to sensitive information, and computer operating systems containing this information.  Contractor personnel meeting any of the conditions listed above shall have designated ADP‑I sensitive positions in accordance with paragraph 3‑614, DOD  5200.2‑R, Personnel Security Program, dated January 1987.  These personnel shall have a favorable Single Scope Background Investigation (SSBI).  

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (MPS6)

ATTN: Personnel Security

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

Access to government facilities will be granted on a need-to-know and a clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): The Government shall provide the Contractor with appropriate policy, guidance, access to pertinent government systems, and documentation.  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to the DOD Instruction 5200.40, DOD Information Technology Security Certification and Accreditation Process (DITSCAP), dated 30 Dec 1997, CJCSI 6211.02A, DISN and Connection Systems, and the DODD5200.28, Security Requirements for Automated Information Systems, dated 21 March 1988. Government directives, regulations, publications can be downloaded from “//web7.whs.osd.mil” and “//iase.disa.mil”. The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits. 

The contractor must identify any additional GFE/GFI within 14 days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor will coordinate requirements with the Task Monitor (TM) and Contracting Officer’s Representative (COR).  The Government will facilitate the contractor's access to the data required in support of this work effort.   Final disposition of GFE will be handled through the customer’s property management department.  Contractor purchased software and hardware: Contractor will purchase hardware and software, as identified by the TM, to fulfill testing requirements.  

NS13:  The Contractor Furnished Equipment (CFE).  Due to funding constraints, the Government is not able to provide contractor personnel with regular and consistent access to computing equipment of sufficient processing power necessary to complete the work envisioned under this task order.  Accordingly, the contractor shall purchase and provide the two FTE personnel working on this task order with the following items described below and account for them as Government Furnished Equipment (GFE) until ownership is transferred to the government, NLT 31 Oct 2002.

One 1.3 GHz or faster laptop computers, equipped with 512 MB of RAM, a 30 GHZ hard drive, a CD-RW, an internal zip drive, a built-in network card for connection to the DISANet either at the main Government site or at an alternate Government site, an analog modem, a 18-inch or larger flat panel monitor, and a docking station which shall permit the laptop to function as a workstation when deployed at the main Government site or another fixed site.  This laptop, which shall function both as a Workstation when used at the main Government site or as a laptop during travel, shall contain the MS Windows 2000 operating system, the MS Office 2000 Pro version office automatic suite.  Prior to purchase, the contractor shall determine the optimal software configuration for this laptop in order to ensure that it can be used at the main Government site (DISA Network compliant), at a minimum, and at other sites TBD.  The contractor may install other software on this laptop computer to the extent that such software does not interfere with the proper functioning of necessary DISA installed or maintained software.  One portable printer compatible with the above systems and a 4.1 mega pixel digital camera with two 128-MB memory cards.

12.  Packaging, Packing, and Shipping: Not applicable 
13.  Inspection and Acceptance: Not applicable.
14.  Other Pertinent Information or Special Considerations:  


a.  Information Systems Security Certification (e.g., CISSP CISA, NSA ISSO) will be considered a plus.

b.  Year 2000 Compliance.  All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, the years 1999 and 2000, and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.  To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government.

c.  Identification of Possible Follow-on Work.  Not applicable.

d.  Identification of Potential Conflicts of Interest (COI).  Not applicable 
     e.  Identification of Non-Disclosure Requirements.  Not Applicable
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