	ORDER FOR SUPPLIES OR SERVICES
	PAGE 1 OF 1

	1.  CONTRACT/PURCH ORDER/AGREEMENT NO.

DCA200-00-D-5013
	2.  DELIVERY ORDER/CALL NO.

0011
	3.  DATE OF ORDER/CALL

2002 Feb 12
	4.  REQUISITION/PURCH REQUEST. NO.

See Block 17
	5.  PRIORITY



	6.  ISSUED BY
CODE
	HC1013
	7.  ADMINISTERED BY (If other than 6)
CODE
	
	8.  DELIVERY FOB

	DISA/DITCO/DTS32

2300 East Drive, Scott AFB, IL  62225-5406

Atttn:  


	DISA/DITCO/DTS32

2300 East Drive, Scott AFB, IL  62225-5406

Atttn:  
	   X   DESTINATION

 FORMCHECKBOX 
 OTHER

(See Schedule if other)

	9.  CONTRACTOR
CAGE
	52939
	FACILITY
	
	10. DELIVERY TO FOB POINT BY (Date)

(YYYYMMMDD)

See Schedule
	11. X IF BUSINESS IS

	
	Computer Sciences Corporation

3160 Fairview Park Drive

Falls Church, VA  22042
DUNS:  043991108


TIN:   952043126

	
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

	SMALL

SMALL DISAD-

VANTAGED

WOMEN-OWNED

	
	
	 12.  DISCOUNT TERMS


	
	

	
	
	 13.  MAIL INVOICES TO THE ADDRESS IN BLOCK

15

	14.  SHIP TO
CODE
	
	15.  PAYMENT WILL BE MADE BY
CODE
	     
	MARK ALL PACKAGES AND PAPERS WITH IDENTIFICATION NUMBERS IN BLOCK 1 AND 2.

	See Schedule
	DFAS PE

Mail Invoices to:  DITCO/DTC4/FMO, 2300 East Drive

(M/F Contract Number)

Scott AFB, IL  62225-5406


	

	16.

TYPE

OF

ORDER
	DELIVERY/

CALL
	X
	This delivery order/call is issued on another Government agency or in accordance with and subject to terms and conditions of above numbered contract.

	
	PURCHASE
	  
	Reference your         furnish the following on terms specified herein.

	
	
	
	ACCEPTANCE.  THE CONTRACTOR HEREBY ACCEPTS THEIR OFFER REPRESENTED BY THE NUMBERED PURCHASE ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME

	
	     
	
	
	
	
	
	
     
	

	
	NAME OF CONTRACTOR
	
	SIGNATURE
	
	TYPED NAME AND TITLE
	
	DATE SIGNED

	 FORMCHECKBOX 
  If this box is marked, supplier must sign Acceptance and return the following number of copies:       


	17.  ACCOUNTING AND APPROPRIATION DATA/LOCAL USE:

	AA:  97X4930.5F20 000 C1013 0 068142 2F 255011, MIPR: DAEMZ24015  $982,533.33 



	18. ITEM NO.
	19.  SCHEDULE OF SUPPLIES/SERVICES
	20. QUANTITY

ORDERED/

ACCEPTED*
	21.  UNIT
	22. UNIT PRICE
	23.  AMOUNT

	0001
	Provide services to support the SIPRNet Connection Approval Office in accordance with the attached statement of work.  This is a time-and-materials order.  Period of performance is 13 Feb 02 through 12 Feb 03.  CSC proposal dated 7 Feb 02 is incorporated by reference.   
.

Time and Materials (T&M) – Not to Exceed (NTE)*


	1
	Lot
	$1,002,184.00
	
	$1,002,184.00
	

	*  If quantity accepted by the Government is same as quantity ordered, indicate by X.

If different, enter actual quantity accepted below quantity ordered and encircle.
	24.  UNITED STATES OF AMERICA
	25.  TOTAL
	$1,002,184.00*
	

	
	[image: image1.png]£a tug





	29.

DIFFERENCES
	
	

	
	BY:  LINDA K. GOFF
	CONTRACTING/ORDERING OFFICER
	
	
	

	26.  QUANTITY IN COLUMN 20 HAS BEEN
	27.  SHIP. NO.
	28.  D.O. VOUCHER NO.
	30.  INITIALS
	
	

	 FORMCHECKBOX 
 Inspected  FORMCHECKBOX 
 Received  FORMCHECKBOX 

	ACCEPTED, AND CONFORMES TO THE CONTRACT EXCEPT AS NOTED
	     
	     
	     
	
	

	     
	
	
	
	 FORMCHECKBOX 
  PARTIAL

 FORMCHECKBOX 
  FINAL
	  32.  PAID BY
	  33.  AMOUNT VERIFIED CORRECT FOR

	
	
	
	
	
	     
	

	DATE
	SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE
	31.  PAYMENT
	
	  34.  CHECK NUMBER

	  36.  I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT.
	 FORMCHECKBOX 
  COMPLETE

 FORMCHECKBOX 
  PARTIAL

 FORMCHECKBOX 
  FINAL
	
	     

	     
	
	
	
	
	
	  35.  BILL OF LADING  NO.

	
	
	
	
	
	
	     

	DATE
	SIGNATURE AND TITLE OF CERTIFYING OFFICER
	
	
	
	

	37. RECEIVED

AT
	  38.  RECEIVED BY (Print)
	39. DATE RECEIVED

(YYYYMMMDD)
	40.  TOTAL

CONTAINERS
	  41.  S/R ACCOUNT NUMBER
	  42.  S/R VOUCHER NO.

	
	
	
	
	     
	     

	     
	
	     
	     
	
	


DD FORM 1155, JAN 1998 (EG)
PREVIOUS EDITION MAY BE USED

‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

SIPRNET CONNECTION APPROVAL OFFICE (SCAO) SUPPORT
as of 31 December 2001
	Contract Number:
	DCA200-00-D-5013

	Order Number:
	0011

	Tracking Number:
	00083

	Previous Order Number:
	DCA100-95-D-0103-0119


1.  Points of Contact

2.  Order Title:  Secret Internet Protocol Router Network (SIPRNet) Connection Approval Office (SCAO) Support

3.  Background:  The Defense Information Systems Agency, Defense Information Systems Network (DISN) Data Services, NS52, executes the Department of Defense (DoD) Mission to assess the security posture of service and agency hosts and sub-networks connected to the Defense Information Infrastructure (DII).  The mission is to execute DOD and Non-DOD requirements and processes leading to the accreditation of computers, systems, and networks, provide information system security design and evaluation guidance, interconnectivity with coalition activities and validate and enforce that security requirements and standards have been met.  In support of this mission, this task delineates Contractor support in assuring that DOD Service and Agency information systems and technology are secure and meet all applicable certification and accreditation requirements.
4.  Objectives: The Contractor will provide technical security expertise in planning, preparing and executing the Defense Information Systems Network (DISN) Secret Internet Protocol Router Network (SIPRNet) Connection Approval Office (SCAO) requirements for DOD Service and Agency Information Systems.  This work includes, but is not limited to, ensuring compliance with the connection rules, assessing local and wide area subscriber environments security posture and topology, reviewing security relevant documentation, and preparing technical papers discussion the results of this analysis.  This work also includes Connection Compliance Assessment efforts, assessing the local subscriber environment information system and technology's security posture for compliance with policies and directives.

The Contractor shall:

· Research and prepare certification and accreditation technical white papers and identify shortfalls in security policy, technology, and management, as necessary.

· Provide INFOSEC technical and engineering expertise to DISA NS52.

· Document the result of service and agency local accreditation activities in white papers, briefings, and appendices to existing documentation, as necessary.

· Assist in evaluating automated network scanner tool(s), i.e., Internet Security Scanner (ISS), used in the DISN SIPRNet and High Assurance Guard Connection Approval Process (CAP).

· Research new technologies as it pertains to DISN SIPRNet CAP requirements and recommend solutions.

· Assist in the research of DOD service and agency local accreditation activities, as necessary.

5.  Scope:  This task falls within the scope of the I Assure Contract Task Areas 1 and 4 as listed below.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management 

 6.1.1
Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2
Subtask 2 - TO Management.  Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.
 6.1.3
Subtask 3 - Initial Technical Interchange Meeting (TIM).  A TIM will be held within 15 days after delivery order award for the purpose of reviewing the requirement and establishing firm delivery dates for each deliverable.  The contractor shall prepare a Plan of Accomplishment (POA), which will address any changes addressed in the TIM and serve as the vehicle that establishes firm delivery dates for incremental deliverables.

6.2  Task 4:  Connection Approval Process (CAP) Support

Subtask 1 - DISN SIPRNet and High Assurance Guard CAP

The contractor shall provide INFOSEC technical and engineering expertise to assess the impact of over 1000 new and existing connections to the DISN SIPRNet and High Assurance Guard.  This expertise will assess the local subscriber environment to ensure compliance with the DISN SCAO requirements.  The technical expertise shall include Senior, Intermediate, and Junior INFOSEC Analysts, and INFOSEC System Engineers with experience on UNIX (HP, SUN, etc.) Windows NT, and Linux.  Specific support shall include:

6.2.1  Review DOD service and agency DISN SCAO packages for compliance with DOD, JS, and DISA INFOSEC requirements in Local Area Network (LAN) and Wide Area Network (WAN) environments.  Assess documented and implemented security features and mechanisms (Router, HAG, KG/KIV/NES, PDS, etc.), System Connectivity Drawing/Configuration/Topology, SIPRNet Access Assessment, Accreditation Statement, Consent to Monitor Statement, and other security documents (i.e., DoD Information Technology Security Certification and Accreditation Process (DITSCAP), System Security Authorization Agreement (SSAA), CONOPS, Security Plan, MOA/MOU, etc.).

6.2.2  Technical Assessment/remote analysis of the local subscriber environment (LSE) to access vulnerabilities.  Automated network scanner tool(s), i.e., Internet Security Scanner (ISS), will be used to perform this remote analysis as well as on-site analysis when necessary.  

6.2.3  Local Purchase of Government Furnished Equipment.

6.2.3.1  The Government will provide Other Direct Costs funding in the amount of up to $150,000.00 to the contractor to purchase eleven (11) Internet Security Scanner (ISS) licenses before the end of the annual license period, 30 July 2002.

6.2.3.2  The ISS licenses will be delivered to the Government place of performance site and released to the Government representative on a GFE DD1149 form or equivalent receipt.  

6.2.4  Technical expertise to support NS52, DISN Data Services, in INFOSEC Technical Support Branch working group meetings, such as the DISN Security Accreditation Working Group (DSAWG) and Service/Agency DISN CAP meetings, as necessary.

6.2.5    Generate white paper discussing LSE deviations from the DISN SCAO requirements and DSAWG-approved technologies, as necessary.  This white paper will include deviations such as non-DOD, foreign, and contractor requests for connections, architectures that integrate classified and unclassified processing environments without appropriate High Assurance Guard (HAG) technologies, etc.

6.2.6  Update, maintain and compile reports from the DISN SCAO databases (SCAP, Oracle, etc.), as necessary. 

7.  Place of Performance:  The work shall be performed at Government sites in the Washington, District of Columbia, metropolitan area and Contractor facilities in the Washington, District of Columbia metropolitan area.  

8.  Period of Performance:  The period of performance for this Task Order shall be 365 days after award.
9.  Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TO Management Plan
	Contractor Format 

Two hard and one soft copies (MS Word, 3.5 inch floppy) of each
	10 days after

task award 
	5
	As Below*
	Draft - 15

Final - 30

	6.1.2
	Monthly Status Report
	DI-MGMT-80368

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	15th of every month
	3
	Two Copies to TM; Letter Only to KO
	Monthly, on 15th 

	6.2.1, 6.2.2
	Technical Report of the Local Subscriber Environment
	DI-MISC-80508

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	5 days from    COR/TTM       notification
	3
	As Below*
	5 days from    COR/TTM       notification

	6.2.2, 6.2.5
	White Paper / Technical Report of Technologies within the Local Subscriber Environment
	DI-MISC-80508

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	10 days from   COR/TTM       notification
	3
	As Below*
	10 days from   COR/TTM       notification

	6.2.5
	DISN SIPRNet CAP Report
	DI-MISC-80508

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	2 days after COR/TTM notification
	3
	As Below*
	2 days after COR/TTM notification



	6.2.3.1  
	Internet Security Scanner (ISS) licenses
	
	30 July 2002
	11
	
	One-Time


*Distribution:

· 1 copy of the transmittal letter and copies of deliverable to the Primary TM as specified above

10.  Security  All personnel require access to information at the Secret level at a minimum.  Those personnel performing duties using automated network scanner tools, i.e., Internet Security Systems (ISS), require access to information at the Top Secret level, and will be designated at the ADP-I level.

DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

All personnel, including subordinate contractors, supporting this task are ADP-I or ADP-II positions as required, and require a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), the Certification and Accreditation Handbook for Certifiers, the Introduction to Certification and Accreditation, the DISN Connection Security Requirements, and the DISAI 630-230-19.  The Government shall provide contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.  Government furnished office space and DISA standard configuration computer will be provided for the contractor personnel (standard government office environment).  This includes office furnishings, office supplies, access to a personal computer, telephone support, facsimile, and access to photocopy and presentation equipment.  All GFE will be Year 2000 compliant, or identified as not being Year 2000 compliant.

12.  Packaging, Packing, and Shipping:  See paragraph D1 of the “I Assure” contract.

13.  Inspection and Acceptance:  See section E1 of the “I Assure” contract.

14.  Other Pertinent Information or Special Considerations:  The Contractor will sign a non-disclosure agreement, provided by the DISN Data Services (NS52), to address any potential conflict of interest or unfair advantage for future DISN procurement.

14.1. Year 2000 Compliance.

14.1.1  All information technology provided under, or in support of, this acquisition shall be Year 2000 compliant now.  “Year 2000 compliant” means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into and between the twentieth and twenty-first centuries, the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

14.1.2  At a minimum, all information technology provided under, or in support of, this acquisition requires testing of at least a representative sampling of the information technology that is delivered and the results documented in writing.  Use generally accepted commercial standards/practices for testing and documentation.  If requested, a copy of the test results shall be provided to the Government at no additional cost.

14.1.3  Year 2000 compliance (including testing) is considered to be inherent in performance specifications.  As a normal course of business, there is an expectation that there can be no degradation of or interruption in the services provided during the period of performance.  Provide steps (e.g., impact analysis, remediation, testing) to ensure that the services provided is not lost or degraded due to potential Year 2000 compliance problems.  Providing the Government with information to ensure that services are not lost or degraded due to potential Year 2000 compliance problems is considered part of a normal course of business, which won’t involve any additional cost to the Government.  If any problems are anticipated in providing uninterrupted service in the Year 2000 and the twenty-first century, advise the contracting officer as soon as possible so any adverse impact is minimized.

15.  EVALUATION CRITERIA (for competed DOs only):  Not applicable.

1
SIPR / SCAO Support

December  2001
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