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DISA/DITCO/DTS6/ANNE KAREN KELLER

2300 EAST DRIVE, KELLERA@SCOTT.DISA.MIL,

 618-229-9504, FAX: 9440

SCOTT AFB IL  62225-5406

ORDER FOR SUPPLIES OR SERVICES

PAGE 1 OF

3

SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$735,428.40

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

55162

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5011

2002Feb08

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0006

DAEMZ22006

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

ANNE (KAREN) KELLER

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

FIVE BURLINGTON WOODS DR. (DUNS 

053459053)

BURLINGTON MA  01803

ACS DEFENSE, INC.

QUANTITY

ORDERED/

ACCEPTED*

20.

HC1013

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL  62225-5406

DFAS PENSACOLA

MAIL TO: DITCO/DTC4-FMO  2300 EAST 

DRIVE/618-229-9228

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$735,428.40
	$735,428.40

	
	Information Assurance Support Services 

T&M - JIDS SENSOR GRID MANAGEMENT SUPPORT AS IN ACCORDANCE WITH SOW DATED 31 JAN 02.  PERIOD OF PERFORMANCE IS FROM 09 FEB 02 THRU 08 FEB 03 AS IN ACCORDANCE WITH ACS PROPOSAL DTD 07 FEB 02 WHICH IS INCORPORATED BY REFERENCE. 

PURCHASE REQUEST NUMBER DAEMZ22006 


	

	
	
NTE TOT MAX PRICE
	$735,428.40 

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	MIPR:  DAEMZ22006    $102,941.17 AVAILABLE FUNDS

                                         $618,067.06 FY02 SAF FUNDS 
	 

	  
	  
	  


Statement of Work For 2002

Contract Number:                 

Order Number:                    

Tracking Number:                 00085

Previous Order Number:           DCA20000D50110002

1. Points of Contact

2. Order Title:                  JIDS Sensor Grid Management

3. Background:

The Director, DISA, is charged with ensuring the Defense Information

Infrastructure (DII) contains adequate protection against attack. The focal

point for this function is the Global Network Operations and Security

Center (GNOSC) located in DISA headquarters. Specifically the GNOSC's

constituency includes CINCs, Services, Defense Agencies and Components,

Joint Staff and Office of the Secretary of Defense. To provide operational

INFOSEC support to the Defense community, the Director, DISA, has integrated the DoD CERT JIDS Sensor Grid Management Team with the GNOSC network management functions. This team will support the testing and development of new sensors and new tools for the sensor grid. This Team supports the application of the life-cycle management processes of configuration, accounting, performance, and security management of the Joint Intrusion Detection Systems (JIDS). 

4. Objectives:

The objective of this contract is to provide support to the DISA DOD-CERT in a number of areas such as testing and evaluation, configuration management, technical IA mission support and IA management as assigned by the TM and optimization planning for the DISA deployed IDS Network. Resulting products/services to include, leading-edge IA technical intrusion detection systems (IDS) expertise and advice; development and maintenance of task scheduling data relative to the JIDS Sensor Grid activities; development and maintenance of the Sensor Grid strategic integration plans; and technical support to the Regional Computer Emergency Response Teams (RCERTs) in their day-to-day operation of the JIDS under their control.

Standards: The contractor shall comply with appropriate DOD-approved architectures, programs, standards and guidelines (e.g. DII Strategic Technical Guidance (STG), Technical Architecture Framework for Information Management (TAFIM), DII Common Operating Environment (COE), Defense Information Systems Network (DISN), Shared Data Environment (SHADE), etc.).

5. Scope:

Task Areas:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

The contractor shall oversee the maintenance of the Intrusion Detection Systems. Oversight is necessary to ensure that all appropriate patches for the current operating system software are implemented. The contractor also needs to ensure that the appropriate version of the actual IDS software is installed and operating correctly. The contractor shall manage the process of upgrading software, adding software and applying patches. The software upgrades and additions will be completed by the supporting Regional Computer Emergency Response Team (RCERT). However, by managing the update process, the contractor will ensure that updates are performed correctly and in a timely fashion. The contractor will serve as a back-up to the RCERTs and will upgrade and/or add software if the supporting RCERT is unable to do so in a timely manner. The installed configurations will be documented in a government furnished databases.

6. Specific Tasks:

6.1       Task 1 - Contract-Level and TO Management

6.1.1     Subtask 1 - Integration Management Control Planning.

          Provide the technical (task order level) and functional

          activities at the Contract Level needed for the Program

          Management of this SOW. Include productivity and management

          methods such as Quality Assurance, Progress/status reporting, and

          Program Reviews at the Contract and Task Order level. Provide the

          centralized administrative, clerical, documentation and related

          functions. Cooperation/Coordination with Other Contractors. There

          may be multiple contractors (i.e. from more than one contract

    vehicle/company) supporting OP5, Defense Enterprise Computer Ctrs. (DECCs)

          Regional Computer Emergency Response Teams (RCERTs), and

          other locations, tasked to work on the same or related

          activities. The contractor shall work with these other

          contractors as required to accomplish Government requirements,

          goals and objectives as efficiently and effectively as possible.

          This may include, but is not limited to sharing of/coordinating

          information resulting from the work required by this SOW or

          pervious Government efforts, and/or working as a team to perform

          tasks/activities in concert.

6.1.2     Subtask 2 - TO Management.

          Prepare TO Management Plan describing the technical approach,

          organizational resources and management controls to be employed

          to meet the cost, performance and schedule requirements

          throughout TO execution. Provide a monthly status report

          monitoring the quality assurance, progress/status reporting, and

          program reviews applied to the TO (as appropriate to the specific

          nature of the SOW).

6.2 Management of Joint Intrusion Detection Systems 

The contractor shall oversee the maintenance of the Intrusion Detection Systems. Oversight is necessary to ensure that all appropriate patches for the current operating system software are implemented. The contractor also needs to ensure that the appropriate version of the actual IDS software is installed and operating correctly. The contractor shall manage the process of upgrading software, adding software and applying patches. The software upgrades and additions will be completed by the supporting Regional Computer Emergency Response Team (RCERT). However, by managing the update process, the contractor will ensure that updates are performed correctly and in a timely fashion. The contractor will serve as a back-up to the RCERTs and will upgrade and/or add software if the supporting RCERT is unable to do so in a timely manner. The installed configurations will be documented in a government furnished database.

6.2.1 Subtask1 – Establish a configuration control process for upgrading the    Joint Intrusion Detection Systems (JIDs)

6.2.2 Subtask2 - Monitor the health, welfare and security of the Joint Intrusion Detection Systems

Monitor the health and welfare and security of the DISA managed Joint Intrusion Detection Systems(JIDs) using Government furnished monitoring tools. Identify, report, and support the restoration of alarm conditions in accordance with standard operating procedures. Specifically, the contractor shall pay special heed to the monitoring for JID outages.

6.2.3 Subtask3 - To ensure the security of the JIDs, the contractor shall monitor IAVAs and bring the JIDs into compliance with any outstanding IAVA.

6.2.4 Subtask4 – To ensure the security of the JIDs, the contractor shall monitor open source security bulletins and alert the TM to any security issues that the contractor believes may impact the JIDs.

6.2.5 Subtask4 – Participate in Security Readiness Reviews (SRRs) of the JIDs

The contractor shall participate in the SRR process as it relates to JIDs in an attempt to keep the JID’s certification current. The contractor shall prepare appropriate documentation and coordinate/perform resolution of SRR findings.

6.2.6 Subtask5 – Maintain the JIDs password database.

6.3 Maintain a local correlation tool for those JIDs that have not been 

    assigned to an RCERT and are only monitored by DOD-CERT. 

6.4 Support for Sensor Grid Enhancement Efforts

    The contractor shall provide support to the Sensor Grid Enhancement 

efforts by integrating, configuring, testing and evaluating new hardware and software that is under consideration for the use on the sensor grid. This work will be directed by the TM.

6.4.1 Subtask1 – The contractors shall develop and maintain written test plans and procedures for any new hardware or software that they may be asked to test for the sensor grid.

6.4.2 Subtask2 – The contractor shall build, integrate and test new configurations of software and hardware for the sensor grid as directed by the TM. 

6.4.3 Subtask3 – The contractors shall provide, in writing, their expert evaluation of the new sensor grid hardware/software configurations.

6.5 Sensor Grid Management Support

The contractor shall assist with the overall management and coordination of the Sensor grid program and related activities. Support provided under this task includes support for establishing briefings, meetings and conferences regarding sensor grid activities. The contractor shall produce briefing materials as needed to facilitate such efforts.

6.6 IA Operations Mission Support

The contractor shall provide information on sensor grid support activities for inclusion in the Weekly Activity Report (WAR). In addition, a monthly and annual operational status report will also be provided.

6.7 GNOSC Website Support

The contractor shall assist with the maintenance of a “protected” World Wide Web (WWW) page that provides linkages to sensor grid and other information assurance program information contained in pages that are maintained throughout DOD. This lead-in web page will categorize information on a functional basis allowing users to access information without knowledge of the DISA organization. 

7. Place of Performance:

Both Contractor and Government Offices.

The contractor shall support meetings at the Government facilities in the Washington, DC vicinity or other local areas as required by the Government.

8. Period of Performance:

Calendar days after TO award: 365 days

9. Deliverable/Delivery Schedule:

	SOW Task
	Deliverable Title
	CDRL#

And

DID#
	Due

Date
	Copies
	Distribution
	Frequency and                                                 Remarks

	6.1                                           
	Management Plan
	TBD/

DI-MGMT-80004               
	Calendar days after TO award: 15 
	3                                                
	1-TTM,1-ATTM, 1-COR
	Government review in 14 days. Final submission 7 days after receipt of government comments.

	6.2        
	Presentation Materials (PMR)
	TBD/

DI-AMDN-81373     
	Calendar                                         days after TO award: 
	1                                                                               
	1-TTM 
	As required.

	6.5        
	Status Report 
	TBD/

DI-MGNT-80368
	Calendar                                         days after TO award: 30 days
	3         
	1-TTM,1-ATTM, 1-COR
	Monthly updates thereafter.

	6.5                                         
	Technical Report 
	TBD/

DI-MISC-80508                                                                          
	Calendar                                                                        days after TO award: 30
	3                                                                               
	1-TTM,1-ATTM, 1-COR
	Monthly updates thereafter. Recommendation for Technical Improvement or insertion.

	6.6                                                                        
	Technical Report (IDS Strategic Plan)
	TBD/

DI-MISC-80508
	Calendar                                                                        days after event: 90 days
	3       
	1-TTM,1-ATTM, 1-COR 
	1st Draft – 60 days after new JIDS software is received. Final – 90 days after new JIDS software is received.

	6.3.4                                          
	Sensor Grid Page Update
	TBD/TBD
	Calendar                                                                        days after event.
	0                                                                               
	
	An update to the “protected” sensor grid web page will be made within 48 hours of a change in information pertaining to the JIDS (e.g. new version release, IAVA status, customer support notice, etc.).


10. Security:

Top Secret. Work to be done under this TO can be at the TOP SECRET level with required SCI access.

The Government will provide the contractor access to appropriate DISA facilities. The Government will provide the contractor escorted entry to controlled areas. All contractor personnel should be capable of obtaining a TOP SECRET clearance with access to the SCI. All contractor personnel shall wear badges or nameplates that identify the company or contractor for which they work while performing any work related activity on Government facilities.

Contractor Generated Documents. Contractor personnel will generate or

handle documents that contain FOUO information, at both Government and

contractor facilities. Contractor will have access to, generate, and handle

classified material at government facilities only.

Security Procedures. All contractor personnel working on or managing this

effort shall strictly adhere to DISA and DOD security regulations and

procedures as outlined in the Contract Security Classification

Specification Implementation Guide, Appendix E, Paragraph E.1.

11. GFE/GFI:

All contractor personnel performing work at a Government location will be

furnished with a Government office environment. This includes access to

workspace, office supplies, access to a personal computer, telephone

facsimile, and access photocopy and presentation equipment. 

GFI: the Government will furnish information necessary for the contractor to complete the tasks.

- If beneficial to the Government, the Government may request contractor

personnel working on this effort to attend Government provided or sponsored

training, relating to SOW technical areas.

- All applicable standard operating procedures.

12. Packaging, Packing and Shipping:

See IASSURE Contract.

13. Inspection and Acceptance:

Acceptance criteria. The TM will review all draft and final deliverables to

ensure accuracy, functionality, completeness, professional quality, and

overall compliance within the guidelines/requirements of the delivery

order. Unless otherwise indicated, the government will require 20 workdays

to review and comment on deliverables. If the deliverable does not meet the

noted criteria the Government in accordance with the CDRL will return it.

Rejection Procedures. A rejected deliverable will be handled in the

following manner.

- After notification that the deliverable did not meet the acceptance

criteria the contractor shall resubmit updated/corrected version 15

workdays after receipt of government comments.

- Upon re-submission by the contractor the Government will reapply the same

acceptance criteria. If the deliverable does not meet the acceptance

criteria a second time the government might consider the contractor as

having deficient performance with respect to the subject task.

14. Other Pertinent Information:

Intellectual Property Rights. All specified draft and final deliverables become the property of DISA. The details of any and all security countermeasures that the contractor may develop under this contract, including software, will become the property of DISA. The contractor shall ensure the accuracy and completeness of all deliverables in accordance with referenced policy, regulations, laws, and directives. Errors, misleading statements, and/or incomplete information discovered shall be considered defects and will be subject to correction by the contractor at no additional cost to DISA. 

24/7 Emergency Ramp-up: During times of emergency, the sensor grid team may need to be staffed by at least one person 24/7 for short periods of time. The contractor is expected to meet this requirement in the short term. If the government determines a long-term need for 24/7 staffing, this contract will be amended. For planning purposes this period should not exceed two weeks. 

[end]

