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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$1,205,992.00
	$1,205,992.00

	
	Provide services for the Defense Message System (DMS) Medium Grade Service (MGS) Integration Support in accordance with the attached SOW.  Period of performance is 21 Mar 02 through 20 Mar 03.  This is a time-and-materials order.  SRA revised proposal dated 8 Mar 02 as modified on 21 Mar 02 is incorporated by reference. 

PURCHASE REQUEST NUMBER DAPMZ27020 


	

	
	
TOT ESTIMATED PRICE
	$1,205,992.00 NTE

	
	

	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 00 C1013 0 068142 2F 255011 
	

	AMOUNT:  
	$652,870.58 (DAPMZ27020) 
	 

	  
	$529,474.52 (DAEMZ25005)
	  

	
	
	

	
	
	

	
	
	


I ASSURE TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

 (V1.2, February 6, 2002)
	Contract Number:
	DCA200-00-D-5018

	Order Number:
	0009

	Tracking Number:
	00087.00

	Previous Order Number:
	DCA200-00-D-5018-0003


1. Points of Contact:

1.1. 
	
	

	
	

	
	


	
	

	
	

	
	


1.2. 
	
	

	
	

	
	


	
	

	
	

	
	


2. Order Title:  Defense Message System (DMS) Medium Grade Service (MGS) Integration Support.

Background – DMS:  The Defense Message System capitalizes on existing and emerging messaging technologies to meet DoD requirements for secure, accountable, writer-to-reader organizational and individual messaging. DMS incorporates messaging, directory, security and management technologies.  DMS must provide approved secure messaging and directory services to support closure of AUTODIN.  A contract was awarded to Lockheed Martin Federal Systems in May 1995 for the design, integration, testing, implementation and maintenance of DMS. The United States Air Force (USAF), Headquarters Standard Systems Group manages the DMS Contract (Contract Number F01620-95-D-0001.  Other sources will become available through future Government commodity contracts.  For additional information the DISA DMS PMO maintains a public homepage at www.disa.mil/d2/dms/.

Background - Medium Grade Services (MGS) secure COTS email:  MGS is a simple, cost effective and efficient alternative to the Defense Message System “High Grade” messaging service, for sensitive but unclassified (SBU) individual email.  MGS is enabling the Department of Defense to match messaging services to the criticality and security requirements of the mission. MGS leverages the DoD Public Key Infrastructure (PKI) and employs commercial off-the-shelf (COTS) products, exclusively.  It uses Simple Mail Transfer Protocol (SMTP) for messaging services, Light weight Directory Access Protocol (LDAP) for directory services, Secure Multipurpose Internet Mail Extension (S/MIME) for data encryption and digital signatures and X.509 Version 3 certificates (provided via software tokens) for individual identity.  It provides secure, interoperable messaging in an open, multi-vendor environment to tens of thousands of users worldwide, today.

3. Objectives:  

A key objective of this task will be to support the continued development, testing and documentation of MGS capabilities across the Department, worldwide.  This will involve the setup and operation of test and help desk facilities, drafting and updating technical documentation, assisting DoD system administrators and users with MGS implementations, providing level three help desk support, and potentially, the development, testing and implementation of an approved role-based messaging capability.  This task will also require research into emerging messaging capabilities, such as wireless, that are or may soon be compatible with MGS and DoD PKI.

4. Scope:  

The scope of this task order is to provide technical support to the Center for C2 Messaging Applications in its mission to provide secure messaging capabilities to DOD Warfighters and organizations.  This task order supports DMS requirements in the areas of High Grade and Medium Grade Services.   Specific services addressed in the SOW are identified in paragraph 5 of this SOW.
5. Specific Tasks:

· Task Area 1 - Contract–Level and TO Management.
· Task Area 2 - Secure COTS Email Product Evaluations.
· Task Area 3 – Industry and Government Customer Interaction
· Task Area 4 – Testing with the Common Access Card (CAC)
· Task Area 5 – Interoperability Testing with the DMS High Grade Client
· Task Area 6 – DMS MGS Web Site
· Task Area 7 – Implementations of Secure COTS Email
· Task Area 8 – Training Support.
· Task Area 9 - Support to DoD Exercises PK Enabling of Email Applications and Secure COTS Email Migration
· Task Area 10– Role Based Messaging Capability.
5.1. Task Area 1 - Contract–Level and TO Management.

5.1.1. Subtask 1 – Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

5.1.2. Subtask 2 - TO Management.

Prepare TO Management Plan (TOMP) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.

5.1.3. Subtask 3 - In-Process Reviews.

The Contractor shall hold In-Process Reviews (IPRs) as needed and provide information regarding TO status, e.g., work progress, cost, funding profiles, and schedule data.  IPRs will provide for an interchange between the government and contractor, during the execution of the task order (e.g., approval of system requirements, review of the system design, reviewing the results of functional testing).  The contractor shall, as a minimum, hold an IPR for the DMS Program Manager once each quarter.

5.2. Task Area 2 - Secure COTS Email Product Evaluations.

The Contractor shall assist the Government with testing the interoperability of COTS products used for Secure COTS Email.  Through coordination with the Government and the selected vendor(s), the Contractor shall:

· Develop and maintain an overall test plan for the verification of vendor product features and their compliance with Secure COTS Email requirements.

· Determine the scope of the testing required and the test procedures to be used.  These recommendations shall be summarized in an overall Secure COTS Email Product Test Plan document submitted to the Task Monitor.

· Work with the applicable vendor(s) as necessary in evaluating whether the email product conforms to Secure COTS Email requirements.

· Test the products for interoperability, acceptance of DoD PKI Class 3 certificates, and user interfaces.  The tests will be conducted in accordance with the Secure COTS Email Product Test Plan.  Results of all email product evaluations shall be made available on the DISA Secure COTS Email Web page, and shall be updated on a regular (at least bi-weekly) basis.  New material or updates shall follow the guidelines outlined in the DISA/NCS WWW Handbook in its content and format, and adhere to the prescribed approval process for posting new or updated information.   
5.3. Task Area 3 – Industry and Government Customer Interaction

The Contractor shall support the Government with attendance and participation at Government Conferences (i.e., PKI or DMS).  Specifically, the contractor shall
· Provide and staff an MGS booth at selected Government conferences, to include demonstration of secure COTS email products and handout materials such as MGS related Quick Reference Guides.  Proposed booth layout and selection of handout materials will be presented to the task monitor for advance approval.  For planning purposes, the DMS Conference and the DoD PKI conferences will be supported in 2002.
· Prepare briefing materials and/or make MGS related presentations at conference workshops.  
· 
· 
· 
· 
· 
· 
5.4. Task Area 4 – Testing with the Common Access Card (CAC)

Secure COTS email users will eventually use the Common Access Card for “hard token” authentication of secure transactions.  The Contractor will obtain the CAC and card reader hardware and software from available sources, as directed by the Task Monitor.  The CAC will be tested as part of the Secure COTS email testing.  Test scripts will be documented, and will be contained in the Secure COTS email test plan.

5.5. Task Area 5 – Interoperability Testing with the DMS High Grade Clients
This task will involve testing coexistence of each of the DMS High Grade Microsoft and Lotus clients and MGS on the same workstation.  This will also involve testing both the DMS High Grade Fortezza card and the Common Access Card on the same workstation.  The DMS High Grade interoperability testing will be tested as part of the Secure COTS Email Product testing.  Test scripts will be documented, and will be contained in the Secure COTS Email Product test plan.

5.6. Task Area 6 – DMS MGS Web Site

The DMS Program Manager uses the DMS MGS Web site to support the implementation of DMS MGS by providing information on the DMS MGS program, processes and procedures, and general information including links to other DoD and vendor sites.  The Contractor shall continue to maintain and update the DMS MGS Web site.  The DMS MGS is a DISA web site and is required to follow the guidelines outlined in the DISA/NCS WWW Handbook in its content and format, and adhere to the prescribed approval process for posting new or updated information.  The Contractor shall provide for additional pages to include discussion groups and forums, as required for support of the DMS MGS program.

5.7. Task Area 7 – Implementations of Secure COTS Email 

5.7.1. Subtask 1 – Secure COTS Email Implementation Planning.

The Contractor shall perform implementations of Secure COTS Email, when directed by the Task Monitor.  These may also include migrations from legacy commercial email systems to the COTS email products that support the DoD PKI.  The Contractor shall work closely with the Task Monitor and the DoD customer organization to identify the detailed objectives of the implementation, the COTS products and operating platforms required, a detailed implementation schedule (Work Breakdown Structure) with associated resources required.  From past experience, implementations of secure COTS email can be expected to follow a general pattern:

· First, establish local registration authorities (LRAs) and / or trusted agents (TAs) that meet the registration authority (RA) requirements.  The PKE Program Manager will be requested to provide contractor support for the PKI enabling actions required to implement a secure COTS email capability.  If a migration from legacy email systems is necessary, it should be performed in parallel with this step.
· Second, train local personnel, and possibly also the LRA and / or TAs, on how to obtain DoD PKI certificates from their organization's Certificate Authority (CA).  The PKE Program Manager will be requested to provide contractor support for the PKI enabling actions required to implement a secure COTS email capability.

· Third, provide user manuals and training on how to use PKI with their e-mail systems.  In the event that an email system migration is necessary, training may also need to be provided to users and system administrators on the upgraded email system.  The contractor shall provide support for this activity under this task order.
5.7.2. Subtask 2 – Secure COTS Email Implementations.

Since the September 11th attacks, DISA has been receiving requests for implementations of secure COTS email at an increasing rate.  The Contractor shall coordinate response to these requests through the Task Monitor, and will make all administrative and technical arrangements necessary to support dispatching teams of contractor and DISA personnel to organizations and sites requesting secure COTS email capabilities.  The PKE Program Manager will be requested to provide contractor support for the PKI enabling actions required to implement a secure COTS email capability.  Once on site, the Contractor / DISA team shall:

· Establish LRAs and / or TAs that meet the RA requirements.  In the event that a migration from legacy email systems to COTS email products capable of supporting the DoD PKI is necessary, the team will coordinate actions for same via the Task Monitor.  The PKE/PKI Program Manager will be requested to provide support for accomplishing this function.

· Train local system administrators and users in procedures required to be followed when obtaining digital certificates from the organization’s Certificate Authority (CA).  The PKE/PKI Program Manager will be requested to provide support for accomplishing this function.  In cases where an email migration is performed, the team may be required to provide training to users and system administrators in the upgraded system(s).  The contractor shall provide training on the new email system, if required, under this task order.
· The team shall also provide training, as necessary, to ensure the organization is functioning effectively as a new secure COTS email customer.  This training shall be centered on the secure COTS email User Guides and Quick Reference Guides, which are currently published for each approved MGS product.  This training shall be provided by the contractor under this task order.
· Upon its departure, the Contractor / DISA team shall provide adequate copies of current version of the User Guides and Quick Reference Guides.

5.7.3. Subtask 3 – Secure COTS Email Implementation Lessons Learned.

Each implementation of Secure COTS Email conducted by the DISA / Contractor team will result in lessons learned.  The Contractor shall document these lessons, and will use them to modify procedures and processes related to secure COTS email implementation. The lessons learned shall be posted on the Secure COTS Email Web site, at the discretion of the Task Monitor.

5.7.4. Subtask 4 – MGS Help Desk Support

It is anticipated that most user assistance requests regarding MGS will be related to the PKI aspects of the MGS implementation.  Accordingly, the principal source of Help Desk support for MGS will be the PKE/PKI Help Desk.  The contractor shall provide augmentation to the PKE/PKI Help Desk to service requests that are specifically related to the implementation or operation of an MGS capability.  This augmentation or assistance shall be provided on a regular or an on-call basis consistent with the operating hours of the PKE/PKI Help Desk.

5.8. Task Area 8 – Training Support.

5.8.1. Subtask 1 - Technical Manuals.

Detailed technical manuals (e.g. End Users Guides, Quick Reference Guides, Administrator Documentation, etc.) are a key contributor to the reliable implementation of Secure COTS email.  These manuals are specific to individual vendors, and change as the vendor product evolves.  The Contractor shall be responsible for updating existing technical manuals, and for the development of new manuals as additional COTS products and / or PK-enabled tools applicable to secure COTS email implementation and operation are developed and / or approved for use.   The contractor shall post new and updated manuals and other documentation on the DMS MGS Web Site in accordance with the provision outlined for Task Area 6, DMS MGS Web Site.
5.8.2. Subtask 2 –Training.

In order to support the DoD policy requiring all electronic mail sent within the DoD to be digitally signed using DoD Certificates by October 2002, the Contractor shall establish the capability to train DoD users on Secure COTS email applications and the use of PKI and PKE with these email applications.  The Contractor must be able to support end user training in contractor facilities, as well as at Government facilities.  Upon request from the Task Monitor, the Contractor shall develop training materials and shall provide instructors (and classroom facilities, if applicable) to deliver formal training as required.  Shared usage of training facilities at contractor facilities with the PKI and PKE efforts being supported by the contractor under other task orders is acceptable and shall be included in the contractor’s proposal.

5.8.3. Subtask 3 - Training Video and Interactive Compact Disc.

A key component of the training detailed in subtask 2, above, involves the documentation of LRA and user processes and configuration procedures.  In the past, the program has greatly facilitated its implementations via a “Train the Trainer” concept, in which a small team of Contractors and DISA personnel visit a site, and conduct training for a cadre of system administrators and “power users.”  In this subtask, the Contractor shall develop and produce an updated training video that captures the key aspects associated with the steps required for implementing PKI, and configuring email clients and servers for implementation of an MGS capability.  This effort shall be collaborative with the work the contractor is separately tasked to do under separate tasks for PKE/PKI support with respect to including the PKE/PKI actions required for MGS implementation and operation.  This video will be of high professional quality, will employ state-of-the-art graphics, and will eventually be required to be transferred to interactive Compact Disc media.  The Contractor is responsible for all actions associated with the development of scripts, formulation of “screen shots” depicting configuration procedures, actual taping, editing and final production and copying.

5.9. Task Area 9 - Support to DoD Exercises PK Enabling of Email Applications and Secure COTS Email Migration

The DoD will require PKE and Secure COTS email support for exercises in the form of technical advice, configuration support, training and deployment support.  The Contractor shall coordinate response to these requests through the Task Monitor, and will make all administrative and technical arrangements necessary to support dispatching teams of contractor and DISA personnel to organizations and sites requesting exercise support.

Prior to the exercise commencement the exercise host may need support with PK Enabling existing email applications and / or migrating to a COTS email product that  supports secure COTS email.  Once on site, the Contractor / DISA team will:

· Establish LRAs and / or TAs that meet the RA requirements.  In the event that a migration from legacy email systems to COTS email products capable of supporting the DoD PKI is necessary, the team will coordinate actions for same via the Task Monitor.  The PKE/PKI Program Manager will be requested to provide support for accomplishing this function.

· Train local system administrators and users in procedures required to be followed when obtaining digital certificates from the organization’s Certificate Authority (CA).  The PKE/PKI Program Manager will be requested to provide support for accomplishing this function.  In cases where an email migration is performed, the team may be required to provide training to users and system administrators in the upgraded system(s).  The contractor shall provide training on the new email system, if required, under this task order.

· The team shall also provide training, as necessary, to ensure the organization is functioning effectively as a new secure COTS email customer.  This training shall be centered on the secure COTS email User Guides and Quick Reference Guides, which are currently published for each approved MGS product.  This training shall be provided by the contractor under this task order.

· 
· 
· 
· 
· 
· 
· 
· The team shall also load and configure the necessary software on servers and client workstations to support secure COTS email as necessary.

5.10. Task Area 10– Role Based Messaging Capability.

5.10.1. Subtask 1 – Concept of Operations (CONOPs).

The employment of MGS for role based messaging is a key initiative receiving increasing attention at the highest levels of the Department.  In support of this, the Contractor will draft and submit to the Task Monitor a Concept of Operations (CONOPs) for MGS.  This document will be employed to generate debate and consensus throughout the Department concerning the best plans and practices for migrating MGS from the secure individual messaging function it performs today, to a robust and reliable capability for role based messaging use.  

5.10.2. Subtask 2 – Role Based Messaging Proof of Concept.

The CONOPs completed in Subtask 1, above, will be proven, via a series of tests on a prototype system.  The Contractor will coordinate with the Task Monitor to assemble the hardware and software necessary for a prototype role based messaging system.  The prototype will be installed in contractor test facilities.  Specific tests and / or capability demonstrations will be formulated by the Contractor, and approved by the Task Monitor.  The prototype system will be permanently available for demonstrations, as well as for use as a test bed.  As a minimum, the system shall include:

· Both “sending organization” and “receiving organization” subsystems  

· The ability to connect to the Global Directory Service (GDS) to demonstrate the downloading of role based certificates  

· A messaging handling capability, such as the Telos Automated Message Handling System (AMHS)

6. Place of Performance:

6.1. 
Work will be performed at the Contractor site within the National Capitol Region (NCR).  Work will be performed at Government sites as indicated below and / or designated by the Task Monitors.  Some work that directly supports program integration and control will require collocation with the Government in the Skyline office complex, Falls Church, VA, WHCA facilities and SEC-M, Ft. Meade, MD.  In addition to local travel to Government and industry facilities, site visits may be required to Government and industry facilities in CONUS and OCONUS.
7. Travel

The Contractor shall be required to travel locally in the National Capital Region.  Some short-term (1-7 day’s) CONUS and OCONUS travel may be required.  Travel will be for supporting the installation and support of MGS and / or GDS and for PK enabling of applications, in accordance with paragraph 6.0 of this SOW.  The projected travel, as tasked by the TM includes the following locations:

	Destination
	Number of Personnel
	Number of Days
	Number of Trips
	Purpose

	San Diego, CA
	6
	5
	1
	PKI Conference (MGS)

	San Diego, CA
	6
	5
	1
	DMS Conference (MGS)

	Tampa, FL
	2
	5
	2
	Coordinating activities with CINCs


Additional travel must be approved by the Task Monitor and Contracting Officer’s Representative (COR).

8. Period of Performance:

The period of performance for this Task Order is nine months from date of award.
9. DMS-MGS Deliverable/Delivery Schedule

The initial due dates for deliverables provided in this Delivery Order Definition may be modified with the Task Monitor and/or other subsequent input from the Task Monitor.  The actual due dates for deliverables will be based upon the Task Order Management Plan and any subsequent revisions to the Task Order Management Plan.  All document deliverables on this delivery order will be delivered in hardcopy and softcopy in an MS Word (Windows) format.
	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution 
	Frequency and Remarks

	5.1.2
	TO Management Plan
	A003/DI-MGMT-80347  (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar Days after TIM meeting
	2
	Standard Distribution*
	Draft – 30

Final - 45

	5.1.2
	Monthly Status Report
	A008/DI-MGMT-80368 (one electronic copy in Microsoft Word 97 and one hard copy)
	
	2
	Two Copies to TM; Letter Only to KO
	Monthly, on 10th Calendar day

	5.2
	Secure COTS Email Product Test Plan
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TO Award
	2
	Standard Distribution*
	Draft – 45

Final – 60

	5.2
	Secure COTS Email Products Test Reports
	DI-MISC-80508 (one soft copy, one electronic copy in various formats published on the web site and one hard copy)
	As products change, and as required by Task Monitor
	2
	Standard Distribution*
	On-Going

	5.2
	Product Evaluation White Paper(s)
	DI-MISC-80508 (one soft copy and one hard copy)
	
	
	Standard Distribution*
	As directed by Task Monitor

	5.3
	Industry Forum Materials
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TM notification
	2
	Standard Distribution*
	Draft – 30

Final -45

	5.4
	Common Access Card Integration Test/Status Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	5.5
	Interoperability Testing with DMS High Grade Clients Test/Status Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	5.6
	DMS MGS Web Site updates
	DI-MISC-80508 (one electronic copy in various formats published on the web site)
	
	
	
	On-Going

	5.7.1
	MGS Implementation Strategy Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 15

Final – 30

	5.7.2
	MGS Implementation Trip Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after Trip
	2
	Standard

Distribution*
	5th workday following return from trip

	5.7.3
	Report of Implementation Status
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Included in Monthly Status Report
	2
	Standard

Distribution*
	Monthly, on 10th Calendar day

	5.8.1
	MGS Technical Manuals
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	As COTS products change, and as required by Task Monitor


	2
	Standard

Distribution*
	Draft – 30

Final -45

	5.8.2
	MGS Training Plan
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	5.8.2
	MGS Lesson Plans
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	5.8.2
	MGS Student Guides
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	5.8.2
	MGS Training Student Evaluations
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Upon completion of training sessions
	2
	Standard

Distribution*
	10th workday following training completion

	5.8.3
	MGS Training Video Tape and Interactive Compact Disc
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	5.9
	MGS DoD Exercise Support Strategy Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 15

Final – 30

	5.9
	MGS DoD Exercise Support Trip Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after Trip
	2
	Standard

Distribution*
	5th workday following return from trip

	5.9
	Report of DoD Exercise Support Status
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Included in Monthly Status Report
	2
	Standard

Distribution*
	Monthly, on 10th Calendar day

	5.10
	Role Based Messaging CONOPs
	DI-MISC-80508 (one soft copy and one hard copy)
	Calendar days after TO Award
	2
	
	Draft – 30

Final - 45


Standard Distribution* - 1 copy of the transmittal letter and the deliverable to the Primary TM

10. Security:

All personnel require access to information at the SECRET level.  Some personnel will require access to information at the TOP SECRET level.

The Contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The Contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The Contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to:

DISA Security Division AP23

ATTN: Personnel Security (Valerie Williams 3N12-1A)

5275 Leesburg Pike

Falls Church, VA 22041





Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, The Contractor shall coordinate requirements with the Task Monitor and COR. The Government will facilitate the Contractor’s access to the data required in support of this work effort.  GFI will include existing MGS documentation and the current web site data.  Final disposition of GFE will be handled in accordance with the government's property management procedures.

12. Packaging, Packing, and Shipping: 

See paragraph D.1 of the ‘I Assure‘ contract.
13. Inspection and Acceptance: 

See section E.1 of the ‘I Assure’ contract.
14. Other Pertinent Information or Special Considerations:

14.1. Integration and Test Laboratory

The Contractor shall maintain an integration and test laboratory in the NCR using GFE.

14.2. Year 2000 Compliance

All information technology provided under, or in support of, this contract by the Contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations.  Also to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

To ensure Year 2000 compliance, the Contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the Contractor shall provide the Government with a copy of such Year 2000-compliance test documentation at no additional cost to the Government.

14.3. Identification of Possible Follow-on Work.

Upon completion of this task order it may be necessary for the Contractor to perform follow-on work for the continued support of  MGS.

14.4. Identification of Potential Conflicts of Interest (COI).

The primary burden is on the Contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts. 

14.5. Identification of Non-Disclosure Requirements.

The Contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the MGS and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the MGS and its multiple commercial components.

