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1.  Points of Contact

2.  Order Title:   Information Assurance Support Environment (IASE) Operation and

      Maintenance
3. Background:
DODI 5200.40, DOD (DITSCAP), presents a single DOD methodology leading to certification and accreditation of information systems.  Information Assurance tools require distribution to the DOD Components as requested.  In order to provide IA services and products on a timely basis, a web approach was taken that permits DOD Components and other government users access online resources on a 24-hour basis.

The Information Assurance Support Environment (IASE) was implemented in May 1997 to provide a range of IA services.  To support the needs of the classified community, a classified IASE environment interfacing the SECRET Internet Protocol Router Network (SIPRNet) was implemented on 1 October 1997.  The IASE provides the vehicle for the exchange of IA information among security practitioners.

Within the IASE, information relating to various security disciplines and subject matters is disseminated to DOD IA/INFOSEC professionals.  The IASE consists of two individual systems (web sites); one unclassified and located on the Sensitive but Unclassified Internet Protocol Router Network (NIPRNet) and the other classified at the SECRET level and residing on the SECRET Internet Protocol Router Network (SIPRNet).  IASEIASE

Subject matter areas covered in the IASE include, but are not limited to, information pertaining to:  the DITSCAP; Secret and Below Interoperability (SABI); Multiple Security Levels (MSL); IA Education, Training, and Awareness; IA Products; IA Policy; Public Key Infrastructure (PKI); IA Tools; various Connection Approval Processes (CAP); DOD Antivirus Tools; DISA FSO STIGs; etc.  The IASE include features to put in a help request ticket to the IASE Support Staff, IASE contact the IASE staff via email/telephone/ fax, a solutions database, mail list subscriptions, and search capability. Registrations and surveys relating to IA/INFOSEC initiatives are also housed on the IASE.

The IASE staff consists of an IASE Operations Manager who oversees the entire operation of the IASE Information Desk; the IASE Information Desk Support Staff (also known as Tier 1) who process all requests for information from users, webmasters, system administrators and developers who administer and maintain the IASE web servers and develop the IASE system and related web pages.

Subject Matter Experts (SMEs) designated by DISA in various functional areas of IA (Tier 2 and Tier 3) provide support to IASE operations.  The IASE Tier 1 Support Staff (IASE Information Desk personnel) contacts Tier 2 and 2 SMEs via e-mail when an IASE request needs to be escalated to their level of expertise.

Contractor augmentation is necessary to support various IASE roles.  These roles include IASE information support desk, systems design/development, system administration, and system operations and maintenance.  In addition to operations and maintenance, specific skill sets are required to support the common IA practice across DOD.   These skill sets include the technical and administrative INFOSEC practitioners skilled in the various security policy, procedures, and execution of certification activities, accreditation of information systems and technologies, and installation, operation, and maintenance of information assurance tools.

4. Objectives:
The objective of this task is to first maintain the operations and maintenance of the current IASE systems. The IASE Operations Staff performs the actual development, maintenance and operation of the IASE. Operational staff needed includes personnel for IASE Information Desk (which is referred to as Tier 1 Support), Subject Matter Experts (referred to as Tier 2 and Tier 3) in the Certification and Accreditation, Connection Approval Process and Information Assurance (I/A) Tools areas, and System Administrators, and System Developers. The latter includes Database Developers/Administrators and Webmasters, and IASE Support Personnel.  

5. Scope:

This task applies to the IASE.  It will provide the operations, maintenance, and assistance necessary to keep the site operational and the content current. The contractor shall provide functional and information assurance expertise where needed, and shall update the content to maintain its currency with evolving DOD IA policy, threats, vulnerabilities, emerging issues, and new procedures or processes. This task requires close coordination and collaboration with the DISA and overall DOD IA efforts.
DOD IA ETA Project Officer Work Breakdown Structure (WBS) 

The WBS for the IASE consists of the following activities:

Operate and maintain the IASE.

Specific services addressed in this SOW are:

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6. Specific Tasks:

6.1
Task 1 - Contract-Level and TO Management 

6.1.1   Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

6.1.2  Subtask 2 -  TO Management. 

The contractor shall develop and deliver a Management Plan/Plan of Accomplishment (POA) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and schedule requirements throughout DO executions.  The plan will include the description of management controls, key activity milestone, deliverables, schedules, assumptions, and other relevant information. The contractor shall not proceed to commence the effort without the approved POA from the Government.

Deliverable:  Monthly Status Report; Management Plan of Action

6.2  Task 2.  Operate and Maintain the IASE.

The contractor shall provide two full time equivalent personnel on-site for Information Desk  (Tier 1) support, and up to six additional personnel to support the IASE in the areas of  System Design/Development, System Operation and Maintenance, and System Administration.. 

Information Desk Support (Tier 1): The IASE Information Desk Support, also known as IASE Tier 1 , processes all information requests received by the IASE.  The requests may come in a variety of formats, including a Request Ticket submitted via the IASE, an email, a phone call,  a visitor, or organizational tasks.  The IASE Request Ticket system enables the IA community to place a request into the system when unable to find the information on the web site.     If it is a request that has been made previously, the Information Desk is able to look up the answer from previously closed request tickets.  If they are unable to resolve the request and it requires more investigating, it is escalated to a SME, which are knowledgeable IA professionals supporting that particular subject matter area.  All contacts with the customer are made through the IASE Information Desk.  This enables the Information Desk support personnel to become knowledgeable of the answer to the request in order to resolve future requests with the same nature, to be able to ensure that the request is resolved and the customer is satisfied, and in turn, take the workload off the SMEs.  The Information Desk tracks the status of all requests from inception to final resolution.   All requests regardless of how they were received will be entered in the Request Ticket system for tracking and reporting mechanisms.  Tier 1 contractors (two) will be on-site, Monday through Friday from 0730 through 1630 hours, excluding Federal Holidays.  Tier 1 contractors shall offset their starting time by 30 minutes and take different lunch period of 30 minutes in duration. 

The IASE Tier 1 also performs the function of populating the Solutions Database with pertinent data obtained from closed Requests Tickets. The Solutions Database consists of closed/resolved Request Tickets. Users can search and read through requests previously submitted in order to find answers to questions they may have.  Solutions are tailored to provide information to all users and the details pertaining to the individual, their system and organization are omitted for sensitivity reasons.  The IASE Tier 1 will also serve an integral part in recommending candidates for the Frequently Asked Questions (FAQ)s since they are responsible for handling all the requests and will be knowledgeable of those asked frequently. Tier 1 personnel also support the overall operation of the Information Desk, including maintaining a current and up-to-date Standard Operating Procedures (SOP).

In addition, Tier 1 support personnel demonstrate the IASE system to visitors as directed by the TTM.  On occasion, demonstrations may take place at other facilities (which shall take place only as specified by the TTM).  Demonstrations shall not exceed five (5) per year.   (A011)

The contractor shall prepare a monthly report summarizing site operations.  The report may be included as part of the monthly report. 

System Development: Changes to the IASE systems include developing/modifying classified and unclassified web pages and utilities for the web site, as well as for the operational staff – e.g., Request Ticket Systems, reporting utilities on workloads, web server statistics, and requests handled by the staff.   It also includes the development of databases in support of the IASE mission.  The System Developer will ensure that all IASE utilities such as Request Ticket System, Mail Subscription Lists, and the Solutions Database are working properly.  The System Developer shall load files and web pages that have been approved for distribution via the web.  All system changes will be tested prior to loading to the operational web sites.  The contractor shall procure software as required to support IASE operations, subject to TM and/or Alternate TM approval.  Software purchases will consist primarily of upgrading software license agreements and software upgrades, but may include new software needed to extend site operations.  The System Developer will prepare reports on IASE statistical data, including the number accessing the site, web statistical reports, and requests reports will be included in the monthly status report.  The contractor shall support reviews of site content for grammar, and to coordinate the approval of additional content the DISA Public Affairs Office (PAO) prior to posting on the IASE.  The contractor shall work with the branch chiefs to accomplish content postings.  
System Administration:  The contractor shall perform all system administrator (SA) functions on the classified (SIPRNet) IASE systems, as required.      SA functions include:  monitoring the system to ensure normal and acceptable operations, performance and availability of the system; implementing security measures to ensure the systems are operating in acceptable level of risks (i.e., firewalls, patches, changing to appropriate configurations); working with other information systems security personnel to assure that system security measures and configuration are documented and approved with necessary security managers, (SO, ISSM, etc) implementing software upgrades; and scheduled backups of the system and the data files.  The SA, at a minimum, shall have experience and skills of a DOD Level II SA. The contractor will be responsible for providing access to accounts, files, and work areas for those users requiring access, and maintenance of those accounts.   

7. Place of Performance:  

7.1  Primary place of performance.  The contractor shall perform the work for this effort at DISA (Eagle Building), 5275 Leesburg Pike, Falls Church, VA 22041, and at the Contractor’s facility. 

7.2 Travel. The contractor shall be required to travel locally in the Washington DC metro area.

8.  Period of Performance:  The period of performance this Task Order is 120 days from the the date of the award (July 2000 through 28 February 2003).

9.  Deliverable/Delivery Schedule:  
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM
	A001

UDI-A-23083A
	5 days after award or event
	1 Hardcopy (HC)

1 Soft copy (SC)
	Standard 

Distribution*
	Final 

	6.1.2
	Management Plan  of Action
	A002

DI-MGMT-80227
	30 days after award
	1 HC

1 SC
	Two Copies to TM   Letter Only to KO
	Final

	6.1.2
	Status 

Report
	A002

DI-MGMT-80227
	Monthly
	1 HC

1 SC
	Standard 

Distribution*
	Monthly

	6.2
	Web-Site Status Reports
	Contractor

Format
	Web-Site Status Reports
	1 HC

1 SC
	Standard 

Distribution*
	Final 


*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM

· Deliverables will be provided in contractor-determined format
· Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, whitepapers, etc., will be in MS Word.  Softcopy for briefings will be in MS Office.
10. Security:  

Access to classified information may be required for this project up to the level of SECRET.  Work performed on the IASE requires a SECRET clearance.  The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (IS), be assigned to positions which are designated as ADP-I or ADP-II, which equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.  All positions are ADP-II.

The required sensitivity level investigations will be initiated prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (MPS)

ATTN: Personnel Security (MPS2);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions while assigned to this contract clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel with access to DOD facilities shall observe local DOD security policies and procedures.  The DD Form 254, Contract Security Classification Specification Form, is part of Appendix U of the contract.

Access to government facilities will be granted on a need-to-know and a clearance basis.

11.  Year 2000 Compliant.
All information technology provided under, or in support of, this acquisition shall be Year 2000 compliant now. "Year 2000 compliant" means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, the years 1999 and 2000 and leap year calculations, to the extent that other information

technology, used in combination with the information technology being acquired, properly exchanges date/time data with it."

"At a minimum, all information technology provided under, or in support of, this acquisition requires testing of at least a representative sampling of the information technology that is delivered and the results documented in writing. Use generally accepted commercial standards/practices for testing and documentation.  If requested, a copy of the test results shall be provided to the government at no additional cost."

"Year 2000 compliance (including testing) is considered to be inherent in performance specifications. As a normal course of business, there is an expectation that there can be no degradation of or interruption in the services provided during the period of performance. Provide steps (e.g., impact analysis, remediation, testing) to ensure that the service provided is not lost or degraded due to potential Year 2000 compliance problems. Providing the government with information to ensure that services are not lost or degraded due to potential Year 2000 compliance problems is considered part of a normal course of business which won't involve any additional cost to the government. If any problems are anticipated in providing uninterrupted service into the Year 2000 and the twenty-first century, advise the contracting officer as soon as possible so any adverse impact is minimized."

12.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

All Government-Furnished Equipment is located within the DISA CIAE spaces at The Eagle Building.  Each person working full time at the government site will have the same furniture and equipment as a government employee. The TM will provide a specific list at the technical interchange meeting held at the start of the task.

Government-Furnished Information:   Access to current databases and other IASE documentation will be provided by the government after the task is awarded.  GFI will be returned to the TM at the conclusion of the contract. 

13.  Packaging, Packing, and Shipping:  Not applicable.

14.  Inspection and Acceptance:  Not applicable.
15.  Other Pertinent Information or Special Considerations:  

a.  Identification of Possible Follow-on Work.  Not applicable.

b.  Identification of Potential Conflicts of Interest (COI).  None 

c.  Identification of Non-Disclosure Requirements.  Not Applicable
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