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FAR (48 CFR).243

‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of   28 June 2002
	Contract Number:
	Contract DCA200-00-D-5017

	Order Number:
	0018

	Tracking Number:
	00089

	Previous Order Number:
	Order Number 0006




1.   Points of Contact

2.  Order Title:  Data Network Security Assessment and Security Strategy Development Engineering Support.

3.  Background:   In order to address the need for hardening network management and network control information and services, DISA must establish protection mechanisms that match the potential level of threat from unauthorized access to and exploitation of network resources and network level communications. In regard to NIPRNet/SIPRNet operations, this entails maintaining the high-level of protection necessary to ensure protection of all DoD classified and unclassified sensitive information. Solutions must be engineered from an Information Assurance (IA) perspective. In order to meet this requirement, DISA must perform needed evaluations and testing to develop secure network management, secure network signaling and secure access control policy techniques based on leading-edge technology and best security practices. Additionally, DISA must perform needed IA related evaluations on network infrastructure components such as routers, switches, firewalls, etc.  
4.  Objectives:   The objective of this task is to provide technical support to the Data Network Security Engineering Project.  To assess, test and recommend secure network management and secure network signaling solutions for management and control data transfer between the Network Operating Center (NOC) and the NIPRNet/SIPRNet devices.  Other areas of support include conducting assessments and providing recommendations for securing network traffic and for implementing security policy and practices through new technologies within the NIPRNet/SIPRNet environments. New technologies to include NIPRNet/ SIPRNet network devices such as routers, switches, firewalls, etc. and services to include Simple Network Management Protocol v3 (SNMPv3), Secure ID, ACLs management, IPSec, IPv6, Multi-protocol Label Switching (MPLS), IP Multi-casting, and Secure Border Gateway Protocol (S-BGP).  These objectives shall be augmented by continuing support for assessing and recommending Information Assurance policy requirements and providing support for monthly Configuration Control Board (CCB) workgroups. 

This will be accomplished through the assessment and testing of Data Network Security products and systems at the Network Engineering Assessment Facility (NEAF) located at Skyline 7, Falls Church, Virginia.  All Data Network Security products and systems are to be Year 2000 (Y2K) compliant.  The Data Network Security Engineering Program will also provide technical support for possible Post-Y2K occurrences if applicable. In addition, the contractor will provide the ability to access the Data Network Security products and systems in the NEAF at Skyline 7.

The Data Network Security Engineering Project is focused on the following secure interoperability requirements:

(  The assessed and tested Data Network Security products and systems need to satisfy current and future DoD Data Network Security requirements.

(  The development of interoperable solutions to support the existing and future NIPRNet/SIPRNet.

(  The development of secure network management solutions to secure data between the NOC and the NIPRNet/SIPRNet devices.

(  Network Control and Network Management Security Assessment and Implementation of secure router signaling.

5.  Scope:  This document applies to the Data Network Security project, which includes the assessment, testing and implementation guide of new Data Network Security solutions, evaluation of commercial-off-the-shelf (COTS) router and security products and enhancement of currently fielded Data Network Security technologies. The contractor shall provide engineering and technical services including assessment, interoperability, configuration management and implementation recommendations of Data Network Security products and systems.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

(  Task Area 1:  Policy, Planning, Process, Program and Project Management Support

(  Task Area 2:  Standards, Architecture, Engineering and Integration Support

(  Task Area 3:  Solution Fielding/Installation and Operations

6.  
Specific Tasks:
6.1.  Task 1 - Contract-Level and TO Management 

6.1.1.
Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

6.1.2.   Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  Within the monthly status report, the contractor shall provide the following information: sub-tasks worked, hours expended by labor categories and costs by labor categories.  The contractor and the government shall hold an initial Technical Interchange Meeting (TIM) within 15 calendar days after contract award for the purpose of reviewing the requirement and establishing firm dates for the deliverables . TIMs will be held quarterly; the contractor shall address all task and sub-task areas within the SOW during the TIM.
6.1.3.
Subtask 3 - Policy and Planning Support.

a.  The contractor shall review and be familiar with all instructions and policies that apply to Data Network Security technologies. At a minimum the following instructions/policies shall be reviewed and understood by all contract Senior and Intermediate level System Engineers:

(  CJCSI 6510.01C (Draft), Information Assurance (IA) and Computer Network Defense (CND), 01 Nov 2000

(  CJCSI 6510.01M (Draft), Information Assurance Implementation Manual, 01 Nov 2000

(  PDD-63, Presidential Decision Directive 63, Critical Infrastructure Protection, May 1998

(  DISA War Fighter Support Plan, Oct 1997

(  DoD 5200.1-R, Information Security Systems Program, Jan 1997

(  JROCM 048-96, Joint Capstone Requirements Document (DISN), 29 Sep 1996

(  JIEO Report 8247, Defense Information Systems Network (DISN) Architecture, Sep 1996

(  JROCM 047-95, Joint Mission Need Statement (DISN), 30 Mar 1995

(  Department of Defense Directive, Ref. Number 5105.19, DISA, Jun 1991

(  NSD-42, National Security Directive 42, 05 Jul 1990

(  Common Criteria

(  DoDD 8500.aa (Draft)

b.  Additional GFI will be provided, as needed, including documentation on the operation of S-BGP.

c.  A detailed list will be provided by the TTM upon award of the contract.

d.  At the direction of the TM prepare technical point papers that address current issues that comply with current regulations and standards.

6.1.4.  Subtask 4 – Technical Interchange Meeting (TIM).  

The contractor and the government shall hold TIMs periodically.  The contractor shall address all task, sub-task, and other related task areas as directed by the government during the TIM.  The government shall determine the frequency of the TIM.  

Deliverables:

1.  Technical Point Papers

As Required By TM

2.  Monthly Status Reports

By the 15th of the following month

3.  POA






15 calendar days after TIM

6.2.  Task 2 – Test, Evaluation and Implementation Support of Network Management Security Solutions.

(  This is a follow-on task to task order #006. Under this task the contractor shall continue to provide IA engineering support. 
(  The contractor shall test, evaluate and implement secure network management solutions to secure control data between the NOC and the NIPRNet/SIPRNet network devices. DISA must develop engineering plans and perform technology assessments of COTS security and security-enabled IA product implementations. Where limitations exist in the security level capable of being implemented for a given protocol, implementations must address needed security improvements and determine the level-of-effort (LOE) required making the security improvements with an analysis for determining cost/risk/functionality trade-offs.

(  Specific assessments and testing of IPSec compliant hardware and software and other Data Network Security assessments and testing to secure the NIPRNet and SIPRNet include:

6.2.1.  Subtask 1 – Continued Support of Secure Remote Management solutions (from TO 006).

(  Assess and provide implementation support for Secure Remote Management solutions, such as product enhancements/version upgrades to Secure Shell (SSH), Terminal Access Controller Access Control System Plus Authentication Authorization Accounting (TACACS+ AAA) Services, and SecurID Strong Authentication.  

(  Test and evaluate out-of-band secure remote network management solutions.

(  Develop an assessment report with recommendations, an implementation plan with configuration details, and associated policy and procedures for the NIPRNet/SIPRNet environments.

6.2.2.  Subtask 2 – Simple Network Management Protocol (SNMP) v3 Assessment Support.

(  Validate configuration of test bed in DISA’s NEAF to simulate the current operational network using GFE evaluation criteria.  Assessed network should include IP router network, firewall and Cannel Service unit/Data Service unit (CSU/DSU) to simulate the current network as accurately as possible.

(  Install, configure and evaluate SNMPv3 software in the NEAF environment that reflects DISA’s data network operation management and enclave configuration management to secure the remote management of network operations and secure remote connections.

(  Implement SNMPv3 in the NEAF environment to assess impact on present NIPRNet management services and to verify interoperability with the current NIPRNet topology. Verify and test software interoperability to include the following as a minimum:

-  Cisco router Internetwork Operating System (IOS)

-  Cisco device network management software (CiscoWorks2000)

-  SNMPv3 backward compatibility with SNMPv1 and v2

(  Assess SNMPv3 impacts on network performance.

(  Develop an assessment report with recommendations, an implementation plan with configuration details, and associated policy and procedures for the NIPRNet/SIPRNet environments.

Deliverables:

Assessment Plans


Prior to assessment

Assessment Reports

15 calendar days after assessment

Implementation Plans
15 calendar days after assessment delivery
6.3.  Task 3 – Test, Evaluation and Implementation Support of Network Traffic Security Solutions.

(  The contractor shall test, evaluate and provide implementation support for solutions to secure network traffic within the NIPRNet/SIPRNet environments. DISA must develop engineering plans and perform technology assessments of COTS security and security-enabled information assurance product implementations. Where limitations exist in the security level capable of being implemented for a given protocol, implementations must address needed security improvements and determine the level-of-effort required making the security improvements with an analysis for determining cost/risk/functionality trade-offs.

(  Conduct Feasibility Studies for potential solutions for securing network traffic.

(  Specific assessments and testing of IPSec compliant hardware and software and other Data Network Security assessments and testing to secure the NIPRNet and SIPRNet include:

6.3.1.  Subtask 1 – Test, Evaluate and Recommend Access Control Solutions for NIPRNet/SIPRNet infrastructure.

(  The contractor shall evaluate and recommend access control policy implementations for the NIPRNet/SIPRNet environments.  Recommendations shall be based on results of research and assessments conducted in the NEAF. 

(  Access controls shall be integrated into evaluations of new equipment to further substantiate the equipment’s ability to support NIPRNet/SIPRNet operations. 

(  The contractor shall develop an assessment report with recommendations, an implementation plan with configuration details, and associated policy and procedures for the NIPRNet/SIPRNet environments.

6.3.2  Subtask 2 – Test and Evaluate IPSec Protocol based Security Solutions for Securing Network Traffic.

(  The contractor shall research, test and evaluate IPSec network encryption capabilities as product maturity/availability increases.  

(  The contractor shall perform testing to discern level of capability as well as providing a performance analysis to determine if IPSec network encryption is suitable for NIPRNet/SIPRNet use.  Conclusions of evaluations may result in requirement to support implementation within the NIPRNet/SIPRNet environment.

(  The contractor shall conduct a feasibility study and potentially an assessment to provide the NIPRNet/SIPRNet environments with a solution to secure BGP routing updates throughout the network infrastructure.

(  The contractor shall develop an assessment report with recommendations, an implementation plan with configuration details, and associated policy and procedures for the NIPRNet/SIPRNet environments.

Deliverables:

Feasibility Study


As required by TTM

Assessment Plans


Prior to assessment

Assessment Reports

15 calendar days after assessment

Implementation Plans
15 calendar days after assessment delivery
6.4. Task 4 – Test and Evaluation of New Data Network Security Technologies/Solutions.

(  The contractor shall research, test and evaluate new systems and technologies as they relate to information assurance.  The contractor shall conduct engineering assessments and provide implementation recommendations for technological solutions that enhance NIPRNet/SIPRNet security. 

(  Specific assessments and testing likely will include network devices such as routers and switches and the following services:  MPLS, IP Multicasting, and Secure Border Gateway Protocol (S-BGP).

6.4.1.  Subtask 1 – Network Device Assessment Support.

(   Test and evaluate information assurance related features of network devices offering new technological solutions.

(  Develop an assessment report with recommendations, an implementation plan with configuration details, and associated policy and procedures for the NIPRNet/SIPRNet environments.

6.4.2.  Subtask 2 – MPLS Implementation Assessment Support.

(  Conduct information assurance engineering assessment of MPLS implementation as it pertains to NIPRNet/SIPRNet environments.

(  Develop an assessment report with recommendations, an implementation plan with configuration details, and associated policy and procedures for the NIPRNet/SIPRNet environments.

6.4.3.   Subtask 3 – IP Multicasting Implementation Assessment Support.

(  Provide a point paper on IP Multicasting implementation and recommend a specific method to meet the DISA data network security requirements.

(  Based on recommended method, assess IP Multicasting functionality as it relates to information assurance.

(  Develop an assessment report with recommendations, an implementation plan with configuration details, and associated policy and procedures for the NIPRNet/SIPRNet environments.

6.4.4.   Subtask 4 – S-BGP Implementation Assessment Support.

(  Support DISA on a DARPA funded, BBN-led limited NIPRNet deployment S-BGP evaluation.

(  Install and configure hardware and software in the NEAF.

(  Test and evaluate S-BGP operation.

(  Develop an assessment report with recommendations, an implementation plan with configuration details, and associated policy and procedures for the NIPRNet/SIPRNet environments.

Deliverables:

Assessment Plans


Prior to assessment

Assessment Reports

15 calendar days after assessment

Implementation Plans
15 calendar days after assessment delivery
6.5.  Task 5 – Support of Information Assurance Policy Requirements through Assessments and Recommendations.

(  This is a follow-on task to task order #006. Under this task the contractor will continue to provide engineering support for assessing and maintaining Information Assurance Policy Requirements for the DISN. 
(  Maintain and update DISN Information Assurance Policy Requirements document.
Deliverables:
Document Updates

As required by TTM

6.6.  Task 6 – Support NIPRNet Configuration Control Board
Changes to the NIRPNet require approval from the NIPRNet Configuration Control Board (CCB).  Requests for technology insertion or change to the network occur through Request For Change (RFC) procedure.  The CCB meets periodically to review, obtain status update, and render approval/disapproval decisions on submitted RFCs.  

The contractor shall provide support for the CCB and attend the CCB meetings.  Tasks involved in CCB support include attending CCB meetings, providing security engineering assessments of RFCs submitted to the CCB, and writing and coordinating RFCs to submit to CCBs.  The contractor will capture relevant issues from these proceedings and provide meeting and/or technical reports to the government.  After each CCB meeting attended by the contractor, the contractor shall submit a CCB meeting status report outlining the items, issues, and RFCs discussed in the meeting.  
Deliverables:

A087 NIPRNet CCB Technical White Paper






A074 NIPRNet CCB Meeting Status Report

6.7.
Task 7 - Information Assurance IP Network Support
Changes to the DISN IP networks require approval from the NIPRNet/SIPRNet Configuration Control Board (CCB).  Requests for technology insertion or change to the networks occur through the CCB’s Request For Change (RFC) procedure.  The CCB meets periodically to review, obtain status updates, and render approval/disapproval decisions on submitted RFCs.  

The contractor shall provide support for the CCB and attend the CCB meetings.  Tasks involved in CCB support include providing security engineering assessments for the RFCs submitted to the CCB and writing RFCs to submit to CCBs.  The contractor will capture relevant issues from these proceedings and provide technical reports to the government.  After each CCB meeting attended by the contractor, the contractor shall submit a CCB meeting status report outlining the items, issues, and RFCs discussed in the meeting.  
The contractor shall provide ATMS-C/U information assurance support as required by the government.  The contractor will be required to perform assessments on various technologies and provide feedback to the government via technical reports.  

Deliverables:
CCB Technical White Paper





CCB Meeting Status Report

7.  
Place of Performance:  The place of performance for the task is at the DISA Eagle Center for Technology building at the following address:    

Defense Information Systems Agency

5275 Leesburg Pike

Falls Church, Virginia 22041

Laboratory assessments will be performed at the Network Engineering Assessment Facility (NEAF) lab in the G2 level of the building.  Some limited laboratory tasks may be performed in contractor facilities based upon prior government approval.  
Place of performance for non-laboratory tasks will be on the government site (based on space availability) and/or at the contractor's facility.  Non-laboratory tasks are defined as tasks not requiring access to NEAF networking equipment (e.g. administrative paperwork, assessment planning, and report preparation).  

Local travel in the Washington Metropolitan Area may be required to perform interviews, and attend meetings in support of the project tasks, and to the extent that meetings and assessments may require contractor personnel to spend only part of a workday at the government facility.  

7.1.  Travel: The contractor shall be required to travel to support this contract.  Work shall be performed at the contractor’s site and the DISA sites within the Washington, DC metropolitan area as required by the TTM. Any travel outside the Washington, DC metropolitan area will only be conducted with prior coordination with and approval of the TTM and COR.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy the travel requirements of several tasks. 
8.
Period of Performance:  The period of performance of this effort will be 365 calendar days after contract award.

9. 
Deliverable/Delivery Schedule

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order Management Plan
	Contractor Format - Word Office 2000
	15 calendar days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Based on TIM/POA, Max of 5

	6.1.2
	Monthly Status Reports
	Contractor Format - Word Office 2000
	By the 15th of the following month
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM **
	Monthly

	6.1.3
	POA
	Contractor Format – Word Office 2000
	15 calendar days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Based on TIM

	6.2

6.3

6.4

6.5
	Status Briefs
	Contractor Format – Word Office 2000
	Weekly
	1 soft
	Soft copy to TTM and ATTM
	

	6.2.1-2

6.3.1-2

6.4.1-4
	Assessment Plans
	Contractor Format – Word Office 2000


	Prior to product testing
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.1-2

6.3.1-2

6.4.1-4
	Assessment Reports
	Contractor Format – Word Office 2000
	15 calendar days after product testing
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.1-2

6.3.1-2

6.4.1-4
	Implementation Plans
	Contractor Format – Word Office 2000
	15 calendar days after delivery of Assessment Reports
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.4.3
	Feasibility Study
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.5
	Maintain/update IA Policy Requirements document
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.6
	Support NIPRNet CCB
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.7
	Technical White Papers
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATM
	

	6.7
	Meeting Status Reports
	Contractor Format – Word Office 2000
	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	


*Standard Distribution
1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

1 copy of the transmittal letter and the deliverable to the Primary TM

** 1 copy of the Monthly Status Report to the Business Office: dunnettm@ncr.disa.mil and thompsol@ncr.disa.mil


10.
Security:  The following security requirements shall apply to this effort.

10.1
Access to Information/Personnel Security Clearances.

10.1.1.  Classified Information:  All contractor personnel will have access to information classified up to and including SECRET.  Therefore, all contractor personnel shall have an active SECRET security clearance.

10.1.2.  Sensitive Information:  All contractor personnel, with the exception of certain administrative and management personnel, will have access to sensitive information, and access to computer operating systems containing this information. Contractor personnel meeting any of the conditions listed below, shall have designated ADP-I sensitive positions in accordance with paragraph 3.614 DoD 5200.2-R, Personnel Security Program, dated January 1987. These personnel shall have an active SECRET clearance with a Single Scope Background Investigation (SSBI).

10.1.3.  Security Procedures:  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DoD security regulations and procedures, including, but not limited to, the provisions of the DoD Industrial Security Manual for handling classified material and producing deliverables.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Government furnished equipment (GFE) and contractor acquired Government owned equipment shall be used for this SOW under this delivery order. Required hardware and software for assessments will be provided as GFE in the NEAF. All purchases under this contract shall be approved by the Government Task Monitor prior to purchase.  All contractor personnel performing work at the Government location will be furnished with the Government office environment.  This includes office space, and furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy, and presentation equipment.

12.  Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required for equipment to government installation and testing sites.

13.  Inspection and Acceptance:  The Technology deliverables will comply with DoD Instruction 5200.40 DITSCAP and be accredited at highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.

14.  Other Pertinent Information or Special Considerations:

14.1
For Year 2000 Compliance, see Paragraph 3.3.8 of the basic SOW.

14.2 
Contractor Personnel Requirements.

The contractor shall be knowledgeable of the DISN and have network security and IP experience.  As a part of the contract proposal, the contractor shall provide resumes of proposed personnel to be assigned to the project. Special considerations include expertise in remote access, network security, network management, Data Network Security products (IPSec, SSH, TACACS+…), Unix, Sun Solaris, Windows NT/2000, HP Openview, SNMPv3, and a background in Information Security. Following are government estimates for this task:

a.  Level of Effort (LOE) and Labor Categories.

1.  Total LOE anticipated is specified in the IGCE.

2.  Labor categories anticipated are as follows:

1 - Senior Security Systems Engineer (key personnel)*

3 - Intermediate Systems Engineer, Mid (key personnel)*

Administrative Assistant - High

General Management Professional – Mid

I-Assure Program Manager (PM)


NOTE: *Asterisk used only to indicate key personnel

b.  ODC Charges:

(  Based on government approval, the contractor shall acquire hardware, software, and communications components to meet the requirements of the assessments being performed.  

(  Based on government approval, contractor cell phone usage, local mileage and parking expenses associated with task performance will be reimbursed.
(  Based on government approval, the contractor may be authorized by TM to participate in Government-sponsored training relating to project requirements.  This training is to acquire knowledge of current technology that may affect this project.  Examples of training include the SNMPv3 training and the SmartBits test equipment training.

The anticipated types of training possibly may be needed to support the SOW tasks are as the following:



Training:













SOW task area supported



SNMPv3













Subtask 2



Network Security











All Subtasks.
15.  Identification of Possible Follow-on Work:  This task is anticipated to be an annual requirement.

16.  Identification of Potential Conflicts of Interest (COI):  Section H.6 of the ‘I Assure’ contract applies.
17.  Identification of Non-Disclosure Requirements:  Paragraph H.10 of the contract applies.
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