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SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$373,978.00

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

6R517

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5018

2002Mar15

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0008

DAEMZ21075

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

LINDA K. GOFF

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

4300 FAIR LAKES COURT (DUNS: 097779698)

FAIRFAX VA  22033

SYSTEMS RESEARCH & APPLICATIONS CORP

QUANTITY

ORDERED/

ACCEPTED*

20.

HC1013

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL  62225-5406

DFAS PENSACOLA

MAIL TO: DITCO/DTC4-FMO  2300 EAST 

DRIVE/618-229-9228

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$373,978.00
	$373,978.00

	
	Provide services to support NIPRNet/Internet Gateway Security Engineering in accordance with the attached statement of work.  Period of performance is 

26 Mar 02 through 25 Mar 03.  This is a time-and-materials order.  SRA proposal dated 6 Mar 02 is incorporated by reference.  Funds in the amount of $54,066.00 are available now; funds in the amount of $159,122.46 are Subject to Availability of Funds (SAF) in accordance with FAR 52.232-18; and funds in the amount of $160,789.54 will be incrementally funded. 

PURCHASE REQUEST NUMBER DAEMZ21075 


	

	
	
TOT ESTIMATED PRICE
	$373,978.00 NTE

	
	

	


SECTION G Contract Administration Data 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011
	DAEMZ21075 

	AMOUNT:  
	$53,005.88 (Available Now)
	 

	  
	$156,002.41 (SAF)

$157,636.81 (Incrementally Funded)
	  


SECTION I Contract Clauses – Because of the incremental funding, the following clause applies to the task order.

52.232-22     LIMITATION OF FUNDS (APR 1984)

(a) The parties estimate that performance of this contract will not cost the Government more than (1) the estimated cost specified in the Schedule or, (2) if this is a cost-sharing contract, the Government's share of the estimated cost specified in the Schedule. The Contractor agrees to use its best efforts to perform the work specified in the Schedule and all obligations under this contract within the estimated cost, which, if this is a cost-sharing contract, includes both the Government's and the Contractor's share of the cost. 

(b) The Schedule specifies the amount presently available for payment by the Government and allotted to this contract, the items covered, the Government's share of the cost if this is a cost-sharing contract, and the period of performance it is estimated the allotted amount will cover. The parties contemplate that the Government will allot additional funds incrementally to the contract up to the full estimated cost to the Government specified in the Schedule, exclusive of any fee. The Contractor agrees to perform, or have performed, work on the contract up to the point at which the total amount paid and payable by the Government under the contract approximates but does not exceed the total amount actually allotted by the Government to the contract. 

(c) The Contractor shall notify the Contracting Officer in writing whenever it has reason to believe that the costs it expects to incur under this contract in the next 60 days, when added to all costs previously incurred, will exceed 75 percent of (1) the total amount so far allotted to the contract by the Government or, (2) if this is a cost-sharing contract, the amount then allotted to the contract by the Government plus the Contractor's corresponding share. The notice shall state the estimated amount of additional funds required to continue performance for the period specified in the Schedule. 

(d) Sixty days before the end of the period specified in the Schedule, the Contractor shall notify the Contracting Officer in writing of the estimated amount of additional funds, if any, required to continue timely performance under the contract or for any further period specified in the Schedule or otherwise agreed upon, and when the funds will be required. 

(e) If, after notification, additional funds are not allotted by the end of the period specified in the Schedule or another agreed-upon date, upon the Contractor's written request the Contracting Officer will terminate this contract on that date in accordance with the provisions of the Termination clause of this contract. If the Contractor estimates that the funds available will allow it to continue to discharge its obligations beyond that date, it may specify a later date in its request, and the Contracting Officer may terminate this contract on that later date. 

(f) Except as required by other provisions of this contract, specifically citing and stated to be an exception to this clause-- 

(1) The Government is not obligated to reimburse the Contractor for costs incurred in excess of the total amount allotted by the Government to this contract; and 

(2) The Contractor is not obligated to continue performance under this contract (including actions under the Termination clause of this contract) or otherwise incur costs in excess of (i) the amount then allotted to the contract by the Government or, (ii) if this is a cost-sharing contract, the amount then allotted by the Government to the contract plus the Contractor's corresponding share, until the Contracting Officer notifies the Contractor in writing that the amount allotted by the Government has been increased and specifies an increased amount, which shall then constitute the total amount allotted by the Government to this contract. 

(g) The estimated cost shall be increased to the extent that (1) the amount allotted by the Government or, (2) if this is a cost-sharing contract, the amount then allotted by the Government to the contract plus the Contractor's corresponding share, exceeds the estimated cost specified in the Schedule. If this is a cost-sharing contract, the increase shall be allocated in accordance with the formula specified in the Schedule. 

(h) No notice, communication, or representation in any form other than that specified in subparagraph (f)(2) above, or from any person other than the Contracting Officer, shall affect the amount allotted by the Government to this contract. In the absence of the specified notice, the Government is not obligated to reimburse the Contractor for any costs in excess of the total amount allotted by the Government to this contract, whether incurred during the course of the contract or as a result of termination. 

(i) When and to the extent that the amount allotted by the Government to the contract is increased, any costs the Contractor incurs before the increase that are in excess of (1) the amount previously allotted by the Government or, (2) if this is a cost-sharing contract, the amount previously allotted by the Government to the contract plus the Contractor's corresponding share, shall be allowable to the same extent as if incurred afterward, unless the Contracting Officer issues a termination or other notice and directs that the increase is solely to cover termination or other specified expenses. 

(j) Change orders shall not be considered an authorization to exceed the amount allotted by the Government specified in the Schedule, unless they contain a statement increasing the amount allotted. 

(k) Nothing in this clause shall affect the right of the Government to terminate this contract. If this contract is terminated, the Government and the Contractor shall negotiate an equitable distribution of all property produced or purchased under the contract, based upon the share of costs incurred by each. 

(l) If the Government does not allot sufficient funds to allow completion of the work, the Contractor is entitled to a percentage of the fee specified in the Schedule equaling the percentage of completion of the work contemplated by this contract.

ADMINISTRATION:

 ‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
As of 02 January 2002
	Contract Number:
	DCA200-00-D-5018

	Order Number:
	0008

	Tracking Number: 
	00091

	Previous Order Number:
	0004


1.  Points of Contact

2. Order Title: NIPRNet/Internet Gateway Security Engineering Support.  This task provides technical expertise to the Defense Information Systems Agency (DISA), and Communications Security Engineering Division in accordance with the Statement of Work (SOW).  The NIPRNet/Internet Security Project supports engineering of solutions that enhance the perimeter defense of the entire Department of Defense (DOD) community at the boundary points between the NIPRNet and the public Internet.

3. Background: The NIPRNet/Internet Engineering Project supports the Center for Information Assurance Engineering (CFIAE) and the Information Assurance (IA) Program Management Office (PMO) by developing, testing, and providing secure interoperable solutions throughout the Department of Defense (DOD).  The NIPRNet/Internet Engineering Program requires the technical expertise of Information Assurance (IA) professionals to provide security policy, engineering, and integration for Commanders-in-Chiefs, Services and Agencies (C/S/A) sites.  The first layer of defense-in-depth for DOD is the NIPRNet/Internet gateways.  The current perimeter defense plan considers these access points the only connections to the wide area public infrastructure.  Accordingly, the security solution at these points has to balance the competing requirements of security, performance, and availability.  

3.1 Previous Work:  The requested work outline in this Task Order directly relates to, and builds on, completed work under the following contract: DCA200-00-D-5018.

4. Objectives: The objective of this task is to provide technical support to the NIPRNet/Internet Engineering Project.  The contractor tasks should include the following:  

1. Evaluation of the current Gateway architecture to include security policy, gateway configuration, and capabilities.

2. Propose DOD Perimeter Defense Plan based on current defense-in-depth requirements, risk assessment, best security practices, technical capabilities.

3. Develop, evaluate, and test viable solutions to the proposed DOD Perimeter Defense Plan to include a more secure NIPRNet/Internet gateway.

4. The examination, to the extent necessary to understand the current architecture, limitation of the current, physical limitation of the current facilities hosting the current gateways, and security functionality at the current gateways.

5. The development of interoperable solutions to support a more secure data transfer and access between the NIPRNet and the Internet.

6. The development of interoperable solutions to support secure data transfer from United States (US) systems [i.e. Global Command and Control System (GCCS)] to coalition networks in support of contingency & joint operation.

5. 
Scope: This document applies to the NIPRNet/Internet project, which includes the examination of current architecture and current security policy, development/recommendation of new security policy, evaluation of commercial off the shelf firewalls, intrusion detection and security appliances, and the implementation of these solutions.   The contractor shall provide engineering and technical services including development and integration. 

The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).
6. Specific Tasks:
6.1 Task 1 – Contract-Level and TO Management
6.1.1 Subtask 1 - Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 Subtask 2 – TO Management.   

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The contractor shall provide a monthly status report monitoring the quality assurance, progress/status reporting and program reviews applied to the TO.  Within the monthly status report, the contractor shall provide the following information: sub-tasks worked, hours expended by labor categories and costs by labor categories.  The contractor and the government shall hold an initial Technical Interchange Meeting (TIM) within 15 days after contract award for the purpose of reviewing the requirement and establishing firm dates for the Deliverables.  TIMs will be held quarterly.  The contractor shall address all task and sub-task areas within the SOW during the TIM.

Deliverables:


  1. TO Management Plan

15 Working Days after TIM

  2. Monthly Status Reports
By the 15th of the following month

6.2 Task 2.  Security Engineering Support.  The broad objective of this task is to provide a full-time on-site technical staff to support testing/evaluation activities, pilot efforts, pilot assessment reports, and deployment plans.  Moreover, the contractor shall support DISA in overseeing and managing a broad range of NIPRNet/Internet security engineering activities including developing programmatic understanding of the technical issues of NIPRNet gateway security and assisting in imparting that knowledge to an array of DISA and DOD stakeholders.

6.2.1 Subtask 2.1.  The contractor shall manage technology evaluations, lead analytical assessments of vendor products and technologies to be considered within the enhanced gateway security system and manage the integration, testing, analysis and operation of technologies being evaluated and/or installed to improve the defensive posture of NIPRNet/Internet gateways.  The contractor will present assessments and recommendations to the DISA TM and support other activities designed to impart understanding and create consensus among key stakeholders in support of comprehensive decisions. 

6.2.2 Subtask 2.2.  The contractor will assist the overall systems engineering and technical management support for the pilot deployment effort including generating pilot deployment plan and pilot deployment test report upon completion of pilot deployment effort.

6.2.3 Subtask 2.3.  The contractor will provide overall systems engineering and technical management support for the DISA Program Office, develop and help administer various engineering and management processes and develop CONOPS and new policies that support the new security architecture and leverage the new security tools.

Deliverables:

  1.  Product Assessments
10 Working days after each vendor briefing

  2.  Product Performance test report
10 Working days after evaluation  

  3.  Pilot Deployment Plan
10 Working days after deployment decision

  4.  Pilot Deployment Test Report  
10 Working days after pilot complete

  5.  Trip Reports
10 Working days after each trip

  6.  CONOP, policies and procedures
20 Working days after completion of pilot

7 Place of Performance: The primary place of performance will be both at the government site and at the contractor site. 

8 Travel:  The contractor shall be required to travel to support this contract.  Work shall be performed at Government and contractor sites within the Washington D.C. area as required by the TTM. This work will also require travel to other government and industry locations outside the Washington D.C. area to perform site surveys and pilot efforts at selected locations.  Any additional travel outside the Washington, DC metropolitan area will only be conducted with prior coordination with and approval of the TTM.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy the travel requirements of several tasks.  For planning purposes, one trip to each site, maximum of 6 selected sites.  Working days are defined as Monday to Friday with the exclusion of federal holidays.

9 Period of Performance: The period of performance for this work shall be 365 days from date of award.

10 Deliverable/ Delivery Schedule:

	Task#


	Deliverable Title
	CDRL#/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order Management Plan
	Contractor Format

Word Office 2000
	15 Working Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Based on TIM

	6.1.2
	Monthly Status Reports
	Contractor Format

Word Office 2000
	By the 15th of the following month
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM

**
	Monthly

	

	6.2.1
	Product assessments
	Contractor Format

Word Office 2000
	10 Working days after each vendor briefing
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.1
	Product performance test report
	Contractor Format

Word Office 2000
	10 Working days after evaluation
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.2
	Pilot deployment plan
	Contractor Format

Word Office 2000
	10 Working days after deployment decision
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.2
	Pilot deployment test report
	Contractor Format

Word Office 2000
	10 Working days after completion of pilot
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.2
	Trip reports
	Contractor Format

Word Office 2000
	10 Working days after each trip
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.3
	CONOPS, policies, procedures
	Contractor Format

Word Office 2000
	20 Working days after completion of pilot
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	


** One copy of the Monthly Status Report to the Business Office:  dunnettm@ncr.disa.mil and thompsol@ncr.disa.mil


11 Security: All contractor personnel assigned to this task shall be U.S. citizens and possess at least Secret security clearances.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. ADP level I is required for all levels of information classification.  Unclassified reports prepared under this task order shall be marked For Official Use Only unless otherwise stated by the Task Officer.  Additional compartments may be added as surveys and analysis reveals their necessity. 

12 Government-Furnished Equipment (GFE) / Government Furnished Information (GFI): Government furnished equipment (GFE) and contractors acquired Government owned equipment shall be used for this Statement of Work (SOW) under this delivery order.  A detailed list will be provided by the TTM upon accomplishment of the Site Survey Reports.    

13 Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required equipment to government installation and testing sites.

14 Inspection and Acceptance:  The Technology deliverables will comply with DOD Instruction 5200.40 DITSCAP and be accredited at highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.  Inspection of deliverables will be conducted at the government site.  

15 Other Pertinent Information or Special Consideration:  Special considerations include expertise in Perimeter Defense, Intrusion Detection Systems, and a background in Information Security and Info.  

a. Identification of Potential Conflicts of Interest (COI):  At any point during the performance of the contract, if either the government or contractor perceive a conflict of interest, they are required to inform the other party for resolution.

b. Identification of Non-Disclosure Requirements

