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FAR (48 CFR).243

--‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
As of   11 December 2002
	Contract Number:
	DCA200-00-D-5018

	Order Number:
	0008 Mod 5

	Tracking Number: 
	00091

	Previous Order Number:
	0004


1.  Points of Contact

2. Order Title: NIPRNet/Internet Gateway Security Engineering Support.  This task provides technical expertise to the Defense Information Systems Agency (DISA), and Communications Security Engineering Division in accordance with the Statement of Work (SOW).  The NIPRNet/Internet Security Project supports engineering of solutions that enhance the perimeter defense of the entire Department of Defense (DOD) community at the boundary points between the NIPRNet and the public Internet.

3. Background:  The NIPRNet/Internet Gateway Project provides additional support to the Global Network Services Center (GNOSC), Joint Task Force – Computer Network Defense (JTF-CNO), Department of Defense – Computer Emergency Response Team (DOD-CERT), Network Services (NS), the Chief Information Assurance Engineer (CIAE), and Applications Engineering (AP) in

meeting the additional post-September 11th information assurance, network security, and operational security requirements at the NIPRNet/Internet Gateway.  It will provide support by developing, testing, and providing secure, interoperable solutions at the NIPRNet/Internet Gateways.  This program requires the technical expertise of Information Assurance (IA) professionals to provide security policy, engineering, and integration for Combatant Commanders, Services and Agencies (C/S/A) sites.  The first layer of defense-in-depth for DOD is the NIPRNet/Internet gateways.  The current perimeter defense plan considers these access points the only connections to the wide area public infrastructure.  Accordingly, the security solution at these points has to balance the competing requirements of security, performance, and availability.  

3.1 Previous Work:  The requested work outline in this Task Order directly relates to, and builds on, completed work under the following contract: DCA200-00-D-5018.

4. Objectives: The objective of this task is to provide technical support to the NIPRNet/Internet Engineering Project.  The contractor tasks should include the following:  

1. Evaluation of the current Gateway architecture to include security policy, gateway configuration, and capabilities.

2. Propose DOD Perimeter Defense Plan based on current defense-in-depth requirements, risk assessment, best security practices, technical capabilities.

3. Develop, evaluate, and test viable solutions to the proposed DOD Perimeter Defense Plan to include a more secure NIPRNet/Internet gateway.

4. The examination, to the extent necessary to understand the current architecture, limitation of the current, physical limitation of the current facilities hosting the current gateways, and security functionality at the current gateways.

5. The development of interoperable solutions to support a more secure data transfer and access between the NIPRNet and the Internet.

6. The development of interoperable solutions to support secure data transfer from United States (US) systems [i.e. Global Command and Control System (GCCS)] to coalition networks in support of contingency & joint operation.

7. Develop transition strategies for implementation of selected technologies and products into DISN encompassing NIPRNet/Internet Gateways including associated assessment reports, implementation plans, and security policy and procedures.
5. 
Scope: This document applies to the NIPRNet/Internet project, which includes the examination of current architecture and current security policy, development/recommendation of new security policy, evaluation of commercial off the shelf firewalls, intrusion detection and security appliances, and the implementation of these solutions.   The contractor shall provide engineering and technical services including development and integration. 

The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).
6. Specific Tasks:
6.1 Task 1 – Contract-Level and TO Management
6.1.1 Subtask 1 - Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 Subtask 2 – TO Management.   

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The contractor shall provide a monthly status report monitoring the quality assurance, progress/status reporting and program reviews applied to the TO.  Within the monthly status report, the contractor shall provide the following information: sub-tasks worked, hours expended by labor categories and costs by labor categories.  The contractor and the government shall hold an initial Technical Interchange Meeting (TIM) within 15 days after contract award for the purpose of reviewing the requirement and establishing firm dates for the Deliverables.  TIMs will be held quarterly.  The contractor shall address all task and sub-task areas within the SOW during the TIM.

Deliverables:


  1. TO Management Plan

15 Working Days after TIM

  2. Monthly Status Reports
By the 15th of the following month

6.2 Task 2.  Security Engineering Support.  The broad objective of this task is to provide two full-time on-site technical Senior Network Engineers to support testing/evaluation activities, pilot efforts, pilot assessment reports, development and administration of implementation plans, and managing or supporting various committees, including the DISN Gateway Working Group (DGWG).  Moreover, the contractor shall support DISA in overseeing and managing a broad range of NIPRNet/Internet security engineering activities including developing programmatic understanding of the technical issues of NIPRNet gateway security and assisting in imparting that knowledge to an array of DISA and DOD stakeholders.  This task also provides two intermediate/mid-level engineers to conduct market surveys for the best commercially available gateway security products, bring them into the Gateway Laboratory for evaluation, pilot test “best of breed” technologies, and -- for successful technologies -- develop and implement deployment plans for Stage 2 and Stage 3 solutions in conjunction with Network Services.  Lastly, this task provides a half-time contractor site engineer to lead the development, coordination and implementation of the Perimeter Defense Plan (PDP) as the guiding document for the security enhancement of the NIPRNet Gateway infrastructure.
6.2.1 Subtask 2.1.  The contractor shall manage technology evaluations, lead analytical assessments of vendor products and technologies to be considered within the enhanced gateway security system and manage the integration, testing, analysis and operation of technologies being evaluated and/or installed to improve the defensive posture of NIPRNet/Internet gateways.  The contractor will present assessments and recommendations to the DISA TM and support other activities designed to impart understanding and create consensus among key stakeholders in support of comprehensive decisions. 

6.2.2 Subtask 2.2.  The contractor will assist the overall systems engineering and technical management support for the pilot deployment effort including generating pilot deployment plan and pilot deployment test report upon completion of pilot deployment effort.

6.2.3 Subtask 2.3.  The contractor will provide overall systems engineering and technical management support for the DISA Program Office, develop and help administer various engineering and management processes and develop CONOPS and new policies that support the new security architecture and leverage the new security tools.
6.2.4 Subtask 2.4. The contractor will provide Gateway Laboratory Test Facility Support including testing of experimental architectures and vendor products, conducting product performance evaluations, planning prototype deployments, and making appropriate recommendations through staff augmentation of two intermediate systems engineers or mid-level IA engineers.
6.2.5 Subtask 2.5.  Contractor will support TM with needed interaction with other government organizations (ex. GNOSC, DOD-CERT, JTF-CNO, NS, NSA, and the FSO) to define the Stage 2 and Stage 3 requirements for technologies enhancing the security of the NIPRNet/Internet Gateway infrastructure. Stage 2 consists of a device manager and filter manager and Stage 3 consists of URL filtering, Mobile code scanning, and E-mail scanning/filtering.  Further, contractor will provide the technical and engineering lead in the development and coordination of the Perimeter Defense Plan (PDP).  These tasks will involve coordination, document writing, and generating briefings.  
Deliverables:

  1.  Product Assessments
10 Working days after each vendor briefing

  2.  Product Performance test report
10 Working days after evaluation  

  3.  Pilot Deployment Plan

10 Working days after deployment decision

  4.  Pilot Deployment Test Report  

10 Working days after pilot complete

  5.  Trip Reports
10 Working days after each trip

  6.  CONOP, policies and procedures
20 Working days after completion of pilot

  7.  Product/System Recommendation Reports       10 Working days after the potential vendor’s products have been tested and evaluated

  8.  Perimeter Defense Plan

30 Working days after DGWG agreement

6.3 Task 3.  Information Assurance Technology Assessments and Integration Support Security Engineering Support.  The broad objective of this task is to develop transition strategies for implementation of selected technologies and products into DISN encompassing NIPRNet/Internet Gateways including associated assessment reports, implementation plans, and security policy and procedures.  Examples of products, technologies, and systems that the contractor may be asked to assess for both the classified and unclassified DISN ATM Services include:  Serial Link Encryptors (commercial) to include integration within the Defense Information Systems Agency, Europe (DISA EUR) network infrastructure.

6.3.1 Subtask 3.1.  The contractor shall manage Planning for technology and product assessments for insertion into the DISN.  The assessment plans will include the objectives, scope, equipment and configurations, technical approach, procedures, schedules, and roles and responsibilities.

6.3.2 Subtask 3.2.  The contractor shall conduct performing assessments of the technologies and products for insertion into the DISN and providing an analysis and evaluation of assessment results.  The contractor shall document the experimental results obtained as the assessments are performed.  Upon completion of each assessment and in coordination with the government, the contractor shall prepare a final assessment report that documents the approach taken, results of the assessment, analysis of the results, recommendations and supporting rationale.

6.3.3 Subtask 3.3.  The contractor shall develop transition strategies for implementation of selected technologies and products into DISN to include associated security policy and procedures.  The transition and implementation strategies developed that detail the deployment approach, and equipment and associated configurations shall be included in the final assessment report.  The government will review the draft final assessment report and provide comments prior to finalization.

Deliverables:

  1.  Product Assessments

10 Working days after each vendor briefing

  2.  Final Assessment Reports


10 Working days after evaluation  

  3.  Transition & Implementation Strategies
10 Working days after final assessment 

7 Place of Performance: The primary place of performance will be at government and contractor sites as necessary. 

8 Travel:  The contractor shall be required to travel to support this contract.  Work shall be performed at Government and contractor sites within the Washington D.C. area as required by the TTM. This work will also require travel to other government and industry locations outside the Washington D.C. area to perform site surveys and pilot efforts at selected locations.  Any additional travel outside the Washington, DC metropolitan area will only be conducted with prior coordination with and approval of the TTM.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy the travel requirements of several tasks.  For planning purposes, one trip to each site, maximum of 6 selected sites.  Working days are defined as Monday to Friday with the exclusion of federal holidays.

9 Period of Performance: The period of performance for this work shall be from the time the contract is awarded through 14 March 2003.

10 Deliverable/ Delivery Schedule:

	Task#


	Deliverable Title
	CDRL#/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order Management Plan
	Contractor Format

Word Office 2000
	15 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Based on TIM

	6.1.2
	Monthly Status Reports
	Contractor Format

Word Office 2000
	By the 15th of the following month
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Monthly

	

	6.2.1
	Product assessments
	Contractor Format

Word Office 2000
	10 Working days after each vendor briefing
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.1
	Product performance test report
	Contractor Format

Word Office 2000
	10 Working days after evaluation
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.2
	Pilot deployment plan
	Contractor Format

Word Office 2000
	10 Working days after deployment decision
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.2
	Pilot deployment test report
	Contractor Format

Word Office 2000
	10 Working days after completion of pilot
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.2
	Trip reports
	Contractor Format

Word Office 2000
	10 Working days after each trip
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.3
	CONOPS, policies, procedures
	Contractor Format

Word Office 2000
	20 Working days after completion of pilot
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.4
	Product/System Recommendation Reports       
	Contractor Format

Word Office 2000
	10 Working days after the potential vendor’s products have been tested and evaluated
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.2.5
	DOD Perimeter Defense Plan
	Contractor Format 

Word Office 2000
	30 Days after DGWG agrees
	1 hard

1 soft
	Hard copy to 

TTM, soft to TTM and ATTM
	

	6.3.1
	Product Assessments
	Contractor Format 

Word Office 2000
	10 Days after vendor briefing
	1 hard

1 soft
	Hard copy to 

TTM, soft to TTM and ATTM
	

	6.3.2
	Final Assessment Reports
	Contractor Format 

Word Office 2000
	10 Days after evaluation
	1 hard

1 soft
	Hard copy to 

TTM, soft to TTM and ATTM
	

	6.3.3
	Transition and Implementation Strategies
	Contractor Format 

Word Office 2000
	10 Days after final assessments
	1 hard

1 soft
	TTM, soft to TTM and ATTM
	

	


11 Security: All contractor personnel assigned to this task shall be U.S. citizens and possess at least Secret security clearances.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. ADP level I is required for all levels of information classification.  Unclassified reports prepared under this task order shall be marked For Official Use Only unless otherwise stated by the Task Officer.  Additional compartments may be added as surveys and analysis reveals their necessity. 

12 Government-Furnished Equipment (GFE) / Government Furnished Information (GFI): Government furnished equipment (GFE) and contractors acquired Government owned equipment shall be used for this Statement of Work (SOW) under this delivery order.  A detailed list will be provided by the TTM upon accomplishment of the Site Survey Reports.    

13 Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required equipment to government installation and testing sites.

14 Inspection and Acceptance:  The Technology deliverables will comply with DOD Instruction 5200.40 DITSCAP and be accredited at highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.  Inspection of deliverables will be conducted at the government site.  

15 Other Pertinent Information or Special Consideration:  Special considerations include expertise in Perimeter Defense, Intrusion Detection Systems, and a background in Information Security and Info.  

a. Identification of Potential Conflicts of Interest (COI):  At any point during the performance of the contract, if either the government or contract perceive a conflict of interest, they are required to inform the other party for resolution.

b. Identification of Non-Disclosure Requirements

16 Evaluation Criteria:  This is a best value award.  The evaluation criteria for this award will be based on technical understanding of the task, past performance: technical and management, quality management, and cost.  Technical understanding of the task is the most important.  Past Performance: technical and management past performance is the second important factor, significantly more important than cost/price.

Technical understanding will assess the proposed solution from a technical capability, innovation and scalability perspective.  It must be a realistic approach in understanding the technical issues.  In addition, the proposed management, including electronic commerce capability and schedule will be evaluated as well as proposed performance metrics.  

Past performance will evaluate the recent work performed in this task area or in a similar task area and the ability to deliver a quality product on time within budget.  Management controls in place supporting cost, schedule, and performance.

