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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$974,635.00
	$974,635.00

	
	Information Assurance Support Services 

T&M - Penetration Testing and Vulnerability Resolution support as in accordance with SOW dated 04 Mar 02.  Period of Performance is from 13 Mar 02 thru 12 Mar 03 as in accordance with Logicon proposal dated 08 Mar 02 which is incorporated by reference. 

PURCHASE REQUEST NUMBER DAEMZ23013 


	

	
	
TOT MAX PRICE
	$974,635.00 

	
	
CEILING PRICE
	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	MIPR: DAEMZ23013   $554,739.21 AVAILABLE FUNDS

                                       $400,785.29 FY03 SAF
	 

	  
	  
	  


‘I ASSURE’ TASK ORDER (TO)

TECHNICAL DISCUSSION

as of 4 March 2002
	Contract Number:
	DCA200-00-D-5015

	Order Number:
	

	Tracking Number:
	00094.00

	Previous Order Number:
	DCA200-00-D-5015/0002


1.  Points of Contact
2.  Order Title – Penetration Testing and Vulnerability Resolution Support
3.  Background:  As manager of the Defense Information Infrastructure (DII), the Defense Information Systems Agency is charged with securing the adequate protection of the DII against information attacks and Information Warfare (IW).  The DII extends from the national level, through the commanders of the combatant commands (CINCs), through the CINCs’ sub-unified commands, joint task forces, component commands, and supporting organizations and agencies to individuals. Fulfilling this responsibility includes developing an integrated DOD-wide protection and operational restoration capability to counter security threats to, incidents within, and attacks on DOD information technology.  Part of this development necessarily includes advising and assisting users and operators of the DII.  This advice and assistance will include providing penetration testing of DISA and DISA customer systems and Information Assurance (IA) vulnerability resolution in support of DISA and DISA customers. 

3.1.  Authority.  The Assistant Secretary of Defense for Command, Control, Communications, and Intelligence (ASDC3I), directed the establishment of the Defense Information Systems Agency (DISA) Information System Security (INFOSEC) Task Force.  One recommendation from this task force was to institutionalize the required security control process via the DISA Field Security Operations (FSO), OP51, at Letterkenny Army Depot, Chambersburg, PA.  The restrictions of budget and personnel available within DOD preclude accomplishment of subject effort completely "in-house".  Contractor information assurance (IA) technical support is necessary to supplement Government efforts to reduce security risks to DISA information systems and the communications infrastructure.

3.2.  Previous Work.  Not applicable

4.  Objectives:  Provide technical support for DISA customers to include, but not be limited to the CINC locations and other Federal Government agencies to obtain and maintain C2 accreditation, and continuously enhance overall site security.

The contractor shall comply with the appropriate DISA and DOD-approved architectures, programs, standards and guidelines, such as:

· Defense Information Infrastructure (DII) Strategic Technical Guidance (STG),
· DII Common Operating Environment (COE),
· DII Standard Operating Environment (SOE),
· DISA Security Technical Implementation Guides (STIGs),
· FSO Penetration and Testing SOP,
· Defense Information Systems Network (DISN), and
· Shared Data Environment (SHADE).
5.  Scope:  The work is focused in the following areas:

· Maintain FSO penetration testing procedures and techniques (e.g. scripts and tool configuration settings)

· Provide technical oversight to FSO penetration tests and conduct penetration tests on DISA and DISA Customer systems

· Resolve and support the resolution of previously identified vulnerabilities on-site at DISA and DISA Customer locations

· Review the FSO Security Readiness Review (SRR) database to identify vulnerabilities that may span multiple locations and require centralized resolution

· Resolve identified vulnerabilities that may be systemic in nature or prevalent across multiple sites

· Maintain and enhance the FSO IA metrics processes, including SRR results, penetration test results, IA Readiness Review (IARR) results, technology insertion, training, and certification and accreditation

· Through insight gained and lessons learned from the penetration testing, metrics, and resolution support provide analytical input to SRR reports to specific locations and input to FSO’s technical support direction in the areas of guidelines and tool development

Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training, and Awareness, Certification and Accreditation, and IA Support

6.  Specific Tasks:

6.1
Task 1 – Contract-Level and TO Management. 

6.1.1
Subtask 1 – Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2
Subtask 2 – TO Management. Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW). 

Deliverable:
1.  Management Plan due twenty (20) working days after the award of the TO

2.  MSR due NLT ten (10) working days after the end of the contractor’s monthly accounting period
6.1.3
Subtask 3 – Technical Interchange Meeting. Contractor shall host a Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  

Deliverable:
1.  Technical Interchange Meeting to be conducted NLT 15 days after contract award

2.  TIM notes in written format are due NLT five (5) working days after the meeting

6.1.4.
Subtask 4 – Progress Reviews/Project Briefings.  The contractor shall conduct a formal In Progress Review within 90 days of task award and quarterly thereafter.  The contractor’s Technical Task Leader (TTL) and appropriate members of the technical team will meet no less frequently than every 90 days with the appointed Government TM, either in person or via teleconference or a combination of both.  The purpose of these meetings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of the task.  The contractor shall document these meetings in Quarterly Review Notes and report the occurrence of these and any other meetings in the MSRs.

Deliverable:
1.  Quarterly Progress Review briefings

2. Quarterly Progress Review notes in written format due NLT five (5) working days after the briefing

6.1.5.
Subtask 5 – FSO Time Accounting System.  The contractor shall ensure that time utilized on each specific project, in support of the various FSO customers, is accounted for monthly by project in the FSO provided time accounting system.

Deliverable:    1. Time Accounting System Report

6.1.6.
Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.7.  Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than one contract vehicle and/or company) supporting FSO and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert. 

6.1.7.   Personnel Management.  Provide and manage a complete, comprehensive team of highly qualified personnel able to accomplish the tasks specified in this SOW.

6.1.8. TO Staffing.  The contractor shall ensure that all contractor personnel assigned to the

Penetration Testing (6.2) and Vulnerability Resolution (6.4) tasks of this TO are certified at Level II for UNIX and NT, in accordance with the DISA SA Certification Program.  Required certification must be obtained not later than ninety (90) days following the assignment of the individual to perform work on the TO.  The Government will provide the training materials (to include CBT and CD), laboratory environment, and the test to enable compliance with this requirement.  Classroom attendance in Government conducted training will be made available on a space available basis only.  However, the inability to attend Government conducted training will not be justification for noncompliance.   

6.2. Task 2 – Penetration Testing.  The contractor shall support penetration testing on DISA and DISA customer systems.  DISA Penetration Testing includes mapping of the target systems, identification of vulnerabilities, exploitation of system vulnerabilities to gain unauthorized access, exploitation of the unauthorized access to gain greater system privileges in order to attack other systems within the trusted environment, and development of an after action report or out brief to the targeted organization.  This is through the maintenance of a penetration testing methodology, incorporation of new techniques, support to current penetration testing tools, documentation of the processes, technical oversight of penetration testing activities, and actual penetration testing for high-visibility or complex targets.  Targeted platforms include any that support IP addresses and/or networks based on TCP/IP and their associated application services.

6.2.1    Penetration Testing Methodology.  The contractor shall maintain and enhance the current FSO Penetration and Testing SOP to serve as the foundation for conducting penetration tests under paragraphs 6.2.3 and 6.2.4 of this SOW.  The contractor shall further develop and document the step-by-step procedures for conducting penetration tests using various techniques as reflected in paragraph of 6.2.2 of this SOW.  The contractor shall revise the FSO Penetration and Testing SOP quarterly.


Deliverable:
1.  FSO Penetration and Testing SOP.

6.2.2  Techniques and Tools.  The contractor shall maintain and enhance the current FSO

suite of penetration testing tools.  This includes analysis of the tool suite’s capabilities, providing recommendations on optimal utilization of the tool suite, and recommendations for upgrades or replacements of specific tools.  This tool suite analysis will include COTS, GOTS, and their associated configuration settings.  The contractor shall incorporate new techniques garnered from the most effective practices of the hacker community.  These techniques and tools will serve as the technical basis for fulfilling the requirements of paragraphs 6.2.3 and 6.2.4 of this SOW.  The contractor shall summarize their activities in the MSR.


Deliverable:
1.  Monthly Status Report.

6.2.3   Technical Oversight.  The contractor shall provide technical oversight of penetration

testing activities performed by the FSO.  The contractor shall review all FSO penetration test plans and provide recommendations to increase the effectiveness of the operation.  The contractor shall provide expert advice on the most productive means to exploit the targeted site in order to identify the most exhaustive set of vulnerabilities.  The contractor shall support the analysis of false positives in the production of the FSO’s after-action reports and the interpretation of the results for the development of recommendations to resolve identified vulnerabilities. The contractor shall use lessons learned from this activity to support the tasks in paragraphs 6.2.1 and 6.2.2 of this SOW.  The contractor shall summarize their activities in the MSR.


Deliverable:
1.  Monthly Status Report.

6.2.4 Conduct Penetration Tests.  The contractor shall conduct penetration testing of high-visibility or complex targets.  Nominally this requirement is an average of two penetration tests per month.  High-visible or complex targets would include targets that must be tested in a expeditious manner due to real world contingencies, targets that may involve or impact coalition forces, targets that may include elements of the intelligence community. The contractor shall exploit the targeted site in order to identify the most exhaustive set of vulnerabilities, which will include the identification of false positives.  The contractor shall produce an after-action report, which will include recommendations to resolve identified vulnerabilities.  The contractor shall perform this in accordance with the FSO Penetration and Testing SOP.  The contractor shall use lessons learned from this activity to support the tasks in paragraphs 6.2.1 and 6.2.2 of this SOW.  


Deliverable:
1.  After-Action Report.

6.3. Task 3 – Vulnerability Resolution.  FSO conducts Security Readiness Reviews (SRRs) of DISA and DISA customer systems.  The purpose is to determine operating system integrity, the installation and implementation of the specific Access Control Security Product(s), application interfaces, life-cycle procedures and support, and other conditions to ensure compliance with the appropriate STIG.  The contractor shall implement resolutions of identified vulnerabilities on-site or via interactive contact with site personnel.  The goal is accreditation of the reviewed information systems, and the continual improvement of DOD security. All activities associated with this task shall be reported as part of the MSR.


Deliverable:
1.  Monthly Status Report

6.3.1 Quick Reaction Support.  The bulk of this support must be accomplished on-site at the

locations, as specified in a paragraph 7.2.  On-site support is necessary due to:

· The sensitive nature of system access

· The requirement for daily face-to-face interaction with on-site technical Government personnel (e.g. executive software and security personnel) to determine and implement optimum solutions for security vulnerabilities

· Requirements for system access and documentation unique to each site

· The requirement for site personnel to completely understand each security fix for maintenance purposes, and to reduce the risk of vulnerability reoccurrence.

The on-site portion of this activity may be conducted through a “strike team” approach where the contractor shall visit the site and perform an intensive short-term resolution activity for approximately 1 week.  The contractor shall participate as FSO SRR team members at the supported locations performing real-time resolution.  In limited cases remote access of the site will be allowed from FSO.  This resolution activity will utilize the SRR Checklists and STIG criteria to identify system vulnerabilities and resolve these vulnerabilities. The results will be summarized in an After-Action Report.  Nominally, this requirement ranges from 2 to 4 support trips per month. 


Deliverable:
1.  After-Action Report

6.3.2 Centralized Resolution Support.  The contractor shall analyze sources of vulnerability

information, including the SRR Database (SRRDB), Resolution Support After-Action Reports, and IAVA information, for the identification of critical vulnerabilities that are prevalent across the infrastructure and/or point to a systemic problem.  These vulnerabilities will be analyzed to determine and recommend methods, approaches, and step-by-step plans with technical justification required to resolve security vulnerabilities.  Generate up to 5 of these recommendations per month in precise technical detail.  Maintain a status log of these analyses, and include each analysis and the updated log in the next MSR.


Deliverable:
1.  Monthly Status Report

6.4.  Task 4 - Security Technical Implementation Guidance.  FSO, with support from other DISA organizations, provider organizations (i.e. Central Design Activities and Software Support Organizations), and from other contract vehicles, generates STIGs.  DISA and their customers use the STIGs as guidance and requirements to secure their operating environment.  The contractor shall provide detailed technical input into the DISA STIGs based on technical expertise and lessons learned, as associated with the work specified in this SOW.  This input shall be submitted via participation in the annual FSO sponsored STIG working groups.  The applicable STIGs are listed below:

· Windows/NT

· Network Infrastructure

· UNIX

· Web Server

· Database

· Desktop Application

· Enclave

Use the latest version of the appropriate STIG as a guide for the amount of detail and writing style for the required STIG inputs.  Nominally this requirement is an average of twice per month. All activities associated with this task shall be reported as part of the MSR.  

Deliverable:
1.  Monthly Status Report

6.4  Task 6 - FSO Technical Analysis and Planning.  The contractor shall provide technical

analysis and planning based on insight gained and lessons learned from the penetration testing and resolution support tasks.  This will take the form of the following:

· Providing analytical input to SRR reports on specific locations

· Providing analytical input to FSO’s technical support direction in the areas of guidelines

· Providing analytical input to FSO’s technical support direction in the areas of tool utilization and techniques

The summary of the activities in this task shall be reported in the MSR.


Deliverable:
1.  Monthly Status Report

7 Place of Performance: 


7.1   Primary Place of Performance.  The contractor’s team shall perform the majority of the

SOW work at the DISA GNOSC, FSO facility.  The FSO facility is currently located at Letterkenny Army Depot, Chambersburg, PA.  Personnel shall also perform TDY to DISA customer locations, as listed in paragraph 7.2 below, to include OCONUS as required by the Government in support of this effort.

7.2.   Travel.  Local travel within the National Capital Region and to Letterkenny Army Depot, Chambersburg, PA is required and authorized.  Travel will be required to the Office of the Secretary of Defense (OSD), DISA locations, the CINCs and their sub-unified commands, joint task forces, component commands, joint commands, and supporting organizations and DOD agencies. The Government will review for approval all travel orders under this TO prior to the travel taking place.  The Contractor shall provide an estimate of required travel to support this effort.  A general list of DISA supported customers is outlined below (organized by parent combatant command).  This list of commands to be visited for resolution support will be adjusted by the Government’s TM to accommodate the CINCs’ objectives and their operational requirements.  In addition to these are all DISA locations.

	Organization
	Place

	PACOM
	Camp Smith, HI

	USFK
	Yongsan, Korea

	USFJ
	Yokota AB, Japan

	Alaskan Cmd
	Anchorage, AK

	JIATF West
	Alameda, CA

	USARPAC

DLA-PAC

MARFORPACs
	Camp Smith, HI

	SPACECOM
	Colorado Springs, CO

	EUCOM
	Stuttgart, GE

	STRATCOM
	Bellevue, NE

	TF 124
	Oklahoma City, OK

	TF 134
	Pearl Harbor, HI

	TF 164
	Naples, IT

	TF 294
	Travis AFB, CA

	TF 214
	Cheyenne, WY

	TF 204
	Barksdale AFB, LA

	CENTCOM
	Tampa, FL & Bahrain

	JTF-SWA
	Eskan Village, KSA

	CJTF-Kuwait
	Kuwait City, Kuwait

	JFCOM
	Norfolk, VA

	JWFC
	Chesapeake, VA

	JTF-6
	El Paso, TX

	TRANSCOM
	Belleville, IL

	SOCOM
	Tampa, FL

	JSOC
	Fayetteville, NC

	SOCOM TF
	Little Creek, VA

	SOCOM TF
	Coronado, CA

	USASOC
	Fayetteville, NC

	SOUTHCOM
	Miami, FL

	JIATF East
	Key West, FL

	JTF-B
	Tegucigalpa, Honduras

	SOCSOUTH
	Roosevelt Roads, Puerto Rico


8.  Period of Performance:   The period of performance is 365 days from the date of TO award with a planned start date of 15 March.

9.  Deliverable/Delivery Schedule:
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Management Plan
	Contractor format using DI-MGMT-80347 for guidance
	20 working days after award 
	1 HC

1 SC
	**Standard 

Distribution
	Draft &

Final 

	6.1.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	10 working days after end of accounting period
	1 SC
	**Standard 

Distribution
	Monthly

	6.1.3
	Technical Interchange Meeting (TIM)
	N/A
	15 working days after award
	N/A
	N/A
	One Time

	6.1.3
	TIM Notes


	Contractor format using UDI-A-23083A for guidance
	5 working days after TIM
	1 HC

1 SC
	**Standard 

Distribution
	One Time

	6.1.4
	Progress Review

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Days after award:

90

180

270

360
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.1.4
	Progress Review

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	5 working days after Progress Review
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.1.5
	Time Accounting System Report
	As provided by FSO
	10 working days after end of accounting period
	1 SC
	**Standard 

Distribution
	Monthly

	6.2.1
	FSO Penetration and Testing SOP
	Contractor format
	Days after award:

90

180

270

360
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.2.4
	Penetration Test After-Action Report
	Contractor format using DI-MISC-80508 for guidance
	5 calendar days after Penetration Test
	1 HC

1 SC
	**Standard 

Distribution
	As directed by the Government TM

	6.3.1
	Quick Reaction Support After-Action Report
	Contractor format using DI-MISC-80508 for guidance
	15 calendar days after Quick Reaction Support
	1 HC

1 SC
	**Standard 

Distribution
	As directed by the Government TM


* Copies

· Hard copy (HC)

· Soft copy (SC) Soft copy for reports, minutes, white papers, etc., will be in MS Word, Office 2000 version. Soft copy for briefings will be in PowerPoint, Office 2000 version.

**Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM.

Note 1:  Cost and status reports are due 14 days after close of contractor’s accounting period.

10.
Security/Clearance Requirements:  The following security requirements shall apply to this effort.

10.1.
Access to Information/Personnel Security Clearances
10.1.1.
Classified Information.  All contractor personnel performing work under this effort will have access to classified information at least up to and including SECRET.  Therefore, all contractor personnel must have a minimum of a SECRET security clearance.  All contractor personnel performing work at CINCs and their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies will require a Top Secret clearance and Sensitive Compartmented Information (SCI) access to perform their duties on this TO. 

10.1.2.
Sensitive Information.  Some contractor personnel will have access to customer Sensitive Information, and access to customer computer operating systems containing this information.  Contractor personnel meeting any of the conditions listed below, will have designated ADP I sensitive positions in accordance with paragraph 3-614 DOD 5200.2-R, Personnel Security Program, dated January 1987.  The following personnel must have a within scope Single Scope Background Investigation (SSBI):

· Personnel who will perform work on-site at CINCs and their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies

· Personnel who will electronically access customer information systems

· Personnel who will handle Sensitive Information in the course of performing work specified in this TO.

10.2.
Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. The contractor shall comply with DISA Instruction 630-230-19.

10.3.
Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.

10.4.
Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that FSO and customer data stored at contractor facilities is protected in compliance with the FSO Security Standard Operating Procedures.

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.

a. All contractor personnel performing work at a Government location will be furnished with a Government office environment.  This includes office furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy and presentation equipment. 

b. The DISA Field Security Operations Division Technical Library will be available for use for proposal preparation and throughout the life of the TO.  It contains the following information.

· Results/reports of all Security Readiness Reviews (SRRs) to date and results of other agency audits

· Latest versions of the Security Technical Implementation Guidance (STIGs) and corresponding checklists

· SRR database definition and SRR Process Guide

· Vendor Integrity Statements 

· Other deliverables from previous IA related work/contracts.

· DOD and other agency regulations, guides, instructions and other documents related to IA.

· Numerous other security and technical information including product documentation.

c. The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within 14 calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government’s TM and COR.  The Government will facilitate the contractor’s access to the data required in support of this work effort; this will include the initial contacts with DISA individuals for the purposes of conducting site surveys, and interviews.
12.  Packaging, Packing, and Shipping:  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.
13.  Inspection and Acceptance:  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.

13.1.  Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) working days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it clear as to what actions are required to bring the deliverable into compliance. 

13.2.  Rejection Procedures.   After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.

14.  Other Pertinent Information or Special Considerations:
14.1
Identification of Possible Follow-on Work.  Possible follow-on work includes additional efforts to meet future requirements in the areas of IA readiness, operational planning, training, and exercise support. 
14.2  
Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 
14.3  
Identification of Non-Disclosure Requirements.  Paragraph 8.0 of the ‘I Assure’ contract applies.  All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.  (This includes access to the FSO Technical Library before contract award, for proposal preparation).  For the purposes of this TO, all related customer information is classified no lower than Unclassified Controlled Information (Comply with the appropriate contract paragraph).

14.4
Compliance.  The contractor shall comply with the following DOD-approved architectures, programs, standards and guidelines: 

· Technical Architecture Compliance

· C4ISR Architecture Framework

· Technical Architecture Framework for Information Management (TAFIM), version 3.0

· Joint Technical Architecture, version 2.0

· Defense Information Infrastructure Common Operating Environment

· Standard Operating Environment

· DOD Energy Star & DOD PCMCIA

· DISA Security Technical Information Guides

The contractor shall ensure that all contractor workstations connected to the FSO LAN and/or containing customer sensitive data are configured in compliance with the DISA STIG applicable for that operating system.

14.5.
Exchange of Information With Other Organizations.  This project could require contractor personnel to exchange classified information with representatives of: ASD/C3I, the Joint Staff, NSA, DIA, CINCs, and the Services.  

Proposed public releases shall be submitted to DISA Headquarters for processing.  The submission shall be addressed to:

DISA Headquarters

Corporate Exchange Office

ATTN:  Ms. B. McDonald

701 South Courthouse Road

Arlington, VA 22204-2199

(703) 692-9270

The contractor shall not distribute material or documents generated under this statement of work to anyone including contractor offices or personnel not directly involved on this project until written approval is received from DISA FSO.  The contractor shall deliver required work efforts in both draft and final versions according to schedule data.  All final deliverables will be published under DISA cover unless directed otherwise by the Government.  Final paper deliverables shall be printed on 8.5” by 11” paper, double-sided print in the numbers indicated.  One (1) final paper deliverable shall remain unbound.  Draft deliverables shall be delivered in double-sided print and remain unbound.  The contractor shall also deliver one (1) copy of each deliverable on 3.5” high-density diskettes in Microsoft Word for Windows (version 7.0 or earlier) format.  All delivered electronic media shall be free of malicious code (including but not limited to boot sector and Word Macro viruses).  Unless specified, the maximum number of deliverables will be no more than five (5) copies.  For deliverables relating to format DISA publications (i.e., instructions, standard operating procedures, supplements, circulars), the contractor shall use format provided in DISAI 210-20-2, Preparation and Processing of DCA Numbered Publications.

All specified draft and final security deliverables become the property of DISA.  The details of any and all security countermeasures that the contractor may develop under this contract become the property of DISA.

