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X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$1,761,537.00

36. I certify this account is correct and proper for payment.
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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$1,761,537.00
	$1,761,537.00

	
	Information Assurance Support Services 

T&M - DTRA CYBER SECURITY AND IA OPERATIONS SUPPORT AS IN ACCORDANCE WITH SOW DATED 14 JAN 02.  PERIOD OF PERFORMANCE OF THIS ORDER IS FROM 09 APR 02 THRU 08 APR 03 AS IN ACCORDANCE WITH VERIDIAN PROPOSAL DTD 26 MAR 02  WHICH IS INCORPORATED BY REFERENCE.  

PURCHASE REQUEST NUMBER 022198 

POINT OF CONTACT:


	

	
	
TOT MAX PRICE
	$1,761,537.00 

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	MIPR:  022198   $1,726,997.05 
	 

	  
	  
	  


'I ASSURE' TASK ORDER (TO)

STATEMENT OF WORK (SOW)

As of 01/14/02

Contract Number: DCA200-00-D-xxxx

Order Number: To Be Determined 

Tracking Number: 00095

Previous Order Number: Not Applicable

1.  Points of Contact

2.  Order Title: DTRA Cyber Security and IA Operations 

3.  Background:  The DTRA’s current architecture is centered on the Windows NT 4.0 operating system.  The DTRA Enterprise is made up of both Classified and Sensitive But Unclassified (SBU) Local Area Networks (LANs) located at the DTRA Headquarters (HQ) and field sites.  A variety of Pentium Personal Computers (PCs) at the desktop run Windows NT 4.0 Workstation Operating System, while dual-Pentium servers run Windows NT 4.0 Advanced Server.  Several Unix-based systems are connected to the network.  These systems support legacy databases and are accessed via terminal and X-Window emulation software from the Windows NT workstations.  The DTRA is beginning to move to the Windows 2000 architecture at both the client and server levels.

The DTRA has established HQ-wide Internet access through the DTRA SBU LAN.  The HQ-wide Internet access is provided in conjunction with the components mentioned above.  The network provides DTRA SBU LAN users access to the Internet via circuits connected to DOD’s NIPRNET.  Users access the Internet from Windows NT workstations using Netscape or Microsoft web browsers.  Several Windows NT servers are configured to provide network domain services, mail services, home account/file services, and Internet DNS services.  A layered network defense architecture, including: firewalls, intrusion detection systems, anti-virus software, and an established Demilitarized Zone (DMZ), provide maximum protection from intrusions via the Internet.  A DTRA World Wide Web (WWW) server has been established, outside the firewall, to make authorized releasable information accessible to the public.  Internet mail is provided to all DTRA SBU LAN users through MS-Exchange mail package.  The DTRA has established classified connectivity with its field activities using the SIPRNet as the communications backbone.  Four of the field activities are linked to the HQ via a T-1 communication line onto the SIPRNet backbone.  Type 1 encryption as well as a firewall protect communications among these sites.

The DTRA mission requires frequent deployment of personnel throughout the world.  While deployed, individuals and inspection teams require access to the DTRA SBU Network to efficiently exchange up-to-date information with DTRA staff.  With this effort, any DTRA authorized user on a standalone SBU computer could access the DTRA SBU LAN. DTRA provides authorized DTRA SBU LAN remote users network access via token-based dial-up and VPN portal solution.

4.0
Objective:  The purpose of this SOW is to ensure that sufficient resources and information security expertise are available to the DTRA to provide all personnel, labor, services, supplies and equipment as may be necessary to assist and support the Security and Counterintelligence (SC) Directorate, Cyber Security Division (SCC) in providing the Agency long term information assurance support and technical services which guarantee system availability; mitigate and/or counter known and suspected vulnerabilities; provide for a 24x7x365 system audit and monitoring capability, including intrusion detection and incident handling; and, assure continued compliance with applicable information assurance requirements in accordance with the following directives and instructions:

· Defense Information Infrastructure (DII) Strategic Technical Guidance (STG),
· DII Common Operating Environment (COE),
· DII Standard Operating Environment (SOE),
· DOD Directive O-8530.1, "Computer Network Defense (CND)", January 8, 2001,

· DOD Directive O-8530.2, "Support to Computer Network Defense", March 9, 2001,

· DOD Instruction 5200.40, "Defense Information Technology Security Certification 

and Accreditation Program (DITSCAP)", December 30, 1997,

· CJCSI 6510.01C, 1 May 2001, “Information Assurance (IA) and Computer Network Defense (CND)”,

· CJCSI 6510.04, 15 May 2000, “Information Assurance Readiness Metrics”,

· DOD Directive 5200.28, "Security Requirements for Automated Information Systems (AISs)", 21 March 1988,

· 10 U.S.C 2224, "Defense Information Assurance Program"

5.0 
Scope:  The contractor shall provide personnel with the required skills, experience, and security clearances to support the DTRA Computer Network Defense (CND) operations performing network/systems monitoring and auditing, IA Hotline support (24x7x365), and Certification and Accreditation (C&A)efforts.

The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as the Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

Task Area 1 - Policy, Planning, Process, Program and Project Management Support

Task Area 2 - Standards, Architecture, Engineering and Integration Support

Task Area 3 - Solution Fielding/Installation and Operations

Task Area 4 - Education, Training and Awareness, Certification and Accreditation and IA support

6.
Specific Tasks:  The DTRA SC Directorate is responsible for the development and implementation of a Cyber Security Program as required by DOD and Federal regulations.  This program encompasses development of information assurance policies and procedures, CND architectural design, system certification and accreditation (C&A), password and remote access management, anti-virus programs, a Security Information Database Management System, an IA Awareness Program, firewall and intrusion detection system (IDS) management, as well as public key infrastructure (PKI) support.  The contractor shall provide continuing and full time support during the period of performance to assist the SCC in operating the Cyber Security program.  The contractor may be called upon to participate in technical meetings and planning sessions involving the DOD, other Government agencies, and/or other contractors.  In such cases, at no time shall the contractor represent, claim to represent, or by action appear to represent the official view of the DTRA, the DOD, or the U.S. Government.  In such cases, the contractor shall only serve as a technical advisor.  Ongoing technical support to the SC Directorate shall include:  
6.1
Task 1 - Contract-level and TO Management

6.1.1
Subtask 1 - Integration Management Control Planning.  

Provide the technical (task order level) and functional activities at the contract level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.  

6.1.2 
Subtask 2 - TO Management.  

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. The contractor and the government will hold an initial Technical Interchange Meeting (TIM) within 15 days after contract award for the purpose of reviewing requirements. The contractor shall prepare the TO Management Plan within 20 days after the TIM that will address any changes made at the TIM and serve as the vehicle for establishing firm dates for deliverables and deliverable report formats.

6.1.3
Subtask 3 – Monthly Status Report.

The contractor shall provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  Within the monthly status report, the contractor shall provide, at a minimum, the following information: Cost Profile, Sub-task accomplishments, anticipated actions for sub-tasks, Certification and Accreditation monthly metrics, Other Direct Costs incurred, hours expended by labor category, subtask costs associated with labor category, and metrics that assess operational performance and effectiveness.

6.1.4 
Subtask 4 – Quarterly Progress Review.  

The contractor shall conduct a formal In Progress Review within 90 days of task award and quarterly thereafter.  The contractor's Technical Task Lead (TTL) and appropriate members of the technical team will meet no less frequently than every 90 days with the appointed government TM.  The purpose of these meetings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of the task.  The contractor shall document these meetings in Quarterly review Notes and report the occurrence of these and any other meetings in the MSRs. 

6.1.5 
Subtask 5 – Cooperation/Coordination with other Contractors.  

Within the provisions of this SOW, the contractor shall work with DOD staff and other contractor support to the DTRA to accomplish Government goals and objectives as effectively and efficiently as possible.  This may include, but not be limited to, sharing or coordinating information resulting from work required by this SOW or previous Government efforts, and/or working as a team to perform tasks. 
6.1.6 
Subtask 6 – Personnel Qualifications.  

The contract team shall provide the optimum mix of personnel of various labor categories and technical expertise to perform the tasks specified in this SOW.  The contractor shall maintain the technical skills required to fulfill this SOW.

6.1.7  
Subtask 7 – IA Policy Development.
The contractor shall aid in the development of DTRA Information Assurance policies, procedures, and manuals in accordance with DOD and other U.S. Government Information Assurance policies, as applicable.  This will include providing technical assistance and support in drafting, reviewing, staffing, gaining approval, and implementing resulting policies.  Recommendations provided shall be consistent with current DOD and National policies.  The contractor will identify actions to be taken to ensure smooth implementation and transition to resulting approved guidance. This may also include development of Web based products for electronic dissemination throughout DTRA.

6.2
Task 2 – Plans, Standards, and IA Architecture Design and Integration Support.  

6.2.1
Subtask 1 - DTRA IA Enterprise Security Architecture Technical Support and Services.  

The contractor shall provide IA Defense in Depth strategy and related evolution support by participating in the design, development, and integration/migration planning for the DTRA IA Enterprise Security Architecture. The Cyber Security Improvement Plan will outline, incorporating text and graphical representations, a quick response for IA damage control, recovery, and reconstitution of critical DTRA assets.  The architecture will be compliant with DOD Security Architecture Goals and employ DII COE or future standards, as applicable.  Based on examination of the current DTRA IA security posture, the contractor will provide a DTRA Cyber Security Improvement Plan. The Cyber Security Improvement Plan will be written to improve current 
processes used to collect, aggregate, and analyze anomalous event data locally.  The Cyber Security Improvement Plan will also incorporate a Defense in Depth strategy, firewall configuration management, intrusion detection system 
configuration and deployment, and a 24x7 CyberCare Assessment Team (helpdesk).

6.2.2
Subtask 2 - Intrusion Detection/Analysis and Monitoring Tools.  

The contractor shall develop, provide, install, operate, and maintain an enterprise wide intrusion detection audit/analysis and monitoring tool set based upon the Cyber Security Improvement Plan (6.2.1), to provide a 24x7x365 monitoring capability.  The tools provided shall incorporate data fusion techniques and centralized management processes within the detection and analysis solution.  The solution should include a web-based interface and not necessarily require UNIX literacy.  The reports provided shall be easily transferred and distributed via file retrieval and electronic mail.  The solution shall support organized storage and retrieval of raw data from a variety of intrusion detection devices and tools so that queries can utilize historical data for statistical and trend analysis.  The solution shall, at minimum, be capable of importing raw data from the DISA Joint Intrusion Detection System (JIDS), SNORT, ISS Real Secure, Checkpoint Firewall 1, Secure Computing Corporation Sidewinder Firewall, remote access servers, and National Information Assurance Partnership (NIAP) approved IA products, as they become available.  Prior to procurement, the contractor shall provide the Technical Task Manager a list of hardware and software required supporting the proposed solution, for approval.  This list should include part numbers, description, quantity, and estimated price.  The contractor shall configure and install the system, in conjunction with DTRA Information Management and Security and Counterintelligence personnel.  The solution provided shall include users manuals for all commercial-off-the-shelf hardware and software products as well as documentation of hardware, operating system, and application software configuration parameters and settings.  It shall also include basic user documentation of any proprietary solutions supplied.  The DTRA shall be granted a license to operate any proprietary software products provided as part of this solution.  This license shall be valid for use within any network encompassing the DTRA Enterprise.  The contractor shall also provide up to 40 hours of training in the use of the implemented solution for two DTRA personnel.  The contractor shall also provide DTRA with any upgrades, patches, or enhancements to software products provided under this task, as they become available.  All hardware and commercial-off-the-shelf software provided under this task become property of the U.S. Government/DTRA upon delivery and acceptance by the Government.

6.3
Task 3 - Operations. 

6.3.1
Subtask 1 – Network Access Control.

The contractor shall ensure that only authorized users access DTRA networks either locally or through the various firewall and/or remote access servers.   The contractor personnel shall interface with Government and other contractor personnel to receive requests for system or RAS access.  Using established procedures, contractor personnel will verify security clearances, validate need-to-know, and issue passwords for requests.  Requests are forwarded to appropriate systems administrators to enable access.  Contractor personnel will also conduct established security awareness briefing with new users as required.  The contractor will be required to maintain database records, including data entry and data modification, of users granted access in accordance with established procedures. Statistics will be documented in the Monthly Monitoring Report (6.3.3.).

6.3.2
Subtask 2 – Perimeter Defense Technical Support and Services.

The contractor shall provide security administration technical support to manage and configure DTRA firewalls intrusion detection devices, and their corresponding DMZ.  Contractor personnel will assist the government in ensuring proper configuration management of perimeter devices is adhered to.  This support will include, but not limited to documenting authorized ports, services, and protocols and maintaining authorized access control lists.  

6.3.3
Subtask 3 – DTRA Enterprise Monitoring and Auditing.  

The contractor shall monitor, audit, and analyze the DTRA Enterprise for unauthorized use, hacking or penetration attempts and the presence of unauthorized software or viruses. This will include, but is not limited to, classified and unclassified Windows NT LANs, firewalls, routers, intrusion detection systems, and remote access servers.  The contractor will ensure that the security configuration is maintained in accordance with the established baseline.  Based on audit and analysis activity, the contractor shall recommend changes in monitoring/auditing activities and/or system configuration.  The contractor shall design, develop, and deliver a Monthly Monitoring Report 
documenting incidences of unauthorized use, hacking and penetration attempts, as well as presence of unauthorized software and viruses.  In addition, the contractor shall report all explicit or suspected incidents involving unauthorized use, hacking/penetration attempts, and the presence of viruses. 

6.3.4
Subtask 4 - DTRA Secure Access Program Operations, Systems Engineering, Systems Administration & Maintenance Support.  

The contractor shall provide data entry, systems engineering, analysis, and systems administration, as required, to maintain and further develop the DTRA Secure Access Program.  The DTRA Secure Access Program is a management information system used by the DTRA SC Directorate to manage clearance rosters, visitor control, and facilities access databases.  The current system consists of data entry forms and databases developed in Microsoft SQL.  In addition, the contractor will provide an on-site systems administrator to perform project management, maintain the user base, generate weekly statistical reports, audit the system, produce user documentation and training materials, and conduct troubleshooting of user and system problems.  

6.3.5
Subtask 5 – DTRA IA Assessment Team.

The contractor shall design, develop, implement, staff, and manage the IA Assessment Team.  The IA Assessment Team will serve as the "single POC" for coordinating and linking all DTRA IA related activities, 24 hours a day, 7 days a week.  The contractor will triage all alerts received, log and record appropriate actions, and escalate alerts that require further analysis.  Any actions that affect network operations will be coordinated and approved by government personnel.  The contractor shall collect, catalog, and backup data streams from deployed sensors, including firewalls.  The IA ASSESSMENT TEAM works to prevent security incidents by monitoring the health and welfare of the DTRA sensor grid, firewalls, and other defense in depth tools deployed.  The contractor shall provide daily Situation Awareness Report that address all DTRA IA activity for the current day. The contractor shall also provide a Weekly Summary and Statistics Report that incorporates all current weeks data.  All Computer viruses, trojan horses, other malicious code incidents, known or suspected network intrusions, and other suspicious computer incidents are to be reported in an Incident Note, as required.  The skills required for this subtask include familiarity with computer network operations, ability to distinguish between poor security practices and security events and attacks, the ability to locate, collect, review, consolidate, produce, and disseminate advisories and reports.
6.4
Task 4 - Certification/Accreditation, IA Security Awareness, and IA Support.
The contractor develops, reviews, and/or updates certification and accreditation (C&A) documentation for the DTRA Enterprise in support of the certification/accreditation process as defined by DOD Information Technology Security and Accreditation Process (DITSCAP), December 30, 1997. The contractor also provides IA Training and Awareness technical services.  The contractor will be called upon to provide research, analysis, and report generation on select IA topics as needed.  For planning purposes, expect three research projects per month.

6.4.1
Subtask 1 – DTRA Enterprise Certification and Accreditation

The contractor shall develop, review, and/or update the DTRA's C&A documentation to include, but is not limited to: System Security Authorization Agreements (SSAA), Risk Analysis, Security Test and Evaluation (ST&E) plans and test procedures to evaluate security compliance of system and network designs.  Contractor personnel will participate in ST&E's and other system accreditation processes as required.  For planning purposes, expect 4 SSAA's per month. 

6.4.2
Subtask 2 - AIS Security Awareness Training Program.

The contractor shall provide technical support and services to assist U.S. Government personnel in developing and maintaining an AIS Security Awareness Program for DTRA.  This may include developing information briefings, pamphlets, brochures, posters, and computer based training designed to meet national and DOD requirements.  It may also include development of Web based products for electronic dissemination throughout the DTRA.

6.4.3
Subtask 3 – Risk and Vulnerability Analysis.

The contractor shall research, identify, analyze threats to, and vulnerabilities of DTRA information systems, as well as threat-appropriate countermeasures.  Support and preparation of reports of special interest on Information Assurance topics will be on an as needed basis.  For planning purposes, expect 2 reports per month.  Special emphasis shall be given to identifying the latest tactics, techniques, and procedures used by attackers to gain access as well as the latest techniques for countering them.  Reports shall include recommended countermeasures or other options to mitigate system vulnerabilities.  Reports shall always include a detailed bibliography identifying the source(s) of information.  The contractor will also assist the DTRA SCC Division by providing basic IA administrative support as required.

7.0
Place of Performance: 

The effort defined in this Task Order shall be principally performed at the following U. S. Government location: 




DEFENSE THREAT REDUCTION AGENCY





8725 JOHN J. KINGMAN ROAD





FORT BELVOIR, VA  22060

The efforts may also require intermittent on-site work at other DTRA facilities in the Washington, DC metropolitan area.  Some tasks (e.g. certification/accreditation work, information gathering, etc.) may also require worldwide overnight travel to other DTRA facilities.  Overnight travel, if required, will be funded separately by DTRA outside of this Task Order.  Other local travel, within the Washington, DC metropolitan area, may be required to attend meetings or briefings.
8.0
Period of Performance:

The period of performance for this level of effort is 365 calendar days from contract award.
9.0
Deliverables and Delivery Schedule

The following table outlines the various deliverables required under this SOW.  Each deliverable shall include a hard copy as well as an electronic copy prepared in Microsoft Word format.  All deliverables shall contain appropriate classification markings as defined in DOD 5220.22-M, National Industrial Security Program and DOD 5200.1-R, Information Security Program.  All deliverables should be delivered to the following address:

DEFENSE THREAT REDUCTION AGENCY





8725 JOHN J. KINGMAN ROAD





MS 6201/SCC





FORT BELVOIR, VA  22060

	SOW Task #
	Deliverable Title
	CDRL/DID
	                             Due Date
	                 Copies
	      Distribution
	Frequency and Remarks

	6.1.2
	Technical Interchange Meeting (TIM)
	N/A
	Within 15 days of contract award
	N/A
	N/A
	TIM Minutes due 5 days after Meeting

	6.1.2
	TIM Minutes
	Contractor format using UDI-A-23083A as guidance
	5 days after TIM
	1 HC

1 SC
	**Standard
	One time only

	6.1.2.
	TO Management Plan
	Contractor format using DI-MGMT-80347 for guidance
	Within 20 days of TIM
	1 HC

1 SC
	** Standard
	One time only

	6.1.3
	Monthly Status Report
	Contractor format using DI-MGMT-80227 for guidance
	10 days after end of accounting period
	1 HC

1 SC
	** Standard
	Monthly

	6.1.4
	Quarterly Progress Review
	Contractor format using DI-A5011B and UDI-A-23083A for guidance
	90, 180, 270, 360 days from contract award
	1 HC

1 SC
	** Standard
	Quarterly

	6.1.4
	Quarterly Progress Review Notes
	Contractor format using DI-A5011B and UDI-A-23083A for guidance
	5 days after Progress Review
	1 HC

1 SC
	** Standard
	Quarterly

	6.1.7
	IA Policy Development
	A005/DI-MISC-80508
	Within 30 days of Formal Tasking
	1 HC

1 SC
	** Standard
	

	6.2.1
	DTRA Cyber Security Improvement Plan
	Contractor format
	Within 120 days of contract award
	3 HC

1 SC
	** Standard
	One time only

	6.2.2
	Intrusion Detection Analysis System Hardware/Software Specifications and Estimate
	Contractor format using A020/DI-E-1104A

A013/DI-F-6006 for guidance
	Within 20 days of  6.2.1 Task  completion
	1 HC

1 SC
	** Standard
	One time only

	6.2.2
	Intrusion Detection Analysis System with Users Manuals
	A016/DI-S-3563

A031/ IEEE/EIA 12207-
	Within 45 days of Task 6.2.2 Acceptance by Gov't
	1 HC
	Deliver to Primary TM
	One time only

	6.3.3
	Monthly Monitoring Report
	Contractor format using A005/DI-MISC-80508 for guidance
	1st Monday of each month
	1 HC

1 SC
	** Standard
	Monthly

	6.3.4
	Weekly Statistical Report
	Contractor format using A005/DI-MISC-80508 for guidance
	Friday of each week
	1 HC

1 SC
	** Standard
	1300 Hours, Friday of   Each Week

	6.3.5
	Situation Awareness Report
	Contractor format using A005/DI-MISC-80508 for guidance
	Daily
	1 HC

1 SC
	Deliver to Primary TM
	1600 Hours, Daily

	6.3.5
	Weekly Summary and Statistics Report
	
	Friday of each week
	1 HC

1 SC
	** Standard
	1300 Hours, Friday of   Each Week

	6.3.5
	Incident Note
	Contractor format
	3 work days after occurrence 
	1 HC

1 SC
	Deliver to Primary TM
	Draft – 2 work days after occurrence;

Final – 3 work days



	6.4.1
	Certification/Accreditation Documents (SSAA)
	DITSCAP format
	Within 30 days of formal tasking
	1 HC

1 SC
	** Standard
	As required by DITSCAP; System Security Authorization Agreement (SSAA)

	6.4.2
	DTRA Security Awareness Products
	A005/DI-MISC-80508
	Within 30 days of formal tasking
	1 HC

1 SC
	** Standard
	Within 10 Days of Draft Approval

	6.4.3
	IA Risk and Vulnerability Analysis Reports 
	A005/DI-MISC-80508
	Within 30 days of formal tasking
	1 HC

1 SC
	** Standard
	Draft – 20 work days from tasking;

Final – 30 work days.

Expect 2 reports each month


* Copies

· Hard copy (HC)

· Soft copy (SC) 

Soft copy for reports, minutes, white papers, etc., will be in MS Word, Office 97 version. Soft copy for briefings will be in PowerPoint, Office 97 version.

**Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM.

10.
Security:   The Contractor shall comply with the Security Agreement (DD Form 441), including the National Industrial Security Program Operating Manual (DOD 5220.22-M) and any revisions to that manual.  The contractor shall be familiar with the requirements of all current DOD and DTRA security guidelines, instructions, directives and regulations.  

10.1
Employees of the contractor, performing work in support of this TO shall be U.S. citizens and possess at least Top Secret security clearances by contract start date.  The contractor Task Order Manager shall possess a Top Secret security clearance, which has been favorably adjudicated for access to Sensitive Compartmented Information (SCI). All employees shall be eligible for access to NATO material.    

10.2
Before any employee of the contractor performs work at DTRA, the contractor shall verify and submit a Visit Authorization Letter (VAL) to the DTRA Security Office.  VALs for collateral security clearances shall contain the information specified in paragraph 6-103 of the National Industrial Security Program Operating Manual (DOD 5220.22M) and be submitted to the DTRA Security Office/Visitor Control.  VALS shall be typewritten and tele-faxed to (703) 767-7858.  The term of the VAL shall be for the contract period of performance.  VALs submitted for access to special compartmented information shall be completed in accordance with the Sensitive Compartmented Information Contractor Administrative Security Manual (DIAM 50-5) and submitted over the appropriate communications channels.

10.3
Under no circumstances shall employees of the contractor remove any classified information, hardware, or software from DTRA work areas without prior permission from an authorized government representative.  Access to, as well as the processing/preparation of, classified information by the contractor shall only occur at cleared contractor or Government facilities. Unclassified reports prepared under this task shall be marked  "For Official Use Only" unless otherwise stated by the Task Monitor.

11.
Government Furnished Equipment (GFE)/Government Furnished Information (GFI):  

All contractor personnel performing work at a Government location will be furnished with a Government office environment.  This includes access to workspace, office supplies, telephone, facsimile, photocopy and presentation equipment, and access to DTRA standard personal computers for unclassified and classified networks. The 
government will provide the contractor with access to workstations within the SC Directorate, equipped with access to the DTRA Enterprise LANs and the Internet; access to government and contractor personnel who can provide information and insight; and, access to applicable existing government documentation and COTS manuals.

12.
Packaging, Packing, and Shipping Instructions

See paragraph D.1 of the contract.

13.
Inspection and Acceptance Criteria

Documentation deliverables will be grammatically correct, technically accurate, and generally free from error.

14.
Other Pertinent Information or Special Considerations:  

Special consideration includes expertise in Information Security, such as CISSP and SANS GIAC Certification, and certification in Windows NT and/or Win2000 operating systems.


a.  Identification of Possible Follow-on Work. 

Possible follow-on work includes one person to provide on-site Information Assurance

representation and support to the DTRA Albuquerque NM site.  Possible follow-on work 

includes additional efforts to support future requirements in the CyberCare Assessment 

Team (6.3.5) task: one additional person on each shift.  Additional follow-on work may 

include Public Key Infrastructure support and MS SQL programming support.


b.  Identification of Potential Conflicts of Interest (COI).  

The incumbent has an advantage in that the contractor is already familiar with many of the deliverables, amount of effort required, and to an extent the skill levels of the people required to provide these technical and specialized services.  To mitigate this advantage, the government will provide access to all potential offerors walk-through tours, provided the offeror has appropriate clearances and executes a non-disclosure agreement.  At any point during the period of performance of the contract, if either the government or contractor perceive a conflict of interest, they are required to inform the other party for resolution.


c.  Identification of Non-Disclosure Requirements.  

All contractor personnel working on this effort must execute Non-Disclosure agreements 

prior to commencement  of their starting work.  For the purposes of this TO, 

all related customer information is classified no lower than Unclassified Controlled Item.
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