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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

2. AMENDMENT/MODIFICATION NO.

01

6. ISSUED BY

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

The purpose of this no cost modification is to incorporate the revised Statement of Work dated 18 Jun 02 changing the Task Manager.  This

 modification also allows CSC to evlauate 13 computers in lieu of 12 at no additional cost to the Government.

1. CONTRACT ID CODE

PAGE OF  PAGES

J

1

3

3. EFFECTIVE DATE

4. REQUISITION/PURCHASE REQ. NO.

5. PROJECT NO.(If applicable)

CODE

25-Jun-2002

NMIPR02970221

7. ADMINISTERED BY  (If other than item 6)

CODE

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

ANNE (KAREN) KELLER / CONTRACT SPECIALIST

16C. DATE SIGNED

BY

25-Jun-2002

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5013-0013

10B. DATED  (SEE ITEM 13)

CODE

FACILITY CODE

X

9A. AMENDMENT OF SOLICITATION NO.

30-May-2002

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A.THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B.THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C.THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D.OTHER (Specify type of modification and authority)

 Unilateral-IAW CSC email dated 19 Jun 02.

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

52939

10A. MOD. OF CONTRACT/ORDER NO.

See Item 6


SECTION  SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES 

Changes in Section G 

Summary for the Payment Office 

The total funded amount of the contract remains unchanged. 

‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 18/Jun/2002
	Contract Number:
	DCA200-00-D-5013

	Task Order Number:
	0013

	IAssure Tracking Number:
	00100

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs). 

2.  Task Order Title.  IS Augmentation Pilot
3.  Background. The Defense Security Service (DSS) is an agency of the Department of Defense (DoD) with responsibility for three primary mission areas.  These are:  (1) The conduct of Personnel Security Investigations (PSI) for DoD and Industry personnel, (2) administration of the National Industrial Security Program (NISP) for DoD and 20 non-DoD Agencies, and (3) providing Security Education, Training and Awareness for DoD and Industry security personnel.  

DSS assumed responsibility for administration of the then Defense Industrial Security Program (DISP) in 1980.  The NISP was established by Executive Order 12829, 6 January 1993, “National Industrial Security Program” and superseded the DISP.  DSS’ NISP responsibilities include providing security oversight, consultation and assistance on behalf of DoD and 20 non-DoD agencies to contractor facilities entrusted with access to classified information.  Over the last decade, DSS’ industrial security personnel resources have been significantly reduced at a time when rapid advancements in information technology, and increased globalization have resulted in more diverse and complex foreign threats to our nation’s sensitive information and technologies.  

The changing foundation of the information security system, in particular has had a tremendous impact on DSS’ industrial security responsibilities.  Previously, the critical pillars of information security were identification of classified information, control of paper documents and access based on “need-to-know”.  While these concepts remain important, an increased reliance on information systems (IS) requires new methods and tools to ensure protection of classified information.  DSS faces a significant challenge providing the level of security support necessary in this environment.    

 The National Industrial Security Program Operating Manual (NISPOM) requires DSS to provide training, oversight, program review and certification and accreditation for cleared defense contractors and their Information Systems (IS) that process classified information. Due to the unprecedented demand for Information Technology (IT) professionals in the government and private sector, DSS has been unable to recruit, train and retain a sufficient number of Information Systems Security (ISS) personnel. Furthermore, changes in IT are extremely rapid and complex. Augmentation will provide technical solutions where DSS does not always have specific expertise readily available to assist its cleared contractors.  The core technical focus areas include telecommunications, operating systems, architectures and software.

Certification is the comprehensive technical evaluation of the protection measures in place to protect classified information described in the cleared facility’s System Security Plan. Prior to certification, the contractor’s Information Systems Security Manager and DSS ISS personnel engage in frequent technical discussions to assure that the system’s protective measures, as implemented and described in the plan, will provide adequate protection and thereby minimize the risk of compromise to national security information. The NISPOM requires that contractor systems be reviewed and accredited every three years.  Industrial Security Representatives (IS Reps) will normally certify and accredit simple standalone systems and certify contained local area networks. However, ISS professionals are required to certify interconnected systems and networks for DAA accreditation.  

The DSS ISS personnel blend information security and computer security knowledge, skills and abilities to combat the challenges confronting the NISP.  The security needs of the customer contractors are diverse and constantly changing.  Personnel are located throughout the continental United States to maximize service as dictated by the workload.  Strategic dispersion of personnel permits concentrated and focused response to high priority operational mission requirements.  The services provided include localized proficiency training of IS Representatives and contractors; violation processing; systems certification; contractor assessments; evaluation of new equipment and new technologies; SIPRNet assistance.  These require such skills as: 

· knowledge of information systems security principles and related disciplines to include government security standards, certification and accreditation requirements, risk management principles, security protection features and available security products; 

· knowledge of network operating systems and architectures to include Windows and UNIX platforms, networking fundamentals and protocols, networking components and security software tools; 

· knowledge of the disciplines of computer science;

· knowledge of the NISP and professional security certification such as the Certified Information Systems Security Professional (CISSP).

Timeliness is a crucial factor in system certification and accreditation.  Essentially, the quicker the IS become operational, the quicker the cleared facility can provide the classified deliverable to the military departments. It is vital to the war fighter that advanced weapon systems are delivered and deployed without delay. However, quality cannot be sacrificed for timeliness. DSS is currently experiencing difficulty in providing these comprehensive services in specific geographic areas without delays.  

Due to insufficient resources, simple and complex IS are not always given the level of detail required during periodic inspections to validate all changes and to revalidate that contractors are consistent in their implementation of internal procedures and the accrediting documents. Augmentation would permit DSS ISS personnel to focus on the more complex IS in use or proposed by industry and consequently reduce the threat to classified technologies.

4.  Objectives. The objective of this task statement is to determine the most effective manner in which private sector contractor personnel can be used to provide technical assistance leading to certification and accreditation of Industrial Security Program (ISP) contractor-owned and operated information systems (IS) used for processing of classified information.  This assessment will be based on the results of a 90 day pilot study in the DSS Capital Region where personnel from the successful bidder will interact with cleared defense contractors and DSS personnel to assure timely certification and accreditation needed to process classified information.  Subsequent to completing prescribed fieldwork, the contractor will prepare a final written report that will include recommendations that will serve as the basis for an implementation strategy for expanding the pilot to a nationwide effort. The final report will include five (5) year cost analyses for achieving nationwide implementation.

5.  Scope. Task Area 4 - Education, Training and Awareness, Certification and Accreditation and
IA Support  Subtask – Certification and Accreditation 

The scope of the task order requires that a 90-day pilot project be conducted within the DSS Capital Region.  The Capital Region encompasses the District of Columbia, the counties of Fairfax, Fredrick, Loudoun, Arlington, Stafford, Prince William, Clarke and Fauquier, Rappahannock, and Warren in Virginia and Baltimore, Charles, Howard, St Mary’s, Montgomery, Prince George, Anne Arundel, and Harford in the State of Maryland.  During the pilot study, the contractor will interact with DSS personnel while conducting 12 initial certification and accreditation surveys. Contractor shall interact and meet with IS Reps and ISSPs responsible for the facility that has the IS awaiting C&A. The contractor will explain the recommendations and any new or unique technologies that are being used in the IS.   Interaction shall include meetings with DSS personnel to describe the complexity of the IS in process for C&A and answer questions about how DSS should conduct its periodic reviews of the IS.  During the course of the pilot, the contractor will meet weekly with the TM, Government Project Manager (GPM) and other DSS personnel to review its performance and, if deemed appropriate, revise the implementation strategy for the pilot. At the completion of the pilot study, the contractor will prepare a written report that shall describe how the pilot, to include cost, can be expanded beyond the Capital Region; establish criteria for when and how work will be assigned private sector personnel; and create a set of assessment tools to capture whether the Augmentation Pilot is achieving its goals.
6.  Specific Tasks.
6.1 – Task 1 – Contract-Level and TO Management
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management. Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The TO Management Plan will also contain specific criteria for measuring the success or failure of the concept of utilizing the private sector to augment DSS ISSP personnel. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  A bulleted outline version of the Plan is due at the Project Start Meeting.  A complete draft of the plan is due 15 calendar days after the start of the Project.  A final plan is due 5 work days after receipt of the Government’s written comments on the draft. 

6.2 – Task 2 - Certification & Accreditation (C&A) Surveys. 

Task:  Contractor will conduct 12 initial pre C&A surveys. These surveys shall serve as the basis for its recommendations and final report.

Expectation:

The contractor’s personnel must possess complete knowledge of Chapter 8 of the NISPOM . In addition, the successful contractor’s personnel need to possess knowledge concerning security issues relating to the four disciplines of Information Technology (IT) named in paragraph 3 above. Contractor shall be directed to review 12 IS systems with the expectation that the review will lead to the recommendation of C&A within 21 calendar days of assignment. The review shall consist of reviewing all Information System documentation submitted by the cleared facility, interaction with the cleared facility’s personnel to include offering recommendations to assure compliance with NISPOM, interacting with DSS personnel who are required to perform the C&A for the information system and conducting at least one on site visit at the cleared facility.  Assignments shall be made by the Deputy Regional Director for Industrial Security (DRDIS) through the TM.

6.3.- Task 3 -  Interact with DSS personnel 

Task: Contractor personnel shall broaden the technical knowledge of the DSS personnel through working sessions for each information system.  These sessions would be at prescribed intervals and address the technology supporting the system complexity and the C&A implications.  Contractor personnel shall offer suggestions / recommendations for how DSS should conduct its periodic reviews of the IS. 

Expectation: 

The contractor shall prepare the recommendations in writing prior to meeting with the IS Rep and ISSP responsible for the facility. The contractor will explain the recommendations and any new or unique technologies that are being used in the IS. The contractor shall be expected to answer DSS queries related to the IS being C&A. Additionally, the contractor’s personnel shall accompany DSS personnel to the facility to resolve any issues that require resolution prior to C&A.

6.4 – Task 4 – Weekly Meetings

Task: The contractor shall meet weekly with the Government Project Manager (GPM) and DSS field personnel to review the performance plan and, if appropriate, revise the implementation strategy for the pilot. The contractor will present to DSS field element, the GPM and the TM during the fourth, eighth and twelfth meetings proposed modifications to the prototype model based upon their analysis of work accomplished to date.

Expectation:

The contractor must be knowledgeable of Rapid Prototype Methodology, the early development of a small-scale prototype used to test certain key features of the design, inasmuch as it shall be used to conduct this 90-day pilot. The S.D.Tripp and B. Bichelmeyer (University of Michigan) Rapid Prototype Model identifies the process steps as: Assess needs and analyze contents, Set objectives, Construct Prototype (design), Utilize Prototype (research) and Install and Maintain the System.  Any similar model can be proposed and used.  During the weekly meeting, the contractor shall advise the DSS field personnel and the GPM what contractor integration processes are effective and which ones are not. The GPM shall determine, after consultation with the contractor, whether a different approach is worthy of test and application.  

Weekly Status Report: The contractor shall attend a Weekly Status Review Meeting and provide a Weekly Status Report to be reviewed with the GPM and the DSS TM on the status of each task. The contractor will present to the DSS field personnel, GPM and TM during the fourth, eighth and twelfth meetings, proposed modifications to prototype model based upon their analysis of work accomplished to date.  In addition to the above, 24 hours prior to each meeting the contractor shall submit a written report that shall provide the following as the basis for discussion:  

· Work accomplished the previous week

· Staff hours expended by name

· Cost data

· Problems encountered and proposed solutions

· Whether pre-determined metrics were met

· Whether pilot was achieving desired goal

· Work planned for the coming week

Additionally, the meeting and report shall serve as the basis for determining process improvements for the pilot. The meeting shall be supervised by the TM and the written report shall be in the format specified by the government.

6.5 – Task 5 – Final Report

Task: Contractor shall submit final report addressing achievements of the Pilot as well as an implementation plan for Pilot expansion. The achievements of the Pilot will be based upon a contractor prepared DSS approved written survey. 

Expectation:

At a minimum the final report shall include an overall assessment of the pilot as well as the following: 

· Did  the pilot achieve its goal? 

· Was the pilot successful and the reason for this conclusion?

· Were recipient facilities satisfied with the C&A process?

· An implementation plan for phasing in and expanding the pilot to a nationwide effort 

· Types of technical expertise and certification DSS should require before the successful contractor’s personnel are allowed to represent DSS during interaction with the cleared facilities.

· A vision statement as to how and which work assignments shall be made to contractor personnel 

· A projection for the number of contractor and DSS personnel required for a nationwide effort

· A projection of cost over a five-year period for private sector augmentation

· Metrics for time, quality and cost for conducting an IS certification for various system levels

· Recommendations concerning the advantages and disadvantages of various contract vehicles to achieve the nationwide effort 

· Whether unique confidentiality and non disclosure agreements should be required to assure the contractor does not derive a competitive advantage by having its personnel exposed to other cleared facilities’ proprietary information systems.

7. Place of Performance.  

The principle place of performance shall be at the contractor’s site. Revisions to the prototype may require place of performance to change to a government site.  Interview and information gathering/data collection visits will be required at designated DSS offices in northern Virginia and Maryland. Additionally, the contractor shall visit cleared facilities within the prescribed DSS Capital Region. Suitable workspace and equipment will be made available when the contractor visits DSS offices.
8.  Period of Performance. 

The contractor shall participate in a contract start-up meeting at the Government site within ten (10) days after contract award.  The contractor shall present for Government approval an overview of the Task Order Management Plan for the total contract at this meeting.  

The period of performance shall be 90 days.  The Government has the option to extend the period of performance for an additional period of 15 days.  The option to extend support will be reviewed prior to the end of the initial period of performance.

When the contractor personnel is expected to perform at the Government and cleared facility site they shall be expected to perform work Monday through Friday 8:00am - 4:30pm, unless otherwise directed by the Government Project Manager. 

9. Delivery Schedule. 

The contractor shall deliver the following:

· Task Order Management Plan

· Documentation supporting the recommendation to C&A or not to C&A 12 different contractor IS. The recommendation will be reported using prescribed formats provided by DSS

· Prototype model modifications

· Weekly Status Reports

· Final Report

The contractor shall use this final report to completely document all efforts, findings, analyses, proposals/recommendations, and implementation strategies to fully meet the intent of this Task Order.  At a minimum, addressing each issue and expectation identified in the Statement of Work.

Deliverable Media: All deliverables shall be provided in hard copy and electronic form using Microsoft Office 97 formats or as specified by the Government Project Manager. A CD-ROM containing a copy of all deliverables shall be included with the Final Report.

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	TO Management Plan Outline
	Electronic copy in MS Word 97 format and hard copy
	Project Start (PS) Meeting
	5
	TM, GPM, DSS field
	

	6.1.2
	TO  Management Plan Draft
	Electronic copy in MS Word 97 format and hard copy
	PS + 15 calendar days
	5
	TM, GPM, DSS field
	

	6.1.2
	TO Management Plan Final
	Electronic copy in MS Word 97 format and hard copy
	5 work days after receipt of Government comments
	5
	TM, GPM, DSS field
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	6.2
	IS Certification and Accreditation review documentation


	DSS determined format
	21 calendar days after receipt of system security plan
	5
	One copy to TM, GPM, one copy each to IS Rep and ISSP
	

	6.3
	Working Session Presentation
	DSS determined format

Electronic copy in MS Word 97 format and hard copy
	1work day prior to session
	5
	One copy to TM, GPM, one copy each to IS Rep and ISSP
	

	6.4
	Prototype model proposed revisions
	DSS determined format

Electronic copy in Powerpoint 97 format and hard copy
	4th, 8th, 12th meeting
	5
	One copy to TM, GPM, one copy each to IS Rep and ISSP
	

	6.4
	Weekly Status Report
	Electronic copy in Word 97 format and hard copy
	1 work day prior to meeting
	5
	One copy to TM, GPM, one copy each to IS Rep and ISSP
	

	6.5
	Final Report
	Electronic copy in Word 97 format and hard copy
	15 calendar days after Pilot completion
	10
	KO, TM, GPM, 

copy each to IS Rep and ISSP
	

	
	
	
	
	
	
	

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO/DTS32);

1 copy of the transmittal letter with the deliverable to the Primary TM


(Explanation of Terms:

· SOW Task# - State the task from Paragraph 6 of the SOW that requires this deliverable.

· Deliverable Title - State the title of the deliverable (e.g., Assessment Report, Integration Plan, etc.).

· CDRL/DID# - It is the customer’s option to either specify an existing Data Item Description (DID) for each deliverable OR allow the contractor to deliver in contractor-determined format.  If no DID is specified for a deliverable, that item will be delivered in contractor-determined format.  If you require a deliverable format and/or number of copies above the standard distribution, specify in this column (e.g., “one electronic copy in Microsoft Word 97 and one hard copy”).

· Calendar Days After TO Start - Self-explanatory.

· For items that have a frequency, state the appropriate frequency (e.g., “monthly on the 10th work day,” etc.  It is NOT allowable to use “as required” as a deliverable due date.)
10.  Security. 
Each contract employee can be expected to be authorized access to the DSS offices and centers as well as cleared defense contractors. Consequently, each contract employee shall be the subject of a Single Scope Background Investigation (SSBI) and issued a Secret security clearance by the Defense Industrial Security Clearance Office (DISCO) prior to accomplishing work on this contract, in accordance with DOD 5200.2-R.  It is incumbent upon the contractor to ensure that the necessary security   documentation is submitted using Electronic Personnel Security Questionnaire Version 2.2 in sufficient time to enable each individual contractor to be cleared prior to beginning work on this contract.  Consequently, each contract employee shall consent to be the subject of an SSBI.  (See Attachment 1:  "CONTRACTOR PROCEDURES FOR PROCESSING CLEARANCE REQUESTS" for further information.)

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI). 

When on-site work is required at DSS facilities, DSS will provide the necessary resources with regard to space and equipment. The NISPOM and related materials can be downloaded from the DSS website at http://www.dss.mil/infoas/index.htm. 

12.  Other Pertinent Information or Special Considerations. 

a. Travel. Travel to and about the District of Columbia, Maryland and northern Virginia will be required to gather information necessary to complete the requirements of this Task Order.

b. Problem Notification. The contractor shall notify the KO, by telephone or email; within 24-hours of any confirmed problem that may adversely impact delivery dates or the overall success of this Task Order.  The contractor shall document the problem and proposed resolution in the subsequent Weekly Status Report.
c. Conflict of Interest (COI). Contractor and subcontractor employees shall be subjected to meeting conflict of interest standards as appropriate for tasks resulting from this SOW.  Such standards shall be approved and issued by the Contracting Officer.
d. Identification of Non-Disclosure Requirements. The contractor shall not publish or disclose in any manner, without the Contracting Officer's written consent, the details of any safeguards either designed or developed by the contractor under this task order or otherwise provided by the Government.  To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of Government data, the contractor shall afford the Government access to the contractor's facilities, installations, technical capabilities, operations, documentation, records, and databases.  If either the Government or the contractor discovers new or unanticipated threats or hazards, or if existing safeguards have ceased to function, the discoverer shall immediately bring the situation to the attention of the other party. All contractor personnel performing on this contract shall be required to sign a non-disclosure statement developed by DSS.

e. Key Personnel and Proposal.  Key personnel are those contractor personnel considered to be essential for the performance of the tasks under this contract. The contractor shall identify key personnel in the following format:

	Labor Category Title
	Task Supported

	
	

	
	

	
	

	
	


The contractor shall provide resumes for key personnel to the Government for approval prior to task initiation so that the government can assure that the contractor’s personnel possess the requisite knowledge, skills and abilities described in section 3 above. The contractor shall notify the KO, DSS Government Representative, and Task Manager prior to making any changes in key personnel.  The contractor must provide thirty-day (30) advance notification to the Government prior to removing any key personnel from the contract.  The Government shall be provided with resumes for replacement candidates when notification is given that a key person is leaving.  The Government has final approval regarding the selection of replacements for key personnel.

· The contractor shall provide a resume for all proposed project staff.  Contractors will receive a small amount of additional credit if they propose staff who possess experience performing similar studies within the DoD environment.

The contractor shall document the experience of proposed staff members using a matrix arranged as follows:

	Name
	Specialty
	# Yrs. Experience
	Dates (Mon/Yr)
	Relevant Projects

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Training of contractor personnel to perform on this contract is an expense incurred solely by the contractor.

