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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Lot
	$200,119.64
	$200,119.64

	
	Provide services to support ROK/US Combined Forces Command U.S. Forces Korea J6 Communications Security in accordance with the attached statement of work.  Period of performance is 1 Jun 02 through 31 May 03.  This is a firm-fixed price line item.  Getronics is authorized to bill 12 monthly installments of $16,349.64.  Getronics’ revised proposal dated 16 May 02 is incorporated by reference. 

PURCHASE REQUEST NUMBER MIPR2H0AF00352 


	

	
	
	

	
	

	

	
	
	
	
	
	MAX AMOUNT

	0002
	
	
	
	
	             $7,845.58

	
	Travel – In accordance with the attached statement of work and as directed by the Task Monitor.  Travel will be reimbursed IAW with the JTR.  This is a cost reimbursable line item. 


	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	MIPR2H0AF00352 

	AMOUNT:  
	$203,887.47 
	 


CLAUSES INCORPORATED BY FULL TEXT 

DITCO Points of Contact

‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 3 April 2002
	Contract Number:
	DCA200-00-D-5021

	Task Order Number:
	0008

	IAssure Tracking Number:
	00102

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
2.  Task Order Title.  ROK/US Combined Forces Command U.S. Forces Korea J6 Communications Security
3.  Background.  This work relates to ongoing USFK efforts supported by Getronics Government Services, LLC for Communications Security (COMSEC) service requirements.  This continuing work is integrated to and builds on USFK and Getronics technical activities for COMSEC management in Korea.  (The amount of time necessary for another contractor to train and gain sufficient experience to possibly be productive in the Korea AOR would be no less than one year.)  There is no formal training available for required COMSEC Command Authority, Controlling Authority, Regional Management and COMSEC Inspector positional requirements.  Only Getronics has successful experience with the complex 6510.06 processes necessary to establish COMSEC MOA’s for the Republic of Korea.  Getronics’ staff has developed the Communications Interoperability and Security (CIS) MOA – replacing the CPIC MOA COMSEC Plan for Interoperable Communications in Korea that replaces the COMSEC MOU for each system-specific MOA.  (IE. KNTDS, PASS-K, GCCS-K, PC3 Orion, etc.).  CFC/USFK failure to accomplish the CIS MOA has multifold impacts on the Command: the CFC mission will be jeopardized; USFK will be in violation of Congressional mandate to transition COMSEC with the ROKS; new COMSEC equipment issued under the old MOU (and thus new combined C4ISR capabilities) require extremely high visibility (4 star envolvement).  If the Command does not prosecute the CIS MOA, all interoperable C4ISR systems in Korea can be cut off thwarting the entire CFC mission.  Only Getronics has knowledge to process the MOA’s under the current COMSEC MOU.  The impact of not awarding to Getronics would be to stop/significantly delay COMSEC provisioning to the ROK.  Getronics staff has been performing this function for the last four years. 

4.  Objectives.  The Contractor shall assist in supporting management oversight for all U.S. produced Communications Security (COMSEC) Keying Material, supporting the United States Forces Korea (USFK) Joint, and Combined Forces Command (CFC) Combined, missions, in accordance with (IAW) Operations Plan (OPLAN) 5027, various Memoranda of Agreements (MOA’s), and National Security Agency (NSA) guidelines.  The Contractor shall interface with network planners and help identify and resolve cryptonet management problems affecting Joint or Combined communications, manage COMSEC MOAs between the United States Government (USG) and the Republic of Korea Government (ROKG) and support maintenance management oversight of all COMSEC Accountable equipment purchased under Foreign Military Sales – COMSEC Device Services (FMS-CDS) and governed under COMSEC MOAs.  The Contractor shall assist in providing Communications Security technical and programmatic support to assist USFK with all aspects of planning, engineering, fielding and operating secure information technology systems and resources.  The Contractor shall provide technical support in the review, analysis and coordination of COMSEC processes, policy, doctrine, directives, regulations, and implementation of instructions for DISA, DOD and other federal agencies and departments.
5.  Scope.  Work under this TO to accomplish ROK/US CFC and USFK objectives includes support for Policy, Planning, Process, Program and Project Management; Standards, Architecture, Engineering and Integration, and; Education, Training and Awareness, and Certification and Accreditation.
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management. Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to this TO.

6.2 - Task 2 - Policy, Planning, Process, Program and Project Management Support
This task area addresses technical and programmatic support to assist with aspects of planning, engineering, fielding and operating secure information technology systems and resources. This task area provides technical support in the review, analysis and coordination of processes, policy, doctrine, directives, regulations, and implementation of instructions. 

6.2.1 – Subtask 1 - Policy. The contractor will provide technical expertise for the review, consolidation, and development of domestic, international, and coalition policy in accordance with National, DOD, other federal agencies and departments. The contractor will provide technical support and assistance to USFK and assess information technology policies, standards, guidelines, or procedures to insure a balance security and operational requirements. 

· Assists in USFK COMSEC Account management oversight.  

· Develop and promulgate COMSEC policy and guidance.
· Provides USFK COMSEC policy and guidance to major subordinate commands and COMSEC Accounts.

· Helps coordinate COMSEC support requirements as required.

· Provides recommendations and assists in the overall management of Keying Material (KEYMAT) supporting USFK, such as Controlling Authority (ConAuth) Management and ICP (Inter-Theater COMSEC Package) Regional Manager duties. 

· Provides recommendations and assists in the overall management of Keying Material (KEYMAT) supporting USFK, such as Controlling Authority (ConAuth) Management and ICP (Inter-Theater COMSEC Package) Regional Manager duties. 

· Assists in management and submission of the USFK MX5T COMSEC equipment POM submission and appropriate MS4X submissions.

The Contractor shall develop, write and otherwise support FKJ6-O in activities such as staff packages, briefings, meetings, or in progress reviews relating to the development of the systems communications security plans and architecture.  The contractor shall work with FKJ6-O staff, as well as higher headquarters and subordinate elements for obtaining, researching and analyzing operational and technical system information needed to support communications security systems engineering.  Support FKJ6-O in activities such as briefings, meetings, or in progress reviews relating to the development of systems security.

6.2.2 – Subtask 2 - Planning. The contractor will provide technical expertise for the review, development, and consolidation of strategic, tactical, and operational plans.

· Primary advisor and program manager for the command’s Communications Security program. 

· Maintain close collaboration and coordination with Information System Security/Information Assurance elements of the Services and ROK/US National Agencies as appropriate.

· Assists in the overall management and implementation of COMSEC MOAs between the USG and ROKG.  This includes COMSEC Plan for Interoperable Communications in Korea (CPICK) MOA, all MOAs under the COMSEC Memorandum of Understanding (MOU), and the Communications Interoperability and Security (CIS) MOA.

· Manages implementation of combined CFC COMSEC assets. 

· Coordinates and manages the installation and maintenance of COMSEC equipment during wartime and exercises. 

· Develops and coordinates MOA/MOU actions relating to combined ROK and US COMSEC interoperability requirements.

· Submits Release In Principle (RIP) and Release in Specifics (RIS) as required IAW CJCSI 6510.06. 

· Helps plan and integrate operational COMSEC requirements into Network Architecture.  This includes equipment planning as well as supporting KEYMAT planning and development to support network requirements.  

· Responsible for Network Management and technical advice as it pertains to the command’s COMSEC program.

· Prepare and maintain the COMSEC Appendix to OPLANS, CONPLANS and EXPLANS

6.2.3 – Subtask 3 - Program and Project Management Support. Contractor responsibilities shall include development and system security engineering support that is necessary to draft, review, revise, and deliver documents. 
· Performs duties as the USFK Electronic Key Management System (EKMS) Command Authority.

· Performs duties as the USFK Command COMSEC Inspector. 
· Coordinate, conduct, and oversee inspections and vulnerability assessments related to COMSEC.
7.  Place of Performance.  Contractor work will be performed at USFK J6 offices located on Yongsan Garrison in Seoul, Korea.  Contractor work will also be required to travel to USFK locations throughout the Korea AOR (ranging up to 250 miles from Yongsan) as directed by USFK J6.  Work may require limited travel to the U.S. for attendance at conferences/training, which the Government deems necessary for the accomplishment of work.  If travel is required to the U.S., a modification to the order will be issued to incorporate associated charges.  Travel shall be in accordance with the Joint Travel  Regulations.  The position is considered Emergency Essential.

8.  Period of Performance.  The total period of performance after TO award is for 365 calendar days from 1 June 2002 to 31 May 2003.

9.  Delivery Schedule. 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Plan
	Contractor-Determined Format
	30 days after award
	5
	Standard Distribution
	Draft – 15 Final – 30 

	6.1.2
	Status Report
	Contractor-Determined Format
	
	2
	Two Copies to TM
	Monthly,  10th working day

	6.2.1
	Policy Report
	Contractor-Determined Format
	
	
	Two Copies to TM
	Monthly,  10th working day

	6.2.2
	Planning Report
	Contractor-Determined Format
	
	
	Two Copies to TM
	Monthly,  10th working day

	6.2.3
	Program/Project Report
	Contractor-Determined Format
	
	
	Two Copies to TM
	Monthly,  10th working day

	
	
	
	
	
	
	

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO/DTS32);

1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  This TO requires a U.S. TS/SCI, TOP SECRET Security Clearance with access to Special Compartmented Information (SCI).  See attached DD Form 254.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI). 
The Government requires on-site support and will provide work facilities to Getronics personnel that are at least equal to the facilities that the Government provides its own personnel of comparable experience, expertise, ability, and position or status who are performing similar work.  The Government will also provide access to computer facilities, mobile and fixed communications equipment, standard network software, standard documentation and incidental consumables necessary for performance of work.  The Government will provide a usfk.korea.army.mil domain email account.

Work may require limited travel within the Republic of Korea and elsewhere at the direction of the Government.  Travel requested by the Government will be funded by the requesting organization.

The government will extend logistics support (as available in accordance with all applicable regulations, agreements, and treaties) to the Contractor’s Personnel defined as Technical Experts (and their dependents) whose services are required for the fulfillment of this task under SOFA.

12.  Other Pertinent Information or Special Considerations.  Getronics has provided a continuously superior support in COMSEC to the extent that it is the essential factor in selecting Getronics.  Getronics staff is currently serving and has experience as the USFK Electronic Key Management System (EKMS) Command Authority and all the associated requirements for creating DAO codes, partition codes, and other requirements necessary for authorizing and restricting capabilities of subordinate COMSEC Accounts.  Getronics is intimately familiar with COMSEC MS4X and MX5T POM process necessary to obtain funding to sustain COMSEC requirements.  Getronics staff is a qualified COMSEC instructor and COMSEC Inspector.  They are most knowledgeable with all the keys for which JCMO has Controlling Authority and Regional Manager requirements.  Getronics staff are the only ones in the Korea AOR that have a full knowledge of the 6510.06 process and how it applies to Korea in support of the ROK military and the current COMSEC MOA structure supporting the ROK military that must transition to the 6510.06 process/format. (This takes years to learn and there is no school for this knowledge).  Getronics’ staff knows the process and problems that USFK has and what needs to be done to make this process work).  Getronic’s staff has over 16 years in Korea signal units and has a firm grasp of the overall COMSEC structure and what tasks are required to sustain the structure and move the Command toward the future C4ISR structure.  With that understanding of the sustaining base and tactical structure, combined with Getronics’ overall COMSEC knowledge of keys and equipment in the Korea AOR and at the Joint level, they are the most qualified worldwide to help plan and integrate operational COMSEC requirements into the CFC/USFK C4ISR Architecture.  Getronics is currently the only company that can meet all the SOW requirements and with staff onsite with over 4 1/2 years experience at FKJ6 performing the specific required duties.


a.  Identification of Possible Follow-on Work.  Additional work will result from completion of this TO, which may be added at a later date as a modification to this TO.


b.  Identification of Potential Conflicts of Interest (COI).  No COI’s exist in relation to this TO.


c.  Identification of Non-Disclosure Requirements.  There is no contract sensitive and/or proprietary information associated with work under this TO.


d.  Packaging, Packing and Shipping Instructions.  None.
e. Inspection and Acceptance Criteria.  None.

f. War Logistics Support:  Contractor personnel are considered wartime emergency essential civilians (EEC).  In the event of war or contingency, contractor personnel will remain in place performing functions as specified in this SOW until properly and formally relieved by cognizant Government, civilian or military personnel.  During wartime or contingencies, contractor personnel will remain attached to the headquarters, Combined Forces Command (CFC).  Non-EEC family members will be evacuated from the Theater during wartime or contingencies when the Theater Non-combatant Evacuation Operations (NEO) are in effect.  The contractor will pay for the EEC physical examination for all contractor personnel.  All personnel must pass the physical examination prior to beginning work at CFC/USFK ACofS C/J6 and will continue to receive annual EEC examinations while employed under this contract.  

The Government shall provide each contractor personnel with required military uniforms, nuclear, biological and chemical (NBC) and other necessary wartime gear and supplies.  Contractor personnel are responsible for the physical accountability of all uniforms, NBC, and other gear issued by the Government, shall attend NBC training and other contingency training, and wear uniforms and gear during exercises and contingencies as directed by the ACofS J6O Chief, Operations Division. 

The Government will issue, as Government Furnished Equipment (GFE), an M40 protective mask with two contingency sets of protective equipment, for all wartime-critical SOFA-status contractor personnel.  The contingency set includes one mask filter, and one hood, a helmet cover, chemical protective gloves, green vinyl overshoes, M291 and M295 decontamination kits and M8 paper.  Additionally, all wartime-critical SOFA status contractor personnel will be issued a training set consisting of filter, hood, BDO, gloves, overshoes, and decontamination kits.  This equipment will be issued using the activity's standard equipment issue procedure.  
