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[image: image1.png]approach that provides the proper balance between operational support capability, acceptable
risk, and life cycle costs to ensure the necessary informational support to fulfill the missions of
all the entities that rely on the Defense Information Infrastructure (DII). The DITSCAP provides
a process and set of activities for all Information Systems (IS). The accreditation resulting from
the DITSCAP will help to ensure that the benefits, risks, and costs are considered from both the
local operational organization and the DII community perspective. ‘

The Directorate for Information Operations and Reports (DIOR) mission is to lead WHS
information technology (IT) efforts including every phase of DITSCAP implementation. In
support of this mission, this task order delineates contractor support required to assure that WHS
information systems and technology are secure and meet all applicable certification and
accreditation (C&A) requirements. In attaining this goal, the contractor shall support the WHS
Chief Information Officer (CIO), WHS Network Manager, WHS IA Manager and Directorate
Information Technology Managers (ITMs) in the preparation, development, technical review,
and certification of DITSCAP documentation for the WHS Backbone, and WHS Directorate
Automated Information Systems (AISs) prior to submission to the Designated Approving
Authority (DAA). Additionally, the contractor shall implement System Readiness Review
(SRR) corrections for both known and future vulnerabilities. The contractor shall also provide
support to WHS/DIOR in technical meetings, on-site observations, and the interpretation of all
applicable federal and DOD security policies and procedures.

4. Objective:

The contractor shall provide technical security expertise in the planning, preparing and
executing of DITSCAP support for WHS AIS security accreditations for the WHS Backbone and
its enclaves. This includes providing an assessment of WHS’ current security posture,
development of a work plan that demonstrates how the work will be done, and a schedule of
events that describes the strategy that explains where the work will start and how long it will take
to finish.

The contractor shall:

e Provide technical support to the WHS Directorates in the rewrite of their Automated
Information Systems Security Plans (AISSPs) to the DITSCAP-approved format.
e Asrequired by the TM and/or ATM, provide resolution of new SRR fixes, if any, after
network and system assessments.
e Provide a schedule of how long it will take to fix outstanding System Readiness Review
(SRR) findings for each WHS Directorate and the WHS Network.
e Provide resolution of all cutstanding SRR findings, by either:
a. Implementation of SRR fixes
b. Preparation of waiver/exemption request(s)
o Establish SRR Waiver Process guidelines and procedures, as needed.
o Provide documented summary of corrective actions taken for each open SRR finding,
method to fix, and/or record of approved waiver/exemption.
o Implement new Security Technical Implementation Guidelines (STIGs) (e.g., WWW STIG)
since last SRR that affect the WHS Directorates and the WHS Network.





[image: image2.png]o Research and prepare position or point paper recommendations regarding specific
information assurance topics to the WHS CIO and additional duties as assigned.

5. Scope:

The contractor shall comply with the appropriate DOD-approved architectures, programs,
standards and guidelines, as referenced in Appendix B. Specific services addressed in this Task
Order SOW are deliverable under the following Task Order SOW of the Information Assurance
Information Technology Capabilities (‘I Assure) Contract (IA/ITCC):

e Task Area 1: Policy, Planning, Process, Program and Program Management Support
o Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA
Support

6. Specific Tasks:
6.1 Task 1 — DITSCAP Work Plan

The WHS DITSCAP work plan will provide a framework and schedule in order to meet
Certification and Accreditation (C&A) and System Readiness Review (SRR) compliance
requirements set forth in DoDI 5200-40, “DoD Information Technology Security Certification
and Accreditation Process”. The DITSCAP work plan will provide the technical and functional
activities at the Contract Level needed for the Program Management of this SOW. The
following are objectives of the DITSCAP Work Plan:

1) Conduct an assessment of WHS’ security posture as of 08/12/2002

2) Provide a gap-analysis which shows a) progress made to date on WHS’ DITSCAP
and b) details the requirements that need to be addressed to complete the process

3) Devise a management plan to address all outstanding requirements identified,

4) On an as-needed basis, to be determined by the WHS IA Manager, fix all identified
SRR findings IAW Management Plan and

5) Transition remaining legacy accreditation documentation to DITSCAP and prepare
WHS Directorates’ DITSCAP packages for submission to the WHS Certification
Authority (CA) for certification and the Designated Approving Authority (DAA) for
accreditation.

6.1.1 Objective #1. Conduct an Assessment of WHS’ Security Posture as of 08/12/2002.

The contractor shall assess WHS’ current security posture and develop a Management
Plan to demonstrate a) what needs to get done and b) a timeline to complete. The assessment
may include, if required, an analysis of the information provided as part of this SOW as well as
interviews with the Installation Representative (IR), Task Monitor (TM), and Information
Technology Managers (ITMs), if necessary. An updated or verified written list of requirements
for the WHS Network and its enclaves shall be developed from which the Management Plan will
be developed (Section 6.1.2).





[image: image3.png]6.1.2 Objective #2, Provide a gap-analysis which shows a) progress made to date oﬁ WHS’
DITSCAP and b) details the requirements that need to be addressed to complete the process

The contractor shall provide a gap-analysis (MS Project) that shows what remains to
complete the WHS DITSCAP exercise, i.e. documentation of WHS Backbone, WHS
Directorates, WHS Mission Essential IT Systems and other system identified on the WHS
networks. These SSAAs are to be coordinated by the contractor with the WHS CA (DISA FSO),
as well as the applicable Directorate ITM for accuracy and compliance to all Federal and DoD
regulations and policies.

6.1.3 Objective #3. Devise a Management Plan to administer fixes to identified problems.

The contractor shall prepare and submit a Management Plan describing the actions,
schedule, and resources required to complete the work described. The contractor shall review the
organizational structure of WHS, and based on its technical assessment construct 2 Management
Plan (e.g., Microsoft Project) to demonstrate how SRR fixes and C&A activities will be done for
the WHS Network and each directorate. This schedule shall be based on the completion of the
WHS Backbone C&A activities first. The WHS Directorates’ SSAAs shall become a subset of
the WHS Backbone accreditation and will be accomplished in the order of their expiring
accreditations. WHS Mission Essential IT Systems that qualifies as a separate system will be
individual SSAAs that stand-alone.

Once the WHS Backbone and its enclaves have completed C&A, the WHS Boundary
will be submitted to the DAA for accreditation approval. In parallel, SRR fixes and STIG fixes
will be completed to improve WHS’ security posture. The level of effort to complete the WHS
Network Backbone and each Directorate’s SRRs, STIGs, and DITSCAP documentation, as well
as a timeframe for completion, shall be proposed by the contractor.

The Management Plan shall be updated and maintained throughout the TO. MS Project
is preferred. WHS already has this software and is familiar with the features of the project. It
would enable the sharing of electronic project management information. A macro view of the
project as well as a directorate view is required. The vendor and WHS shall use this tool
throughout the project to monitor task completion and as necessary update actions, resources,
and/or schedule.

The plan will also include or be supplemented with descriptive information about the:
methodology and technical approach for accomplishing the task; organizational resources,
structures, and interfaces; and management controls to be employed to meet the cost,
performance and schedule requirements throughout TO execution. A monthly status report shall
be provided to monitor quality assurance, progress/status reporting, and program reviews applied
to the contract. The Management Plan shall demonstrate that the following requirements are all
included:

6.1.3.1 — Actions and Schedule





[image: image4.png]Based on the information provided in the Management Plan, the contractor shall
provide to the government either specific dates or clear information about the length and
order of tasks to be accomplished for this SOW.

6.1.3.2 Methodology and technical approach for accomplishing the task

The contractor shall provide details that demonstrate how it plans to perform the
SRR and DITSCAP activities for WHS.

6.1.3.3 Organizational resources, structure and interfaces

The contractor shall determine the level of effort needed to complete all required
taskings for the WHS Network, each WHS directorate including mission critical systems
and other identified critical systems. General information about common deliverables
required for the WHS directorates is described in paragraphs 6.1.3 and 6.1.4. Specific
information about unique deliverables required by WHS are described in paragraphs
6.2.1 through 6.3.1.4. Additionally, Tables 1 and 2 provide information about the current
environment. The contractor may use information to develop a Management Plan that
includes actions, schedule, and resources as well as structure and interfaces.

e Table 1 provides an overview of WHS’ Directorates and its IT resources, for
the contractor to use as a baseline.
e Table 2 is the SRR open finding chart.

6.1.3.4 Management Controls

The contractor will provide the following management controls: 1) Monthly Activity
Reports, 2) Regular Contract Management Meetings, and 3) the use of Automated Tools.
Work products such as Monthly Activity Reports and meetings should be included in the
PMP.

6.1.3.4.1 Monthly Activity Reports

The contractor shall submit, at the 1% of each month, a monthly activity report.
This report shall include, but is not limited to: 2) a summary of accomplishments for
the month, b) a copy of deliverables submitted to the government for acceptance, c)a
percentage (%) of work accomplished during the month, d) a percentage (%) of work
completed on the task to date, ) a narrative of known problems, and f) a projected
schedule for next month’s activities.

6.1.3.4.2 Contractor Management Meetings

The contractor and government will hold a monthly Management Meeting. The
meeting will provide the government and the contractor an opportunity to discuss
current taskings, provide additional guidance to the technical task management of the
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successful completion of the task.

6.1.3.4.3 Use of Automated Tools

The contractor shall use standard Microsoft Project to facilitate tracking (e.g.,
change in schedule, milestone activities) by the government and contractor.

6.1.4 Obijective # 4. On an as-needed basis, to be determined by the WHS TA Manager, fix all
identified SRR findings IAW Management Plan.

As required by the government, the contractor shall provide a strategy to implement and
document fixes to all identified System Readiness Review (SRR) findings. The technical fixes
and/or waivers produced by the contractor shall be developed in a fashion described in Section
6.2, and given to the government as a deliverable. This strategy shall be described in the
Management Plan, and will address the WHS Backbone, each WHS Directorate individually.
The contractor assesses the total number of SRR Findings, their criticality, operating system(s),
and what type of hardware is affected. Based on this data, the contractor shall determine a
timeframe for completion and schedule for the Backbone and each WHS directorate. Table 2
lists the WHS SRR findings.

6.1.5 Objective #5. Transition legacy accreditation documentation to DITSCAP and prepare
WHS’ DITSCAP package(s) for submission to the Designated Approving Authority (DAA) for
approval.

The contractor shall continue to provide a strategy to transition WHS Directorates’
Legacy Accreditations (e.g., Automated Information System Security Plans (AISSPs)) to the
DITSCAP. This strategy will be described in the Management Plan, and will address the WHS
Backbone and each WHS Directorate individually. Results from the SRR initiatives will be used
by the contractor to validate the security posture of the WHS Directorates. The contractor shall
work with each WHS ITM to make their accreditation packages DITSCAP-compliant. The
contractor shall perform work on each directorate in a manner that accomplishes the
documentation and results in submission to the CA (DISA FSO) for their technical review, and
the DAA (WHS-CIO). The contractor may propose some of the work simultaneously in order to
complete the task effectively and efficiently, on time and schedule (see WHS ME IT Systems
Status Chart (below)).
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The Security Readiness Review (SRR) process evaluates the operational readiness of
WHS as it relates to Information Systems Security (INFOSEC) and its ability to protect
information resources and assets from attack and/or compromise. The results of these SRR
reports identify known vulnerabilities and weaknesses in the WHS Network.

The objective of this task is to provide augmented technical support to the WHS
Directorates and the WHS Network, as requested, in the implementation and execution of SRR
findings to their networks. The contractor, at the direction of the TM, shall implement technical
fixes to the site-specific networks and assist the WHS Network Manager and ITMs in the
identification and preparation of SRR waivers. The results of this work will be Appendix G of
the SSAA.

6.2.1 Subtask 1 - SRR Assessment

Based on its assessment of WHS” infrastructure and technical findings provided to the
contractor by the WHS IA Manager (thru DISA Field Security Operations), the contractor shall
provide technical support to each WHS Directorate using the open findings identified in Table 2.
The contractor shall determine a timeframe for completion and schedule for each WHS
directorate.

6.2.2 Subtask 2 — SRR Technical Support

The contractor shall provide a documented summary of corrective actions taken for each
open SRR finding, method to fix, and/or record of approved waiver. The contractor shall also
implement new Security Technical Implementation Guidelines (STIGs) (e.g., WWW STIG)
since last SRR that affect the WHS Directorates and the WHS Network.

6.3 Task 3 - DITSCAP Support

The objective of this task is to achieve full accreditation of the WHS Backbone,
Directorate enclaves and Mission Essential IT Systems (see Table 6), using the current
accreditation standard, DITSCAP. This task will convert the accreditations for the WHS
backbone, the eight WHS directorates’ major systems, as well as any Small Systems residing
within the WHS Network, to one accreditation package of the WHS Boundary.

The accreditation process will be IAW DOD Instruction 5200.40, DOD Information
Technology Certification and Accreditation Process, December 1997. All SSAA support
subtasks are referenced from DOD 8510.1-M, DITSCAP Application Manual.

6.3.1 - System Security Authorization Agreement (SSAA) Support

As WHS’ Certification Authority (CA), the Defense Information Systems Agency
(DISA) Field Security Office (FSO) will be engaged in the certification of the WHS Boundary.




[image: image8.png]The resulting System Security Authorization Agreement (SSAA) will serve as the Certification
and Accreditation document for the WHS backbone as well as the WHS environment up to the
eight WHS Directorates.

The contractor shall continue to provide technical support to the WHS Directorates in the
rewrite of their Automated Information Systems Security Plans (AISSPs) to the System Security
Authorization Agreements (SSAAs) (i.e. WHS Directorates and their Mission Essential IT
Systems). The WHS Directorates AISSPs will be revalidated and accredited as appendices of
the WHS Boundary.

6.3.1.1 Subtask 1 - Phase 1. Definition

For the WHS Boundary, the stakeholders have been identified. The WHS CIO
(Directorate for Information Operations and Reports) is the DAA, DISA FSO is the CA, the
Program Manager (PM) is Real Estate and Facilities Information Technology Division (RE&F
ITD), and the User Representative is the Directorate for Information Operations and Reports
(DIOR) (i.e. WHS Information Technology Manager (ITM)). For the WHS Directorates, the
DAA, CA, and User Representative remain the same. The PM for each directorate will be its
Information Technology Manager (see Table 3).

For WHS’ Mission Essential IT Systems, a Program Official or Systems Owner will be
identified as the User Representative and the DAA and CA remain the same. WHS’ Mission
Essential IT Systems are provided in Table 6.

Legacy accreditation documentation will be used in the transition to SSAA format. The
contractor shall assist the ITM in accurately describing their information systems assets. The
completion of this task will produce a Phase 1 SSAA document.

6.3.1.2 Subtask 2 - Phase 2, Verification

In the Verification Phase, the contractor shall review the WHS Directorates’ SSAA to
ensure that the documentation depicts an accurate account of their information systems assets.
Security Test Plans and procedures have already been accomplished for each WHS Directorate
through the DISA Blue Team Assessments. The CA is apprised of this, and SRR Test Results
shall be provided to the contractor.

The completion of these tasks, in concert with the CA’s vulnerability assessment, will
produce a Phase 2 SSAA.

6.3.1.3 Subtask 3 - Phase 3, Validation
The Validation Phase includes activities to assure the fully integrated system in its

specific operating environment and configuration provides an acceptable level of residual risk.
Validation culminates in an approval to operate (ATO).
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designated by WHS as its Certification Authority (CA). In this role, they are responsible for the
Independent Verification and Validation (IV&V) of all WHS AISs.

The contractor shall incorporate the Certification Test and Evaluation (CT&E) results
(e.g., SRR Results) from DISA FSO for the WHS Backbone, WHS Directorate and mission
critical systems into their SSAA documentation.

6.3.1.4 Subtask 4 - Phase 4, Post Accreditation

During the Post Accreditation Phase, WHS will continuously evaluate the security
posture of its enterprise and maintain up to date SSAA’s throughout WHS. WHS, in
collaboration with DISA FSO, will continue to perform Blue Team Assessments to the WHS
Boundary on an annual basis. From these assessments, technical findings are identified that need
to be properly fixed. Additionally, new Security Technical Implementation Guidelines (STIGs)
(e.g., WWW STIG) that affect the WHS Boundary will be implemented.

The contractor shall provide as needed updates to each developed SSAA, and provide
resolution support to both pre-existing and new SRR findings, by either: a) Implementation of
SRR fixes or b) Preparation of waiver request(s).

6.4 Task 4 — Program Support

The contractor shall perform information system security (INFOSEC) programmatic
support to the WHS CIO. To perform such support, as determined in writing by the Task
Monitor, the contractor shall be required to prepare position or point papers regarding specific
Information Assurance (IA) topics, (e.g., network security vulnerabilities, mobile code,
classification issues).

The Task Monitor (TM) will define in writing the scope, specifying the format and due
date for the effort prior to issuing the requirement to the contractor.

6.5 Task 5 — Security Management Tools

To effectively manage the IA Program, DIOR requires automated tools to assess risk and
provide positive configuration control over the WHS and/or OSD security architectures.

6.5.1 Risk Assessment Tool

The contractor shall provide a customized tool to identify and deal with WHS and/or
OSD IT security risks, at the Sensitive But Unclassified (SBU) and/or Classified level(s). The
tool will be able to offer both qualitative and quantitative Risk Analysis and Reporting of
information and/or physical security for the WHS and/or OSD Network Environment(s).

The Risk Assessment tool will be able to determine the level of vulnerability of each
Component and caiculate risk (or loss probability) based on threat activity according to the
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the major factors in risk management: the value of the system or application, threats,
vulnerabilities, and the effectiveness of current or proposed safeguards. This will allow DIOR to
independently access an organizations’ attendant risk on a recurring basis.

The tool shall be tailored for the WHS and/or OSD unclassified and/or classified
environments. It will be able to 1) Update Respondent Screen(s), 2) Update Assets and
Inventory Lists, 3) Update threat list from the SSAA identified threats, 4) Update
countermeasures list, 5) Update the vulnerabilities and 6) Pair new threats, vulnerabilities and
countermeasures.

The risk assessment tool will incorporate Security Test & Evaluation (ST&E) results, as
well as check compliance with Federal and DoD policies and procedures.

This satisfies the Certification Authority (CA) requirement to conduct a Risk Assessment
of the security domain.

7. Place of Performance:

The work shall be performed at Government sites in the Washington metropolitan area
and/or Contractor facilities in the Washington metropolitan area. If the work is conducted at the
government site, (3) work areas will be provided.

8. Period of Performance:
Three hundred and sixty-five (365) days from task order award.

9. Deliverables

9.1 DITSCAP Conversion Schedule

11
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[image: image11.png]Table 3 provides a listing of each WHS Directoraté, its ITM, and its accreditation
expiration date Table 5 provides a listing of each OSD Component and its Component ITM.
Accreditation expiration dates will be provided at a later date.

9.2 Delivery Schedule

Table 4 shows all of the deliverables described in the Task Order. WHS Deliverables will be
provided to the Primary Task Monitor, Ms. Lytwaive Hutchinson. Deliverables for the
OSD DITSCAP Support will follow schedule provided in Table 4. Deliverables will be provided
to the OSD Technical Task Monitor (TTM), Mr. Robert Cox.

10. Security:

All personnel require access to information up to the SECRET level. For Task 6.5,
OSD DITSCAP Support, all personnel require access to information up to the TOP SECRET
level. All individuals will be U.S. citizens. The contractor shall follow the standards established
in DOD 5200.2-R, DOD Personnel Security Program.

Contractor personnel, with access to DOD facilities, shall observe local DOD security
policies and procedures. The DD Form 254 Contract Security Classification Specification Form
is part of Appendix B of the contract. Access to government facilities will be granted on a need-
to-know and a clearance basis.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government will provide the Contractor with appropriate policy, guidance, access to
pertinent government systems, and documentation. The Government shall provide the
documentation and background information necessary to perform the tasks. This documentation
includes, but is not limited to, the Defense Information Technology Security Certification and
Accreditation Process (DITSCAP), the WHS Directorate and OSD Component legacy
accreditations, System Readiness Review (SRR) Reports and findings, and any other
documentation associated with the WHS and OSD AISs. The Government shall provide
contractor personnel with access to the offices and facilities of WHS and other locations relevant
to this effort. The Government shall coordinate contractor visits with each organization to be
visited, as applicable, and provide the contractor with a point of contact with whom to coordinate
the details of any required visits. Government-furnished office space and WHS standard
configuration equipment will be provided for up to (5) individuals (standard government office
environment). This includes office furnishings, office supplies, access to a personal computer,
telephone support, facsimile, and access to photocopy and presentation equipment.

The contractor must identify any additional GFE/GFI within 14 calendar days
following the initial TIM. Additional GFI/GFE requirements will be identified on a task-by-task
basis. As additional materials are required, the contractor will coordinate requirements with the
Primary Task Monitor (TM) and Contracting Officer’s Representative (COR). The Government
will facilitate the contractor's access to the data required in support of this work effort. Final
disposition of GFE will be handled through the customer’s property management department.

12





[image: image12.png]12. Packaging, Packing and Shipping:
None

13. Inspection and Acceptance:
None

14. Other Pertinent Information or Special Considerations:

a. Identification of Possible Follow-on Work.

WHS Supported Organizations (WSOs) SRR and DITSCAP Support

At the discretion of the government, the contractor shall provide technical support to all
WHS Supported Organizations and facilities (e.g., Commission Facility) as prescribed in
Sections 6.2 and 6.3 of the SOW. If exercised, additional funds will be added to support this
requirement.
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WHS ORGANIZATIONAL STRUCTURE & IT RESOURCES

1. Directorate for 193 7 193

Personnel and

Security (P&S)

(WHS Network Megr.)

3. Directorate for

Real Estate and
Finance (RE&F)

4. Directorate for 35 4 35 '
Budget and Finance
(B&F)

5. Directorate for
Federal Voting

Assistance Program
(FVAP)

6. Directorate for 38 5 38
Correspondence and
Directives (C&D

7. Directorate for
Freedom of

Information and
Security Review

9. Directorate for
Information
Operations and
Reports (DIOR)

TABLE 1

! Total reflects number of users from eight directorates. The 'WHS Network is the backbone
infrastructure that supports all of WHS.
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WHS SRR CHART
As of 08/16/02

1. P&S ndows Forrest Morrison
NT; UNIX | (703) 617-7186

R
2. WHS Windows Floyd Perry
Network NT, UNIX, | (703)614-0525
W2K, IIS,
Novell,
Terminal
Server,
Linux

NT (703) 614-0525
i O A 77
NT (703) 614-0332
O A A Sl 5
NT 703) 588-1584
G -
NT (703) 697-9285
7. DFOISR | 2487 2 30 31 Windows Tammy Parlette
NT (703) 697-3115
O O G il
NT 703) 607-2943
NT (703) 604-5450

TABLE 2

16





[image: image16.png]TABLE 3
WHS ACCREDITATION CONVERSION SCHEDULE

Branc

1. WHS Network | Floyd Perry '
(WHS Network
Manager

2. Director for Bud Parlette
Information 703-604-5450
Operations &

IATO, granted until August 26, 2001

December 5, 2000
(IATO, granted until August 26, 2001)

Forrest Morrison
703-617-7186

3. Director for
Personnel &

Security

(WHS/P&S

January 9, 2001
(IATO, granted until August 26, 2001)

Information &

4. Director for Sandy Roberts June 30, 2001
Budget & Finance | 703-614-0332 (IATO, granted until August 26, 2001)
WHS/B&F)
Security Review

5. Director for Tammy Parlette July 26, 2002
703-697-3115
(WHS/DFOISR)

Freedom of

6. Director for Real | Floyd Perry August 5, 2002
Estate & Finance 703-614-0525
(WHS/RE&F)

7. Director for Terry Williams August 9, 2002
Federal Voting 703-588-1584
Assistance :
Program
(WHS/FVAP)

8. Defense Privacy Jody Sinkler June 1, 2003
Office 703-607-2943
WHS/DPO
9. Director for Carl Vercio June 8, 2003
Correspondence & | 703-697-92835
Directives
(WHS/C&D)

TABLE 3
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TABLE 4

DELIVERY SCHEDULE
MS Project | 5 days after 1HC Standard
contract award [ 1SC Distribution
MS Word | 5 days after 1HC Standard
contract award 18C Distribution
MS Word | 5 days after 1HC Standard
contract award 18C Distribution
MS Word | 10 days after 1HC Standard
contract award 18C Distribution
MS Word/ | 10 days after 1HC Standard
MS Project | meeting 18C Distribution
MS Word/ | 15 days after 1HC Standard
MS Project | contractaward | 1 8C Distribution
MS Word/ | 15 days after 1HC Standard
MS Project | contractaward | 1 SC Distribution
MS Word/ | 30 days after 1 HC Standard
MS Project | contractaward | 1SC Distribution
MS Project | 30 days after 1HC Standard
SRR Strategy 18C Distribution
Document
MS Word | 1®week of each | 1 HC
month 18C
MS Word | 30 days from 1HC Standard
start of each 18C Distribution
WHS directorate
SSAA
MS Word | 30 days from 1HC Standard
Phase 1, SSAA | 1SC Distribution
MS Word | 10 days from 1HC - | Standard
Phase 2, SSAA | 1SC Distribution
MS Project | 15 days after 1HC Standard
assignedby TM | 1 SC Distribution

Meeting
minutes and
schedule

Phase 1,
SSAA

Phase 2,
SSAA

Phase 3,
SSAA
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TABLE 4
The SRR Technical Reports will be submitted to the government as an attachment to the Monthly
Activity Report.
Copies:
= Hard copy (HC)
= Soft copy (SC)

Standard Distribution
= (1) copy of the transmittal letter and the deliverable to the Primary TM
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OSD ITM POINTS OF CONTACT

Component. ~ Task Monitor

AISSP Expiration Date

1) Assistant to the Secretary of | Paul Boyles TBD
Defense (Executive 703-692-7011
Secretariat)
2) Under Secretary of Defense | Tom Sheehan TBD
& Logistics
TBD

3) Assistant Secretary of Dick Dyson
703-602-1155

Defense (Command,
Control, Communications
& Intelligence

gence)
4) Assistant to the Secretary of | William Dugan TBD
Defense (Intelligence 703-275-6554
Oversight
for Polic 703-697-5497
Comptroller 703-697-7564 .
7) Assistant Secretary of TBD
Defense (Legislative 703-697-7786
Affairs)
for Personnel & Readiness [ 703-695-6705
Defense (Health Affairs) 703-681-8826
Defense (Public Affairs) 703-614-0639
LCDR Emmett Webster | TBD
Defense (Reserve Affairs 703-693-7491
So-Mai Christensen TBD
& Evaluation 703-695-1682
Department of Defense 703-695-7154
& Evaluation 703-697-0729
Management 703-588-8147
16) Special Assistant to the Anthony DeNicola TBD
Secretary of Defense for 703-588-8515
Gulf War Illness, Medical

Readiness & Military
Deployments

TABLE 5
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DOD-APPROVED ARCHITECTURES, PROGRAMS, STANDARDS AND GUIDELINES

Federal Regulations:

Office of Management and Budget Circular A-130, “Management of Federal Resources,”
November 30, 2000

Laws and Statutes:
Public Law 100-235, “Computer Security Act of 1987,” January 8, 1988

Public Law 106-344, 10 USCS § 2224, “Defense Information Assurance Program,” October 20,
2000

DoD Directives, Instructions and Manuals:

DoD Directive 5200.28, “Security Requirements for Automated Information Systems (AISs),”
March 21, 1988

DoD Directive 5200.1, “DoD Information Security Program,” December 13, 1996

DoD Directive 5200.40, “DoD Information Technology Security Certification and Accreditation
Process (DITSCAP),” December 30, 1997

DoD Manual 8510.1, “Department of Defense Information Technology Security Certification
and Accreditation Process (DITSCAP) Application Manual,” July 20, 2000
DoD Policies and Procedures:

Deputy Secretary of Defense Memorandum, “Department of Defense (DoD) Information
Assurance Vulnerability Alert (IAVA),” December 30, 1999.

DoD-Approved Architectures:
Deputy Secretary of Defense Memorandum, “Department of Defense Chief Information Officer

Guidance and Policy Memorandum No. 6-8510 ‘Department of Defense Global Information
Grid Information Assurance’,” June 16, 2000
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DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)





a.  The purpose of this modification is to incorporate into this order by reference Pragmatics proposal modification dtd 25 Sep 02.  Pragmatics proposal was submitted in response to revised SOW dated 19 Sep 02 which is incorporated by reference. Incorporation of this proposal modification into the order changes the total of the order from:  $147,058.82 to: $538,994.40, an increase of $391,935.58.


  


b.  All other terms and conditions remain unchanged.
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STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





30-105





NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











  











 D.  OTHER (Specify type of modification and authority)





UNILATERAL,  PRAGMATICS PROPOSAL MODIFICATION DTD 25 SEP 2002





 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





FACILITY CODE                      





 16C.  DATE SIGNED0








 26 Sep 2002





 16B.  UNITED STATES OF AMERICA








  BY 	�


 

















 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





ANNE K. KELLER


CONTRACTING OFFICER





15C. DATE SIGNED














15B.  CONTRACTOR/OFFEROR








		





15A.  NAME AND TITLE OF SIGNER (Type or print)











E.   IMPORTANT:    Contractor       is not,       is required to sign this document and return   ___________ copies to the issuing office. 





  (X)





  











  X	UN











  





THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)





  97X4930.5F20 000 C1013 0 068142 2F 255011                                     MIPR: DHAM20161            NET INCREASE:      $391,935.58                    





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





10B.  DATED (SEE ITEM 13)


13 Aug 02





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5016/0004





9B.  DATED (SEE ITEM 11)


                                 --------------------------------------------------------------------------------------------------       





9A. AMENDMENT OF SOLICITATION NO.


                                        











X





CODE  





8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  





	Pragmatics, Inc.


       7926 Jones Branch Drive, Suite 711


       McLean VA  22012-3603


       DUNS NO – 153874823


       Cage Code - 41539





 (X)





 














HC1013          





HC1013          





PAGE  OF  PAGES





  1		1	


          2  





7.  ADMINISTERED BY (If other than Item 6)                  CODE





     





                                                   


                                                        


Payment Office: DITCO1                          SCD: C  





5.  PROJECT NO (If applicable)





                      





6.  ISSUED BY			CODE


    DEFENSE INFORMATION SYSTEMS AGENCY                      


    DITCO/AQSS32                                                   


    2300 EAST DRIVE                                         


    SCOTT AFB, IL  62225-5406                               


				





3.  EFFECTIVE DATE





See block 16c








 4.  REQUISITION/PURCHASE REQ. NO.


 


  DHAM20161





2.  AMENDMENT/MODIFICATION NO.	





   02				





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


     			





1.  CONTRACT ID CODE





                        








