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SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$176,470.58

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

0T5L1

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5017

2002Sep12

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0027

NMIPR02251311

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

LINDA K. GOFF

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

10260 CAMPUS POINT DRIVE (DUNS 

148095086)

SAN DIEGO CA  92121

SCIENCE APPLICATIONS INTERNATIONAL CORP

QUANTITY

ORDERED/

ACCEPTED*

20.

HC1013

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL  62225-5406

N68566

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                

 2300 EAST DRIVE

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$168,627.00
	$168,627.00 

	
	AIR FORCE PKI HELP DESK SUPPORT 

FFP - Provide Help desk support to Air Force PKI users in accordance with the attached statement of work (SOW).  Period of performance is from 29 Sep 02 through 28 Sep 03.  This is a firm-fixed price order.  SAIC  proposal dated 5 Sep 02 is incorporated by reference.  SAIC is authorized to bill 12 monthly installments of $14,052.25.   

PURCHASE REQUEST NUMBER NMIPR02251311 


	

	
	
	

	
	

	

	
	NET AMT
	$168,627.00

	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	1.00
	Lot
	$7,843.58
	$7,843.58

	
	PKI HELP DESK SUPPORT – This is a time-and-material line item for trouble

tickets over and above 130 per month.  SAIC shall bill any charges associated with this line item separately on the invoice.   This is a not-to-exceed line item.


	

	
	
TOT ESTIMATED PRICE
	$7,843.58 NTE

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	NMIPR02251311 

	AMOUNT:  
	$176,470.58
	 

	  
	  
	  


CLAUSES INCORPORATED BY FULL TEXT 

Electronic invoices may be sent to:

invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228

Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of  29 Sep  02
	Contract Number:
	DCA200-00-D-5017

	Order Number:
	0027

	Tracking Number:
	00113

	Previous Order Number:
	DCA200-00-D-5017-0012


1.  Points of Contact


a.  Primary Task Monitor (PTM):
2. Order Title:  Air Force DoD PKI Help Desk Support

 Background:  This SOW is to provide FOLLOW-ON help desk support to continue the effort currently in place with Science Applications International Corp (SAIC)  through FY03.  The current contract information is as follows: 

CONTRACT:

 DCA200-00-D-5017, 

TASK ORDER:  
12,

TITLE:  

AF DoD PKI Help Desk Support:

AF PKI is the Air Force portion of the DoD PKI.  The Infrastructure is made up of the personnel, policy, procedures, components, and facilities to enable cryptographic functions.  Key functions of the DoD PKI include binding user names to electronic keys, publicizing that binding, and tracking continued validity of the keys so that applications can provide the desired security services.  Services supported by PKI include: encrypted session between client and server, client identification and authentication, data integrity, non-repudiation, confidentiality, and secure and encrypted email.  Every member of the USAF will be issued digital certificates for identification, signature and encryption.  During initial deployment at each USAF location, the implementation team will include trainers that will be training the local Work Group Manager (WGM) personnel and local Network Control Center (NCC) personnel and to some extent the end users themselves.  Each service is responsible for providing training and support to resolve technical and usage issues for their member population.   The USAF goal is to establish this support at the lowest level possible so that the majority of calls received by the PKI Help Desk will be from WGM’s or NCC personnel and not the end-users themselves.

4.  Objectives:   The objective of this task is to continue Help Desk support to Air Force DoD PKI users.  Help desk support shall include: e-mail, telephone support, trouble ticket generation and tracking, providing Frequently Asked Question inputs for AF Hosted web-based help desk support and emergency Air Force after-hours contact capability.  Help Desk Support shall be provided as a service from the contractor’s facility with escalation support provided by Government PKI engineering personnel as required. 

5.  Scope:  This task provides technical expertise and problem resolution to the Department of the Air Force in accordance with this Statement of Work.  Specific services addressed in this SOW are:

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6.  Specific Tasks:
6.1
Task 1 - TO Management.  The contractor shall provide a periodic status report (A002) identifying the current overall progress of the Task Order.  The period of the status report may be adjusted to the contractor’s internal accounting periods, consistent with invoice submission, but shall not exceed 6 weeks interval.  Included in this report will be the current funding status to include total contract amount along with current period expenditures and cumulative total funds expended.  The report shall also include the total number of calls handled that period with a breakout total listed by MAJCOM and a cumulative total of calls from the initiation of the TO.   A detailed call appendix shall be provided that will group calls by status and list each call identifying the Major Command, Call Status, call ID, Caller’s identity (including name, phone# and e-mail address), the length of each call, priority, tier level, problem description and the solution provided.  The detailed call list shall include all calls for the reporting period unless the TM approves a lesser requirement.  New problem solutions developed by Tier 2 or Tier 3 support personnel shall be included as Frequently Asked Questions (FAQs) appendix to the report.  

6.2 
Task 2 - Technical Support at the Government Site.  The shall provide read-only interface to the contractor’s help desk automation system for real time check on ticket status.  

6.3
Task 3 – Contractor’s Help Desk Center Support.  The contractor shall provide a 24x7 Help Desk Support facility located at the contractor’s site as stipulated in Tier descriptions below.  The contractor shall provide within the US a toll free voice dial up connectivity through standard commercial carriers for use by both Air Force DoD PKI system administration personnel and DoD PKI users.  Additionally, user’s outside of the continental US (O-CONUS) shall be provided access via DSN telephone service.  An E-Mail account shall be provided for submission of trouble reports and questions via e-mail. The contractor’s Help Desk Center shall provide Tier 1, and 2, support and maintain tracking on tier 3 support referred to the Government Task Monitor or designee.   The contractor’s Help Desk service shall also provide controlled access to sensitive Air Force Lessons Learned, Frequently Asked Questions (FAQ) and job ticket database through SSL protected means with access controls based on UserID and password or using DoD PKI enabled client authentication.  This information may be shared in support of other Government activities with concurrence of the PTM or ATM.  Activities for this task and subtasks shall be reported in the periodic status report  (Section 6.1).     

6.3.1 Subtask 1 - Tier 1 Help Desk Support. 

The contractor shall initiate help ticket actions within 5 minutes on a 24x7 basis.  Tier 1 support staff shall receive/document all trouble reports, generate a trouble ticket for all calls, assign a tracking/control/work order number to all trouble tickets, perform preliminary problem analysis, and report unresolved problems to the contractor’s Tier 2 PKI Engineering staff.  When the problem cannot be resolved by the Tier 1 support staff, the customer will be provided a timeframe when the Tier 2 engineer will call back and the ticket number.  Activities for this subtask shall be reported in the periodic status report  (Section 6.1).     
6.3.2 Subtask 2 - Tier 2 Help Desk Support. (8x5 )

The contractor’s Tier 2 PKI Support Engineer shall be available 8 hours a day during normal business days.   The 8 hours availability will be normal business hours at the contractor’s location but may require adjustment within the range of 05:00 to 24:00 to respond to overseas customer requirements.  The Tier2 Support Engineer will update the trouble ticket and contact the user requiring assistance within 2 hours during normal business hours.  Problems causing loss of essential capability or dealing with safety or security will be handled first.  Once the problem is resolved, it shall be updated to the FAQ database to assist with Tier 1 support. If it is determined that Tier 2 PKI staff cannot resolve the issue, they shall provide feedback to the user that reported the problem and escalate the problem to the Government TM as defined under Tier 3 Support.  In the event tickets are generated due to requests for information that are passed directly to the Government TM for answers, these will be considered as a Tier 1 helpdesk support.  Activities for this subtask shall be reported in the periodic status report  (Section 6.1).     
6.3.3 Subtask 3 - Tier 3 Support.   If the contractor’s Tier 2 PKI Support Engineers are unable to resolve the problem they will contact the Government TM or designee to evaluate the trouble ticket.  The Government TM will provide the solution to the contractor’s Tier 2 support engineer or take over the problem for resolution using Government PKI Engineering support.  Once a solution is provided, the Contractor shall update their reference database to include the problem description and solution to be handled in the future by Tier 1 and Tier 2 support personnel.  The Contractor’s help desk shall track the status of Tier 3 problems and provide a weekly listing of OPEN Tier 3 items to the TM.  The TM or designated PKI Engineer will keep the help desk updated on actions related to open Tier 3 problems.  Activities for this subtask shall be reported in the periodic status report  (Section 6.1).     
7.  Place of Performance:  Work shall be performed primarily at the contractor’s facility. This work may require travel to the San Antonio, TX metropolitan area to be conducted only with prior coordination with, and the written approval of, the Technical Task Manager and COR.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy the travel requirements of several tasks.  
8.  Period of Performance:  The period of performance for this TO is from 29 September 2002 thru 27 September 2003.
9. Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1
	Periodic Status Report
	
	14 Calendar Days after close of Contractor’s accounting

period
	1
	Standard 

Distribution*
	One report per accounting period.  Not to exceed a 6 week interval.


*Standard Distribution
· 1 electronic copy of the transmittal letter and the deliverable to the Primary TM (electronic copy in Microsoft Word 97/2000)

10.  Security:  All contractor personnel assigned to this task shall be U.S. citizens and possess at least Secret security clearances.  The contractor shall comply with the provisions of the DoD Industrial Security Manual for handling classified material and producing deliverables.  Unclassified reports prepared under this task order shall be marked For Official Use Only unless otherwise stated by the Task Officer.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): 
GFE and GFI will be provided as required.  Basic information required for support of this TO can be found at HTTPS://AFPKI.LACKLAND.AF.MIL.  This site is restricted to the .mil domain.  Any difficulty on reaching this page should be addressed to the PTM for resolution.

12.  Packaging, Packing, and Shipping:  See paragraph D.1 of the ‘I Assure’ contract.
13.  Inspection and Acceptance:  See paragraph E.1 of the ‘I Assure’ contract
14. Other Pertinent Information or Special Considerations:  
a. Experience requirements:  The Contractor must have experience with the DOD PKI and expertise in configuring and using PKI implementations.  The Air Force environment consists primarily of Microsoft applications at the user level with some Netscape products, Oracle products and assorted other application vendors.  Regardless of the application platform or operating system, the questions that can be expected to generate help desk calls will consist of:

i. Generating private/public key pairs, 

ii. Submitting certificate requests to the DOD PKI Certificate Authorities

iii. Installing digital certificates in Web Servers, Web browsers, e-mail clients, VPN and IPSEC devices.

iv. Configuring web servers to require client certificates for access authentication.

v. Installing smart card readers and middleware associated with the Common Access Card and resolving related configuration problems.  

vi. Operating system requirements to support PKI implementations for various applications.
b.  Assumptions:  The following Service Level Parameters apply to this SOW.

i. Tier 1 initialization (0 > 5 minutes)
ii. Tier 1 investigation (0 > 30 minutes) 
-  (Includes actions transferred directly to the government TM for 

-  answer/resolution).
iii. Tier 2 Effort per ticket (1 hour or less): If the ticket has no foreseeable resolution after 1 hour, it may be transferred to the AFPKI SPO as a Tier 3 ticket.
iv. Contractors PROPOSAL will provide a firm fixed price to process all tier 1 Trouble Tickets and up to 100 tier 2 level tickets. 

v. Contractors PROPOSAL will include Time and Materials Rate for handling Tier 2 Trouble Tickets in excess of 100 per month as part of their proposal.  

c. Identification of Follow-On Work:  This contract may be extended or renewed for additional periods not covered in this solicitation.  
