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SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$682,963.00

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

0T5L1

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5017

2002Sep05

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0026

DOJCSS03001

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

LINDA K. GOFF

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

10260 CAMPUS POINT DRIVE (DUNS 

148095086)

SAN DIEGO CA  92121

SCIENCE APPLICATIONS INTERNATIONAL CORP

QUANTITY

ORDERED/

ACCEPTED*

20.

HC1013

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL  62225-5406

N68566

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                

 2300 EAST DRIVE

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$682,963.00
	$682,963.00 

	
	Provide Technical and Operational Support for DOJCERT in accordance with the attached statement of work (SOW).  Period of performance is 1 Oct 02 through 30 Sep 03.  This is a firm-fixed price order.  SAIC revised proposal dated 30 Aug 02 is incorporated by reference.  SAIC is authorized to bill 12 monthly installments of $56,913.58.  Funds in the amount of $682,963.00 are Subject to Availability of Funds (SAF) IAW FAR 52.232-18.   

PURCHASE REQUEST NUMBER DOJCSS03001 


	

	
	
	

	
	

	

	
	NET AMT
	$682,963.00

	

	
	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	DOJCSS03001 

	AMOUNT:  
	$682,963.00 (SAF)
	 

	  
	  
	  


‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of August 15, 2002
	Contract Number:
	DCA200-00-D-5017

	Task Order Number:
	00114.00

	IAssure Tracking Number:
	0026

	Previous Contract and Task Order Number:
	DTTS59-99-D-00444/DOJ201


1.  Task Monitors (TMs).  

a.  Primary TM.
2.  Task Order Title.  Technical and Operational Support for DOJCERT
3.  Background.  
The DOJCERT provides computer security incident response services to all Components of the U.S Department of Justice.  The services include the following:

· Initial incident handling;

· Incident assessment;

· Incident response; and

· Incident reporting.

The initial incident handling service includes:  reviewing incident reports for completeness; researching and answering questions contained in inquiries; determining the severity of the incident; organizing steps for solution of the incident; contacting appropriate management and response personnel; and managing a status ticket for the incident.  The incident assessment service includes: determining the urgency needed for response to the incident; collecting information that will be helpful in determining a solution to the incident; soliciting the involvement of DOJ officials as appropriate; and issuing security notification bulletins as appropriate.  The incident response service includes:  implementing a solution to the incident; issuing follow-up security notifications; maintaining contact with the affected Component until all reporting is completed; forwarding important relevant information to all DOJ Components; and updating the status ticket for the incident.  The incident reporting service includes following DOJ procedures that depend upon whether the DOJCERT receives an inquiry or a report, and whether the report involves or does not involve national security information.

The services provided by the DOJCERT are essential both to the rapid detection and resolution of security incidents and to the protection of the Department of Justice from damage to its functions, data, and systems resulting from security incidents. The requested work is for the continuation of contractor support that is currently provided to the DOJCERT through a contract vehicle not associated with I-Assure.  It is essential that the successful contractor demonstrate the ability to provide support for these services in a manner that avoids adverse impact to the effectiveness and timeliness of the DOJCERT services.

4.  Objectives.  
Provide immediate (on 1 October 2002) support for the operation of the DOJCERT and for research and planning to support improvements to its operation.  Support for the operation of the DOJCERT will help enable timely response to incidents, effective analysis of trends, and timely dissemination of incident information.  Support for improvements to the DOJCERT’s operations will result in continuous improvement in its effectiveness and efficiency.

5.  Scope.  
Specific services addressed in this SOW are:

· Task Area 1 - Policy, Planning, Process, Program and Project Management Support
· Task Area 3 - Solution Fielding/Installation and Operations
· Task Area 4 - Education, Training and Awareness, Certification and Accreditation and
IA Support
6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management. Conduct an initial Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  Conduct a monthly TO Management Review meeting to present the status report.

Deliverables:  
Technical Interchange Meeting, NLT 10 days after contract award.  TIM minutes  

and briefing/support materials in written documentation due within five (5) working days of the meeting.

Task Order Management Plan



Monthly Status Report, including financial status



Monthly TO Management Review Meeting

6.2 – Task 2 – Operational Support
6.2.1
Subtask 1 – Incident Coordination Support.  Provide support for review of incident reports for completeness.  Research and answer questions contained in inquiries.  Open and update status tickets related to incidents and close the tickets when the incident is resolved.  Issue appropriate security notifications to FBI, NIPC, FedCIRC, and SEPS as details of the incidents indicate.  Issue relevant security alerts, product security bulletins, and other security information to the DOJ Components.

Deliverables:  
JSAC Status Tickets



Security Notifications



Security Alerts



Product Security Bulletins



Security Clips



Other security communications
6.2.2
Subtask 2 – DOJCERT Technical and Management Support.  Provide customization of operational forms and databases as needed.  Periodically update DOJCERT policies and procedures.  Evaluate new CERT tools as requested.  Publish a monthly DOJCERT newsletter, containing articles that will be informative and help incident response professionals throughout the Department.  Conduct CERT research, write technical papers, and develop management tools, as may be assigned.

Deliverables:  
Technical and management assessment reports



Monthly DOJCERT newsletter



Management tools, such as databases and forms

7.  Place of Performance.  

The primary place of performance will be the Justice Data Center - Washington, located at 1151-D Seven Locks Road, Rockville, MD  20854.  Some limited effort may be performed at the contractor’s facility. 
8.  Period of Performance.  
The period of performance will be one calendar year beginning 1 October 2002, and ending 30 September 2003.

9.  Delivery Schedule.  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	TIM
	
	10 Working Days After TO Award
	
	
	

	6.1.2
	TIM Minutes
	Contractor-Determined Format
	5 Working Days after TIM
	
	Standard Distribution
	

	6.1.2
	Task Order Management Plan
	Contractor-Determined Format with Approval by TM
	Draft 14 calendar days after TIM

Final 14 days after receipt of comments
	
	Standard Distribution
	

	6.1.2
	Status Report
	Contractor-Determined Format with Approval by TM
	10 work days after the close of the Contractor’s Accounting Period
	
	Standard Distribution
	

	6.1.2
	TO Management Review
	Contractor-Determined Format with Approval by TM
	12 work days after the close of the Contractor’s Accounting Period
	
	Meeting at Customer Facility
	

	6.2.1
	JSAC Tickets
	Format Available for Review at Customer Facility
	One for each incident, as incidents occur
	
	Internal DOJ distribution only
	

	6.2.1
	Security Notifications
	Format Available for Review at Customer Facility
	As security events indicate
	
	Internal DOJ distribution only
	

	6.2.1
	Security Alerts
	Format Available for Review at Customer Facility
	As security events indicate
	
	Internal DOJ distribution only
	

	6.2.1
	Product Security Bulletins
	Format Available for Review at Customer Facility
	As security events indicate
	
	Internal DOJ distribution only
	

	6.2.1
	Other Security Communications
	Format to be Determined by Contractor and TM
	As security events indicate
	
	Internal DOJ distribution only
	

	6.2.2
	Reports
	Contractor-Determined Format with Approval by TM
	TBD
	
	Standard Distribution
	

	6.2.2
	Newsletter
	Format Available for Review at Customer Facility
	Monthly, NLT 15th Day
	
	Standard Distribution
	

	6.2.2
	Tools
	Contractor-Determined Format with Approval by TM
	TBD
	
	Standard Distribution
	

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  

All assigned contractor personnel are required to have at least a current NACI.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  

Government-Furnished Information includes DOJ policies, DOJCERT policies and procedures.   All contractor personnel performing work at the Government location will be furnished with the Government office environment.  This includes office space and furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy, and presentation equipment.
12.  Other Pertinent Information or Special Considerations.  

12.1.  Identification of Possible Follow-on Work.  

Not applicable.

12.2.  Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 
