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FAR (48 CFR).243

‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 10/29/2002

	Contract Number:
	DCA200-00-D-5018

	Task Order Number:
	0011

	IAssure Tracking Number:
	00115.00

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs)

2.  Task Order Title.  Performance Metrics Support for the Global Directory Service 

3.  Background.  

The DoD is undergoing a modernization of its information infrastructure.  The objective is to better achieve joint strategic and tactical requirements for the future in the most cost-effective manner.  Vital to success is the establishment of a secure means of moving a variety of information resources - data, voice, and imaging - to support strategic, operational, and administrative functions in both peacetime and periods of national crisis.  One critical component to effective information assurance is the implementation of a PKI.  A DoD PKI will act as a foundation to support a variety of DoD applications to verify identification and authentication of individuals, verify the integrity and originator of data, and provide data confidentiality.

The DoD PKI will establish a centralized infrastructure for key management, issuance and management of digital credentials (inclusive of revocation of compromised and expired certificates and maintenance of accurate certificate data).  The infrastructure will include a directory service, responsible for the archival of certificates and revocation data, and will provide the tools and procedures for registration personnel.  The DoD PKI directory service will be provided by GDS.

GDS strives to provide a DoD-wide directory service existing on both the NIPRNet and SIPRNet. Agencies, Services, Combatant Commands, and application developers are implementing individual directories to meet their respective needs.  Each of these efforts is viewed by GDS as an existing or potential Designated Data Source (DDS) for inclusion within the GDS. Integration of data from each DDS and provision of a DoD-wide common user/application interface is a benefit provided by GDS.  This common interface may provide multiple views of the Directory information depending on the user's query and access privileges.  Because information is owned and maintained by multiple authoritative sources, local directories will continue to exist.  The GDS will serve to integrate appropriate subsets of data from the existing directories, providing a single search capability for the user. The initial GDS capability provides name, e-mail address, a DoD PKI key encryption certificate (for encryption of message traffic), telephone number, and unique identifier for each person in addition to certificate revocation data for conduct of certificate validation checking. The GDS will be a DoD-wide repository of contact information for DoD military, DoD civilians, and selected contractor personnel.  The GDS must be scaleable to meet the needs of the entire DoD.  These needs include directory services for joint and coalition forces, mobile forces including network extensions, directory services for PKI-enabled applications and directory access control for some portion of the directory information.  Standards and protocols used for directory access, directory replication and directory-enabled applications are evolving.  The GDS will use widely implemented, standards-based Commercial-Off-The-Shelf (COTS) products and services to the maximum extent possible to minimize government development and associated sustainment costs.  The objective of this task order is to facilitate the development, implementation and sustainment of the GDS via the provision of Performance Metrics expertise.

4.  Objectives.  

The objective of this task order is to provide Information Technology (IT) Performance Metrics expertise in support of the Global Directory Service (GDS) Project Management Office.  The purpose of this document is to detail the resources required to perform this support.
5.  Scope.  
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1 - Policy, Planning, Process, Program and Project Management Support
· Task Area 2 - Standards, Architecture, Engineering and Integration Support
6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  

The contractor shall provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

Completion of this subtask requires the definition of productivity and management methods, emplacement of a support structure for the execution of defined methods, and enforcement of personnel compliance. Productivity and management methods include a Quality Assurance Program and conduct of Contract and Task Order level Program Reviews.  Support structure elements provide the centralized administrative, clerical, documentation and related functions.

The Contractor shall brief a demonstrable, proven Quality Assurance (QA) Program that shall be exercised throughout the life of this contract.  The quality assurance program shall ensure the required quality, functionality, and utility are delivered, are cost effective to maintain, and are maintained throughout the life of the contract.  The goal of the program is to ensure products of high quality and utility are consistently generated.

6.1.2 - Subtask 2 – Task Order (TO) Management. 
The contractor shall prepare TO Management Plan (TOMP) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirement throughout TO execution.  The Management Plan shall be updated as required during the performance of this task to reflect changes and further definition of program criteria and milestones.  All modifications to the Management Plan shall be submitted to the Government for approval before execution.  The Management Plan shall serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The contractor shall provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO and documenting progress towards completion of existing tasks, risks, etc.

The Contractor shall provide a Work Breakdown Schedule (WBS) and submit it to the Government for approval.  This chart will outline all resources working against this task, major tasks, individual tasks assigned and level of effort (LOE) for task completion.

Upon completion of this task order, the Contractor shall provide an informal report outlining lessons learned.  This report shall include areas of improvement in the areas of collection and analysis of Performance Metrics within the GDS PMO.  This is a non-technical report.  Where applicable, these constructive suggestions will be incorporated into the PMO processes and policy.

6.2 - Task 1 - Standards, Architecture, Engineering and Integration Support.
6.2.1  Subtask 1 – High-Level Performance Metrics.  

GDS participates in an Information Technology Measurement Integrated Product Team whose purpose is to establish a measurement framework and initiate a measurement program for DISA’s Application Engineering Directorate.  DISA program performance is evaluated through the establishment of program goals, measurement of program performance, and reports of progress made toward these goals.  As a critical DISA program, GDS must incorporate performance metrics into the program and budget process, ensuring a balanced view of performance that aligns day-to-day activities with long-term goals and focuses on outcomes (results, quality, and customer service) rather than outputs.  The contractor shall assist the government with the development and implementation of high level, tier-one customer and cost metrics to help make more efficient use of GDS technology and provide informative reporting mechanisms that demonstrate GDS’s best value to the government.  The contractor shall assist the government in developing an approach to do an analysis of best value and cost savings provided to DoD by GDS.  The contractor shall provide a report and briefing to the government on this analysis and on a methodology for implementation and collection of high-level GDS performance metrics that measure GDS cost savings and best value.  

6.2.2  Subtask 2 – Operational Performance Metrics.  
The high-level performance metrics shall be traceable to program metrics (i.e. resource costs and performance, etc.) and system level operational metrics (i.e. system availability/downtime, number of accesses, etc.)  The contractor shall assist the government in developing and implementing an automated method/tool for gathering and presenting/reporting statistical data on the operational GDS.  In developing this method/tool, the contractor shall utilize existing tools included in the GDS enclave, and existing methods currently being employed to capture operational statistics, as well as any other government-off-the-shelf (GOTS) and commercial-off-the-shelf (COTS) software products that may be needed.  The contractor shall develop scripts/software designed to monitor the operational system and provide both incremental and cumulative statistics.  A baseline shall be established to which ongoing statistics and metrics can be compared.  Reports must be provided in an on-line format with the capability to print hardcopies.  Reports shall be in a graphical presentation with the ability to view data specific to an element of the graph.  Prior to implementation of this automated method/tool, the contractor shall deliver a report to the government detailing the cost estimates and source/schedule of implementation.

7.  Place of Performance.  Work will be performed at the contractor site within the National Capitol Region (NCR).  The contractor may be required to travel locally in the National Capital Region.  The Task Monitor and Contracting Officer’s Representative (COR) must approve additional travel.
Short-term (1-2 day duration) CONUS travel may be required with current travel planning outlined in the following table.  All required travel will be done in support of the development and implementation of an automated method/tool for gathering/reporting statistical data on the operational GDS, as detailed in section 6.2.2 of this SOW.  The estimated projected travel, as tasked by the TM includes the following locations:

	Destination
	Number of

Personnel
	Number of Days
	Number of

Trips
	Purpose

	Chambersburg, PA
	1
	2
	2
	Development and implementation of automated metrics method/tool


8.  Period of Performance.  The period of performance for this Task Order is 365 calendar days after award.

9.  Delivery Schedule.  The initial due dates for deliverables provided in this Delivery Order Definition may be modified by the Technical Task Manager at IPRs and/or other subsequent input from the Technical Task Manager.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) or MS PowerPoint (Windows) format.

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Quality Assurance Program Briefing
	Contractor Determined Format
	Calendar Days after TO award
	2
	Standard Distribution*
	Draft – 15

Final – 30

	6.1.2
	Task Order Management Plan
	A003/DI-MGMT-80347
	Calendar Days after TO award
	2
	Standard Distribution*
	Draft – 15

Final – 30

	6.1.2
	Monthly Status Report
	Contractor-Determined Format
	Calendar Days after TO award
	2
	Standard Distribution*
	Monthly, on 5th workday

	6.1.2
	Work Breakdown Schedule
	A008/DI-MGMT-80368
	Calendar Days after TO award
	2
	Standard Distribution*
	Draft – 15

Final – 30

	6.1.2
	Informal Lessons Learned Document
	Contractor Determined Format
	Calendar Days after TO award
	2
	Standard Distribution*
	Draft – 345

Final - 360

	6.2.1
	High-Level Performance Metrics Report 
	Contractor Determined Format
	Calendar Days after TO award
	2
	Standard Distribution
	Draft – 30

Final - 45

	6.2.1
	High-Level Performance Metrics Brief
	Contractor Determined Format
	Calendar Days after TO award
	2
	Standard Distribution
	Draft – 30

Final - 45

	6.2.2
	Automated Statistics Report Tool [software]
	Contractor-Determined Format
	Calendar Days after TO award
	2
	Standard Distribution
	Draft – 180

Final - 210

	6.2.2
	Automated Statistics Tool Report [document]
	Contract-Determined Format
	Calendar Days after TO award
	2
	Standard Distribution
	Draft – 180

Final - 210

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO/DTS32);

1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  All personnel require access to information at the SECRET level.  The contractor shall follow the standards established in DoD 5200.2-R, DoD Personnel Security Program.  DoD 5200.2-R requires DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions that are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.  Personnel supporting this task will be ADP-II positions and require a DoD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division 

ATTN: Personnel Security 

5275 Leesburg Pike

Falls Church, VA 22041-3206. 

Contractor personnel, with access to DoD facilities, shall observe local DoD security policies and procedures.  Access to government facilities will be granted on a need-to-know and a clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor shall coordinate requirements with the Task Monitor and COR. The Government will facilitate the contractor’s access to the data required in support of this work effort.  GFI will include existing GDS documentation and the current web site data.  Final disposition of GFE will be handled in accordance with the government's property management procedures.  All GFI will be available upon request.

12.  Other Pertinent Information or Special Considerations.  

     a.  Identification of Possible Follow-on Work.  Upon completion of this task order it may be necessary for the contractor to perform follow-on work for the continued support of GDS.


b.  Identification of Potential Conflicts of Interest (COI).  There are no existing COEs.


c.  Identification of Non-Disclosure Requirements.  The contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  Non-disclosure agreements shall be signed at the time the TO is awarded.


d.  Packaging, Packing and Shipping Instructions.  Included in Section D.


e.  Inspection and Acceptance Criteria.  Included in Section E. 

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

X 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
X 1194.31 - Functional Performance Criteria
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