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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  This modification incorporates a revised Statement of Work dated 7 Mar 2003, incorporates SAIC proposal dated 24 Feb 2003, extends

 the period of performance by 210 days, and adds line item number 0002 for $73,349.50.

b.  The period of performance now reads 01 Nov 2002 through 25 Nov 2003.     The total order amount is increased from $265,692.00 to $339,041.50.

c.  All other terms and conditions remain unchanged.
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16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

13-Mar-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5017-0029

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Acceptance of SAIC proposal dated 25 Feb 2003

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

13-Mar-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

SCIENCE APPLICATIONS INTERNATIONAL CORP

STEPHANIE JONES

10260 CAMPUS POINT DRIVE, BUILDING C

SAN DIEGO CA 92121-1578

FACILITY CODE

0T5L1

CODE

kincaidk@scott.disa.mil

EMAIL:

618-229-9707

TEL:

KAREN E. KINCAID / CONTRACT SPECIALIST


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $73,349.50 from $265,692.00 to $339,041.50. 

                The contractor organization has changed from 

                                SCIENCE APPLICATIONS INTERNATIONAL CORP

                                10260 CAMPUS POINT DRIVE (DUNS 148095086)

                                SAN DIEGO CA 92121

                                 to 

                                SCIENCE APPLICATIONS INTERNATIONAL CORP

                                STEPHANIE JONES

                                10260 CAMPUS POINT DRIVE, BUILDING C

                                SAN DIEGO CA 92121-1578

                The remittance organization has changed from 

                                SCIENCE APPLICATIONS INTERNATIONAL CORP

                                10260 CAMPUS POINT DRIVE (DUNS 148095086)

                                SAN DIEGO CA 92121

                                 to 

                                SCIENCE APPLICATIONS INTERNATIONAL CORP

                                STEPHANIE JONES

                                10260 CAMPUS POINT DRIVE, BUILDING C

                                SAN DIEGO CA 92121-1578

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0002 is added as follows: 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	1
	Lot
	$73,349.50
	$73,349.50 

	
	FFP

Provide Public Network (PN) Vulnerabilities Analysis Support in accordance with the attached revised statement of work dated 7 Mar 2003.  This is a firm-fixed price line item.  SAIC is authorized to bill seven  monthly installments of $10,478.50, beginning May 2003.

PURCHASE REQUEST NUMBER: DNCMZ06065

 
	

	
	
	

	
	

	

	
	NET AMT
	$73,349.50

	

	
	ACRN AA Funded Amount
	
	$73,349.50


FOB:  Destination 

SECTION E - INSPECTION AND ACCEPTANCE 

The following Acceptance/Inspection Schedule was added for CLIN 0002:

	 
	INSPECT AT 
	INSPECT BY 
	ACCEPT AT 
	ACCEPT BY 

	 
	N/A 
	N/A 
	N/A 
	Government 


SECTION G - CONTRACT ADMINISTRATION DATA 

Accounting and Appropriation 

Summary for the Payment Office 

        As a result of this modification, the total funded amount for this document was increased by $73,349.50 from $265,692.00 to $339,041.50. 

CLIN 0002:

Funding on CLIN 0002 is initiated as follows: 

        ACRN: AA 

        Acctng Data: 97X4930.5F20 000 C1013 0 068142 2F 255011 

        Increase: $73,349.50 

        Total: $73,349.50 

(End of Summary of Changes) 

 ‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

As of September 2002

Modified 7 March 2003

	Contract Number:
	DCA200-00-D-5017

	Order Number:
	00029

	Tracking Number:
	00120

	Previous Order Number:
	DCA200-00-D-5017 0010


1.  Points of Contact

2.  Order Title: Public Network (PN) Vulnerabilities Analysis

3.  Background: The Office of the Manager, National Communications Systems (OMNCS) works with industry through the National Security Telecommunications Advisory Committee  (NSTAC) Network Security Information Exchange (NSIE) and other Government agencies through the Government NSIE to explore and mitigate the threat posed to the Public Network (PN) by malicious hackers or other means.  The OMNCS maintains a vulnerability database on behalf of the NSIEs and produces analyses and studies to determine the impact of vulnerabilities on the Telecommunications Infrastructure. The source data is derived from NSIE member companies and Government agencies, as well as other sources such as Computer Emergency Response Team  (CERT) and Computer Incident Advisory Capability (CIAC) reports.  The current database contains vulnerability information dating from January 1, 1989.  Information in the database is made available to NSIE member companies and Government agencies as it is developed. The OMNCS requires continued maintenance of this database, as well as general technical support in the area of Telecommunications and Data Network technology.


The database was originally developed and populated by Telcordia Technologies (formerly Bellcore) and, since April of 1993, has been maintained by Telcordia under contract to the OMNCS.  Telcordia is a major repository for Local Exchange Carriers’ (LECs’) information associated with the PN.  Telcordia’s history of association with U.S. telecommunications service providers, familiarity with the Government and NSTAC NSIEs, successful past performance on the PSN Vulnerability Contract, and leading position in telecommunications network technology and security, uniquely qualifies them to continue supporting the NSIEs in their mission to explore and mitigate the threat posed to the Public Network (PN) by malicious hackers.


These tasks require specific knowledge and expertise of the operation of public data and telecommunications networks, especially in the area of security requirements and technologies.

4.  Objectives: This contract provides for technical support to the OMNCS CIP Division; the analysis and recommendation of the evolution and transition of the Vulnerabilities Database to best support the OMNCS in it’s converged CIP role; the continued maintenance of the database during the assessment period and as recommended by the transition analysis; and developing and executing a telecommunications-specific Cyber Exercise that will encompass both a selected set of service provider sites and the OMNCS CIP Division. Carrying out these functions requires attendance at joint meetings of the Government and NSTAC NSIEs, and frequent dialogue with NSIE members to develop and foster an understanding of vulnerability and security-related information.


5.  Scope:  The scope of this effort is to perform technical consultation for the OMNCS in related vulnerability analysis capacities.  This will include the support of the transition of the Vulnerabilities Database to the OMNCS. The effort will also provide for the development and execution of a telecommunications cyber exercise scenario to assess the ability to handle a cyber threat by a carrier and it’s communications with additional entities (including the Government) on the threat analysis.
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6.  Specific Tasks:

 6.1
Task 1 - Contract-Level and TO Management 

 6.1.1    Subtask 1 - Integration Management Control Planning 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2    Subtask 2 - TO Management 

Meet with the COTR within 30 days after TO award to confirm the Tasking Objective as defined in this SOW and will document any changes to the Tasking.  Any changes that are instituted during the period of performance will be documented in the Monthly Status Report.

Provide a monthly status report monitoring the quality assurance, progress/status reporting, and                   program reviews. 

6.2
Task 2.1 -  Vulnerability Database Transition Support and Analysis 

The contractor shall: 

Meet and confer with the OMNCS CIP Division and the Telecom-ISAC as to the use and need for Vulnerability Data and the existing Database.  The use of the Database will be determined by the OMNCS.   The contractor will then support transitioning the Database in to it’s new role.  

During this period of analysis, which is estimated to be 1 Quarter, Telcordia will continue to provide continued maintenance as specified by the Government necessary to meet Government requirements.

The contractor will produce a quarterly summary of the contents of the database including 

descriptions of significant entries, trends in the kind of vulnerabilities reported, and implications of any changes observed in the trends for the current and future security stature of the PN for the

period July – September 2002.

6.3
Task 2.2 – Telecommunications Cyber Exercise Program

In a need to maintain awareness of potential cyber attacks by the telecommunications industry, the contractor shall develop a realistic cyber type scenario and conduct tabletop exercises of these scenarios at Service Providers to evaluate their ability to prevent, detect, contain, and recover from these simulated attacks. Simultaneously, the government will have a coupled exercise based on communications / notifications developed from the Industry Event, as well as other supplemental information.  This effort is viewed as an ongoing activity that will address the evolving threat environment, business and technical changes and the associated risks of the PSN for supporting critical services.  It is anticipated that additional Exercises will take place periodically as technologies and threats evolve, or as new policies are established for notification.

 
The cyber exercise will comprise:

a. The creation a generic cyber-oriented electronic attack scenario that will realistically reflect a potential telecommunications situation.   It will comprise a single day table-top event and include a Service provider and the Government site at the OMNCS.

b. The development and conducting of a Pilot Exercise at a selected / volunteering Service Provider.   This exercise will modify the Generic Scenario to reflect the operating environment of the Service Provider.  The contractor will lead the exercise at the Service Provider and the Government sites, monitor and document the activities, and provide an initial observation readout at the end of the day.

c. An analysis of the Pilot Program Exercise and the reporting of results.  There will be a Proprietary Assessment Report for the Exercise that is restricted to the Service provider.  There will be a report of the Government assessment provided to the OMNCS for each exercise.    All of these reports will be restricted to the OMNCS and the participating Service Providers – and can be released to the NSIE at the joint concurrence of the participants.

d. Two (2) exercises will be conducted with two (2) different Service Providers. The exercises will follow the structure as outlined above, whereby the generic scenario will be modified to reflect each Service provider’s operating and general environment. It is projected that one exercise will be conducted during each of GFY Quarters 3 and 4.   The contractor will lead each exercise, monitor and document the activities, and provide a brief readout at the end of the day.  An analysis and report of exercises will also be provided to each participating Service Provider per the NDA conditions of the NSIE as defined in ‘6.3c’.  
e. Two ‘Summary Reports’ will be prepared at the end of this period (or the end of an extended period, should additional exercises be conducted).   The first will provide general trends from the multiple exercises as to Service Provider and Government site occurrences.  The second will provide generic best practices observed and/or including recommended actions that would provide better communications and information sharing.  All of these reports will be restricted to the OMNCS and the participating Service Providers – and can be released to the NSIE at the joint concurrence of the participants.

Carrying out these functions requires attendance at joint meetings of the Government and NSTAC NSIEs to develop and foster an understanding of vulnerability and security-related information.


7.  Place of Performance: Work on the above tasks shall be performed at the contractor’s locations in New Jersey:

Navesink Research and Engineering Center 

 
331 Newman Springs Road

 
Red Bank, NJ  07701

 
Raritan River Software Center 

444 Hoes Lane

 
Piscataway, NJ  08854 

Morris Corporate Center 

445 South Street

Morristown, NJ  07960. 

Any requested briefings or training seminars would generally take place in the Washington, DC area, but other locations may be used. 

It is important for the contractor to attend NSIE meetings wherever held.  The contractor shall attend  joint meetings bimonthly of the Government and NSTAC NSIEs, during the Period of  the Cyber Exercise, traditionally taking place in the Washington, DC area and at hosting member organization facilities in various domestic locations. Additional travel, generally to the Washington, DC area, is anticipated for the Database transition..  Finally, travel will be required to plan for and conduct the Cyber Exercise Program at the Pilot location and simultaneously in the Washington, DC area.

Additional travel will be required to support the additional extended activities outlined in Task 2.2.

8.  Period of Performance: This effort shall extend over 180 calendar days from the date of contract award.  This Modification extends the Period of Performance for this Task for an additional 210 days.

9. Deliverable/Delivery Schedule:
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Meeting
	Contractor-Determined Format
	30 days after award
	1
	Standard

 Distribution*
	Once

	6.1.2
	Monthly Status Report
	A008/DI-MGMT-80368
	Monthly
	1
	Standard 

Distribution*
	Monthly (Notes)

	6.2
	Vulnerability Database Transition Support 


	Contractor-Determined Format


	Ongoing
	1
	Standard 

Distribution*
	One Quarter Period

	6.2
	Database Summaries


	Contractor-Determined Format


	Quarterly
	1
	Standard 

Distribution*
	One

	6.3
	Cyber Exercise Program
	Contractor-Determined Format
	Ongoing
	1
	Standard 

Distribution*
	Develop Cyber Attack Scenarios and Conduct Pilot Exercise

	6.3
	Cyber Exercise Program
	Contractor-Determined Format
	Ongoing
	1
	Standard

Distribution*
	Develop and Conduct Two (2) Exercises


*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM

· Monthly Status Report is due 10 working days after conclusion of contractor’s accounting period.

10.  Security: The highest security classification required for this work shall be SECRET.  The contractor must have the capability to store SECRET material.  All contractor employees who have access to the database must sign the NSIE Non-disclosure Agreement (NDA) and have a SECRET clearance. 

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): None

12.  Packaging, Packing, and Shipping: See paragraph D.1 of the contract.

13.  Inspection and Acceptance: See section E of the contract.

14.  Other Pertinent Information or Special Considerations: 


a.  Identification of Possible Follow-on Work. It is anticipated that there will be a follow-on to this contract.  In addition, it is also anticipated that with a successful Cyber Exercise Pilot Program, that the Exercises will be extended to include additional Service Providers.



b.  Identification of Potential Conflicts of Interest (COI).  There is no known COI.


