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SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$477,450.98

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

52939

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5013

2002Nov07

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0015

DAEMZ34004

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

ANNE (KAREN) KELLER

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

3160 FAIRVIEW PARK DRIVE

(DUNS:  043991108 TIN: 952043126)

FALLS CHURCH VA  22042

COMPUTER SCIENCES CORPORATION

QUANTITY

ORDERED/

ACCEPTED*

20.

HC1013

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL  62225-5406

N68566

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                

 2300 EAST DRIVE

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$477,450.98
	$477,450.98

	
	Information Assurance Support Services 

T&M - NS12 TRADITIONAL/IA SECURITY SUPPORT AS IN ACCORDANCE WITH CSC SOW DATED 30 OCT 02.  PERIOD OF PERFORMANCE OF THIS ORDER IS FROM DATE OF AWARD THRU 31 OCT 03 AS IN ACCORDANCE WITH CSC PROPOSAL DATED 07 NOV 02 WHICH IS INCORPORATED BY REFERENCE. 

PURCHASE REQUEST NUMBER DAEMZ34004 


	

	
	
TOT MAX PRICE
	$477,450.98 

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	MIPR DAEMZ34004    $477,450.98 
	 

	  
	  
	  


CLAUSES INCORPORATED BY FULL TEXT 

Electronic invoices may be sent to:

invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228

Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

Network Services (NS 13) Traditional and IA Support

	Contract Number:
	DCA200-00-D-5013

	Order Number:
	

	Tracking Number:
	

	Previous Order Number:
	Task Order # 10


1.  Points of Contact

2.  Order Title NS13 Traditional / IA Security Support

3.  Background:  The Defense Information Systems Agency, Defense Information Systems Network (DISN) Data Services, NS52, executes the Department of Defense (DoD) Mission to assess the security posture of service and agency hosts and sub-networks connected to the Defense Information Infrastructure (DII).  The mission is to execute DOD and Non-DOD requirements and processes leading to the accreditation of computers, systems, and networks, provide information system security design and evaluation guidance, interconnectivity with coalition activities and validate and enforce that security requirements and standards have been met.  In support of this mission, this task delineates Contractor support in assuring that DOD Service and Agency information systems and technology are secure and meet all applicable DOD and Non-DOD requirements.
The Defense Information Systems Agency, Network Services Information Management Office provides assistance to the program managers and network/system engineers in assuring that the networks/systems are secure and meet all applicable DOD and Non-DOD requirements security requirements, directives, and regulations.  In accomplishing this mission, NS13 representatives will assist the systems and networks program managers with information system security analysis and guidance, interconnectivity with coalition activities, meetings, and conferences and assist in assuring security requirements and standards have been met.  In support of this mission, this task delineates Contractor support in assuring that DOD Service and Agency information systems, networks, and technology are secured according to the applicable security requirements, directives, and regulations and meet all applicable DOD and Non-DOD IA security requirements. 

4.  Objectives: 

4.1 DISA NS13 Security Support:

The primary purpose of this effort is to provide the following support to DISA NS13 accomplishing its mission:

a.  Monitoring the life cycle of the DISA NS systems, DII, DISN and major supporting and connecting programs, systems, and networks for the purpose of identifying and resolving security issues. This work includes, but is not limited to, ensuring compliance with the applicable Information Assurance (IA) security requirements, directives, and regulations and ensuring that these NS programs, systems and networks define and maintain appropriate security environments as defined by these IA security requirements, directives, and regulations.  

b.   Reviewing NS programs, systems, and networks IA security relevant documentation specific to the required NS systems and networks certification and accreditation and IA security efforts and preparing technical discussion papers documenting the results of this analysis.  This work also includes identifying and assisting other Agency organizations (CIO & FSO) with the identification and reporting of NS programs, systems, and networks certification and accreditation and IA efforts and status.

The Contractor shall:

a.  Research and prepare certification and accreditation technical white papers and identify shortfalls in security policy, technology, and management, as necessary.

b.  Provide INFOSEC technical and engineering security expertise to DISA NS13.

c.  Review and analyze the results of NS service and agency programs, systems, and networks certification and accreditation and IA activities and results, as necessary to ensure consistent and accurate reporting of these certification and accreditation and IA efforts.  This work includes, but is not limited to, ensuring that the status of the NS programs, systems, and networks certification and accreditation and IA efforts are accurately recorded in the Vulnerability Management System (VMS) and CIO’s certification and accreditation databases. 

d.  Assist the primary NS ISSM with the duties and functions associated with this position.

e.  Assist the NS programs, systems, and networks information assurance efforts to include the coordination and execution of required certification/accreditation testing as well as the timely and accurate reporting of the testing results.

f.  Assist the NS programs, systems, and networks to ensure compliance with applicable IA security requirements, directives, and regulations through the 

attendance of applicable Technical Interchange Meetings, Working Groups, Conferences and other meetings as required.

g.  Assist NS with the research, development and maintenance of Continuity of Operations (COOP) for the NS directorate as well as the individual NS programs, systems, and networks.

h.  Assist NS with the research and integration of new technologies as it pertains to DISN and NS programs, systems and networks and the adherence to applicable IA security requirements, directives, and regulations.

i.  Assist in the research and recording of DOD service and agency local accreditation activities, as necessary to ensure consistent certification and accreditation testing for all of NS programs, systems and networks.

j.  Assist NS with the review, research, development and maintenance of Security Classification Guides for NS programs, systems, and networks.

5.  Scope:  This task falls within the scope of the I Assure Contract Task Areas 1 and 4 as listed below.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

Task Area 1: Policy, Planning, Process, Program and Project Management Support

Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6.  Specific Tasks:

6.1
Task 1 - Contract-Level and TO Management 

6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.

6.2
Task 2 – NS 13 IA Support.

6.2.1 – Subtask 1 – Technical White Papers and Briefings.  Research and prepare IA security technical white papers and briefings with identified shortfalls in the implementation of IA security policy, technology, and management, as necessary.

6.2.2 – Subtask 2 – Provide INFOSEC technical and engineering security expertise.  Provide INFOSEC technical and engineering security expertise to DISA NS13 as required.

6.2.3 – Subtask 3 – Review and analyze NS Certification and Accreditation results.  Review and analyze the results of NS service and agency programs, systems, and networks certification and accreditation and IA security activities and results, as necessary to ensure consistent and accurate reporting of these certification and accreditation and IA security efforts.  This work includes, but is not limited to, ensuring that the status of the NS programs, systems, and networks certification and accreditation and IA security efforts are accurately recorded in the Vulnerability Management System (VMS) and CIO’s certification and accreditation databases.

6.2.4 – Subtask 4 – Provide Assistance to NS ISSM.  Assist the primary NS ISSM with the duties and functions associated with the NS ISSM position.

6.2.5 – Subtask 5 – Assist NS Programs with ongoing IA efforts.  Assist the NS programs, systems, and networks with information assurance efforts to include the coordination and execution of required certification/accreditation testing as well as the timely and accurate reporting of the testing results.

6.2.6 – Subtask 6 – Assist NS Programs with applicable IA security requirements, directives, and regulations.  Assist the NS programs, systems, and networks to ensure compliance with applicable IA security requirements, directives, and regulations.

6.2.7 – Subtask 7 – Assist NS with the development of the NS COOP.  Assist NS with the research, development and maintenance of Continuity of Operations (COOP) for the NS directorate as well as the individual NS programs, systems, and networks.

6.2.8 – Subtask 8 – Assist NS Research and Integration of New Technologies.  Assist NS with the research and integration of new technologies as it pertains to DISN and NS programs, systems and networks and the adherence to applicable IA security requirements, directives, and regulations.

6.2.9 – Subtask 9 – Assist NS with the Research of DOD and NS Accreditation Activities.  Assist in the research and recording of DOD service and agency local accreditation activities, as necessary to ensure consistent IA security testing for all of NS programs, systems and networks.

6.2.10 – Subtask 10 – Assist NS with NS Programs Classification Guides.  Assist NS with the review, research, development and maintenance of Security Classification Guides for NS programs, systems, and networks.

6.2.11 – Subtask 11 – Assist NS13 on IA Security Tasks in Both CONUS and OCONUS Travel.  Accompany NS13 on Travel to assist with the accomplishment of NS 13 IA security tasks identified above, as required by the NS13 Security Support Task Monitor.

7.  Place of Performance:  The work shall be performed at Government sites in the Washington, District of Columbia, metropolitan area and Contractor facilities in the Washington, District of Columbia metropolitan area.  Out of Area travel will be IAW the table below.  All Out of Area travel will be coordinated through the TM.

	# of Trips
	Duration
	Location
	# of Contractors

	3
	 1 Week
	CONUS 
	1 - 2 *

	 
	1 Week
	OCONUS
	1 - 2 *


* Number of contractors on Out of Area travel to be coordinated through the TM.

8.  Period of Performance:  The period of performance for this Task Order shall be from 01 November 2002 through 31 October 2003.

9.  Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable

Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and

Remarks

	6.1.1
	Plan
	A003/DI-MGMT-80347
	30 days after award
	5
	Standard Distribution*
	Once, 30 days after award

	6.1.2
	Monthly Status

Report
	A008/DI-MGMT-80368

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	10 days after end of month
	2
	Two Copies to TM
	Monthly 

	6.2.1 
	White Papers / Technical Reports of Technologies / Minutes 
	DI-MISC-80508

One hard and one soft copies (MS Word, 3.5 inch floppy) 
	10 days from   COR/TTM       notification

As

Required
	2
	As Below*
	10 days from   COR/TTM       notification

	6.2.10
	Classification Guides
	DI-MISC-80508

One hard and one soft copies (MS Word, 3.5 inch floppy)
	As

Required
	2
	As Below*
	As Required

	6.2.11
	Trip

Reports
	DI-MISC-80508

One hard and one soft copies (MS Word, 3.5 inch floppy)
	As

Required
	2
	As Below*
	10 days from Conclusion of trip


*Distribution:

1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

1 copy of the transmittal letter and copies of deliverable to the Primary TM as specified above

10.  Security.  All personnel require access to information at the Secret level at a minimum.  Those personnel performing duties using automated network scanner tools, i.e., Internet Security Systems (ISS), require access to information at the Top Secret level, and will be designated at the ADP-II level.

DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

All personnel, including subordinate contractors, supporting this task are ADP-II positions as required, and require a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (MPS6)

ATTN: Personnel Security 

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to:

 
a.  The Defense Information Technology Security Certification and 

         Accreditation Process (DITSCAP)

b.  The DISN Connection Security Requirements DISAI 630-230-19

c.  DODD 5200.28 Security requirements for AIS /www.hqda.army.mil/library

d.  CJCSI 6211.02A DISN and Connected Systems 

  
e.  ASD(C3I) Memo, Increasing the Security Posture of the Unclassified But

         Sensitive Internet Protocol Router Network (NIPRnet)

 
f.  DOD 8500aa/bb Information Assurance Implementation 

         www.hqda.army.mil/library

g.  DISN Long Haul Classification Guide, DISA Circular 300-110-3

The Government shall provide contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.  Government furnished office space and DISA standard configuration computer will be provided for the contractor personnel (standard government office environment).  This includes office furnishings, office supplies, access to a personal computer, telephone support, facsimile, and access to photocopy and presentation equipment.  All GFE will be Year 2000 compliant, or identified as not being Year 2000 compliant.

12.  Packaging, Packing, and Shipping:  See paragraph D1 of the “I Assure” contract.

13. Inspection and Acceptance:  See section E1 of the “I Assure” contract.

14. Other Pertinent Information or Special Considerations:  

Year 2000 Compliance.  All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, the years 1999 and 2000, and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.  To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government
15.  EVALUATION CRITERIA (for competed DOs only):  Not applicable.

