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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.
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30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to incorporate by reference a revised Statement of Work dated 30 Jul 2003.  The Statement of Work

 has been updated to reflect a change of Alternate Task Monitor at NSA.

b.  The total order amount remains unchanged at $1,089,386.95.  The period of performance remain unchanged as 06 Jan 2003 through 05

 Jan 2004.  All other terms and conditions remain unchanged.
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SUMMARY OF CHANGES  
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‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

Global Information Grid (GIG) 

Interconnection Approval Process (GIAP) Support
As of  30 July  2003
	Contract Number:
	DCA20000D5016

	Order Number:
	0005

	Tracking Number:
	IA125

	Previous Order Number:
	N/A


1.  Points of Contact

2.  Order Title:  SIPRNet Connection Approval Process (SCAP) Secret and Below Interoperability (SABI) Global Information Grid (GIG) Interconnection Approval Process (GIAP) Database Development Support

3.  Background The Defense Information Systems Agency, Defense Information Systems Network (DISN) Data Services, NS52, executes the Department of Defense (DoD) Mission to assess the security posture of Combatant Commander service and agency hosts and sub-networks connected to the Defense Information Infrastructure (DII).  The mission is to execute DOD and Non-DOD requirements and processes leading to the accreditation of computers, systems, and networks, provide information system security design and evaluation guidance, interconnectivity with coalition activities.  Validate and enforce that security requirements and standards have been met, and are sustained.   In support of this mission, this task delineates the Contractor support to continue development of a secure web enabled system that meets the information and functional requirements of the DISA SCAO, the National Security Agency (NSA) SABI and Customer Advocacy Office, in their specific roles to document and track SCAP and SABI information and packages throughout out their life cycle. Additionally, the GIAP system also supports the SCAO and SABI customer’s requirements for information and process efficiencies. In support of this mission, this task delineates Contractor support in assuring that DOD Service and Agency information systems and technology are secure and meet all applicable certification and accreditation requirements.  Although DISA has the primary contract oversight for this task order, those areas marked in blue ink and highlighted yellow are requirements that are required by, and will be funded by NSA.
4.  Objectives: The Contractor will provide software development and security expertise in designing, developing, implementing (and software maintenance) the next two versions (in the next 12 months) of the web enabled GIAP system in support of the SCAO / SABI mission, as specified in this contract and as specified/modified by the GIAP System Configuration Control Board (CCB).  Specific tasks directing development of versions (beyond version 2) of the GIAP system will be included in future extensions (FY04 and beyond) of this contract.  Basic requirements for future GIAP versions will be provided as GFI.  The GIAP system will support planning, preparing and executing the Defense Information Systems Network (DISN) SIPRNet Connection Approval Process (CAP) and SABI requirements for DOD Service and Agency Information Systems.  This work includes, but is not limited to, ensuring the GIAP system functions in compliance with the SCAP/SABI process and customer information requirements and data/information (web) security, connection rules, assessing local and wide area subscriber environments security posture and topology, reviewing security relevant documentation, and preparing technical decision recommendations and reports resulting from this analysis.  This work also includes Connection Compliance Assessment efforts, assessing the local subscriber environment information system and technology's security posture for compliance with policies and directives.

The Contractor shall:

· Identify technical and administrative shortfalls in data integrity, data security, system hardware requirements, system documentation, and CCB processes of the current GIAP system. Provide briefs and or prepare white papers as necessary and directed by TM.

· Establish COOP server and process to provide real time fail-over operations.

· Document current GIAP system architecture and data structures, system admin procedures, procedures for reporting problems, and requesting changes. Provide documentation updates on all implemented system changes/versions.

· Develop an integrated master schedule for software development, testing and implementation of both specified versions in this contract.  Start with version 1 schedule and build out as needed over time to version 2. 

· Design, develop, test, implement and maintain the two software versions of the GIAP system. Incorporate the functionality for version 1 as specified in this contract, which will meet minimum SCAO /SABI processes and support quality data input (at all levels) and visibility of selected data, as required by all customers. Incorporate the functionality as specified in this contract for Version 2. Basically, Version 2 will enable the GIAP to support the full SCAP/SABI mission and replace all current supplementary tracking documentation systems and files into one seamless data base and data processing system. 

· Develop and deliver for approval, test plans and procedures for each version. 

· Establish configuration management procedures for current and future versions of the GIAP system. The Government will chair a CCB review and approve changes for each version, and maintenance actions, after current system is documented.

· Follow basic software development procedures for each version, as described below. The software will be developed in accordance with IAW IEEE/EIA 1227.0.  Additionally, the soft ware, shall be developed using a spiral development methodology, as defined in OSD Acquisition, Technology and Logistics, (AT&L) memo dated 12 April 2002.

· Analyze and formally document the requirements for each version as delineated by the CCB; the final deliverable will be accepted by the TM 

·  Design system and develop software, code to requirements (IAW IEEE/EIA 12207.0)

· Test each version, and document test results    

· Formal acceptance by the Government, based on documented test results, and brief demonstration

· Operational Release / Implement version

· Provide full system documentation

· Maintain software versions developed 

· Provide INFOSEC technical and engineering expertise to DISA NS52.

· Deliver the software to the Government without any known deviation from the formal documented requirement for each version unless a written request for waiver has been approved by the CCB.  Provide quality software with no known level 2 defects. 

· Deliver operational software, source code and tables documentation to the Government after the performance of each versions test. Software will be delivered on CDs or other state of the art media. 

· Deliver a Software Version Description document with each version, to include an inventory of software, enhancements to functionality, installation procedures, known errors and error work around procedures. 

· Document the result of service and agency local accreditation activities in white papers, briefings, and appendices to existing documentation, as necessary. Ensure version 1 and 2 can be accredited

· Support resolution of level 2 and 3 help desk tickets. Prepare Software change requests for the CCB and/or workarounds, as necessary to resolve trouble tickets.  Supports help desk inquiries as necessary.

· Insure that all systems and software are developed to fully comply with DoD Information Assurance (IA) and Defense In Depth (DiD) security policies.  Formally request waivers for any component that cannot meet these criteria.

· Complete GIAP Circular and GIAP User Guide.  Provide updates to these documents when Version 1 and 2 Software are implemented.

· Provide GIAP User training to DISA and NSA administrative users after major fixes, and Version 1 and 2 updates are implemented.

The Contractor shall continue the development of the GIAP System using Oracle 8i and Cold Fusion applications.  (Note:  Submissions that propose any development efforts as a new start will NOT be considered.)

5.  Scope:  This task falls within the scope of the I Assure Contract Task Areas 1 and 4 as listed below.

The Contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support 

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and Task Order (TO) Management 

 6.1.1
Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order (TO) level.  Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2
Subtask 2 - TO Management.  Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.  The monthly status report shall include the following financial information with regard to DISA-specific costs:

· Projected estimated Monthly Hourly Usage for the Task Order.

· Projected estimated Monthly Cost of the Task Order.

· Actual Monthly Hourly Usage of the Task Order and the projected hourly usage of the Task Order for the remaining period of performance.

· Actual Monthly Cost of the Task Order and the projected cost of the Task Order for remaining period of performance.

· The contractor shall also provide an explanation of differences between actual and projected expenditures.

· A monthly and annual cost status report will be provided to the Iassure Contracting Officer’s Representative (COR) in the DISA CIAE Program Management Office (Ms. Annette Henry). 

The NSA-specific costs shall be portrayed in the Monthly Status Report as the actual Monthly Hourly Usage and the Actual Monthly Costs aspects only. 

 6.1.3
Subtask 3 - Initial Technical Interchange Meeting (TIM).  A TIM will be held within 15 days after delivery order award for the purpose of reviewing the requirement and establishing firm delivery dates for each deliverable.  The Contractor shall prepare a Plan of Accomplishment (POA) that will address any changes addressed in the TIM and serve as the vehicle that established firm delivery dates for incremental deliverables. Additionally, the Contractor shall prepare an integrated Master schedule to be updated monthly as needed.

6.2  Task 2:  GIAP Software Development Support. Software development needs to be performed at an unclassified contractor facility and the contractor must provide the software development hardware suite, to include the server, and required operating systems, and applications. Software development applications to be used will be Cold Fusion and Oracle 8i.

The Contractor shall provide software development, security and system engineering support to continue GIAP development to meet the GIAP system requirements for a functioning web-enabled GIAP data base and application that supports the DISA SCAO, NSA and customers’ SIPRNet CAP and SABI process and data info management.   This expertise will assess the local subscriber environment to ensure compliance with the DISN accreditation requirements.  Specific support shall include:

6.2.1.  Subtask 1 - The following are five (5) immediate tasks that must be implemented within 30 days, ahead of Version 1 schedule, described later in this contract. The Contractor shall provide the following within 30 calendar days of contract award, unless otherwise directed: 

1) Document/verify, analyze and request CCB approval for the requirement, for CINC, Service and Agency (C/S/A) and C/S/A sub-ordinate data elements, view/drop down requirements, menu selection and reports. Then design, develop, test and implement this CCB approved C/S/A (and sub-C/S/A) requirement. Design GIAP features for data element security to ensure that, using access control limitations, all C/S/A and sub C/S/A have access to only their data;
2) Re-design the current compliance validation data, views and data entry screens to include the ability to meet the SCAO’s mission to document and report SIPRNet CCSD scanning activities. Create new scan data elements and screen inputs as necessary;
3) Complete the GIAP users guide and GIAP Circular on the current GIAP system version.  The GIAP circular is a high-level description of the SIPRNET CAP and SABI process and the GIAP system components, with related GIAP support procedures.  The GIAP User Guide will be developed to guide all user profiles (a separate section for each profile) through screen-by-screen directions on how to use the GIAP database. Then the Contractor shall revise and publish updated User Guides as changes to the system are made and/or versions 1 and 2 are released.  The GIAP User Guide will be part of the GIAP help section; and

4) Document the existing GIAP system, using necessary methods including reverse engineering. The Government will provide as much information as possible. 

5) Implement an existing relational database and re-design the current SABI ticket views, to include input screens and reports to support NSA, DISA, supported agencies.

6.2.2  Subtask 2 - The Contractor shall assist DISA in the design, functioning, implementation and system security integrity of a web site for the GIAP SIPRNet CAP, and SABI databases.  The web site serves as the data entry point for DOD components reporting SIPRNet connectivity and for classified connection approval information. The web site will contain instructions and sample information. The contactor shall design the web site to be interactive with the DISN unclassified database.

6.2.3  Subtask 3 - The Contractor shall complete the GIAP Circular and User Guide (as described above).  The Contractor shall also update these publications, as directed, after major fixes and new version implementations.

6.2.4  Subtask 4 - The Contractor shall develop a COOP plan, document backup procedures, and initiate an operational COOP server with online continuous COOP backup processes with in 45 days of the contract award.  The Government will provide the COOP server.

6.2.5  Subtask 5 - The Contractor shall document any additional required (new or upgrades to existing hardware)  Web, COOP, or operational system hardware requirements within 45 days after award, for the system to meet full operational requirements and anticipated system growth, including full COOP capability.

6.2.6  Subtask 6 - Version 1:  Version 1 of GIAP will meet minimum SCAP functionality to input quality data and provide customers with required SCAP and SABI info by CINC, Service and Agency and sub C/S/A, in a secure web environment. Version 1 of GIAP will be completed and ready for implementation in 100 days from the start of this contract. 

6.2.6.1  The Contractor shall take the government Version 1 basic requirements (as specified below) and complete requirements analysis and submit the results to the CCB. Additionally, the Contractor shall identify and document for the CCB any additional identified system shortfalls (e.g., technical security etc.). Then, the Contractor shall build an integrated master schedule to address all steps/actions required for software/application version 1 development, test and implementation, IAW any specified deliverable due dates specified in the Deliverable/Delivery Schedule. Subsequently, the Contractor shall, in accordance with the formal CCB approved version 1 requirements, design and develop version 1 (IAW IEE/EIA 12207.0, Spiral development, OSD memo dated 12 April 2002) on the schedule provided in the integrated master schedule. If any additional SABI GIAP related requirements are added by outside organizations such as NSA, the tasks must be integrated into the integrated master schedule on Microsoft Project to identify impact to original schedule. 

The following are the basic requirements that must be included in version one (1), but this is not an exhaustive list.  The results of the contractor requirements analysis and/or the CCB may add/modify requirements.

· Perform key element (i.e. package ID, CCSD, RTRP, multi-level CCSD) requirements analysis, document results, then redesign GIAP key elements if necessary, as directed by CCB.

· Test value unique data in key elements, perform purification of data.

· Complete data security analysis, including gathering information on data ownership of all SABI and SIPRNet CAP data. Design system to respond to data ownership for access control.

· Redesign GIAP admin page (used by admin users only) to feature collapsible input screens. This collapse feature is currently available on the user input screen.

· For any package view, expand block summary information on administrative pages. This admin block summary needs to be visible at all times via a split screen. 

· Create interface to PIMS to extract automatically on routine basis ( or as required) the C/S/A data and enclave current status data.

· Allow GIAP system to account for multiple SABI tickets,  per CCSD, but keep CCSD numbers unique.

· Creating an ability to archive CCSD/RTRP  and create new entry with existing data.

· Automated 30-60-90 day expiration reports for Users and Administrators.

· Automated 30-60-90 day expiration e-mails will be sent to appropriate contacts.

· Standard GIAP Reports. Analyze all GIAP report requirements as directed by the CCB for version 1, to insure all data elements are provided for in the core GIAP Oracle data base and entry screens are also developed for these data elements.  Prepare automated standard reports as directed by the CCB for version 1. 

· Redesign GIAP ad hoc query capability to enable search or report of every GIAP field.

· Ensure that the formal GIAP systems requirements/design specification for GIAP systems as a whole is always in concert with the current SABI SIPRNet CAP Requirements Documents (8540, SIPRNEt connection guide, SIPRNet GIAP Circular and white papers).

· Further develop the SIPRNet CAP/SABI reference/help pages in the current GIAP.

· Update the SABI Ticket entry form, to include the Guarding Requirements Assessment Questions.

· Incorporate all SABI-required fields, as per the DISA SABI Data Fields Requirements Document (which will be provided as Government-Furnished Information (GFI)).

· For the comments section of the GIAP, create an internal audit and external note of who made each comment.

· Work with the NSA Guarding Solutions Organization and its contractors to migrate an SQL database to Oracle 8i in the GIAP; relate the SABI database with the SIPRNet CAP database.  Redesign the Web GUI to match NSA’s prototype.
6.2.6.2   Version 1 Testing.

6.2.4.2.1  Develop and deliver for approval test plan and procedures for version 1. 

. 

6.2.6.2.2   Perform operational testing on the government-provided test server.

6.2.6.2.3    Provide test report for each version.

6.2.6.3   Deliver operational software, source code, tables, and software installation procedures documentation to the Government after the performance of each versions test.  The design document will also include relevant web site design information.  Software will be delivered on CDs or other state of the art media.   Create a numbering scheme for all builds and versions of the GIAP system, (i.e. for this task version 1 documentation). 

6.2.6.4  Load final, tested version of GIAP onto operational server and COOP server.  The Contractor shall post a notice on the GIAP so that all users and customers are made aware that an updated version is being implemented.  Commence using updated version on operational server.

6.2.7 Subtask 7 - Version 2:  Version 2 of GIAP will meet full SCAP functionality and provide the SCAP, NSA and all GIAP customers full access (IAW access controls) to all files that are now, hard copy in a secure web environment. Version 2 of GIAP will be completed and ready for implementation within 9 months days from the start of this contract. 

Contractor shall take the government version 2 basic requirements (as specified below) and complete requirements analysis and submit to the Government and CCB. Additionally, the Contractor shall identify and document for CCB any additional identified system shortfalls (e.g., technical security etc.). Then, the Contractor shall build an integrated master schedule to address all actions/steps required for software/application version 1 development, test and implementation, IAW any specified deliverable due dates specified in the Deliverable/Delivery Schedule.  Then the Contractor shall, in accordance with the formal CCB approved version 2 requirements, design and develop version 2 (IAW IEE/EIA 12207.0, Spiral development, OSD memo dated 12 April 2002) on schedule provided in the integrated master schedule. If any additional SABI/ SCAO /GAIP related requirements are added by outside organizations such as NSA, the tasks must be integrated into the integrated master schedule on Microsoft Project to identify impact to original schedule. 

The following are the basic requirement that must be included in version 2, but this is not an exhaustive list, the analysis and CCB process may add additional requirements.

· Create an on-line document file system that is the heart of the GIAP and its organization. This file system will manage numerous and potentially large documents as they relate to core SIPRNET and SABI record data.  For example, when viewing a SIPRNET CAP record, the enclave SSAA can be accessed easily.
· After GIAP security features and fully developed and tested, create the capability (using SIPRNet access only) for SIPRNet customers to add to or create SIPRNet connection record. This customer creation of a connection record, must be considered unofficial data until verified by the SCAO office then it becomes official data/record.

· Further develop the SIPRNet CAP (SCAP)/SABI reference/help pages in the current GIAP.

· Automate the request and distribution of GIAP user identifications and passwords.

· Create a relationship between SABI tickets numbers and SCAP package numbers via the CCSD.

· Create an automated tickler system to notify customers electronically when SABI action responses are overdue.  Implement a robust Customer Relationship Management (CRM) “look and feel” to the GIAP system to track customer information and trigger communications, such as emails, to multiple recipients automatically.  Implement a software application that will incorporate a collaborative trouble ticket system for NSA and DISA authorized users.
· Create detailed automated user auditing capability (currently this in manually done at OS level)

· Additional networks/processes (TSABI/Intelligence Community (IC), etc.)

· Automate continuous SABI guard data/info/status visibility update to the GNOSC (including GNOSC screen display) as required by the GNOSC for their operational mission. Full data display format will be provided as GFI.  Implement a Geographic Information System (GIS) (as developed by NSA) to display geo-spatial information to authorized users.  Create global views of interconnections, planned and operational, with interactive links to the databases.
· Automate SCAP desk audit process.

· Standard GIAP Reports. Expanded standard report capabilities. Analyze all GIAP report requirements as directed by the CCB for version 2, to insure all data elements are provided for in the core GIAP Oracle data base and entry screens are also developed for these data elements.  Prepare automated standard reports as directed by the CCB for version 2, such as executive summary, SABI QUAD charts, etc.

· Create dynamic ad hoc queries to produce letters and reports matching current reports performed manually (e.g., sorted by fields, arranging columns in a particular order, and otherwise manipulating format, etc.).

· Ensure that the formal GIAP systems requirements/design specification for GIAP systems as a whole is always in concert with the current SABI SIPRNet CAP Requirements Documents (8540, SIPRNEt connection guide, SIPRNet Circular and white papers).

· Expand the SABI DB model, tables, forms, and reports to capture updated SABI and Cross Domain Solution processes.

Automate database duplication to support NSA data mining efforts using push and pull data updates.  Synchronize GIAP with NSA databases on a daily basis to enable offsite backup and risk management.

6.2.7.1   Version 2 Testing.

6.2.7.1.1 Develop and deliver for approval test plan and procedures for version 2. 

6.2.7.1.2 Perform operational testing on the government-provided test server.

6.2.7.2 Version 2 Documentation

6.2.7.2.1  Deliver operational software, source code, tables, and software installation procedures documentation to the Government after the performance of each versions test.  The design document will also include relevant web site design information.  Software will be delivered on CDs or other state of the art media.   Create a numbering scheme for all builds and versions of the GIAP system, (i.e. for this task version 2 documentation). 

6.2.7.2.2 Version 2 Implementation.  Load final, tested version of GIAP onto operational server and COOP server.  The Contractor shall post a notice on the GIAP so that all users and customers are made aware that an updated version is being implemented.  Commence using updated version on operational server.

The following are the basic requirement that must be included in version 2, but this is not an exhaustive list.  The results of the contractor requirements analysis and/or the CCB may add/modify requirements.

· Formal requirements/design specification for GIAP systems as a whole (updating current SIPRNet CAP Requirements Document and SIPRNet CAP Design Documents) (contained in Version 1 Requirements)
· Requests may be submitted via Internet/NIPRNet/SIPRNet (TBD next contract year)
· 30-60-90 day expiration reports for Users and Administrators (contained in Version 1 Requirements)
· 30-60-90 day expiration e-mails will be automatically sent to appropriate contacts (contained in Version 1 Requirements)

· SIPRNet CAP/SABI help sections (contained in Version 1 & 2 Requirements)

· E-mail will be sent to appropriate contacts when request changes state (SCAO/Flag Panel, etc.) (contained in Version 2 Requirements)

· Detailed user auditing (manual reporting at OS level) (contained in Version 2 Requirements)

· User management via web browser (add/delete/update/lock/etc.) (contained in Version 2 Requirements)

· Drop-down menu choice management via web browser – Administration Application (TBD next contract year)

· Audit reporting available via web browser – who changed a package or ticket? (contained in Version 2 Requirements)

· Expanded report capabilities (contained in Version 1 & 2 Requirements)

· Additional networks/processes (TSABI/Intelligence Community (IC), etc.) (TBD next contract year)

NSA-Specific Requirements:

· Expand the relational database, forms, and reports to reflect changes in the SABI process.

· Interactive geo-spatial views from a Geographic Information System (GIS).

· Collaborative trouble ticket system.

· Robust Customer Relationship Management “look and feel” to the GIAP system.

6.3  Subtask 8 - The Contractor shall support the core GIAP organizational Customers/Managers Integrated Product Team meetings, which are conducted on a monthly basis.

6.4  Subtask 9 - The Contractor shall update the GIAP Circular with necessary changes to accurately reflect the GIAP Versions 1 & 2 system functionality within the current SCAO/SABI processes.

6.5  The contractor shall migrate the existing prototype SABI database into the overall GIAP platform and implement additional tools for mapping and customer relationship management.  The database schema, data, views, and prototype software will be provided as GFI. 

6.5.1  Subtask 1:  Migrate the SABI prototype DB into Oracle and relate the DB with the existing GIAP data.  New development includes:  Develop Web pages consistent with the GIAP in order to interact with the GIAP data; update existing database relational models, schema, data definitions, functional decompositions, and other system description documents; enforce user roles and permissions across the GIAP.  Work with NSA employees and contractors to migrate the prototype from SQL to Oracle and provide a backup and synchronization capability with NSA databases, via a weekly daily, one-way download onto a CD
6.5.2  Subtask 2:  Implement a geographic information system (GIS) tool as part of the overall Web-based system.  Create a GIS view/link to view database information and use Web views to switch between viewing maps and SABI ticket tracking reports.  Implement a CRM tools to track customer interactions and information, to include MS Office document file sharing, and to capture customer requests for information  Implement a CRM “look and feel” to the GIAP system, to include an online document file system. 

6.6  Subtask 10 – Training:  The Contractor shall provide hands-on training on the GIAP to HQ SCAO and SABI staff (estimated up to 30 people).  The Government and the Contractor shall conduct at training mutually agreed upon location(s).

7.  Place of Performance:  The software development and initial system testing for both versions work shall be performed at contractor site in the Washington, District of Columbia, metropolitan area and the operational testing will be performed at the government SCAO on the test server site in the Washington, District of Columbia, metropolitan area.  

8.  Period of Performance:  The period of performance for this Task Order shall be 365 days after award.
9.  Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TO Management Plan
	Contractor Format
MS Word 2000-compatible format
	As Required 
	2
	(1) TM, (1) to Alternate TM
	Draft: 15 Days after award

Final: 30 Days after award

	6.1.2
	Monthly Status Report
	DI-MGMT-80368

MS Word 2000-compatible format 
	15th calendar day of every month
	2
	(1) TM, (1) to Alternate TM
	Monthly

	6.2.1
	White Paper:  Requirements Analysis of

CINC/Service/Agency (C/S/A) and Scan table fixes; and IPT-related topics, as required.
	DI-MISC-80508A

MS Word 2000-compatible format 
	C/S/A Requirements: 10 calendar days after award; IPT-related topics, as required
	4
	As Below*
	IPT-related topics within 21 calendar days of request

	6.2.1
	C/S/A and Scan software Fixes Implementation (software delivery, and software installation)
	Software delivered on CD
	30 calendar days after award
	Software – 2 copies
	Software: 1 copy each loaded onto production & COOP servers
	One-Time Deliverable

	6.2.1.4
	Current GIAP System Baseline Design Document (including C/S/A and Scan software fixes, source code changes, table changes, etc.)
	DI-IPSC-81437A and DI-IPSC-81435A (paragraph 4.3 only)  

Narrative in Microsoft Word 2000-compatible format
	50 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.1.3, 6.2.6.1, and 6.2.7.2.1
	GIAP Users Guide Updates (for current processes, including redesigned C/S/A & Scan data process)
	Government-directed format; Narrative in Microsoft Word 2000-compatible format
	As required.
	4
	As Below*
	Baseline: 45 Days after award;

Version 1: 110 Days after award;  Version 2: 330 Days after award

	6.2.1, 6.2.3
	GIAP Circular Updates
	Government-directed format; Narrative in Microsoft Word 2000-compatible format; 1st delivery Major Fixes; 2nd Delivery  -Version 1; Final Delivery – Version 2
	3 times, as required.
	4
	As Below*
	Initial draft: 45 calendar days after award; Version 1: 110 Days after award;  Version 2: 330 Days after award

	6.2.4
	GIAP COOP Plan (including design, CONOPS, test procedures, and test plan)
	DI-IPSC-81428A and DI-IPSC-81439A (paragraphs 3.x.1 and 4.x.y.6 only)

Narrative in Microsoft Word 2000-compatible format
	20 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.4
	Operational/Online COOP Server Implementation & Final Test Results
	DI-IPSC-81440A Narrative in Microsoft Word 2000-compatible format
	45 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.5
	Recommended Additional GIAP System Hardware Report
	DI-IPSC-81440A

Narrative in Microsoft Word 2000-compatible format; Equipment List in Microsoft Excel 2000-compatible format
	45 calendar days after Award
	2
	(1) TM, (1) to Alternate TM
	One-Time Deliverable

	6.2.6.1
	White Paper: Version 1 GIAP Software Requirements Analysis
	DI-MISC-80508A

MS Word 2000-compatible format 
	45 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.6.1, and 6.2.7
	GIAP Monthly Integrated Master Schedule 
	Create and Maintain in Microsoft Project 2000-compatible format
	45 calendar days after award; Monthly thereafter
	4
	As Below*
	Monthly, on the 15th 

	6.2.4.2.1
	GIAP Version 1 Test Plan and Procedures
	DI-IPSC-81428A and DI-IPSC-81439A (paragraphs 3.x.1 and 4.x.y.6 only); Narrative in Microsoft Word 2000-compatible format
	60 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.6.2.3
	GIAP Version 1 Final Test Report
	DI-IPSC-81440A Narrative in Microsoft Word 2000-compatible format
	95 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.6.4
	GIAP Version 1 Operational Software Delivery, Installation, and Software Copies
	Software delivered on CD
	100 calendar days after award
	Software – 2 copies
	1 copy each loaded onto production & COOP servers
	One-Time Deliverable

	6.2.6.3
	GIAP Version 1 Operational Database Design Document (including source code notations, table changes, etc.)  
	DI-IPSC-81437A and DI-IPSC-81435A (paragraph 4.3 only)  

Narrative in Microsoft Word 2000-compatible format
	120 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.7
	White Paper: Version 2 GIAP Software Requirements Analysis
	DI-MISC-80508A

MS Word 2000-compatible format 
	150 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.7.1.1
	GIAP Version 2 Test Plan and Procedures
	DI-IPSC-81428A and DI-IPSC-81439A (paragraphs 3.x.1 and 4.x.y.6 only)

Narrative in Microsoft Word 2000-compatible format
	240 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.7.2.1
	GIAP Version 2 Final Test Report
	DI-IPSC-81440A Narrative in Microsoft Word 2000-compatible format
	300 calendar days after award
	4
	As Below*
	One-Time Deliverable

	6.2.7.2.2
	GIAP Version 2 Operational Software Delivery, Installation, and Software Copies
	Software delivered on CD
	325 calendar days after award
	Software – 2 copies
	1 copy each loaded onto production & COOP servers
	One-Time Deliverable

	6.2.7.2.1
	GIAP Version 2 Operational Database Design Document (including source code notations, table changes, etc.) 
	DI-IPSC-81437A and DI-IPSC-81435A (paragraph 4.3 only)  

Narrative in Microsoft Word 2000-compatible format
	340 calendar days after award
	4
	As Below*
	One-Time Deliverable

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO/DTS32);  1 copy of the transmittal letter with the deliverable in soft copy to both the Primary TM and Alternate TM, plus 2 hard copies of the deliverable to the SCAO Branch Chief for staff review and use.


10.  Security: All personnel require access to information at the Secret level at a minimum.  DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

All personnel, including subordinate contractors, supporting this task are ADP-II positions and require a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), the Certification and Accreditation Handbook for Certifiers, the Introduction to Certification and Accreditation, the DISN Connection Security Requirements, and the DISAI 630-230-19.  The Government shall also provide the equipment and related software licenses that will comprise the COOP Server.  The Government shall provide contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.  The Government furnished office space and DISA standard configuration computer will be provided for the contractor personnel (standard government office environment).  This includes office furnishings, office supplies, access to a personal computer, telephone support, facsimile, and access to photocopy and presentation equipment.  All GFE will be Year 2000 compliant, or identified as not being Year 2000 compliant.

12.  Packaging, Packing, and Shipping:  See paragraph D1 of the “I Assure” contract.

13.  Inspection and Acceptance:  See section E1 of the “I Assure” contract.

14.  Other Pertinent Information or Special Considerations:  

14.1. Year 2000 Compliance.

14.1.1 All information technology provided under, or in support of, this acquisition shall be Year 2000 compliant now.  “Year 2000 compliant” means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into and between the twentieth and twenty-first centuries, the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

14.1.2 At a minimum, all information technology provided under, or in support of, this acquisition requires testing of at least a representative sampling of the information technology that is delivered and the results documented in writing.  Use generally accepted commercial standards/practices for testing and documentation.  If requested, a copy of the test results shall be provided to the Government at no additional cost.

14.1.3 Year 2000 compliance (including testing) is considered to be inherent in performance specifications.  As a normal course of business, there is an expectation that there can be no degradation of or interruption in the services provided during the period of performance.  Provide steps (e.g., impact analysis, remediation, testing) to ensure that the services provided is not lost or degraded due to potential Year 2000 compliance problems.  Providing the Government with information to ensure that services are not lost or degraded due to potential Year 2000 compliance problems is considered part of a normal course of business, which won’t involve any additional cost to the Government.  If any problems are anticipated in providing uninterrupted service in the Year 2000 and the twenty-first century, advise the contracting officer as soon as possible so any adverse impact is minimized.

14.1.4 The Contractor will sign a non-disclosure agreement, provided by the DISN Services (NS52), to address any potential conflict of interest or unfair advantage for future DISN procurement.

15. EVALUATION CRITERIA (for competed DOs only):  The evaluation criteria is as follows:

a. Past Performance:  25%

Developed high quality, web-based, secured databases which provide both scripted and ad hoc query reports

Designed and integrated enhancements to existing databases using Cold Fusion and Oracle applications

b. Technical Experience/Approach:  40%

Software Development Experience, specifically Cold Fusion and Oracle 8I  (Note:  Submissions that propose any development efforts as a new start will NOT be considered.)

Key Personnel expertise, education and experience

Knowledge of securing web-based data, for use through classified web access

Experience integrating existing legacy databases, in formats Microsoft Access, Sequel SQL, etc.

c. Management Approach:  10%

Management oversight

d. Security Policy Knowledge/Implementation Expertise:  25%

Knowledge DoD of Information Assurance (IA) policies, instructions and procedures, including but not limited to:

· DITSCAP

· SABI / SCAP Processes

· DoD Security instructions and procedures

Experience implementing secure user authentication applications and protocols (e.g., Public Key Infrastructure (PKI), SecureID, etc.)

Responses shall be oral presentations to the GIAP Source Selection Panel (GSSP), limited to thirty (30) minutes each.  The GSSP will have a further thirty (30) minutes to pose questions to each presentation team.  Additionally, bidders are requested to provide a written proposal to supplement their oral presentations.  Briefing slides will not be considered as written proposals.

