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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this modification is to incorporate into this order by reference EDS proposal modification dated 28 Aug 03 which was

 submitted in response to SOW dated 25 Aug 03 which is incorporated by reference.

2.  The total of the order is changed from $2,141,398.66 to $2,324,894.99,  an increase of $183,496.33.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

2

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

30-Sep-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5014-0008

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, EDS proposal dated 29 Aug 03

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

03

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

29-Sep-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

ELECTRONIC DATA SYSTEMS CORPORATION

13600 EDS DRIVE

MAILSTOP A6ND48

HERNDON VA 20171-3225

BRUCE KIRBY

FACILITY CODE

1U305

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $183,496.33 from $2,141,398.66 to $2,324,894.99. 

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0001 

                The unit price amount has increased by $183,496.33 from $2,141,398.66 to $2,324,894.99. 

                The total cost of this line item has increased by $183,496.33 from $2,141,398.66 to $2,324,894.99. 

SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001                                DAEMZ32023                             NET INCREASE     $183,496.33 

(End of Summary of Changes) 

 ‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

DOD CERT #2 – Infrastructure and Malicious Code

as of  25 Aug 03
	Contract Number:
	

	Order Number:
	0008

	Tracking Number:
	00126.00

	Previous Order Number:
	DCA200-00-D-5014-0004


1.  Points of Contact


a.  Primary Task Monitor (TM):
	Name:
	

	Organization:
	DOD CERT

	Address:
	DISA/D333 701 S. Courthouse Road Arlington VA 22204

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate Task Monitor (ATM):
	Name:
	

	Organization:
	 D334

	Address:
	DISA/D33/Rm 3465

701 S. Courthouse Road Arlington VA 22204

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.  Order Title:  DOD CERT Infrastructure and Malicious Code Support

3.  Background  The Director, DISA, is charged with ensuring the Global Information Grid (GIG) contains adequate protection against attack.  To provide operational INFOSEC support to the Defense community, the Director, DISA, established the Department of Defense-Computer Emergency Response Team (DOD-CERT).  The DOD-CERT is chartered to perform response and coordination of the computer security incidents for the Department of Defense, 24 hours a day, seven days a week, located in the Global Networks Operations and Security Center (GNOSC) in DISA headquarters.  Specifically the DOD-CERT’s constituency includes Combatant Commanders, Services, Defense Agencies and Components, Joint Staff and Office of the Secretary of Defense.  DOD-CERT works both to prevent security incidents and to help restore service after an incident has occurred.  Information that will be useful to sites in avoiding an incident is released as a variety of security alert products.  If a site requires more than telephonic and on-line support, the DOD-CERT may deploy a team on site.  The DOD-CERT is responsible for strategic CND analysis as well as identification and resolution of Global Information Grid (GIG) vulnerabilities on a near-real-time basis.  This includes searching for and assessing operational impact of vulnerabilities inherent in Windows/NT and UNIX-based systems and the ability to identify and distribute information in PC-based classified and unclassified environments.  Additionally, DOD-CERT maintains several on-line INFOSEC resources, including an anonymous FTP system, listserve, and a web site to aide in the dissemination of vital INFOSEC information, alerts, and tools.

The DOD-CERT is responsible for the configuration, oversight and analysis of data from automated Network based intrusion detection systems at key DISA enclaves, key customer facilities, and Internet gateways.  An infrastructure to support the receipt of input from each of these sensors as well as analysis, correlation, and retention of the information is necessary to support these tasks.  With this intrusion data, along with Service, Comabatant Commander and defense agency-provided intrusion data, the DOD CERT Analysts will perform correlation and analysis of intrusion activity defense-wide.

4.  Objectives: The purpose of this SOW is to ensure that sufficient resources and information security expertise are available to support DOD CERT operations and maintain effective Malicious Code Support for the Department of Defense. This statement of work will provide the DOD-CERT with a surge augmentation capability for 24X7 CND response and restoral assistance service to internal DOD CERT customers under critical conditions and unusual mission requirements.   This SOW requires proactive and professional Infrastructure support to maintain a highly secure yet highly functional network supporting advanced analysis and development activities.  Advanced Oracle development is required to continue to improve the strategic analysis capability in the CERT.   Malicious Code support includes trend analysis, maintenance, testing, and help desk support for enterprise Anti-Virus products.    Due to increasing threats, a detailed technical and policy analysis capability is required.  Specifically, the team will analyze mobile code technologies, review malicious code samples, and provide current information and countermeasures on emerging threats. 

Subtask 2.2 - Contingency Support.  The contractor shall be responsible for responding to an increased workload in the event of a contingency.  If not used for a real contingency, the plan may be executed for exercises up to twice per year not to exceed 7 days in duration each time.   Contractors may be required to work night shifts to support brief periods of 24x7 operations.  Contingencies include major CND operational events such as a series of related computer intrusions requiring the CERT to start 24x7 analysis operations.   Contingencies also include unclassified and classified CERT network or device failures of any kind.  The CERT maintains 24x7 watch operations and any disruption can cause significant mission impact. Contractors may be required to work after normal working hours on short notice to fix unexpected problems or perform system upgrades.
5.  Scope:

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

This SOW requires technical service support under all 4 areas of the I-Assure contract.

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management 

6.1.1      Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

6.1.2     Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the deliverables, progress/status reporting, and program reviews applied to the TO.  The Monthly Status Report (MSR) will include a brief overview of activities under each of these key areas.  Along with regular infrastructure updates, the MSR will also include a regular update of malicious code operations.  Operational areas include:  trouble management, anti-virus team activities, vendor product upgrades and updates, and technical analysis and recommendations.  All admins under this delivery order will obtain DISA level 2 system admin certification (with additional training provided by the government) within 180 calendar days of award.  Admins with level 2 system admin certification will obtain level 3 certification when the eligibility criteria to achieve level 3 has been satisfied.  Pagers – The contractor will provide pagers to Infrastructure personnel.  Cell phones may be required for key, mission essential personnel.

6.2
Task 2 – Infrastructure Support Services   
6.2.1     Subtask 2.1 – Infrastructure Architecture Review.  The contractor shall update the current infrastructure architectural plan based on current information semi-annually.  This task will require the contractor to also provide a written report describing specific recommendations and proposed implementation plans for improving the functionality, security, and capability of the DOD CERT unclassified and classified networks.  The contractor will produce this review, update the existing architectural plan and written report during the period of performance.  These deliverables will not be distributed outside of DOD CERT boundaries without express consent from the DOD CERT Technical Director and the Primary Task Manager.

6.2.2
Subtask 2.2 – System Administration - Provide professional system administration for the DOD CERT unclassified and classified networks to include routers, firewalls, switches, guard systems, DNS servers, file servers, application servers and web servers.   Continually monitor the networks and provide services in each of the following areas: Fault, Configuration, Accounting, Performance, and Security.

Subtask 2.2.1 –The contractor shall develop outlines, checklists, and flow charts and follow established professional system admin procedures.  List the ad hoc deliverables, such as new outlines or checklists, as well as routine infrastructure statistics, and ongoing projects in the Monthly Status Report.   
Subtask 2.2.2.   Web and FTP server administration.   The contractor will support internal and external web sites on both unclassified and classified networks.   The web sites will be highly secured using CERT implemented security measures/restrictions.  The CERT has delegated individuals within each branch to post information to the web.  The server administrator will be responsible for providing user accounts to the individuals specified.  The administrator will ensure all disk space, bandwidth, and security requirements are met.  Production of an access log for both the web and ftp servers, to be completed at the end of every calendar month, is also required.   The current CERT ftp sites support documents, anti-virus software, and signature files.   Flexible hours may be required to support occasional reformatting and/or posting of new content after normal business hours.   Contingency work may also require short periods of 24x7 support.  

Subtask 2.2.3 CERTNet/CERTNet-S Baseline Standardization.  The DOD-CERT Lan (CERTNET) is comprised of Unix and Windows workstations and servers.  The workstations are configured utilizing RIS (Remote Installation Service), which ensures a common desktop environment is maintained across the network.  The contractor will provide a configuration document consisting of all applications currently associated with the Baseline.  The contractor will include in the monthly status report any modifications made to the baseline.  

Subtask 2.2.4 PKI Enabled Website.  The contractor will implement a PKI enabled web solution for the DOD-CERT.  The equipment has been purchased for this request.  Coordination with other DISA entities that have successfully implemented PKI may be necessary.  The contractor will provide documentation for publication to the DOD-CERT website regarding any changes that need to take place for the customer base that accesses the website.

6.2.3 Infrastructure Upgrades – The DoD CERT has a number of ongoing projects and requirements driving the development of the CERT networks.  The contractor shall provide professional services to integrate and secure new servers and systems connected to the DOD CERT networks.  These services will include infrastructure planning, project management, scheduling, as well as working directly with developers, reviewing the system configurations, and making specified modifications to the operating system and/or application to mitigate network security risks.  The contractor will provide a network architect on an as needed basis to devise remote data access strategies.  

6.3
Task 3 – Security Documentation
6.3.1 Subtask 3.1. Security Documentation.  The contractor will assist in producing two Systems Security Authorization Agreements (SSAA): one that encompasses the DoD CERT Classified and Unclassified networks as defined in the accreditation boundary; one that encompasses the Global Network Operations and Security Center (GNOSC) Classified and Unclassified networks as defined in the accreditation boundary.  The SSAA must include the following appendices.


Appendix A System Concept of Operations


Appendix B Information Systems Security Policy


Appendix C Security Requirements/Requirements Traceability Matrix


Appendix D Certification Test and Evaluation Plan and Procedures


Appendix E System Rules of Behavior


Appendix F Incident Response Plan


Appendix G Personnel Controls and Technical Security Controls


Appendix H Residual Risk Assessment 

The SSAA must address, but is not limited to, the mission description and system identification, environment description, system architecture description, system security requirements, and the DITSCAP plan. Documents must be written clearly and concisely.  The SSAA and all supporting documents must meet current DoD Instruction 5200.40 and 8510.1M guidelines.

6.3.2 Subtask 3.2 Residual Risk Assessment.  The contractor shall assist the Government with incorporating the results of the Security Readiness Reviews (SRRs) and Security Test & Evaluation (ST&E) into the Residual Risk Assessment.    The contractor shall also review the SSAA and supporting appendices and update/develop these documents based upon changes resulting from the SRRs and the ST&E." This includes the development/update of other SSAA appendices including the Applicable System Development Artifacts or System Documentation, the Contingency Plan, Memorandums of Agreement - System Interconnect Agreements, Security Education Training and Awareness Plan, and the C&A Statements.

6.4 Task 4- Analysis and Testing Network (ATN) 

6.4.1
Subtask 4.1: Engineering and Operations Support.  The ATN is an isolated network that the DOD CERT uses to conduct offline analysis projects and training.  The ATN is located in the DOD CERT and is connected to the Internet via a firewall.  The contractor is to purchase ATN equipment as requested by the TM.  

6.4.2
Subtask 4.2: Analysis and Testing Network infrastructure engineering support.  The contractor shall provide a trained network security engineer/systems administrator to manage the ATN environment consisting of a mix of Windows and UNIX platforms connected via CISCO 4500 router.  The support required consists of rapidly ghosting and reconfiguring patch levels of various operating systems and applications to support: on the fly analysis of newly emerging system vulnerabilities; computer autopsies; malicious code and exploit analysis; IDS signature testing; tool testing; patch feasibility; system administration testing; and DOD CERT staff training such as Windows.NET.

6.4.3
Subtask 4.3: The contractor will validate functional requirements for the DoD CERT ATN and produce an engineering plan to identify the infrastructure upgrades necessary to support the specified requirements.  The plans shall include support for:

· demonstrations of new exploits and their associated security vulnerabilities

· behavioral analysis of malicious code to determine its potential impact to the DoD GIG infrastructure; news report claims validation; malicious code operations 

· documentation of host and network signatures and develop countermeasures

· documented procedures for analytical use of the ATN by all members of the DoD CERT

· development of a test archive to capture results and standards

6.4.4
Subtask 4.4:  The contractor will modify the existing ATN to provide a new capability for remote use of the ATN by the Rhode Island Virtual CERT.  As part of the solution, the contractor will create a new database capable of logically sharing information between DoDCERT, DoD Service CERT, and other Government Agency Analyst communities.  The modified system shall also include a new capability for an integrated solution that includes basic connectivity and a method to simulate legitimate and hostile networking traffic for the Rhode Island Virtual CERT utilization. The new system shall provide both Rhode Island and DoD CERT analysts the ability to analyze malicious code in a realistic environment that includes: the ability to simulate DNS services, simulating traffic crossing network boundaries, and simulating how malicious code would operate in “the wild”.  The contractor shall ensure that malicious traffic does not leave the trusted network and comply with all DoD CERT security procedures.   The contractor shall provide a complete turn-key solution to include all hardware, software, and labor required to engineer, test, and install the solution.  Upon delivery, the contractor shall train DoD CERT analysts on the System capabilities and functions and provide user's manuals and/or user's guides.  The contractor shall also provide any and all lines of code used to create the system in both hard and soft copy format.

6.5 Task 5 – Anti-Virus Product Support
6.5.1     Subtask 5.1:  Product Support.  The contractor will support the DoD enterprise licensed anti-virus products with second level help desk and technical assistance.  This task consists of managing the most complex technical referral calls with the vendors, coordinating support issues, and managing information flow to the DOD community from the enterprise vendors.  The team hosts over 1,300 files on unclassified and classified systems.  The team maintains an FAQ on the DoD CERT web site to help manage the product support workload.  This team also downloads updated anti-virus signatures, program files, and patches and re-hosts them on both unclassified and classified web/ftp servers for DOD-wide distribution.  The contractor shall maintain automated distribution software and web and ftp environments in support of these functions.  The contractor will assist the Virus team in providing 24x7 anti-virus contract support by participating in the team's on-call schedule.   

6.5.2     Subtask 5.2: Product support verification:  The contractor shall test anti-virus vendor products and signature files must be tested on the ATN for proper operation.  This task requires understanding of Win-32 files, Active-X, java, Visual Basic Scripts, current vulnerabilities, macros, as well as port and protocol communications commonly used to propagate malicious code. This task includes technical analysis and verification of the products distributed by various anti-virus vendors and network security organizations.  The contractor will validate information, cross-check vendor conclusions, and analyze trends.

6.5.6     Subtask 5.6  Trouble Ticket Database Support:  The contractor will complete and maintain the Trouble Ticket database for the Virus Team.  This task consists of maintenance and periodic upgrades for an Oracle database.  The contractor will provide quarterly reports on the status and modifications made to the database.  The database supports all help desk functions associated with second level Anti-Virus software support for the DOD CERT Virus Team.  The contractor will produce analytical reports for vendor products, malicious code activity, and help desk functions as requested.

New Deliverable: Virus Team database – 60 days after award, 30 days after award draft

7.  Place of Performance:  

7.1  Due to stringent security requirements, all tasks under this SOW shall be performed at the government site at 701 S. Courthouse Road Arlington, VA.  Travel required in support of the SOW will be on an as required basis.  Local travel in the Washington DC area is expected for one person once per month.  The Government will review for approval all travel orders under this DO prior to the travel taking place.  The contractor shall provide an estimate of required travel to support this effort.   Duty Hours.  The duties typically require normal daytime shifts worked within a designated coverage time from 0600 to 1800 hours local time (overlapping shifts of 8 hours per day, Monday through Friday), with a 30 to 60 minute lunch period, exclusive of Federal holidays, unless otherwise noted in the individual tasks.  The Government may require the contractor to work longer hours on any given day and/or on weekends, depending on operational contingencies as well as during no-notice and scheduled exercises.  The government will provide at least 12 hour notice whenever operational requirements permit.  The contractor will maintain records to help the government visualize the costs associated with these various activities.

8.    Period of Performance:  The period of performance for this SOW is 335 calendar days from award.

9.    Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Plan
	A003/DI-MGMT-80347
	Date or calendar days after award or event
	5
	Standard 

Distribution*
	Draft - 15

Final - 30

	6.1.2
	Monthly Status Report (MSR)
	Contractor-Determined Format


	3rd Friday of each month
	1
	Paper and MS Word electronic copy to TTM and ATM
	Monthly summary of activities

	6.2.1
	Infrastructure Architecture Review #1
	Contractor-Determined Format


	60 days after award


	1
	Paper and MS Word electronic copy to TTM and ATM
	Draft 45 days

	6.2.1
	Infrastructure Architecture Plan – Update 1
	Contractor-Determined Format


	150 days after award
	1
	Paper and MS Word electronic copy to TTM and ATM
	Draft 120 days

	6.2.1
	Infrastructure Architecture Plan – Update 2
	Contractor-Determined Format


	330 days after award
	1
	Paper and MS Word electronic copy to TTM and ATM
	Draft 300 days

	6.2.2.2
	Access logs
	Contractor-Determined Format
	30 days after award
	1
	Paper and MS Word electronic copy to TTM
	Monthly

	6.2.2.3
	Baseline Configuration Document
	Contractor-Determined Format
	90 days after award
	1
	Paper and MS Word electronic copy to TTM
	Draft 60 days

	6.2.2.4
	PKI Documentation
	Contractor-Determined Format
	30 days prior to PKI implementation
	1
	Paper and MS Word electronic copy to TTM
	

	6.2.5
	SSAA – DoD CERT
	Standard DITSCAP Format
	20 Feb 2003
	1
	Paper and MS Word electronic copy to TTM and ISSO
	

	6.2.5
	SSAA – GNOSC
	Standard DITSCAP Format
	15 May 2003
	1
	Paper and MS Word electronic copy to TTM and ISSO
	

	6.4.3
	ATN Engineering Plan
	Contractor-Determined

Format
	30 days after award                                                                                                
	1
	Paper and MS Word electronic copy to TTM and ATM
	Draft 21 days

	6.4.4
	ATN Engineering Code
	Contractor-Determined Format
	30 Days after completion
	1
	Paper and MS Word electronic
	

	6.4.4
	Documentation & Manuals
	Contractor-Determined Format
	30 Days after Completion
	1
	Paper and MS Word electronic
	


*Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

· 1 copy of the transmittal letter and the deliverable to the Primary TM

10.  Security:  
Due to the DOD-wide impact and mission critical nature of the DOD CERT operations, the minimum clearance requirement for on-site support on this delivery order is SECRET.  All of the Malicious Code support staff requires TOP SECRET SCI SI/TK/G.  At least one member of the Infrastructure (system administrator) team requires TOP SECRET SCI SI/TK/G.  Personnel ineligible for the appropriate clearance level are not permitted on this task order.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures. 

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): 

11.1 All contractor personnel performing work at a Government location will be furnished with a Government office environment.  This includes access to workspace, office supplies, access to DISA standard personal computers for unclassified and classified networks, telephone, facsimile, and access to photocopy and presentation equipment as determined necessary by the government.

11.2   The government will provide: 

- All necessary workstations and servers for testing and installation.

- Tracking system for the tracking of incoming trouble request.  

- All necessary analytical facilities (work area/work station) in the ATN  

- All necessary systems administration tools and system test facilities   

- If beneficial to the Government, the Government may request contractor personnel working on this effort to attend Government provided or sponsored training, relating to SOW technical areas

12.  Packaging, Packing, and Shipping: 
13.  Inspection and Acceptance: 

14.  Other Pertinent Information or Special Considerations:  
14.1   Cooperation/Coordination with other contractors.   Because of the rapidly changing nature of information infrastructure threats, very open collaboration is essential for the Department of Defense to act as a coordinated team in a timely manner.   This team consists of military, government civilians, and contractors.  Under this SOW there may be multiple contractors (i.e. from more than one contract vehicle/company) working in the same or dispersed locations supporting DISA, Defense Enterprise Computing Centers (DECCs), Regional Network Operations and Security Centers (RNOSCs), Regional CERTs (RCERTs), and other locations, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals and objectives as efficiently and effectively as possible.  This cooperation may include but is not limited to sharing information like white papers, sharing training efforts, exchanging tactics, tools, and/or procedures resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform analysis as well as technical tasks and contingency activities in concert.  Any concerns about possible disclosure of company proprietary data should be brought to the TTM.   

14.2   The nature of CND analysis requires continual technology refresh.  The contractor must continually train personnel to maintain current skills in new versions of operating systems and applications.   In addition, a high degree of technical knowledge is required to maintain security on these high threat networks.   Malicious Code support also requires a high degree of technical expertise in email systems and Anti-Virus products as well as working knowledge of html, Active-X, javaJavaJavascript, VBS, C#, ++, C, assembly, WIN32 files, macros and Perl.   The contractor will provide formal training classes each year for each full time staff person.   In addition, the contractor will pursue alternative methods of training delivery to augment the formal training.    The CERT may require contractors to attend various technical conferences, seminars, and/or specific training classes to provide staff members adequate knowledge of current technology and products.

14.3   Critical Skills.  This SOW requires a high degree of system administration experience and security knowledge.   The offeror must provide expertise in the following areas:  Solaris, Windows NT (Server/Terminal Server/Workstation), Exchange, Citrix, Legato Networker, Secure Computing Sidewinder, Netscape Enterprise Server, IIS/SharePoint, CISCO IOS, html, java, cgi scripts, and perl.   Oracle web development is critical as well.   The Malicious Code support also requires a high degree of technical familiarity with the DOD enterprise products because the DOD CERT is the Help Desk for the .mil domain for these products.  


a.  Identification of Possible Follow-on Work.  

The DOD CERT Infrastructure will continue to grow as advanced analysis capabilities and additional analysts are added to the team.  Additional modifications and follow-on contracts will be important to maintain continuity of operations.  Malicious code challenges continue to threaten DOD enterprise networks as well.  Additional support may be required for advanced analysis and to help other organizations gain enterprise experience.  Oracle development will continue at an increasing pace as more projects are integrated and analysis across databases increases.  There is a significant potential for increased Oracle work with both sensor data and event data.  


b.  Identification of Potential Conflicts of Interest (COI).  

The incumbent has an advantage in that the contractor is already familiar with many of the deliverables, amount of effort required, and the skill levels of the people required to provide these highly technical and specialized services.  To mitigate this advantage, the government will provide full and open access to all potential offerors including samples of some of the deliverables and walk-through tours provided the offeror has appropriate security clearances.  


c.  Identification of Non-Disclosure Requirements.  
The contractor will not disclose operational data without consent of the TTM.  Additional NDAs for specific projects are also required based on the specific tasks assigned.  
