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3

SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$690,891.90

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

4A457

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5019

2003Jan09

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0015

DAEMZ31207

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

LINDA K. GOFF

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

4801 STONECROFT BLVD (DUNS 069341972)

CHANTILLY VA  20151

LITTON TASC, INC.

QUANTITY

ORDERED/

ACCEPTED*

20.

HC1013

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL  62225-5406

N68566

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                

 2300 EAST DRIVE

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$655,163.00
	$655,163.00 

	
	FFP - Applications Security Support in accordance with the attached stattement of work.  Period of performance is 13 Jan 2003 through 07 Nov 2003.  TASC proposal dated 30 Dec 2002 is incorporated by reference.  This is a firm-fixed-price line item to be invoiced monthly as follows: 10  invoices @ $65,516.30 each. 

PURCHASE REQUEST NUMBER DAEMZ31207 


	

	
	
	

	
	

	

	
	NET AMT
	$655,163.00

	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	1.00
	Lot
	$4,464.00
	$4,464.00

	
	T&M - Travel in performance of line item 0001. 

PURCHASE REQUEST NUMBER DAEMZ31207 


	

	
	
TOT ESTIMATED PRICE
	$4,464.00 NTE

	
	
CEILING PRICE
	

	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0003
	
	1.00
	Lot
	$31,264.90
	$31,264.90

	
	T&M - Other Direct Costs and Profit 

PURCHASE REQUEST NUMBER DAEMZ31207 


	

	
	
TOT ESTIMATED PRICE
	$31,264.90 NTE

	
	
CEILING PRICE
	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	DAEMZ31207 

	AMOUNT:  
	$690,891.90 
	 

	  
	  
	  


CLAUSES INCORPORATED BY FULL TEXT 

Electronic invoices may be sent to:

invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228

Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
‘I ASSURE’ TASK ORDER (TO)

Statement of Work (SOW)

As of 12/20/2002
Contract Number:   DCA200-00-D-5019
Order Number:    0015  
Tracking Number:  00129.00

Previous Contract:  DCA200-00-D-5019-0012

1. Points of Contact
2. Order Title: Applications Security Support

3. Background:

The Defense Information Systems Agency (DISA) is responsible for providing Department of Defense (DOD) components with world-class information, products, and services that are jointly interoperable, secure, and offer our customers the overall best value through strategic partnering. In particular, systems developed by DISA will have fundamental security features designed into the applications starting early in the development life cycle to provide Defense-in-Depth.

4. Objectives

This SOW provides a practical framework and methodology to quickly fulfill the urgent need to embed information assurance features in the early design of applications (both mission critical and business) of DOD pillar programs. The work involves development and frequent updating of application security guidance in the form of a Security Requirements Guide and a Developer’s Guide. Inputs are periodically gathered from an Application Security Working Group (ASWG) and Technical Interchange Meeting (TIM) comprised of representatives from DISA pillar programs and various DOD components. In addition, latest assessment tools will be periodically acquired to determine compliance with guidance documents.

Furthermore, the effort in this SOW will provide application security support by conducting software design reviews with developers. It will also establish an application security lab at a Government location.

5. Scope:
The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE). Specific services addressed in this SOW are:

 ( Policy, Planning, Process, Program and Project 

 Management Support

   ( Standards, Architecture, Engineering and Integration


 Support

   ( Solution Fielding/Installation and Operation

   ( Education, Training and Awareness, Certification and

      IA Support


6. Specific Tasks:

6.1 Task 1 – Contract-Level and TO Management

The contractor shall provide appropriate non-personal services in the area of technical, management and administrative capabilities. 

6.1.1 
Subtask 1 - Integration Management Control Planning. 

The contractor shall perform the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. These activities include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. The contractor shall also provide the centralized administrative, clerical, documentation and related functions.   

The contractor shall hold, within five (5) working days after TO initiation, a kick-off meeting with Government personnel to ensure complete mutual understanding and to discuss any concerns.

6.1.2   Subtask 2 - TO Management. 

The contractor shall prepare, within (15) working days after TO initiation, a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  

The Contractor shall also prepare a Monthly Status Report monitoring the quality assurance, progress/status reporting, and program reviews applied to each task in this TO (as appropriate to the specific nature of the SOW). At a minimum the monthly status report shall include:

-  The project task schedule showing any proposed changes, the reasons for the changes, and the potential impact on the TO; as well as the description of activities and deliverables during the current reporting period as directed by the Task Monitor.  These activities shall include, but not limited to, site support, trip reports, planned activities for the next reporting period and personnel reassignment impacting TO work.

-  Costs incurred by the task.  This will include a summary of the planned costs on a monthly basis and the actual costs incurred.  The contractor shall explain deviations from the planned expenditures.

Task 6.1.2 Deliverables:

TO Management Plan

Monthly Status Report

6.1.3 Subtask 3 – Bi-Weekly Review Meetings

The contractor shall attend the bi-weekly review meetings. The contractor shall provide information on the status and progress of the work, any problems encountered and corresponding resolution, any changes made to the proposed management plan, and any changes affecting the schedule.

6.2 Task 2 – Application Security Documentation Update 

The contractor shall update and expand the Recommended Standard Application Security Requirements and Application Security Developer’s Guide documentation to reflect new technology advancements and application changes within DOD.

The contractor shall expand the security requirements document to include any newly identified requirements as well as requirements applicable to new types of applications (e.g., collaboration tools, mobile applications, APIs, embedded applications, legacy systems, etc…) as requested by the TM.  The requirements shall derive from existing DOD policies and guidance when applicable and identified as best practices when applicable.

The contractor shall also expand the developer’s guide to provide guidance in accordance with the recommended Application Security Requirements document.  The contractor shall provide recommendation on a new layout of the developer’s guide and shall modify the organization of this document as requested by TM.  The contractor shall incorporate host security guidance into this document as defined by the TM and the contractor.  The contractor shall develop a checklist for the requirements to be used by the developer as an appendix to this document.

Task 2 Deliverables:

Updated Standard Application Security Requirements

Updated Application Security Developer’s Guide 

6.3 Task 3 – Security Assessment Toolkit and Methodology

6.3.1 Subtask 1 - Security Assessment Toolkit

The COTS and/or GOTS tools in the Security Assessment Toolkit will check the maximum possible number of requirements and vulnerabilities defined in Task 6.2 given the state of current security assessment tool technology.  The contractor will augment these tools by developing checklists and scripts to include in the toolkit to check for those requirements and vulnerabilities that cannot be checked by the COTS/GOTS tools.

Task 6.3.1 Deliverable:  

Updated Application Security Assessment Tool Kit

6.3.2 Subtask 2 – Security Assessment Methodology

The contractor shall update and expand the security assessment methodology document to reflect the update made to the security assessment toolkit in Task 6.3.1.

Task 6.3.2 Deliverable:

Updated Security Assessment Methodology document

6.4 Task 4 – Portable Application Security Assessment Unit

The contractor shall develop at least one (1) portable version of the security assessment environment.  This capability will be designed to provide application security assessment to DOD developers at their development locations.  One (1) to several contractors shall be trained and equipped with portable tools (laptop computer[s]) and will be available to travel to DISA sites to assist developers in testing their applications for compliance with security requirements defined in the Recommended Application Security Requirements document addressed in Task 6.2.

6.5 Task 5 – Cooperation and Coordination with Government and Government Associated Entities

The contractor shall provide support to and work with other Government and Government associated entities as required for the TO and requested by the TM.  This support includes, but is not limited to, sharing information resulting from the work required for the TO or work done in the past for the Government.  The contractor shall also work as a team with these entities to perform specific tasks as identified by the TM.

7. Place of Performance:

 This work will be performed at the contractor site. Billing will utilize and reflect the contractor-site hourly rates.

The contractor will have to perform local travel between DISA facilities and the contractor local facility on an occasional basis.

8. Period of Performance:

The period of performance for this order will be 306 days, 30 December 2002 through 31 October 2003.
9. Deliverable/Delivery Schedule:

	SOW

Task#
	Deliverable Title
	DID#
	Calendar

Days after TO Award
	Copies
	Distribution

	6.1.2
	 TO Mgt Plan
	DI-MGMT-80347
	15
	2
	Standard

	6.1.2
	Monthly Status Report
	D1-MGMT-80227
	Monthly
	2
	Standard

	6.2
	App Security Requirements Document 
	DI-MISC-80508
	90 
	2
	Standard

	6.2
	Developer’s Guide
	DI-MISC-80508
	240
	2
	Standard

	6.3.1
	Security Assessment Toolkit 
	Contractor-Determined Format
	180
	2
	Standard

	6.3.2
	Security Assessment Methodology
	Contractor Determined Format
	180
	
	


10.
Security/Clearance Requirements:  The following security requirements shall apply to this effort.

10.1 Classified Information.  All contractor personnel performing work under this effort will have access to classified information at least up to and including SECRET.  Therefore, all contractor personnel must have a minimum of a SECRET security clearance.  The Technical Task Lead will require a Top Secret clearance to perform his/her duties on this TO.  

10.2 Position Designation.  The Technical Task Lead must have a minimum clearance of Top Secret and a position sensitivity designation of ADP-I.  All system and/or database administration, quality assurance/code reviewer, and technical team lead personnel must have a minimum clearance of Secret and a position sensitivity designation of ADP-I.  The minimum investigation required is a Single Scope Background Investigation.  All Editor/Analysts, Administrative Assistants, and developers not performing in roles listed above will have a minimum clearance of Secret and a position sensitivity designation of ADP-II.  The minimum investigation required is a NACLC.  All work performed by a developer holding a sensitivity designation of ADP-II must have their work reviewed by someone holding a sensitivity designation of ADP-I.  No more than three developers can occupy ADP-II positions.  All personnel performing on this contract will be U.S. citizens. 

Obtaining Clearances.  The contractor is responsible for obtaining personnel security clearances from the Defense Security Service.  The contractor will assure that individuals assigned to this contract will have completed the SF 86, Electronic Personnel Security Questionnaire (EPSQ) and then take the required action to submit the personnel security investigative (PSI) packet electronically to the Defense Security Service.  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with their position.  The contractor will forward a Visit Authorization Letter (VAL) on all their employees to:
Center for Information Assurance (API)

Attn:  Security Officer

DISA/Skyline 7

5275 Leesburg Pike

Falls Church, Va.  22041

10.3 ADP Determination.  Upon submission of PSI packet to DSS, the contractor will provide a complete signed copy of the PSI packet (SF 86, Electronic Personnel Security Questionnaire; DD Form 1879, DOD Request for Personnel Security Investigation or NAC information; and the EPSQ Receipt System Results) to address listed in paragraph 10.3 above in order to obtain an ADP determination.

10.4 Interim Clearances.  An interim clearance, at the contract-required level, and interim ADP, at the contract-required level, would suffice for the contract employee to start work on the contract.

10.5 Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD 5200.1R and the DOD 5220.22-M for handling classified material and producing deliverables. The contractor shall also comply with DISA Instruction 630-230-19.

10.6 Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.  In addition, all contractor personnel shall comply will local security requirements as established by the facility being supported.

Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that any sensitive information or code stored at contractor facilities is protected in compliance with Security Standard Operating Procedures
11.Government-Furnished Equipment(GFE)/Government-Furnish Information (GFI):

The Government will provide the contractor with access to  Government computers and lab facilities as necessary.

The Government will furnish information necessary for the contractor to complete the tasks.

At the direction of the TM, the contractor shall prepare a list of hardware and software required to implement the assessment unit(s) as described in paragraph 6.4, Task 4.  With the approval of the TM, the contractor shall procure the software and hardware identified to support paragraph 6.4, Task 4. 

12. Packaging, Packing, and Shipping: No specific requirements

13. Inspection and Acceptance: No specific requirements

14. Other Pertinent Information or Specific Considerations: 
No other specific information is required.  The contractor shall provide financial data as described in paragraph 6.1.2, Subtask 2.

