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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$567,585.00
	$567,585.00

	
	Information Assurance Spt Svcs - Base Year 

T&M - Provide functional instruction and technical support to the Air Mobility Command (AMC) Global Command and Control System (GCCS) Training Facility, Air Mobility Warfare Center (AMWC), Ft Dix NJ as described in the attached statement of work dated 23 Dec 2002 (Tracking No. IA131).  The period of performance for the Base Year is 366 calendar days (1 Mar 2003 - 29 Feb 2004).  SRA's revised proposal dated 21 Jan 2003 is incorporated by reference.  This is a Time-and-Materials line item. 

PURCHASE REQUEST NUMBER NMIPR033600431 


	

	
	
TOT ESTIMATED PRICE
	$567,585.00 

	
	
CEILING PRICE
	

	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	1.00
	Lot
	$586,948.00
	$586,948.00

	
	Information Assurance Spt Svcs - Option Year 1 

T&M - Provide functional instruction and technical support to the Air Mobility Command (AMC) Global Command and Control System (GCCS) Training Facility, Air Mobility Warfare Center (AMWC), Ft Dix NJ as described in the attached statement of work dated 23 Dec 2002 (Tracking No. IA131).  The period of performance for Option Year 1 is 01 Mar 2004 - 28 Feb 2005.  SRA's revised proposal dated 21 Jan 2003 is incorporated by reference.  This is a Time-and-Materials line item. 


	

	
	
TOT ESTIMATED PRICE
	$586,948.00 

	
	
CEILING PRICE
	

	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0003
	
	1.00
	Lot
	$610,305.00
	$610,305.00

	
	Information Assurance Spt Svcs - Option Year 2 

T&M - Provide functional instruction and technical support to the Air Mobility Command (AMC) Global Command and Control System (GCCS) Training Facility, Air Mobility Warfare Center (AMWC), Ft Dix NJ as described in the attached statement of work dated 23 Dec 2002 (Tracking No. IA131).  The period of performance for Option Year 2 is 01 mar 2005 - 28 Feb 2006.  SRA's revised proposal dated 21 Jan 2003 is incorporated by reference.  This is a Time-and-Materials line item. 


	

	
	
TOT ESTIMATED PRICE
	$610,305.00 

	
	
CEILING PRICE
	

	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0004
	
	1.00
	Lot
	$634,554.00
	$634,554.00

	
	Information Assurance Spt Svcs - Option Year 3 

T&M - Provide functional instruction and technical support to the Air Mobility Command (AMC) Global Command and Control System (GCCS) Training Facility, Air Mobility Warfare Center (AMWC), Ft Dix NJ as described in the attached statement of work dated 23 Dec 2002 (Tracking No. IA131).  The period of performance for Option Year 3 is 01 Mar 2006 - 28 Feb 2007.  SRA's revised proposal dated 21 Jan 2003 is incorporated by reference.  This is a Time-and-Materials line item. 


	

	
	
TOT ESTIMATED PRICE
	$634,554.00 

	
	
CEILING PRICE
	

	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0005
	
	1.00
	Lot
	$642,990.00
	$642,990.00

	
	Information Assurance Spt Svcs - Option Year 4 

T&M - Provide functional instruction and technical support to the Air Mobility Command (AMC) Global Command and Control System (GCCS) Training Facility, Air Mobility Warfare Center (AMWC), Ft Dix NJ as described in the attached statement of work dated 23 Dec 2002 (Tracking No. IA131).  The period of performance for Option Year 4 is 01 Mar 2007 - 29 Feb 2008.  SRA's revised proposal dated 21 Jan 2003 is incorporated by reference.  This is a Time-and-Materials line item. 


	

	
	
TOT ESTIMATED PRICE
	$642,990.00 

	
	
CEILING PRICE
	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	NMIPR033600431 

	AMOUNT:  
	$567,585.00 
	 

	  
	  
	  


CLAUSES INCORPORATED BY FULL TEXT 

Electronic invoices may be sent to:

invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228

Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
I ASSURE TASK ORDER (TO) STATEMENT OF WORK (SOW)

As of 23 December 2002
	Contract Number:
	DCA200-00-D-5018

	Task Order Number:
	0013

	I Assure Tracking Number:
	00131

	Follow-on I Assure Contract and Task Order Number:
	Previous contract GS-35F-4594G/T0600BN1058 (SRA)


1.  Task Monitors (TMs):
2.  Task Order Title:  Air Mobility Command (AMC) Global Command and Control System (GCCS) Training Facility, Air Mobility Warfare Center (AMWC), Ft Dix NJ.

3.  Background:  AF/XOCE is the GCCS Single-Service Training Manager (SSTM).  AETC’s 333rd Training Squadron at Keesler AFB MS provides GCCS technical training on security, system, and database administration.  

The Joint Operations Planning and Execution System (JOPES) Training Organization (JTO) at Ft Eustis provides GCCS functional training on JOPES and Joint mission applications.  The JTO also teaches the JOPES Functional Manager’s Course, providing functional training.

While AMC recognizes the JTO as the primary provider for JOPES training, the limited number of available in-residence training slots available to AMC, the limited number of Mobile Training Teams (MTTs), the relatively large and growing number of students, and the lack of MAJCOM tailor able training does not meet AMC’s operational requirements.  DoD is tasking the respective services to institutionalize GCCS training under their respective GCCS Concept of Operations (CONOPS).  

To meet this requirement, AMC requires tailored GCCS end-user training geared towards the transportation warfighter in support of our “Global Engagement” mission.  This training involves extensive use of the JOPES database to include manipulation and tailoring of Time-Phased Force and Deployment Data (TPFDDs), the Deliberate and Crisis Action Planning Execution Segments (DCAPES), Automated Message Handling System (AMHS), AMC-unique applications navigation (e.g. C2IPS, GDSS, ADANS, etc.), and a fully operational training suite capable of variable configurations to satisfy AMC-unique training requirements in support of AMC and USTRANSCOM.

Of equal importance is the Common Operating Environment (COE), the bond between all the respective training efforts.  GCCS users must know and understand how the various applications work in the “common” AMC environment.  To this extent, AMC has a continuous, long-term training requirement for skilled, technically proficient GCCS operators in support of the C4I for the Warrior (C4IFTW) concept.  

This work is mission critical and is projected to continue through February 2008.

4.  Objectives.  The contractor shall deliver the services set forth in this SOW, pursuant to the award of a delivery/task order.  The contractor shall furnish all management, personnel, services, and other items necessary to successfully deliver the indicated services.  This effort will require functional instruction and technical support to HQ AMC for the operation and sustainment of the AMC GCCS training facility, tailored to satisfy air-mobility specific end-user requirements in support of the Joint warfighter.  An end-user includes, but is not limited to, GCCS functional users, action officers, deliberate and crisis action planners, Tanker Airlift Control Center (TACC) personnel, and AMC subordinate unit personnel.  

This effort will include liaison and coordination with the appropriate functional offices at HQ AMC, Joint Staff, other MAJCOMs, and the AMWC.  Specific requirements are contained in the paragraphs below.

5.  Scope.  The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 4 – Education, Training and Awareness, Certification and Accreditation and IA Support
6.  Specific Tasks.
6.1 - Task 4 – Education, Training and Awareness, Certification and Accreditation and IA Support
6.1.1 – Subtask 1 – GCCS Job Performance Requirements List (JPRL) Maintenance.  Assess the effectiveness of existing training programs by other agencies (e.g. AETC, JTO, etc.) for target AMC applications under the GCCS umbrella to include OJT programs, training manuals, and computer-based training (CBT), with the goal of maintaining a premier tailor able training program to meet AMC functional end-user requirements.  AMC expects this end-user training to augment well-established, base lined training efforts within DoD.  This training program will not be addressed as a substitute or replacement for existing training efforts.  To this extent, the contractor, with government approval, will determine what course material is currently available from government sources and augment that material, as necessary, to produce lesson plans, instructor guides, and student handouts that meet air mobility-specific requirements.  If course material is not available, as determined by the government, the contractor will develop required course materials to include, but not limited to, training manuals, instructor guides, and student handouts. 

The contractor shall update and maintain the comprehensive, standardized GCCS Job Performance Requirements List (JPRL) for each course required.  Each GCCS JPRL shall reflect Air Force and HQ AMC requirements to meet initial (certification), recurring, and refresher training for individuals and organizations.  The JPRL will provide focused, standardized training ensuring that end users become qualified and remain proficient in GCCS applications.  The contractor shall follow the Instructional System Design (ISD) principles specified in AFPD 36-22, AFI 36-2236, AFI 36-2211, and AFI 36-2201 in the training course development.  All training material shall be developed in an easily readable training manual. 

Courses requiring development shall be brought on-line in a time-phased manner (i.e. serially or in parallel with multiple courses developed simultaneously).  The contractor shall provide a quarterly status of the JPRL and training course development in a report specified by the AMC GCCS/SIPRNET Program Manager/TM.

The GCCS JPRL shall be supplemented with specific AMC in-house training requirements/shortfalls and a roadmap for the project.  With the approval of the TM, the roadmap will include school administration, curriculum, instructor training, instructor scheduling, student evaluations, library of resources, and training aids.  The roadmap will also contain a master schedule/task list for implementing the project.

6.1.2 – Subtask 2 – GCCS Course Management and Development.  Update and maintain GCCS course materials in accordance with the JPRL.  This will include, but is not be limited to, software applications and systems identified at the end of this SOW.  The contractor shall follow the ISD principles specified in AFPD 36-22, AFI 36-2211, AFI 36-2236, and AFI 36-2201 to the greatest extent possible in training course development.  

Curriculum maintenance includes changes required by software or hardware version changes that impact current curriculum courseware.  The contractor will conduct up to four (4) impact assessments during the period of performance and provide the TM with a written evaluation and recommendation, if required, for any required modification to existing courses.  The assessments will include, as a minimum, the effect on curricula, academic media, training devices, and scheduling.  The assessments will include recommendations for changing training courses and materials or the development of new courses.  Assessments will be provided NLT 15 working days after access to the major change release.  The government will review assessments and provide “approval or no further action required” comments NLT 10 working days of delivery.  Upon approval by the TM, the contractor will incorporate the changes or updates as routine maintenance.

For routine maintenance, the contractor shall evaluate and appropriately update the curriculum following major software releases or as a result of instructor/student and Dean of Education recommendations.  After evaluation and approval by the TM, the contractor shall incorporate routine modifications to the curriculum.

The contractor shall coordinate among HQ AF/XO, the GCCS SSTM, the AMC GCCS/SIPRNET Program Manager/TM, and other offices necessary for course development.  The contractor will attend GCCS job-related meetings and training as required. 

The contractor shall, as required by the TM, evaluate and assess the feasibility of developing courses for new GCCS applications.  Assessment shall be provided to the government on a written report and shall include effects to the curricula, academic media, training devices needed, projected course development costs, and estimated course implementation schedule.  Assessments will be provided not later than 15 days after access to the new application.  The government will be responsible for authorizing implementation of new courses.  After government approval, the contractor shall develop new courses and update all course materials accordingly.

New GCCS courses shall be incrementally delivered as completed when approved by the TM and the AMWC Dean of Education in hard copy and magnetic media.  The contractor shall provide a status of the GCCS JPRL and training course development as required.  Training material will include, but not be limited to, lesson plans, instructor guides, and student handouts.

New courses may be required to support new application software releases as GCCS continues to develop.  Contractor support for these new courses will be identified in a modification of the existing task order.  All new courseware development and the routine maintenance of the new courseware will be tasked by award of a modified SOW.

The contractor shall submit a monthly status report in a format specified by the contractor, with approval of the TM.  Included in the monthly status report is information on significant activities related to the task including progress, potential problems, plans for subsequent reporting periods, and a spend rate.

6.1.3 – Subtask 3 – Recurring Training.  Provide quarterly updates to the GCCS JPRL for each functional area.  The contractor shall attend AMC GCCS Curriculum Review Boards (CRB) on a quarterly basis to evaluate and recommend enhancements to GCCS courses.  Recommended updates from the CRB will be implemented with TM approval.  All updated course materials will be provided to the TM.  Course material will be delivered in a format specified by the TM, consistent with ISD principles, and suitable for presentation by unit training personnel.  IAW AMC Instruction 36-2207 and AMWC OI 36-108, the contractor shall participate in annual ISD reviews at the AMWC as directed.

The contractor shall, upon request of the TM, periodically visit GCCS equipped units to assess the effectiveness of GCCS training, obtain contingency/operational expertise, and provide/receive appropriate just-in-time training.  Recommended curriculum modifications, as a result of unit visits, will be forwarded to and approved by the government.  The contractor shall provide the government with a trip report for each unit visit supported.  At a minimum, one fully qualified instructor will be available at the AMWC to teach scheduled GCCS courses or provide courseware support.   

The contractor shall, upon approval by the TM, provide functional GCCS support to AMC units during contingencies.  The contractor shall provide the government with a trip report for each contingency supported.   

6.1.4 – Subtask 4 – Instructors at the AMC GCCS Training Facility, Ft Dix NJ.  Provide one fully qualified Lead Instructor/Course Director and two fully qualified instructors.  The Lead Instructor/Course Director and instructors will be responsible for implementing all aspects of the approved GCCS JPRL, to include schoolhouse administration, curriculum, instructor training, student and curriculum evaluations, metric reporting and library of resources.  It is desirable for the instructors to have contingency and operational experience.  The contractor shall provide each student that attends the course with all necessary course materials.  The contractor will attend GCCS and AMWC job-related meetings as required.  

Required qualifications for instructor candidates:


a.  Knowledge in Defense Transportation System operations.

b.  Thorough understanding of GCCS applications listed in this SOW. 

c.  Instructors must be certified in classroom instructor methodology (through an in-house certification program or formal certification program acceptable to the government).

d.  Instructors must posses a thorough knowledge of Deliberate/Crisis Planning concepts and procedures and their application to the mobility process. 

e.  The contractor shall train users at the AMWC, Ft Dix NJ, and at other TDY locations as designated by the TM.  Because alternate locations may be outside the CONUS, the contractor will ensure instructors possess and maintain valid passports. 

f.  Instructors must be familiar with Air Force specialty fields (e.g. Command and Control, Logistics, Manpower/Personnel, Aerial Port Operations, etc.).

g.  The contractor shall adhere to the official Air Force process for curriculum planning, called the Instructional System Development (ISD).

h.  The contractor shall provide the TM with a resume of all personnel assigned to the task.  The contractor shall notify the TM of any changes to personnel by email or letter within five (5) calendar days.

6.1.5 – Subtask 5 – Mobility Training.  Provide GCCS Mobility Training.  Instructors shall use available course material and will provide GCCS familiarization training to support specific functional-user requirements.  At a minimum, one qualified instructor will be available at the AMWC to teach scheduled GCCS courses or provide courseware support.  The contractor shall provide the government with a trip report for each visit supported.

6.1.6 – Subtask 6 – Administrative and Technical Support.  Provide two qualified system/database administrators. 

a.  General Administration.  The contractor shall be responsible for developing and maintaining standard operating procedures to include equipment inventory, contingency plans, and security guidelines.  
b.  System Administration.  The contractor shall be responsible for the installation and configuration of new software and performance management of servers and workstations (clients).  Develop processes and methods for controlling and auditing access to the GCCS data and resolving faults associated with those processes.  Develop documents in response to DISA/Joint Staff planning requirements and provide technical software applications management for GCCS applications.  Provide user support, maintaining contact with DISA to ensure a continuing interface with users and developers.  Provide troubleshooting and resolution of applications software problems.  Provide technical support for government-provided hardware.  The contractor shall assist the government in managing and/or coordinating the ordering, storage, inventory, packing, and shipping of the office automation and GCCS automation supplies, software and equipment and administrative/audio/visual equipment as required.  The contractor will maintain all software licenses and assist government personnel in the management of maintenance contracts and maintain the system administration handbook detailing all system administration duties required for supporting GCCS systems at the AMWC.  When requested, the contractor shall provide system administration support to the AMWC; however, the system administrator’s primary responsibility is to support the GCCS training facility system administration needs.  The contractor will attend GCCS job related meetings, update training, and as required, provide a trip report.  

c.  Database Administration.   The contractor shall perform database loads, backups, recoveries, restarts, and reorganizations for the JOPES and DCAPES databases.  Maintain the data dictionary and enforce naming conventions, data element definitions, data access, integrity, and the security of the data dictionary to the database.  Support system software installations of system acceptance testing.  Monitor and evaluate system performance and file protection on GCCS, ORACLE, DCAPES, and JOPES databases to ensure the systems are synchronized.  Provide technical support to system administrators to troubleshoot system problems.  Coordinate with ORACLE database managers on new developmental software and up channel recommendations to the AMC GCCS/SIPRNET Program Manager/TM.  Provide database administration for databases associated with the training mission.  Install and maintain all assigned database software (e.g. Sybase, Oracle, etc.).  Maintain all software licenses and maintenance contracts.  Attend GCCS job related meetings, update training, and as required provide a trip report.

6.1.7 – Subtask 7 – Systems Security and Accreditation.  Monitor and control the security aspects of the AMC GCCS Training Facility.  Maintain routine contact with the AMC GCCS Information Systems Security Officer (GISSO) at HQ AMC, DISA, TFM and Joint Staff to discuss outstanding security issues or impacts to the training facility.  Establish student and customer accounts, manage customer IDs and passwords, maintain facility access controls, analyze audit reports, establish system security policy, and perform routine real-time security functions.  Provide technical support on all government-owned hardware (e.g. servers, clients, etc.) and software.  Install and maintain client/server hardware and software in support of the training mission.  Maintain all software licenses and maintenance contracts.  Assist government personnel in the development of a Security Certification and Accreditation Plan and implementation of security requirement identified therein.  Attend GCCS job related meetings, update training, and as required, provide a trip report.  

The contractor shall provide supervision, administration, and overall coordination of GCCS and AFSN security matters as they relate and impact the training facility, including policy, certification, and accreditation.  Ensure security instructions, guidance, and operating procedures are prepared, issued, and maintained.  

6.1.8 – Subtask 8 – Network Engineering and Maintenance.  Maintain the training facility’s network to include installing new hardware and software upgrades not covered under previously identified taskings. 

Resolve network connectivity issues with the appropriate agency.  Maintain all network software licenses and applicable maintenance contracts.  Attend GCCS job-related meetings, update training, and as required, provide a trip report.  The training suite of equipment must ultimately be able to interface directly with the worldwide GCCS architecture in order to provide additional capability for AMC to support contingency requirements and receive automated on-line updates to the training system databases and reference files. 

6.1.9 – Subtask 9 – Computer Systems Management.  IAW AFI 33-112 Computer Systems Management, Paragraph 15.1, the contractor will provide computer systems custodial services support for those systems physically and functionally associated with the AMC GCCS Training Facility.  Specifically, the contractor will: accept the appointments of Equipment Custodian and Alternate Equipment Custodian for WCOG; attend annual custodian training; conduct an annual equipment inventory; and notify the AMWC Communication Support Officer and the 305th Communications Squadron Computer Systems Management Office of any changes to this inventory within 5 days.  Contractor liability is IAW AFI 3323-111, Management of Government Property in Possession of the Air Force.
7.  Place of Performance.  All tasks will be performed primarily at the government site.  

a.  Curriculum development shall be performed at Scott AFB and/or the Air Mobility Warfare Center.  Classroom instruction, and technical support will be performed primarily at the AMC GCCS Training Facility, Building 5656, Air Mobility Warfare Center (AMWC), Ft. Dix NJ.  

b.  The contractor may be required to provide mobile training and contingency support at any AMC unit.  All mobile training and contingency support requirements will be coordinated and approved by the AMC GCCS/SIPRNET Program Manager/TM.   

c.  The government will provide facilities to be used by the contractor to perform the work required for this contract.  Normal duty hours are 0730 – 1630 Monday through Friday with the exception of federal holidays.  If the contractor deems it necessary to work outside the AMC normal duty hours, it must be coordinated with the TM

d. The contractor may be required to travel in support of this SOW.   The contractor, with the approval of AMWC/WCOM and the AMC GCCS/SIPRNET Program Manager/TM, shall make the necessary arrangements to conduct business at AMC facilities in support of AMC GCCS course development, data collection, documentation, GCCS related conferences, contingencies, and training requirements.  When required, the contractor will forward the appropriate contractor security clearances and access information to the organization(s) to be visited.  Contractors will require valid passports for potential overseas travel.

e. Travel will be reimbursed in accordance with the Federal Travel Regulation or Joint Travel Regulations, as applicable, in effect on the date(s) the travel is performed.  Established Federal Government per diem rates will apply to all contractor travel.  Contractors cannot use GSA city-pair contracts.

f.  We anticipate up to 8 trips per year at a cost of $2,000 per trip.  Depending upon the work required, one or two contractors may be sent.  TDYs may last from a couple of days to a week in length.  The contractor shall conduct travel in accordance with government travel regulations.

8.  Period of Performance.  The period of performance is 365 calendar days after TO award.  This SOW covers the basic year (1 March 2003 through 29 February 2004) with four option years.  Option Year 1 runs 1 March 2004 through 28 February 2005; Option Year 2 runs 1 March 2005 through 28 February 2006; Option Year 3 runs 1 March 2006 through 28 February 2007; and Option Year 4 runs 1 March 2007 through 29 February 2008.  Contractors will be physically available for duty - on site from 0700 until 1600 hours during normal military duty days (Monday through Friday, except Federal holidays).  With approval of the GCCS/SIPRNET Program Manager/TM, duty hours can be modified. 

9.  Contract Type:  The contract type is time-and-materials (T&M).

10.  Deliverable/Delivery Schedule:
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1

 6.1.3
	Job Performance Requirements List (JPPL)
	A001/DI-MGMT-80368
	5th workday of the month
	2
	Standard Distribution
	Quarterly

	6.1.6


	System Administration Handbook
	A002/DI-MISC-80508
	5th workday of the month
	2
	Standard Distribution
	Quarterly

	6.1.2   6.1.3
	Course Materials
	A003/DI-ILSS-80872
	5th workday of the month
	2
	Standard Distribution
	120

	6.1.2
	Monthly Status Report
	A004/DI-MGMT-80368
	5th workday of the month
	2
	Standard Distribution
	Monthly

	6.1.3    6.1.4 6.1.5
	Trip Report (Mobile Training and Unit Visits)
	A005/DI-MGMT-80368
	5th workday after trip completion
	2
	Standard Distribution
	5th workday after trip completion


Standard Distribution
· 1 copy of the transmittal letter with the deliverable to the Primary TM

11.  Security:  Instructors required a SECRET security clearance to enter Building 5656, the primary work area on Ft Dix NJ.  Due to access to other systems and hardware, system/database administration requires a TOP SECRET security clearance to enter Building 5656 (AMWC) at Ft Dix NJ.

12.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).

a.  GFE.  The government will provide hardware and software with the specified constraints to be used by the contractor to perform work required by this TO.  The government will provide access to a standard Government office information system (OIS) (currently an IBM-compatible Intel-based personal computer) (PC) (Pentium IV or higher).  The government PC will have installed the standard Government office automation software suite (currently Microsoft Office 2000), appropriate electronic mail client software (currently Outlook 2000), and local area network (LAN) access to the Scott AFB unclassified network (NIPRNET).  The government will provide the contractor representative(s) with Government e-mail account(s).  The contractor shall comply with Air Force regulations relating to the use of government equipment and sign a hand receipt for any material removed from government facilities/control, accepting complete responsibility for any loss due to but not limited to accident, theft, or negligence.  The contractor will NOT install any software on government OIS unless specifically part of the authorized GCCS/GCSS suite of applications or evaluated and approved by competent government authority (normally a work group manager — WGM).  The contractor shall comply with the DII COE Integration and Runtime Specification Document, current version.


b.  GFI.  The contractor shall comply with all applicable Air Force, Department of Defense, and other Federal, state, and local regulations, instructions, and policies.

13.  Other Pertinent Information or Special Considerations.

a.  The Government will:

1.  Provide the contractor with relevant information (e.g. Joint Staff, AETC, HQ AMC policy and procedures documents, etc.) including access to classified information concerning GCCS and AMC-unique applications.

2. Approve formats for deliverable documents.

3.  Procure all hardware, software, network, and associated training room assets.  

4.  Provide access to previous curriculum and deliverables related to the present task as resource material. 

5.  Make available office space (in accordance with service standards), telephones, and phone lines.  The space will be shared with the military and civilian members of the AMWC.  Basic administrative equipment, to include Class "A" telephone service, modem, and fax lines, will be provided.  For tasks in direct support of AMWC courseware, the government will provide all paper, disks, and other expendables.

6.  For courseware development, ensure a fully operable suite of hardware and software (which includes populated databases) is available to the developers prior to starting the task.

7.  Provide access to all GCCS hardware and software required in accomplishing this task order.

b.  The contractor shall:

1.  Maintain the training facility’s hardware, software, and LAN, to include installing new and upgraded hardware and software.

2.  Comply with government regulations concerning security and record keeping requirements for system assets.

3.  Meet professional appearance and grooming standards.  

4.  Evaluate AMC GCCS training effectiveness and report training related metrics in accordance with AMWC established procedures.

13.1 - The contractor shall have technical expertise to work with the following network components, hardware, and software:

Network Components:

Cabletron MMAC Modular Hubs

Fiber Optics (installation and terminating)

Hardware:

Sun Enterprise 4000 w/disk arrays (Solaris 2.5.1)

Sun Sparc 20s (Solaris 2.5.1)

Sun Sparc Ultra 2s, Ultra 60, Ultra 80, and Ultra 450s (Solaris 2.5.1)

NT PC Workstations 4.0 and Lexmark Printers

Software (Applications, Functions, and Databases):

Applications:
- airfields
- APPLIX

- ASET

- ATO

- AUDIT

- Electronic Mail (APPLIX, MS Exchange, Netscape)

- Force Validation Tool (FVT)

- GRIS

- GSORTS (Graphical)

- GTN Interface

- Internet News

- IRC

- JNAV

- JOPES (JSIT, RQT)

- JOPES Predefined Reports

- MANPER

- MAT

- JET

- Netscape

- Netsite

- News Groups

- OIS (APPLIX Word/Spreadsheet,  DB, MS Office)

- Oracle

- PDR

- RQT (Rapid Query Tool)

- S & M

- Sybase

- System Administrator

New Applications:

- Common Operating Picture (COP)

Air Force Applications:
- DCAPES

- LOGFAC

Functions:
- DB SLCT- MM- MTF- PROFILES

- Security

- User Roles

- XTerm

Database and Operating Systems:
- WIN 2K

- NT 4.0

- Oracle RDBMS 7.3, 8i

- Solaris 2.5.1, 8

AMC GCCS Training Facility Course Curriculum:

Netscape with E-Mail & Newsgroups

APPLIX

FTP

IRC (Chat)

GSORT

GTN

File Manager

RQT

DCAPES (AFJET, AFRQT)

LOGFAC

GENERAL ADMINISTRATION, SYSTEM ADMINISTRATION, AND DATABASE ADMINISTRATION DUTIES

General Administration:

Maintain site contingency plans (partial failure, full failure).

Accept/process classified software/hardware.  Note: This should be a GTASO activity but regardless coordination with contractor is a must & will require work hours to be expended.

Attend GCCS related technical meetings (SA, DBA, security, and networking) and provide a trip report.

Assist the government in inventorying and controlling software and equipment.

Maintain/coordinate site office automation needs.

Develop DISA/JS required papers (e.g. 4.0 transition plan).

Keep instructors/staff informed of ongoing GCCS requirements/changes.

Develop & maintain network, training system, and office computer “schematics”/”floor plans”.

Read SIPRNET mail (sys admin), newsgroups (e.g. help, tech, FM newsgroups), and Web pages (e.g. GCCS Home page).

Update the AMWC system administrator’s handbook detailing local procedures, duties and common activities.

Coordinate, order, and/or maintain IT supplies for server, clients, and office PCs.

Manage & supervise all maintenance contract work performed on system equipment.

Research instructor & student technical questions.

System Administration:

Analyze/Improve table/index performance.

Coordinate GCCS reference file update (e.g. GEOFILE, TUCHA, GSORTS, etc.).

Setup & manage FTP site for file sharing.

Use of GCCS Segment Install/Major GCCS release installation.

Pull/install segments/patches from DISA .

Administer GCCS functional permissions (using System Services).

Use System Services to monitor/Administer TP/TDS/System Performance.

Setup/manage IRC server.

Setup/manage News server.

Setup/manage Web server.

Setup/manage DNS server.

Setup/manage NIS+.

Setup/manage Mail Server.

Setup/manage print server & queues.

Setup/Manage Oracle and Sybase Database Servers.

Setup/Manage Common Operational Picture (COP) server.

Setup/Manage Global File Server (Home directories and global data).

Setup/Manage Security/Audit Server.

Setup/Manage DCAPES Server.

Setup/Manage Logbook Server.

Setup/Manage WIKI WIKI Server.

Manage News server (stop, start, etc).

Create/delete News Groups.

Install/coordinate access to non-GCCS applications (e.g. GTN, LOGBOOK).

Administer/coordinate accounts for non-GCCS applications (e.g. GTN, LOGBOOK).

UPS administration.

Administer local GCCS Windows NT accounts.

Administer Windows NT/WIN 2K.

Troubleshoot system/application issues.

Administer storage arrays (configure, ID failures, take corrective action, etc.).

Rebuild clients after failure.

Utilize UNIX editors (e.g. VI).

Utilize shells & scripts.

Utilize cronjobs.

Update & maintain User ID unique files (e.g. profile, login, etc) as needed.

Monitor & manage disk utilization.  

Administer shared user/operational directories & files.

Administer student/instructor GCCS accounts.

Perform full and incremental backups.

Perform full and incremental restores.

Identify, analyze, and report abnormal activities affecting the system.

Maintain contact with DISA representatives.

Perform system acceptance testing.

Troubleshoot Application remote display (X-Window) issues.

Read root and sysadmin email daily, at a minimum.  

Identify and correct any problems found.

Check System Logs (/var/log/syslog, /var/adm/messages, etc.) daily, at a minimum.  

Identify and correct any problems found.

Perform basic network troubleshooting.

Monitor system performance and perform system tuning.

Database Administration:

Initialize/manage/delete instructor/student training/other OPLANs.

Update training OPLANs.

Create/Store/Reload OFFLOAD OPLAN files.

Provide database administration for GCCS JOPES database.

Start/shutdown the GCCS JOPES database.

Provide database administration for DCAPES database.

SECURITY DUTIES

Understand, coordinate, and enforce GCCS security implementation and configuration on site.

Coordinate security issues/impacts with the AMC/GISSO.

Assist government personnel in development of security certification and accreditation plan.

Process student/other security clearances to provide subsequent GCCS IDS on AMWC GCCS server.  

Install/Configure/Manage Computer Misuse Detection System (CMDS) or AMC GCCS ISSO (GISSO) authorized equivalent.

Maintain/Review/Retain Audit Data for all servers and workstations.
13.2 - Identification of Possible Follow-on Work.  This task order may have similar follow-on work associated with it.

13.3 - Identification of Potential conflicts of Interest (COI).  The contractor shall make a determination that no COIs exist or identify any potential COIs that may exist during the execution of this TO.

13.4 - Identification of Non-Disclosure Requirements.  The contractor shall not have access to sensitive and/or proprietary information during the execution of this TO.
13.5 - Packaging, Packing and Shipping Instructions.  No requirements exceed those stated in Section D of the I Assure contract.

13.6 - Inspection and Acceptance Criteria.  No requirements exceed those stated in Section E of the I Assure contract.

14.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

