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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$3,258,723.04
	$3,258,723.04

	
	Information Assurance Support Services 

T&M - DOD-CERT #1 - Strategic Analysis/Incident Handling and Plans Support in accordance with the attached statement of work.  Period of performance is 25 Jan 03 through 24 Jan 04.  Type of contract is time-and-material.  TASC 2nd revised proposal dated 24 Jan 03 is incorporated by reference.  Funds in the amount of $813,703.44 are Subject to Availability of Funds IAW FAR 52.232.18. 

PURCHASE REQUEST NUMBER DAEMZ32017 


	

	
	
TOT ESTIMATED PRICE
	$3,258,723.04 

	
	                                                                                     NTE CEILING PRICE
	

	
	ACRN AA Funded Amount 


	$3,258,723.04 




SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	DAEMZ32017 

	AMOUNT:  
	$2,445,019.60  (available now)

$813,703.44 (SAF)
	 

	  
	  
	  


CLAUSES INCORPORATED BY FULL TEXT 

Electronic invoices may be sent to:

invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228

Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor

DOD-CERT #1  – Analysis and Plans

 As of :  4 December 2002
	Contract Number:
	DCA200-00-D-5019

	Order Number:
	0016

	Tracking Number:
	00136

	Previous Order Number:
	DCA200-00-D-5019-0013


1.  Points of Contact

2.   Order Title:  DOD-CERT #1 - Strategic Analysis/Incident Handling and Plans Support

3. Background:  The Director, Defense Information Systems Agency (DISA), is charged with ensuring the Global Information Grid (GIG) contains adequate protection against attack.  To provide operational Information Security (INFOSEC) support to the Defense community, the Director, DISA, established the Department of Defense-Computer Emergency Response Team (DOD-CERT).  The DOD-CERT is chartered to perform response and coordination of the computer security incidents for the Department of Defense, 24 hours a day, seven days a week, located in the Global Networks Operations and Security Center (GNOSC) at DISA headquarters.  Specifically the DOD-CERT’s constituency includes Combatant Commanders, Services, Defense Agencies and Components, Joint Staff and Office of the Secretary of Defense.  DOD-CERT works both to prevent security incidents and to help restore service after an incident has occurred.  Information that will be useful to sites in avoiding an incident is released as a variety of security alert products.  If a site requires more than telephonic and on-line support, the DOD-CERT may deploy a team on site.  The DOD-CERT is responsible for strategic Computer Network Defense (CND) analysis as well as identification and resolution of Global Information Grid (GIG) vulnerabilities on a near-real-time basis.  This includes searching for and assessing operational impact of vulnerabilities inherent in Windows and UNIX-based systems and the ability to identify and distribute countermeasure information in PC-based classified and unclassified environments.  Additionally, DOD-CERT maintains several on-line INFOSEC resources, including anonymous FTP systems, listserves, and web sites to aide in the dissemination of vital INFOSEC information, alerts, and tools.

The DOD-CERT is responsible for the configuration, oversight and analysis of various types of data from automated Network based intrusion detection systems and other security-related devices at key DISA enclaves, key customer facilities, and Internet gateways.  This security data, along with Service, Combatant Commanders, and defense agency-provided intrusion data,-- the DOD-CERT Analysts will perform correlation and analysis of intrusion activity DoD-wide.

4. Objectives:   The purpose of this SOW is to ensure that sufficient resources and information security expertise are available to the DOD-CERT to provide timely responses to customer requests for assistance, as well as to continue to provide GIG Managers, the Joint Task Force-Computer Network Operations (JTF-CNO), and the Service and Agency CERTs an overall picture of the well-being of the GIG with regards to Information Warfare (IW) activity directed against DOD assets.  The augmentation detailed in this Statement of Work will provide for the DOD-CERT to provide a surge augmentation capability for 24x7 CND response and restoral assistance service to GIG Customers worldwide under the increasing workload requirements.  This includes augmentation for the DOD-CERT for IW related inputs, incident response, coordination and technical analysis support.  Additionally, DOD-CERT Analysis will provide the ability for the GNOSC team and JTF-CNO to employ a proactive approach towards identifying active exploits and threats to the GIG. 

5. Scope:    The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as GIG Strategic Technical Guidance (STG), GIG Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

This SOW requires technical service support under all 4 areas of the I-Assure contract.

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6. Specific Tasks:
 6.1
Task 1 - Contract-Level and TO Management 

 6.1.1     Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  This includes productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2     Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the deliverables, progress/status reporting, and program reviews applied to the TO. The formal deliverables, such as checklists, Weekly Report, Situational Awareness Reports, Leading Security Indicators Briefing, Incident Notes, and Tool Reports, developed each month will be listed by date and title in the Monthly Status Report. 

6.2 
Task 2 - Strategic Analysis and Correlation of Events.   
6.2.1     Subtask 2 - Analysis/Incident Handling.   DOD-CERT Analysis consists of a number of closely related tasks ranging from tactical incident handling for events reported in the past few days to strategic analysis of sophisticated attack patterns over a year or longer.  This task includes detailed technical work, hands-on computer autopsies, working group participation, technical writing, and conducting briefings.   The contractor will provide detailed technical assessments on emerging policy, technical plans, program documents, and on-going analysis projects.  The contractor will conduct system autopsies (similar to forensics) analysis identified by the government.  The autopsy consists of reviewing the contents of a compromised system, documenting unusual files and data, and identifying the tactics, techniques, and procedures used by the attacker to gain access.  The contractor will review data originating from or reflecting status of ongoing intrusions and document the findings of apparent activities involved and any intrusive or damaging traffic leading to or from the compromised host.   Findings shall be documented in a formal DOD-CERT “Incident Note” for DoD wide publication.  The delivery schedule is dependent upon the priority nature of the intrusion, the system data provided, and operational circumstances but not later than 10 working days after receipt of request.
The contractor shall support data fusion from various data inputs to include reported intrusions, sensor inputs, network status, open source, and intelligence inputs.  Provide incident handling support for incident detection, analysis, coordination and response. The number of incident handling and analysis products will be based on the operations tempo. 

The contractor shall monitor data trends from intrusion detection systems and traffic analysis tools. The result of this monitoring will be potential compromises and emerging threats. All potential compromises will be passed to the appropriate agency or service CERT. The contractor will document emerging threats and traffic patterns in Situational Awareness Reports (SARs). The SARs are fairly technical with a minimum of 4 reports due per month.  

The contractor shall provide direct incident handling support for DISA assets.  In these cases, the contractor may provide autopsy of incidents on DISA assets.  For incidents reported through CERTs within the DoD, the DOD-CERT will identify patterns in reported compromises and identify additional compromises as part of the same incident. All of the information associated with a particular incident will be documented in an incident note. The contractor will draft and transmit complaint letters to various approved organizations for action. In addition, the contractor will provide a monthly Leading Security Indicators (LSI) briefing that provides an indication of the state of computer network defense within the DoD. 

At the Government’s request, the contractor shall participate in rapid emergency response team deployments on invitational travel order status for customers who require on-site support.  The Government will provide at least a 12-hour notification prior to deployment.  

DOD-CERT personnel will be formed into community of interest analysis cells.  Personnel will become familiar by opening and maintaining consistent dialogue with the organizations, attending conferences and briefings, and possibly on-site orientation.  Further, DOD-CERT analysts will serve as a liaison and advocate for their respective cells by:  1) ensuring strategic analysis products produced by the DOD-CERT are distributed throughout the cells; 2) detecting CND trends throughout their cells; and 3) providing thorough and comprehensive CND analysis on the CND state of their respective cell including creating detailed reports and briefings.  These analysis cells will include CND organizations within Service CERTs, Combatant Commanders, Defense Enterprise Computer Centers (DECC), Regional CERTs, DoD Agencies, National Communications Systems, within the Federal Government, and coalition countries.  The Contractor will continue to include a Community of Interest (COI) section in the DOD-CERT Weekly Report addressing tasks performed and upcoming COI events.

DOD-CERT personnel will also form a fusion cell.  The fusion cell will serve as the strategic analysis focal point for the CND information being reported to the.  Fusion cell analysts will concentrate on analyzing CND and intelligence information.  Also, DOD-CERT personnel will be tasked to break down various software code applications, scripts, and processes using the resources of the DOD- CERT  ATN to discover and assess the technical operations.  Reports and briefings of findings will be provided as directed by the government.

Certain contractor personnel are also expected to provide management duties and functions that require coordination with the Government.  These duties include arranging shift schedules, task distribution, organizing teams, developing, redefining and documenting processes within the DOD-CERT and other associated duties.

6.2.1.2 Subtask 2.1 - Analysis Tools.  With the proliferation of new tools, DOD-CERT personnel will be tasked with tool evaluation, analysis and integration.  This will include the evaluation and integration of existing network analysis tools and software and related system autopsy tools and software databases to be used by the DOD-CERT.  The Contractor will be responsible for providing detailed hands-on training and training documentation to DOD-CERT staff.  The training shall include but not be limited to system capabilities and functionality, system logon/logoff procedures, understanding of data fields, information processing, report production, file retrieval, system security features, and system error messages. 

The Government shall have the right to require, at any time during the performance of this contract, within two (2) years after either acceptance of all items (other than data or computer software) to be delivered under this contract or termination of this contract, whichever is later, delivery of any technical data or computer software item identified in this contract as "deferred delivery" data or computer software. The obligation to furnish such technical data required to be prepared by a subcontractor and pertaining to an item obtained from him shall expire two (2) years after the date Contractor accepts the last delivery of that item from that subcontractor for use in performing this contract.

The following Defense Federal Acquisition Regulation Supplement (DFARS) clauses apply: 252.227-7013, -7014, -7016, -7017, -7019, -7026, -7027, -7028, -7030, -7036 and –7037   

6.2.1.3 Subtask 2.2 - CERT Standardization Support.  The contractor will become familiar with the work processes of the Regional CERTs and the tools that are utilized.  The contractor will review and update the DOD-CERT Standardization Plan.  The contractor will develop a plan to implement the recommendations of the DOD-CERT Standardization Plan; this document will be referred to as the DOD-CERT Standardization Implementation Plan.  The DOD-CERT Standardization Implementation Plan shall address but will not be limited to:  standardization procedures, processes that will be standardized, standard suite of network analysis tools, deployment of standardization tools, tasks that must be accomplished at each RCERT to achieve standardization, and an implementation schedule.  The contractor will provide necessary support to implement the DOD-CERT Standardization Implementation Plan.

6.2.1.4 Subtask 2.3 - Requirements Analysis/Business Processes.  Analysis of DOD-CERT and its regional offices business processes, data requirements, and information requirements for the development of a requirements definition.  The requirements definition will address, but not be limited to, current and future business processes at the DOD-CERT and Regional CERTs, standardization of business processes and databases, data flow, data elements, automated databases, network traffic monitoring tools, Agency/Service CERT considerations, and products produced.

6.2.1.5 
 Subtask 2.4:  Malicious Code Support.   The contractor will provide an initial analysis of

specified malicious code operations within a time limit to be determined by the urgency of the

malicious code event.  The contractor will then provide a detailed analysis in a written report within 5 days. Some of this work will require short notice after hours and weekend duty.  The analysis should provide enough detail to properly identify the malicious code on compromised machines and/or on network traffic, properly cleanup the malicious code from compromised machines, and provide measures to counter the threat. This task requires understanding of Win-32 files, Active-X, java, Visual Basic Scripts, common programming languages, current vulnerabilities, macros, as well as port and protocol communications commonly used to propagate malicious code.

6.2.1.6    Subtask 2.5:  Malicious Code verification:  During contingencies when a new virus is in the wild, the new signature files must be tested for proper operation.  This task consists of downloading those updates to the ATN and testing to make sure the new signature files work properly.   

6.3   Task 3 - Plans and Standards Support.  Support the development, refinement and standardization of operating procedures between the JTF-CNO, DOD-CERT, DISA Regional CERTs, Agency/Service CERTs, DISA provided Information Assurance Representatives to the Combatant Commanders, and other Information Assurance and Computer Network Defense Service providers.   This will include visits to the various CERTs and participation in teleconferences, VTCs, and other meetings related to this task.

6.3.1  Subtask 3.1 - Documentation.  The contractor shall be responsible for reviewing and updating the Standard Operating Procedures, Internal Operational Processes, manuals, and other DOD-CERT documentation on a quarterly basis.  This will include gathering necessary information from DOD-CERT specialists, other DISA employees and relevant references. The contractor shall be responsible for the creation and arrangement of system files and folders that contain DOD CERT documentation.  The contractor shall be responsible for the development, writing, formatting, and editing of technical and non-technical information for reports, manuals, procedures, processes, briefs, and other forms of documentation.  

 6.3.2  Subtask 3.2 - Exercise Support.  Organize exercise support for STRATCOM, JTF-CNO, Agency/Service CERTs, and DISA Regional CERTs.  This task includes planning and participating in approximately 10 exercises per year.  Periodic briefings and after action plans/reports are required as part of this task.  Exercise support will include white cell participation and may include travel.   Planning exercises with other agencies may involve integration into each organization’s CND tactics, techniques, procedures, and personnel.  In conjunction with other organizations, the contractor will provide technical and organizational skills to create realistic CND scenarios for exercises.  

Development of documents to codify the relationship and information sharing between DOD CERT and other organizations chosen by the Government.  These documents may be memorandum of understanding and/or standard operating procedures created to formalize the technical details that will be shared between the organizations. See paragraph 7.2.

6.3.3  Subtask 3.3 -  Combatant Commanders IA Team, Regional CERT, and Agency/Service CERT Support.  The contractor will support the organization and management of teleconferences, quarterly technical exchanges, and conferences.   The contractor will coordinate answers to daily questions from these organizations and respond back to the requestor.  The contractor will draft policies, procedures, tactics, techniques, plans, and review documents produced by other organizations.  

6.3.4   Subtask 3.4 - CND Service Provider Support.  The contractor will develop draft criteria for CND Service Provider certification.  These criteria will include minimum business processes, policies, technical infrastructures, supporting logistics, evaluation methods, and metrics at various levels of CND support.   This task includes briefings, coordination meetings, and associated document reviews and policy definition.   The contractor will support the CND Service Provider certification process including travel to various CERT and Combatant Commanders IA team locations as directed by the government.    

6.3.5  Subtask 3.5 -  Operational Metrics.  The contractor will develop, maintain, and automate CND metrics in support of the DOD-CERT and JTF-CNO.  These metrics will include both internal and external metrics to assess operational performance and effectiveness.  This includes support in developing the monthly Leading Security Indicators briefing.

6.3.6 Subtask 3.6 - Vulnerability Management.  Support the analysis, identification, documentation of computer vulnerabilities and development of network security countermeasures.  Support DOD-CERT in the Information Assurance Vulnerability Management (IAVM) program regarding creation, issuance and tracking of Information Assurance Vulnerability Alerts (IAVA), Bulletins (IAVB), and Technical Advisories (IAVT), using the databases or tools provided by the Government.  Provide technical expertise for the development of Information Assurance Vulnerability Alerts, Information Assurance Vulnerability Bulletins, and Technical Advisories including recommendations and draft documents.  Technical analysis will require hands-on work in the Analysis and Testing Network followed by a draft report staffed through the CERT for peer and management review.  These reports will be posted on the DOD-CERT web site.   For planning purposes, estimate one Tool Report per month.

6.3.7     Subtask 3.7: Malicious Code Conference support.  The DOD CERT hosts several Virus or Malicious Code conferences with representatives from Combatant Commands, Services, Agencies and vendors gathering to discuss current threats to the Global Information Grid and possible risk mitigation actions.   The contractor will conduct presentations and/or demonstrations at tech exchanges, various DISA and DoD level conferences, and informal training sessions for small groups.        

6.3.8     Subtask 3.8. Malicious Code Future Threat.  The team will participate in DOD-level working groups, policy development, and implementation actions to mitigate the risk of malicious code infecting DOD systems.  This work includes meetings in the local Washington DC area approximately monthly, document reviews, and drafting of various position papers and bullet background papers.  
6.4 Systems Engineering and Technical Assistance (SETA):  The objective of this task is to ensure that sufficient SETA labor is available for both anticipated and unanticipated tasks within the general scope of DOD-CERT contract. The contractor shall provide SETA support for use as directed by the TM.  This support shall be performed within the context of this SOW or as modified by the government.

6.4.1 DOD-CERT Future Analysis Cell (FAC) and Data Analysis.  The contractor will identify a total of four analyst required to support the DOD-CERT CND/IA Policy and Procedure development and new data sources requiring technical analysis.  Three of these positions (3 Analysts) will form the Future Analysis Cell (FAC) and provide policy development and technical analysis for the DOD-CERT as described in paragraphs 6.2 and 6.3.1.  Additionally, the DOD-CERT will provide both Strategic Tactical Entry Point (STEP) and Secret and Below Interoperability (SABI) data technical analysis as described in paragraph 6.2 and these requirements will require one analyst.   These four analyst positions are not required to be dedicated positions (i.e. They are not limited to just FAC, STEP or SABI work).

6.4.2  Threat Management Services and Security Alerting Service.  These services provide DISA notification of potential threats and imminent attacks in real time.   These services protect the DoD networks by providing the ability to track these vulnerabilities and exploits and watch the propagation of worms and viruses as they expand globally.  These services will help DISA to maintain a stronger security posture and vigilance.  

The contractor will provide 1 primary user of these services each to the Watch Desk, Security Analyst Team, and Vulnerability Management Team , with the ability to expand the Watch Desk up to 10 separate users and the ability to expand the Analyst and Vulnerability Management Team up to 7 users on a separate delivery.

The annual fee for these additional services is $290,985.  With a provision of a 10% discount, the actual annual fee to DISA is $261,886.  

The term of the agreement is 3 years.

6.4.3  Technical Content Development Services.    The contractor will conduct detailed and comprehensive technical research projects on various Internet security trends and threats, gather and condense industry and government best practices, and create other similar web content products as directed by the government.  These research and analysis tasks will typically consist of 5 to 30 days of Internet research, coordination with Subject Matter Experts, and possible technical validation in the Analysis and Testing Network (ATN); followed by a formal report containing specific technical recommendations.  Short term tasks will be assigned by the TTM as tactical requirements dictate throughout the period of performance.

Option I:  Contingency Support.  The government exercises the right to expect the contractor’s cooperation and particiaption  when there is an  increased workload in the event of a contingency.  The staffing requirements may increase dramatically during a contingency typically for less than a three-week period.  Some contingencies and exercises may require 24x7 support and may require deployment to alternate sites, such as during a Continuity of Operations contingency (COOP), throughout the DoD and will travel on invitational travel order status (see paragraph 8.3).  During the beginning of the contingency it may be expected that the contractor be prepared to augment staffing for the duration of any contingency in order not to impact the timeliness of other tasks, which may also be critical during a contingency.  The contractor may be asked to augment the DOD-CERT staff with highly skilled Senior INFOSEC Engineers that have sufficient CND, operating system, applications, and network security knowledge and expertise to directly contribute to the CERT’s ability to handle the contingency tasks without additional training and familiarization with CERT operations.   The contractor may be asked to update or define a contingency operation procedure plan that will address the steps necessary to establish contingency operations, identification of missions, roles and responsibilities, alternative work schedules, team assignments and responsibilities, and reporting requirements.  Contingencies consist of both on-going mission operations as well as scheduled and unscheduled exercises.  Crisis Action Team incident analysis will be conducted for a series of related events.  These detailed collaborative analysis sessions will include players from multiple organizations pooling expertise and resources to sort out events with significant operational impact across DoD.   The contractor may be asked to provide CND support on a part-time basis for an extended period of 6 months or longer during these investigations.  Solar Sunrise and Moonlight Maze are examples of these types of on-going analysis projects.   The contractor may be asked to provide periodic verbal and written updates to CERT management, meeting minutes and status briefings.  The contractor may be asked to also provide a final outbrief with an events timeline, actions taken and an After Action Report (AAR) as directed by the government.   For each contingency, the contractor may be asked to assist the government in ensuring that the contingency operation procedure plan is implemented and that all tasks identified in the plan are thoroughly explained.
7. Place of Performance:  
 7.1 Government Site.  Due to stringent security requirements, all tasks under this SOW shall be performed at the government site at 701 S. Courthouse Road Arlington, VA and/or the ATU at Defense Advanced Research Projects Agency (DARPA) Technology Integration Center at 2110 Washington Boulevard, Arlington, VA.  These technical services typically require normal daytime shifts worked within a designated time frame between 0600 and 2100 hours local time, with a 30 to 60 minute lunch period, exclusive of Federal holidays, unless otherwise noted in the individual tasks. Generally the average workday consist of 8 hours per day, Monday through Friday. At no time will the total hours used exceed the average workday without prior contractor provided justification and written approval from the either the TM or ATM.  The Government may require the contractor to work longer hours on any given day and/or on weekends, depending on operational contingencies as well as during no-notice and scheduled exercises.  The government will provide at least a 12-hour notice whenever operational requirements permit.  The contractor will maintain records to help the government visualize the costs associated with these various activities. 

 7.2   Travel.  Travel required in support of the SOW will be on an as required basis for a single individual for an undetermined length of time depending on the rate of compromises, severity, and coordination required for countermeasures that cannot be determined at this time.  Local travel in the Washington DC area is expected for one person twice per week.  For planning purposes estimate 6 trips each 1 week long for one person per year to DoD Facilities in CONUS during each calendar year.  One trip to Europe, Pacific, and Bahrain for one person for one week should also be added for planning purposes.  The Government will review for approval all travel orders under this DO prior to the travel.  The contractor shall provide an estimate of required travel to support this effort.

 7.3 Continuity of Operations (COOP) Support.  The vital importance of the DOD-CERT mission requires that the team be able to continue the mission in the event the host government facility is destroyed or incapacitated by weather, extended communications outages, or any other reason.  Under these highly unusual conditions, the contractor will be required to relocate temporarily to other government facilities in the CONUS.   Continuity of operations missions may require contractors to travel on short notice to other facilities.  The government will provide at least 12-hour notice when possible.

8. Period of Performance:  
The period of performance for this SOW is 365 calendar days from award.  

9. Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Plan
	A003/DI-MGMT-80347


	10 days after award or event
	5
	Standard 

Distribution*
	Draft - 15

Final - 30

	6.1.2
	Monthly Status Report
	Contractor Determined Format


	20th of each month
	3
	Paper and electronic copy to TTM
	Monthly summary of activities

	6.1.2
	Weekly Report
	Government Supplied Formats
	Every Friday of each month
	3
	Paper and electronic copy to TTM
	Weekly report of activities



	6.2.1
	Situational Awareness Report (SAR)


	Government Supplied Formats


	Weekly (determined by operational impact)
	3
	Paper and electronic copy to TTM
	Weekly report identifying unusual activity

	6.2.1
	Leading Security Indicators (LSI) Briefing


	Government Supplied Formats


	10th of each month
	3
	Paper and electronic copy to TTM
	Monthly report identifying the state of CND within the DoD

	6.2.1
	Incident Note, Bullet Background Papers, Briefings


	Government Supplied Formats


	10 work days after assigned
	3
	Paper and electronic copy to TTM

Contractor shall deliver all source code to DISA’s TTM & ATTM
	Draft – 7 work days

Final – 10 work days



	6.2.1
	Information Assurance Vulnerability Alert, Bulleting, Tech Advisories
	Government Supplied Formats


	1-5 work days after assigned (determined by operational impact)
	3
	Paper and electronic copy to TTM
	Draft – 1-3 work days Final – 1-5 work days



	6.2.1.3
	Standardization

Implementation plan
	
	27 June 2003
	5
	
	Outline 17 March

Draft  - 15 April

Final – 27 June

	6.2.1.4
	Requirements 

Document
	
	15 December 2003
	5
	
	Outline – 22 April

Draft – 26 August

Final – 15 December

	6.2.1.5
	Malicious Code Analysis Report
	Contractor Determined Format
	5 days following event
	3
	Paper and electronic copy to TTM
	

	6.3.1
	Standard Operating Procedures, Internal Operating Processes, Manuals
	Contractor Determined Format
	15th of each quarterly month
	3
	Paper and electronic copy to TTM
	March 15th
June 15th
September 15th
December 15th

	6.3.6
	Tools Report


	Government Supplied Formats


	15th of each month
	3
	Paper and electronic copy to TTM

Contractor shall deliver all source code to DISA’s TTM & ATTM
	Monthly report identifying new source code and tools.



*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM & Alternate TM

10.1 Weekly Report.  The Weekly Report is due each Friday evening.   It consists of the number of computer network intrusions for the week, Joint CERT Database statistics, DOD-CERT Incident Database statistics, graphs, charts, latest network traffic trends, listing of the latest DOD-CERT publications, latest virus information, IAVA information and latest Community of Interest information. 

10.2 Monthly Status Report.  The Monthly Status Report will list specific events analyzed, correlation in progress, products delivered, outstanding technical and personnel issues, and contract burn rates.  The report is typically 4 -5 pages in length and due on a monthly basis.

10.3   Incident Notes.  Incident Notes are a brief summary of the related information collected on a given intrusion.  Specifically, the team will identify any related reported events, sensor data, and autopsy results if available.  These reports are typically 2-3 pages in length and will be provided as directed by the government.  

10.4   Tool Reports.  Tool Reports are a brief overview of a new exploit tool.  Tool Reports are typically the product of work in the Analysis and Testing Network where an analyst will download and install the tool, see how it works, and specifically document the host and network signatures.  Tool Reports will also include information from Internet searches.  These products are fairly technical and are typically 4-7 pages long with one due per month.

10.5   Situational Awareness Reports (SARs).  SARs are brief reports describing unusual or specifically threatening network or host information that needs to be distributed to the community for awareness.  Situational Awareness Reports are typically one page in length and fairly technical describing specific unusual traffic with 4 due per month.  

10.6   Information Assurance Vulnerability Alerts (IAVAs).  IAVAs are DOD-CERT products that require acknowledgement and compliance across the Department.  The CERT will typically write a one-half to one page overview message as a cover letter for a vendor or CERT/CC advisory.  The IAVAs require technical knowledge and experience combined with some Internet research and coordination with vendors and/or other CERT teams.  Typically there are 10-12 candidates reviewed each week resulting in 3- 4 IAVAs distributed per week.   

10.7 Leading Security Indicators Briefing (LSI).  The LSI briefing is a monthly report consisting of various Microsoft Powerpoint slides and a Microsoft Word document that provides an indication of the state of computer network defense within the DoD.  The vast majority of the statistics and analysis are derived from within the DOD-CERT, although some information is requested from other DISA organizations.  The DOD-CERT will combine the data into the prescribed format and, for the      DOD-CERT data, the contractor will write a short analysis on the meaning of the data.

10. Security:  Due to the DoD-wide impact and mission critical nature of the DOD-CERT operations, the clearance requirement for on-site support on this delivery order is Top Secret/SCI with SI/TK/G.  Selected personnel as designated by the TTM/ATTM will require Top Secret/SCI with SI/TK/G/HCS.  The TM may waiver this requirement pending short-term clearance completion.   Personnel ineligible for these clearances are not permitted on this task order. All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): 

 11.1 All contractor personnel performing work at a Government location will be furnished with a Government office environment.  This includes access to workspace, office supplies, access to DISA standard personal computers for unclassified and classified networks, telephone, facsimile, pager, cell phone, and access to photocopy and presentation equipment as determined necessary by the government.

 11.2 The government will provide: 

· All necessary help desk facilities within the DOD-CERT.  

· All necessary Intrusion Detection System workstations and servers for testing and installation.

· Tracking system for the tracking of incoming trouble request.  

· All necessary analytical facilities (work area/work station) within the DOD-CERT.  

· All necessary systems administration tools and system test facilities within the DOD-CERT.  

· If beneficial to the Government, the Government may request contractor personnel working on this effort to attend Government provided or sponsored training, relating to SOW technical areas.

12. Other Pertinent Information or Special Considerations:  

12.1 Cooperation/Coordination with other Contractors.   Because of the rapidly changing nature of information infrastructure threats, very open collaboration is essential for the Department of Defense to act as a coordinated team in a timely manner.   This team consists of military, government civilians, and contractors.  Working under this SOW requires broad cooperation with multiple contractors (i.e. from more than one contract vehicle/company) working in the same or dispersed locations supporting DISA, DECCs, Regional Network Operations and Security Centers (RNOSCs), Regional CERTs, Agency/Service CERTs, Combatant Commanders IA Teams, other Agencies and civilian organizations.  The contractor shall work with these other contractors and organizations as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This cooperation may include but is not limited to sharing information such as white papers, sharing training efforts, exchanging tactics, tools, and/or procedures resulting from the work required by this SOW or other Government task efforts, and/or working as a team to perform analysis as well as technical tasks and contingency activities in concert.  Any concerns about possible disclosure of company proprietary data should be brought to the TTM.   

12.2 Technology Refresh.  The nature of CND analysis requires continual technology refresh.  The contractor must continually train personnel to maintain current skills in new versions of operating systems and applications.   The contractor will assist the government in evaluating analysis tools.  Some of these tools include workflow applications, OLAP tools, and data mining tools.  In addition, a high degree of technical knowledge is required to conduct compromise analysis, countermeasure analysis, and virus support.  The contractor will provide formal training classes each year for each full time staff person.   In addition, the contractor will pursue alternative methods of training delivery to augment the formal training.  The contractor will also provide at least 4 one-day training sessions in specialized CND areas to the government and other DOD-CERT contractors when in the best interest of the government as directed by the TTM.   Creative delivery methods are encouraged.       

12.3 Analysis Challenge and Critical Skills.  This SOW requires “state-of-the-art” analysis.  Due to the number of reported events, huge volume of sensor data, diversity of sensors, sophistication of attackers, and breadth of DOD Information Superiority challenges, this SOW requires the best IA services available.   Junior staffers and trainees will not be able to accomplish the work effectively.   Intermediate level people are only partially effective requiring up to one year of training in the DOD-CERT before they become effective.   Incident handling and analysis staff members must have sufficient demonstrated network security experience on Windows and/or UNIX systems to understand and effectively communicate vulnerability and compromise issues.  They must have an understanding of TCP/IP networking including port/socket communications, tcpdump, and log file analysis.  Top-notch experts in the field will be challenged by this work.  

12.4 Use of Consultants.  Due to the unique nature of the work and “state-of-the-art” analysis, on occasion, DOD-CERT may find it necessary to call upon the expertise of technical experts from various and/or unique technology fields, academia, or non-governmental activities with special or critical knowledge that may contribute to the understanding, techniques or analysis that DOD-CERT may be required to perform.  As directed by the TTM, the contractor will be prepared to facilitate bringing this consultant expertise on to support above said activities whenever possible.  

12.5 Source code, object code & system documents.  All source code, object code & System documents developed in conjunction with the performance of this task will be the property of DISA.  The contractor shall not have any rights, claims or otherwise to any software developed under this Task Order.  The Government shall have Government purpose rights” which means the rights to-

Use, modify, reproduce, release, perform, display, or disclose technical data within the Government without restriction; and Release or disclose technical data outside the Government and authorize persons to whom release or disclosure has been made to use, modify, reproduce, release, perform, display, or disclose that data for United States government purposes.


a.  Identification of Possible Follow-on Work.  Follow-on work may include additional analysis services.  The DOD-CERT is prototyping some OLAP and Data Mining tools to increase the fidelity, effectiveness, and timeliness of strategic analysis.  Additional work may also include extending support for Computer Network Defense Service Provider Certification.   The DOD-CERT expects to be formally tasked to certify mission readiness of various CND functions across the Department sometime in the next year.  


b.  Identification of Potential Conflicts of Interest (COI).  The incumbent has an advantage in that the contractor is already familiar with many of the deliverables, amount of effort required, and to some extent he skill levels of the people required to provide these highly technical and specialized services.  To mitigate this advantage, the government will provide full and open access to all potential offerors including samples of some of the deliverables and walk-through tours provided the offeror has appropriate security clearances.  


c.  Identification of Non-Disclosure Requirements.  The contractor will not disclose operational data without consent of the TM.  Additional NDAs for specific projects are also required based on the specific tasks assigned.  

12.6 Packaging, Packing, and Shipping:
12.7 Inspection and Acceptance:
�





