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ORDER FOR SUPPLIES OR SERVICES
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SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$372,409.25

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

52939

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5013

2003Jan30

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0017

DAEMZ31210

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

ANNE (KAREN) KELLER

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

3160 FAIRVIEW PARK DRIVE

(DUNS:  043991108 TIN: 952043126)

FALLS CHURCH VA  22042

COMPUTER SCIENCES CORPORATION

QUANTITY

ORDERED/

ACCEPTED*

20.

HC1013

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL  62225-5406

N68566

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                

 2300 EAST DRIVE

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$372,409.25
	$372,409.25

	
	Information Assurance Support Services 

T&M - GCSS FOS SECURITY ENGINEERING AND TECHNICAL SERVICES SUPPORT AS IN ACCORDANCE WITH SOW DATED 02 JAN 2003 WHICH IS INCORPORATED BY REFERENCE.  PERIOD OF PERFORMANCE OF THIS ORDER IS FROM 31 JAN 03 THRU 30 JAN 04 AS IN ACCORDANCE WITH CSC PROPOSAL DATED 29 JAN 03 WHICH IS INCORPORATED BY REFERENCE. 

PURCHASE REQUEST NUMBER DAEMZ31210 


	

	
	
TOT MAX PRICE
	$372,409.25 

	
	
CEILING PRICE
	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	MIPR DAEMZ31210   $233,333.33 FY03 AVAILABLE FUNDS

                                      $139,075.92 FY03 SAF

FUNDS IN THE AMOUNT OF $139,075.92 ARE SUBJECT TO AVAILABILITY OF

FUNDS (SAF) IN ACCORDANCE WITH FAR 52.232-18  
	 

	  
	  
	  


CLAUSES INCORPORATED BY FULL TEXT 

Electronic invoices may be sent to:

invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228

Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
‘I ASSURE’ TASK ORDER (TO)  

STATEMENT OF WORK (SOW)

For the GCSS FoS
02 Jan 2003

	Contract Number:
	

	Order Number:
	

	Tracking Number:
	00139

	Previous Order Number:
	0008


1.  Points of Contact

2.  Order Title:  GCSS FoS Security Engineering and Technical Services Support

3.  Background:  One of the major elements in the successful waging of war is ensuring the flow of personnel and supplies to and from the battlefield throughout all phases of an operation (mobilization, deployment, engagement, sustainment, and redeployment).  In order to develop and sustain this flow, logistics commanders in the field need to have information that will allow them to understand both the tactical and logistics situation.  Currently, this is not easy for U.S. Forces due to a number of factors.  The most significant factor is the state of the art of logistics information systems, which tend to be “stove piped” systems developed in relative isolation.

Recognizing the need to provide commanders in the field with a better and more integrated source of logistics information, the Defense Information Systems Agency (DISA), with guidance from the Joint Logistics Staff, has initiated an effort to develop the GCSS.  The GCSS will provide an integrated view of the services and agencies logistics situation.  This is being accomplished through the addition of GCSS segments consisting of Common Operational Picture – Combat Support Enhanced (COP-CSE) and the GCSS Portal.

The GCSS FoS requires a network-centric security certification and accreditation process that views the GCSS as a system-of-systems. The DODI 5200.40, Defense Information Technology Security Certification and Accreditation Process provides the certification and accreditation model. Security must be addressed from the DOD Defense In Depth taking into consideration existing service and agency protect and detect products, techniques and procedures, and ensure availability, compatibility and interoperability of the GCSS resources across a heterogeneous network environment.  

4.  Objectives: The objective of this Task Order (TO) is to provide security engineering and technical security support to the Center for Information Assurance Engineering (CFIAE), Applications Engineering Division with policy and engineering activities to update and maintain the GCSS FoS Overarching System Security Authorization Agreement (SSAA), which contains the GCSS FoS Overarching Security Policy and Security Requirements.  Additionally, the GCSS Community Migration Process will be implemented and maintained.  The GCSS derived its requirements from the GCSS Capstone Requirements Document (Draft), 03 January 1999, J4, Logistics Information Systems Directorate (currently in JROC review); and the Joint Staff, Logistics Information Systems Division, Validation Approval of Mission Need Statement (MNS) for Global Combat Support System, 10 September 1997, signed by Director of the Joint Staff.

5.  Scope:  The contractor shall provide security engineering, technical security policy, and program support services.
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Security Policy, Security Requirements, and Security Engineering Support

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management 

6.1.1
Subtask 1 – Integration Management Control Planning                                                                                 
Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2   Subtask 2 - TO Management. 

The Contractor shall prepare a Monthly Status Report monitoring the quality assurance, progress/status reporting, and program reviews applied to each task in this TO (as appropriate to the specific nature of the SOW). At a minimum this data shall include:

· The project task schedule showing any proposed changes, the reasons for the changes, and the potential impact on the TO.

· Descriptions of activities and deliverables during the current month for the TO.  The description shall include problem definitions and recommendations for program resolutions.

· Exercise and site support, trip reports, technical visits, technical reports, user/developer training, and related results.

· Planned activities for the next reporting period including technical data to be submitted.

· Personnel reassignment impacting contract work.

· Costs incurred by the task.  This section shall include a summary of the planned costs on a monthly basis and the actual costs incurred.  The contractor in the project schedule/impact section mentioned above shall explain deviations from the planned expenditures.

Task 1 Deliverables:

Monthly Progress, Status & Management Report


6.2
Task 2 – Security Policy, Security Requirements, and Security Engineering Support

6.2.1
Subtask 1:  System Security Authorization Agreement

The contractor shall update and maintain the Tier I level GCSS FoS System Security Authorization Agreement (SSAA). This overarching document includes the GCSS FoS Security Policy and Security Requirements for service and agency contributions (data, resources, etc). The contractor shall implement a GCSS FoS Integration Criteria and Approval Process (ICAP) where services and agencies can provide additional networked resources to the GCSS FoS in a consistent and protected manner.

At the Tier II level, the SSAA, the ICAP, and the Security Policy will address the addition of a classified processing capability.  In order to bring the classified and unclassified arenas together, Tier III level documentation will discuss the connecting of systems/networks that process information at different classification levels.


Subtask 1 Deliverables:
GCSS FoS System Security Authorization Agreement (update) (including Security Requirements)





GCSS FoS Integration Criteria and Approval Process (formerly Community Connection Process) (update)





GCSS FoS Security Policy (update)





Update and Maintain Tier II level GCSS FoS Integration Criteria and Approval Process





Update and Maintain Tier II level GCSS FoS System Security Authorization Agreement (SSAA) (including Security Requirements)





Update and Maintain Tier II level GCSS FoS Security Policy





Prepare Tier III documentation - bridge between classified and unclassified environments– including guard technology:






Tier III GCSS FoS Security Policy






Tier III GCSS FoS Integration Criteria and Approval Process






Tier III System Security Authorization Agreement (SSAA) (including Security Requirements)

6.2.2
Subtask 2:  GCSS FoS Security Engineering and Implementation Support  
The contractor shall document a security architecture that considers current and emerging technologies supporting legacy and evolving GCSS FoS networked applications.  This architecture shall include and not be limited to technologies and techniques such as DOD PKI certificates, ID/Password authentication, authorization, and secure socket layer, and central registration capabilities to all GCSS applications.  The contractor shall provide technical representation to attend GCSS FoS Secuirty Working Group meetings and ad hoc security meetings.  A Security Requirements database library shall be developed so that developers and DAAs will have access to all security requirements governing the processing of classified and unclassified information, compartmented information, and network connection requirements.  The contractor should also be able to provide secure integration support for the GCSS FoS family members.  

Subtask 2 Deliverables: 
GCSS FoS Security Architecture Document

Technical White Papers and Presentations

Meeting  Minutes


Security Working Group/Conference Support 

6.2.3 Subtask 3:  GCSS Security Accreditation Documentation

The contractor shall update the GCSS FoS Security Accreditation documentation to maintain currency with the evolving mission requirements and as-implemented architecture.  The GCSS Security Accreditation Documentation will include matrices of the service and agency contributions security status.

Subtask 3 Deliverables:
Community Contribution Accreditation status of FoS Members -Database
Security Requirements Database Library





Risk Assessment 





Data Aggregation White Paper (optional)

7.  
Place of Performance:  This task order shall be performed at the contractor site.  The TTM will identify travel to support this task order. 

8.  
Period of Performance:   The period of performance is for one year from date of award.

9.
Deliverable/Delivery Schedule:

	SOW Task#
	Deliverable Title
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Monthly Progress Report
	15th working day of month
	1
	Standard
	Monthly, on 15th workday

	6.2.1
	Update Overarching GCSS FoS System Security Authorization Agreement (including Security Requirements)
	Draft 120 working days after notification from TOM.

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 120 working days from TOM notification

Final – 14 days after receipt of Government review comments

	6.2.1
	Update GCSS FoS Integration Criteria and Approval Process
	Draft –120 working days from TOM notification.

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 120 working days from TOM notification

Final – 14 working days after receipt of Government review comments

	6.2.1
	Update GCSS FoS Security Policy
	Draft –120 working days from TOM notification.

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 120 working days from TOM notification

Final – 14 working days after receipt of Government review comments

	6.2.1
	Update and Maintain Tier II level GCSS FoS Integration Criteria and Approval Process
	Draft – 90 working days from TOM notification

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft –90 working days from TOM notification 

Final – 14 working days after receipt of Government review comments

	6.2.1
	Update and Maintain Tier II level GCSS FoS System Security Authorization Agreement (including Security Requirements)
	Draft – 90 working days from TOM notification

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft –90 working days from TOM notification

Final – 14 working days after receipt of Government review comments

	6.2.1
	Update and Maintain Tier II level GCSS FoS Security Policy
	Draft – 90 working days from TOM notification

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft –90 working days from TOM notification

Final – 14 working days after receipt of Government review comments

	6.2.1
	Prepare Tier III GCSS FoS Security Policy
	October 2003
	1
	Standard
	Draft – October 2003

Final – 14 working days after receipt of Government review comments

	6.2.1
	Prepare Tier III GCSS FoS ICAP
	October 2003
	1
	Standard
	Draft – October 2003

Final – 14 working days after receipt of Government review comments

	6.2.1
	Prepare Tier III SSAA (including Security Requirements)
	October 2003
	1
	Standard
	Draft – October 2003

Final – 14 working days after receipt of Government review comments

	6.2.2
	GCSS FoS Security Architecture Document
	March 2003
	1
	Standard
	Draft – March 2003

Final – 14 working days after receipt of Government review comments

	6.2.2
	Technical White Papers and Presentations
	5 working days 
	1
	Standard
	5 working days

	6.2.2
	Meeting Minutes
	5 working days after completion of event
	1
	Standard
	5 working days

	6.2.2
	Security Working Group/Conference Support
	As necessary
	N/A
	N/A
	As necessary

	6.2.3
	Community Contribution Accreditation Status of FoS Members (Database)
	February 2003
	1
	Standard
	Draft – February 2003

Final – 14 working days after receipt of Government review comments

	6.2.3
	Security Requirements Database Library
	Draft –150 working days from TOM notification

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 150 working days from TOM notification

Final – 14 working days after receipt of Government review comments

	6.2.3
	Risk Assessment
	October 2003
	1
	Standard
	Draft – October 2003

Final – 14 working days after receipt of Government review comments

	6.2.3
	Data Aggregation White Paper (Optional)
	N/A
	1
	Standard
	N/A


Standard Distribution

· Documents shall be produced in Word format. Presentations shall be produced in PowerPoint format.

· 1 copy of the transmittal letter and the deliverable to the Primary TM and COR.

10.  Security:  The work to be performed is at the Secret level.  Personnel performing work under this TO must be eligible for a secret clearance.  The work to be performed and the products to be delivered under this contract shall be accomplished in accordance with the contract Security Classification Specification, DD Form 254, pertaining to this contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The government will provide access to the necessary documents pertaining to GCSS.

12.  Packaging, Packing, and Shipping:  See paragraph D.1 of the 'I Assure' Contract.

13.  Inspection and Acceptance:  See paragraph E.1 of the 'I Assure' Contract.

14.  Other Pertinent Information or Special Considerations:

14.1 Non-Disclosure Requirements.  The 'I Assure' contractor must provide a nondisclosure agreement when working with sensitive and/or proprietary information. 

14.2 Specific Expertise, Educational and Work Experience.  The contractor must possess expert knowledge in the DOD Certification and Accreditation Process.  The contractor must have support staff that possesses expertise and experience in securing enterprise wide networked resources.  The contractor must have knowledge of Executive Office and DOD security policy and implementers.

