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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this no-cost modification is to incorporate into the order revised SOW dated 06 May 03 (attached).  Incorporation of this

 revised SOW into the order makes the following changes to the order:

2.  The Primary Task Monitor is changed to:  Deborah Gary, Center for IA Capabilities, 5275 Leesburg Pike, Falls Church, VA 22041, phone

 703-882-1578, fax 703-882-2827, garyd@ncr.disa.mil

3. The deliverables are rearranged to better fit the planned effort as specified in the revised SOW.

4.  There are editorial changes in the attached SOW.

5.  The total of the order remains the same at $372,409.25.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

2

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

06-May-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5013-0017

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, Govt revised SOW dated 06 May 2003

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

02

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

06-May-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

COMPUTER SCIENCES CORPORATION

JODY CHRISTOPHER

3160 FAIRVIEW PARK DRIVE

FALLS CHURCH VA 22042-4516

FACILITY CODE

52939

CODE

kellera@scott.disa.mil

EMAIL:

618-229-9504

TEL:

ANNE (KAREN) KELLER / CONTRACT SPECIALIST


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

(End of Summary of Changes) 

‘I ASSURE’ TASK ORDER (TO)  

STATEMENT OF WORK (SOW)

For the GCSS FoS

06 May 2003

Prime Contract DCA200-00-D-5013 Under the overall technical direction of the CSC ‘I Assure’ Program Manager and as specified in CSC proposal for Task Order # 017, Corbett Technologies, is to perform the services listed below in support of Task Order # 017, GCSS FoS Security Engineering and Technical Services Support task, as specified below.  Corbett is not authorized to deviate from this SOW without written concurrence of the CSC Subcontracts Administrator.

	Contract Number:
	

	Order Number:
	

	Tracking Number:
	00139

	Previous Order Number:
	0008


1.  Points of Contact

2.  Order Title:  GCSS FoS Security Engineering and Technical Services Support

3.  Background:  One of the major elements in the successful waging of war is ensuring the flow of personnel and supplies to and from the battlefield throughout all phases of an operation (mobilization, deployment, engagement, sustainment, and redeployment).  In order to develop and sustain this flow, logistics commanders in the field need to have information that will allow them to understand both the tactical and logistics situation.  Currently, this is not easy for U.S. Forces due to a number of factors.  The most significant factor is the state of the art of logistics information systems, which tend to be “stove piped” systems developed in relative isolation.

Recognizing the need to provide commanders in the field with a better and more integrated source of logistics information, the Defense Information Systems Agency (DISA), with guidance from the Joint Logistics Staff, has initiated an effort to develop the GCSS.  The GCSS will provide an integrated view of the services and agencies logistics situation.  This is being accomplished through the addition of GCSS segments consisting of Common Operational Picture – Combat Support Enhanced (COP-CSE) and the GCSS Portal.

The GCSS FoS requires a network-centric security certification and accreditation process that views the GCSS as a system-of-systems. The DODI 5200.40, Defense Information Technology Security Certification and Accreditation Process provides the certification and accreditation model. Security must be addressed from the DOD Defense In Depth taking into consideration existing service and agency protect and detect products, techniques and procedures, and ensure availability, compatibility and interoperability of the GCSS resources across a heterogeneous network environment.  

4.  Objectives: The objective of this Task Order (TO) is to provide security engineering and technical security support to the Center for Information Assurance Engineering (CFIAE), Applications Engineering Division with policy and engineering activities to update and maintain the GCSS FoS Overarching System Security Authorization Agreement (SSAA), which contains the GCSS FoS Overarching Security Policy and Security Requirements.  Additionally, the GCSS Community Migration Process will be implemented and maintained.  The GCSS derived its requirements from the GCSS Capstone Requirements Document (Draft), 03 January 1999, J4, Logistics Information Systems Directorate (currently in JROC review); and the Joint Staff, Logistics Information Systems Division, Validation Approval of Mission Need Statement (MNS) for Global Combat Support System, 10 September 1997, signed by Director of the Joint Staff.

5.  Scope:  The contractor shall provide security engineering, technical security policy, and program support services.
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Security Policy, Security Requirements, and Security Engineering Support

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management 

6.1.1
Subtask 1 – Integration Management Control Planning                                                                                 
Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2   Subtask 2 - TO Management. 

The Contractor shall prepare a Monthly Status Report monitoring the quality assurance, progress/status reporting, and program reviews applied to each task in this TO (as appropriate to the specific nature of the SOW). At a minimum this data shall include:

· The project task schedule showing any proposed changes, the reasons for the changes, and the potential impact on the TO.

· Descriptions of activities and deliverables during the current month for the TO.  The description shall include problem definitions and recommendations for program resolutions.

· Exercise and site support, trip reports, technical visits, technical reports, user/developer training, and related results.

· Planned activities for the next reporting period including technical data to be submitted.

· Personnel reassignment impacting contract work.

· Costs incurred by the task.  This section shall include a summary of the planned costs on a monthly basis and the actual costs incurred.  The contractor in the project schedule/impact section mentioned above shall explain deviations from the planned expenditures.

Task 1 Deliverables:

Monthly Progress, Status & Management Report

6.2
Task 2 – Security Policy, Security Requirements, and Security Engineering Support

6.2.1
Subtask 1:  System Security Authorization Agreement

The contractor shall update and maintain the Tier I level GCSS FoS System Security Authorization Agreement (SSAA). This overarching document includes the GCSS FoS  Security Requirements for service and agency contributions (data, resources, etc). The contractor shall implement a GCSS FoS Security Policy and Integration Criteria and Approval Process (ICAP) where services and agencies can provide additional networked resources to the GCSS FoS in a consistent and protected manner.

At the Tier II level, the SSAA, the ICAP, and the Security Policy will address the addition of a classified processing capability.  In order to bring the classified and unclassified arenas together, Tier III level documentation will discuss the connecting of systems/networks that process information at different classification levels.


Subtask 1 Deliverables:
GCSS FoS System Security Authorization Agreement (update) (including Security Requirements)





GCSS FoS Integration Criteria and Approval Process (formerly Community Connection Process) (update to include Tiers I, II, and III)





GCSS FoS Security Policy (update to include Tiers I, II, and III)





Update and Maintain Tier II level GCSS FoS System Security Authorization Agreement (SSAA) (including Security Requirements)





Prepare Tier III documentation - bridge between classified and unclassified environments– including guard technology:






Tier III System Security Authorization Agreement (SSAA) (including Security Requirements)

6.2.2
Subtask 2:  GCSS FoS Security Engineering and Implementation Support  
The contractor shall document a security architecture that considers current and emerging technologies supporting legacy and evolving GCSS FoS networked applications.  This architecture shall include and not be limited to technologies and techniques such as DOD PKI certificates, ID/Password authentication, authorization, and secure socket layer, and central registration capabilities to all GCSS applications.  The contractor shall provide technical representation to attend GCSS FoS Security Working Group meetings and ad hoc security meetings.  A Security Requirements database library shall be developed so that developers and DAAs will have access to all security requirements governing the processing of classified and unclassified information, compartmented information, and network connection requirements.  The contractor should also be able to provide secure integration support for the GCSS FoS family members.  

Subtask 2 Deliverables: 
GCSS FoS Security Architecture Document

Technical White Papers and Presentations

Meeting  Minutes


Security Working Group/Conference Support 

6.2.3 Subtask 3:  GCSS Security Accreditation Documentation

The contractor shall update the GCSS FoS Security Accreditation documentation to maintain currency with the evolving mission requirements and as-implemented architecture.  The GCSS Security Accreditation Documentation will include matrices of the service and agency contributions security status.

Subtask 3 Deliverables:
Community Contribution Accreditation status of FoS Members -
Security Requirements Database Library





Risk Assessment 





Data Aggregation White Paper (optional)

7.  
Place of Performance:  This task order shall be performed at the contractor site.  The TM will identify travel to support this task order. 

8.  
Period of Performance:   See Funding Sheet.

9.
Deliverable/Delivery Schedule:

	SOW Task#
	Deliverable Title
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Monthly Progress Report
	15th working day of month
	1
	Standard
	Monthly, on 15th workday

	6.2.1
	Update Overarching GCSS FoS System Security Authorization Agreement (including Security Requirements)
	Draft 120 working days after notification from TM.

Final 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 120 working days from TM notification

Final – 14 days after receipt of Government review comments

	6.2.1
	Update GCSS FoS Integration Criteria and Approval Process to include Tiers I, II, and III – 1st DRAFT
	 1st DRAFT due to TM 30 working days after TM notification
	1
	Standard
	1st DRAFT due to TM 30 working days after TM notification

	6.2.1
	Update GCSS FoS Integration Criteria and Approval Process to include Tiers I, II, and III – 2nd DRAFT
	2nd DRAFT due no earlier than 30 working days after comments received from TM
	
	
	2nd DRAFT due no earlier than 30 working days after comments received from TM.  2nd DRAFT sent to GCSS FoS SWG members for review and comment.

	6.2.1
	GCSS FoS Integration Criteria and Approval Process to include Tiers I, II, III – Version 1
	Version 1 due 120 working days after TM notification 
	
	
	Version 1 due 120 working days after TM notification for delivery to Joint Staff

	6.2.1
	Update GCSS FoS Security Policy to include Tiers I, II, and III – 1st DRAFT
	1st DRAFT due to TM 30 working days after TM notification
	1
	Standard
	1st DRAFT due to TM 30 working days after TM notification

	6.2.1
	Update GCSS FoS Security Policy to include Tiers I, II, and III – 2nd DRAFT
	2nd DRAFT due no earlier than 30 working days after comments received from TM.  
	
	
	2nd DRAFT due no earlier than 30 working days after comments received from TM.  2nd DRAFT sent to GCSS FoS SWG members for review and comment.

	6.2.1
	Update GCSS FoS Security Policy to include Tiers I, II, and III – Version 1
	Version 1 due 120 working days after TM notification 
	
	
	Version 1 due 120 working days after TM notification for delivery to Joint Staff

	
	
	
	
	
	

	6.2.1
	Update and Maintain Tier II level GCSS FoS System Security Authorization Agreement (including Security Requirements)
	Draft – 90 working days from TM notification

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft –90 working days from TM notification

Final – 14 working days after receipt of Government review comments

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	6.2.1
	Prepare Tier III SSAA (including Security Requirements)
	October 2003
	1
	Standard
	Draft – October 2003

Final – 14 working days after receipt of Government review comments

	6.2.2
	GCSS FoS Security Architecture Document
	Draft –90 working days from TM notification

Final – 14 working days after receipt of Government review comments 
	1
	Standard
	Draft –90 working days from TM notification

Final – 14 working days after receipt of Government review comments

	6.2.2
	Technical White Papers and Presentations
	5 working days after TM notification
	1
	Standard
	5 working days

	6.2.2
	Meeting Minutes
	5 working days after completion of event
	1
	Standard
	5 working days

	6.2.2
	Security Working Group/Conference Support
	As necessary
	N/A
	N/A
	As necessary

	6.2.3
	Community Contribution Accreditation Status of FoS Members
	Draft-120 working days from TM notification

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft –  120 working days from TM notification

Final – 14 working days after receipt of Government review comments

	6.2.3
	Security Requirements Database Library
	Draft –150 working days from TM notification

Final – 14 working days after receipt of Government review comments
	1
	Standard
	Draft – 150 working days from TM notification

Final – 14 working days after receipt of Government review comments

	6.2.3
	Risk Assessment
	October 2003
	1
	Standard
	Draft – October 2003

Final – 14 working days after receipt of Government review comments

	6.2.3
	Data Aggregation White Paper (Optional)
	N/A
	1
	Standard
	N/A


Standard Distribution

· Documents shall be produced in Word format. Presentations shall be produced in PowerPoint format.

· 1 copy of the transmittal letter and the deliverable to the Primary TM and COR.

10.  Security:  The work to be performed is at the Secret level.  Personnel performing work under this TO must be eligible for a secret clearance.  The work to be performed and the products to be delivered under this contract shall be accomplished in accordance with the contract Security Classification Specification, DD Form 254, pertaining to this contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The government will provide access to the necessary documents pertaining to GCSS.

12.  Packaging, Packing, and Shipping:  See paragraph D.1 of the 'I Assure' Contract.

13.  Inspection and Acceptance:  See paragraph E.1 of the 'I Assure' Contract.

14.  Other Pertinent Information or Special Considerations:

14.1 Non-Disclosure Requirements.  The 'I Assure' contractor must provide a nondisclosure agreement when working with sensitive and/or proprietary information. 

14.2 Specific Expertise, Educational and Work Experience.  The contractor must possess expert knowledge in the DOD Certification and Accreditation Process.  The contractor must have support staff that possesses expertise and experience in securing enterprise wide networked resources.  The contractor must have knowledge of Executive Office and DOD security policy and implementers.
15.  Reports: Corbett will submit, to the CSC ‘I Assure’ Program Manager, weekly/monthly reports and other such deliverables in accordance with the requirements set forth in this SOW and/or directed by the Government via CSC.  Corbett will also submit to the CSC ‘I Assure’ Program Manager a weekly report identifying hours worked on the task

16.  Payment Instructions: All invoices shall be sent to the following address:

Original to: 




Copy to:
Computer Sciences Corporation


Computer Sciences Corporation

Accounts Payable



Program Control

45245 Business Court



8613 Lee Highway

Sterling, VA 20166



Fairfax, VA 22031

M/C 411




Attn:  R.T. Williams

Corbett Technologies agrees to the above tasking, hours, categories, and labor dollars as noted in this Task Order #016 and Statement of Work for Corbett Technologies.
______________________________________

 Corbett Technologies/ Date






