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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purposes of this modification are as folows:

    (1) To incorporate the attached  revised Statement of Work dated 08 March 2004 and to incorporate by reference TASC's revised

 proposal dated 09 March 2004 into the task order.

    (2) To add FAR clause 52.228-3, Workers' Compensation Insurance (Defense Base Act) into the task order.  

b.  The total order amount remains unchanged at $2,447,012.01 and the period of performance remains unchanged as 22 February 2003

 through 31 July 2004.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

12

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

10-Mar-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5019-0018

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of TASC 09 March 2004 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

06

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

10-Mar-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

TASC INC

55 WALKERS BROOK DRIVE

READING MA 01867-3297

JOSEPH D'AGOSTINO

FACILITY CODE

4A457

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION H - SPECIAL CONTRACT REQUIREMENTS 

The following have been added by full text: 

52.228-3     WORKERS' COMPENSATION INSURANCE (DEFENSE BASE ACT) (APR 1984)

The Contractor shall (a) provide, before commencing performance under this contract, such workers' compensation insurance or security as the Defense Base Act (42 U.S.C. 1651, et seq.) requires and (b) continue to maintain it until performance is completed.  The Contractor shall insert, in all subcontracts under this contract to which the Defense Base Act applies, a clause similar to this clause (including this sentence) imposing upon those subcontractors this requirement to comply with the Defense Base Act. 

(End of clause)

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW DATED 08 MAR 2004
‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
As of:  08 March 2004  
	Contract Number:
	DCA200-00-D-5019

	Order Number:
	0018

	Tracking Number:
	IA142

	Previous Order Number:
	DCA200-00-D-5019/0013


1.  Points of Contact:


a.  Primary Task Monitor (TM):

	Name:
	

	Organization:
	Chief, JTF-CNO ATU

	Address:
	JTF-CNO, Bldg. 12, 701 Courthouse Rd, Arlington, VA 22204-2199

	Phone No.:
	

	Fax No:
	

	Internet Address:
	



b.  Alternate Task Monitor (ATM):

	Name:
	

	Organization:
	JTF-CNO ATU

	Address:
	JTF-CNO, Bldg. 12, 701 Courthouse Rd, Arlington, VA 22204-2199

	Phone No.:
	

	Fax No :
	

	Internet Address:
	


2. Order Title: Joint Task Force for Computer Network Operations (JTF-CNO) Advanced Technology Unit (ATU) Analysis and Technical Support.
3. Background: The JTF-CNO is an operational JTF reporting to United States Strategic Command (USSTRATCOM) for the defense of all Department of Defense (DoD) computer networks.  JTF-CNO coordinates and directs responses to intrusions and attacks into the command, control, communications and computer systems of combatant commands, Services and DoD Agencies (C/S/A). JTF-CNO reached Initial Operational Capability (IOC) 30 Dec 1998 and achieved Full Operational Capability (FOC) 30 Jun 1999.  
JTF-CNO leverages existing IT infrastructure by utilizing intrusion detection system (IDS) and network monitoring capabilities resident at the unified commands, components, services, and DoD/non-DoD agencies.  JTF-CNO correlates and analyzes all-source intelligence, counter intelligence (CI), network monitor / performance data, IDS data, law enforcement and operations information to provide CJTF-CNO an integrated picture of daily Defense Information Systems Network (DISN) status and emergent computer/network incident details.  Domains of responsibility include NIPRNET, SIPRNET, and JWICS.

With this correlated information and reporting from service components, JTF-CNO assesses network and military operational impacts; identifies courses of action that mitigate, recover and restore network services; prepares plans to execute corrective measures; and coordinates implementation and follow-up of approved actions with appropriate DoD and non-DoD organizations.  JTF-CNO has TACON directive authority over the four military service CND components and the DISA GNOSC.

The Advanced Technology Unit (ATU) was created in March 2002 with the intent of providing the JTF-CNO with “world-class” analytical, technical, forensics and computer network laboratory capabilities and facilities to explore, discover, and improve the JTF-CNO’s support to the combatant commands, services, and agencies.  To this end, the ATU has developed a test, evaluation and development activity; facilitates the capability to demonstrate and test CNO systems; performs high-end computer forensics, technical analysis and visualization in support of CNO activities; and develops unique or specialized network engineering solutions and systems as may be required.

3.1 Authority.  Unified Command Plan (UCP) 99 formally transferred responsibility for Presidential Decision Directive (PDD) 63 from the Secretary of Defense to the United States Commander in Chief, Strategic Command (USCINCSTRAT).  USCINCSTRAT was tasked with the Computer Network Operations (CNO) mission 1 Oct 2002. Operationally, CJTF-CNO reports to the Commander, United States Strategic Command.
4. Objectives.  Provide analytical, technical, forensic, prototype development, and computer network laboratory expertise in support of the ATU in its support mission to the JTF-CNO.  

5. Scope.  The contractor shall provide personnel with the sufficient skills, experience, and security clearances to support the ATU in the full scope of its mission for the term of this contract.  Starting date of this effort is 21 February 2003. 
6.   Specific Tasks:
6.1  
Task 1 – Contract-Level and Task Order Management
6.1.1
Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this Statement of Work (SOW).  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order (TO) level.  Provide centralized administrative, clerical, documentation and related functions.  

6.1.2  Subtask 2 – TO Management and Reporting.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The following meetings/reports are required: 

· Contractor management personnel will meet weekly with the government task monitor to discuss activities, identify resource issues, and clarify priorities.

· The contractor will provide a monthly status report monitoring the quality assurance, progress/status reporting and program reviews applied to the TO.  Within the monthly status report, the contractor shall provide the following information:  sub-tasks worked, hours expended by labor category and costs by labor category.  The contractor will document its accounting procedures for tracking labor hours.

· The contractor and the government will hold an initial Technical Interchange Meeting (TIM) within 15 days after contract award for the purpose of reviewing requirements and establishing firm dates for the Contract Deliverable Requirements List (CDRL).  

· The contractor shall prepare a Plan of Accomplishment (POA) that will address any changes made at the TIM and serve as the vehicle for establishing firm dates for incremental deliverables.  

· The contractor will deliver quarterly progress reviews, which will include expected tasks for the next quarter. 

6.2  Task 2 –  Operational Analytical Support.   The contractor shall conduct technical and forensic analysis of computer and computer-related data in support of the JTF-CNO.  This Task includes the following activities:

· Development and documentation of technical and forensic analysis methodologies, SOPs and processes.

· Use and evaluation of analytical tools, including tools for text search, visualization, data manipulation, language translation, image management, and other tools as required for this task.   

· Technical and forensic analysis of computer file and disk images potentially containing intelligence, law enforcement or foreign data.  

· Coordination with intelligence, counterintelligence, homeland security, and law enforcement organizations.  

· Language translation and analysis.  

6.3  Task 3 – Network Engineering.  The contractor shall engineer, develop and document experimental, training, test, demonstration, and operational networks to support the requirements of the ATU.  This Task includes the following activities:

· Management of all of the ATU-owned networks and devices in the Technology Integration Center Facility.

· Developing and documentation of processes, procedures, methodologies, Standing Operation Procedures (SOPs), and Concept of Operations (CONOPs) for network operations within the ATU. 
· Development and documentation of architectural network designs.

· Development of unique and specialized engineering solutions to a wide range of system and network requirements.
· Management and maintenance of all lab assets, to include software, hardware, documentation, network backup data, and security tools.  
· Evaluation and recommendation of network components, to include network devices, software, security tools, and other necessary hardware.  

6.4  Task 4 – Vulnerability Assessment Testing.  The contractor shall conduct vulnerability assessments and evaluate selected products for network defense, network attack, and information assurance capabilities.  This task includes the following activities: 

· Controlled use of network exploitation/penetration tools and technologies in support of testing, training, evaluation, and experimentation.   

· Management and maintenance of a library of exploits.

· Management and maintenance of vulnerability assessment tools.

· Conduct of sound, well-documented evaluations of commercial, academic, and government computer security tools, techniques, and products. 

· Developing and documenting processes, procedures, methodologies, Standing Operation Procedures (SOPs), and Concept of Operations (CONOPs) for network operations within the ATU. 
· Evaluation and recommendation of system security components, to include operating systems, applications, monitoring and maintenance tools, and security software.
6.5  Task 5 – System Engineering.   The contractor shall provide a wide range of system and software engineering support.  This task includes the following activities: 
· Support of ATU involvement in the development and management of key JTF-CNO databases, to include the Joint CERT Database (JCD), the Joint Threat Incident Database (JTID), the Law-Enforcement/Counterintelligence (LE/CI) database and the DoD-CERT Computer Incident Database (DoD-CID).

· Development and maintenance of software applications, prototypes, and interfaces required to support ATU operations, internal analysis and external users. This includes developing and maintaining user, administrator, security, and architecture documentation.

· Research and recommendation of the proper tools, such as compilers, script languages, software packages, web tools, and databases for ATU software development efforts.

· Management and maintenance of a baseline/archive of all software, source code and scripts written within the ATU.

· Evaluation and recommendation of software packages in support of ATU administrative and management activities.

· Development and maintenance of the internal and external ATU Web pages.

· Analysis of “malware,” i.e., exploits, worms, viruses, Trojans, etc.   This includes the disassembly/reverse engineering and documentation of the suspect code.

· Support for the analysis, development, and maintenance of required databases and an integrated data management capability as directed by the TM/ATM.

6.6 Task 6 – Reports and Training.  Based on the information gathered as part of the tasks described above, the contractor will develop or assist with the development of a variety of reports and/or training sessions.  This Task includes:

· Development or support for the development of white papers, technical bulletins, research documents, reports, and presentations as directed by the TM/ATM.

· Deliver presentations on behalf of the ATU and the JTF-CNO.

· Development or support for the development of training curricula, documentation, and hand-outs for training courses as directed by the TM/ATM.   

· Perform training based on supplied or developed materials.  

· Presentations and training could include travel to sites outside the Greater Washington D.C. area.

6.7  Task 7 – Industry Outreach.  The contractor will be responsible for scheduling and coordinating the ATU Industry Outreach Program.  This Task includes the following activities: 

· Setting up regular vendor meetings (“Vendor Days”) and industry technology presentations (the “Speaker Series”). 

· Developing, setting up, and managing technical conferences.

· Participation in research and development (R&D) efforts. 

· Attendance at commercial or government conferences and meetings.

· Contracting with computer security specialists and other consultants for limited, specialized support to ATU programs and activities.

7.  Systems Engineering and Technical Assistance (SETA):  The objective of this task is to ensure that sufficient SETA labor is available for both anticipated and unanticipated tasks. The contractor shall provide SETA support for use as directed by the TM/ATM.  This support shall be performed within the context of this SOW or as modified.

8.  Place of Performance:  All tasks under this SOW shall be performed at the government site at the DARPA Technology Integration Center (TIC), 2110 Washington Boulevard, Arlington, Virginia and/or the JTF-CNO Headquarters located at 701 South Courthouse Road Arlington, Virginia except as directed by the TM/ATM.

9.  Period of Performance:  The period of performance is 365 days.

10.  Travel:  The contractor may be required to travel to support this contract.  Work shall be performed at Government and contractor sites within the Washington D.C. area as required by the TM/ATM.  This work will also require travel to other government and industry locations outside the Washington D.C. area.  Any additional travel outside the Washington, DC metropolitan area will only be conducted with prior coordination and approval of the TM/ATM.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy the travel requirements of several tasks.  For planning purposes, the following travel is anticipated:

· Various Government / Commercial Conferences and Meetings

· Routine Travel to government facilities in the Washington D.C. metro area

· Visits to Service CERTs / CNO Labs

· Training as Designated by the ATM / TM

· Other Travel as directed by the ATM / TM (overseas travel is a possibility)

11.  Deliverables:  The following deliverables are required:

	SOW Task #
	Deliverable Title
	CDRL / DID#
	Date Due
	Copies
	Distribution
	Frequency and Remarks

	6.1.1 / 6.1.2
	Monthly Status Report
	Contractor Format
	20th of each month after TO award
	1
	Paper and Electronic to TTM
	Monthly summary of Activities

	6.1.2
	Technical Interchange Meeting (TIM)
	Contractor Format
	15 days after TO award
	1
	Paper and Electronic to TTM
	Review of Plan of Accomplish-ment (POA)

	6.1.2
	Plan of Accomplish-ment (POA)
	Contractor format
	Draft 15 days after TIM; Final 30 Days
	1
	Paper and Electronic to TTM
	Once 15 days after award of TO

	6.2.1 / 6.3.1 / 6.4.1 / 6.5.1 
	Technical Papers, Briefings, and White Papers
	Government Directed Format
	1-21 working days after assigned 
	1
	Paper and Electronic to TTM
	Draft- 1-14 working Days

Final- 1-21 working Days


12.  Enhanced Skills Training.

a.  In the event the contractor would like to attend training which would provide benefit to the work being performed under this task order, the contractor may request the TM/ATM approve attendance on a case-by-case basis.  In the event the TM/ATM approves of the training request, the contractor will generally be responsible for paying all tuition, per diem and travel costs, but may bill the labor hours to attend to this task order.  

b.  If the government requires the contractor to augment the contractor’s required skills, then the government will pay for the cost of the training to include per diem and travel and the labor hours.  Generally, in this circumstance the government will develop the new requirement and work with the contractor in obtaining this training.

13.  Security:  All contractor personnel assigned to this task shall be U.S. citizens and possess at least Top Secret/SCI security clearances (or have the ability to receive this level of clearance within a short period of time).  The contractor task leader shall possess at least a Top Secret/SCI security clearance.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. ADP level I is required for all levels of information classification.  Unclassified reports prepared under this task order shall be marked For Official Use Only unless otherwise stated by the Task Officer. Highest level of security classification is US TS/SCI.  Additional compartments may be added as surveys and analysis reveals their necessity.  The project manager shall possess a TS/SCI security clearance.  The Contractor Engineering Support Team shall contain at minimum three engineers possessing TS/SCI security clearances.  

14.  Government-Furnished Equipment (GFE) / Government Furnished Information (GFI):  Government furnished equipment (GFE) and contractors acquired Government owned equipment should be used for this Statement of Work (SOW) under this delivery order.  Estimated equipment requirements are provided below.  A detailed list will be provided by the TM/ATM upon award of the contract.  

15.  Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required equipment to government installation and testing sites.

16.  Inspection and Acceptance:  Technology deliverables will comply with DoD Instruction 5200.40 DITSCAP and be accredited at the highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.

17.  Disposition of Products Generated Under this Task Order:  All reports, presentations, software, scripts, tools, technologies, and other products created by the contractor under this Task Order shall be solely owned by the government, to include unlimited government use rights, intellectual property rights, and dissemination rights.  

18.  Special Staffing Considerations:   

Cooperation / Coordination with other Contractors.  Within the provisions of this SOW, the contractor will work with DoD personnel and other contractor support to JTF-CNO to accomplish Government goals and objectives as effectively and efficiently as possible.  This may include but not be limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks.

Personnel Qualifications.  The contractor shall ensure that all contractor personnel assigned to this SOW shall have required technical and operational experience, security clearances and ability to operate, exercise, travel and deploy as part of JTF-CNO as required. 

Fly-Away Teams.  The contractor shall ensure that contractor personnel assigned to this SOW shall be prepared to deploy to alternate locations in support of JTF operations and participate in “Fly Away Teams” for crisis deployments on invitational travel order status at the direction of CJTF-CNO.  Deployment may include overseas areas deemed as “hazardous”.  The Government shall provide 24-hour advance notification prior to deployment.

OCONUS Travel.  The contractor is authorized by this SOW to travel outside the U.S. as required by the TM/ATM.

Crisis Workload.   The contractor ensure that contractor personnel are available to respond to an increased workload in the event of an exercise, crisis and contingency.  Staffing requirements may increase dramatically during such operations (typically for less than a three-week period).  Some contingencies and exercises may require 24x7 support.  

Identification of Potential Conflicts of Interest (COI).  At any point during the performance of the contract, if either the government or contractor perceive a conflict of interest, they are required to inform the other party for resolution.

Identification of Non-Disclosure Requirements.   All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.  For the purposes of this TO, all related customer information is classified no lower than Unclassified Controlled Information.

19. Additional Support.  As of 01Oct03, resources will be increased as stated below to complement existing service and tasking.  Malicious Code Engineer will be increased for two additional support.  Senior Network Systems Engineer will be increased for two additional support.

Malicious Code Engineering Support

The contractor shall provide Malicious Code Engineering service (two Senior Information Assurance Engineers) in support of tasking specifically stated in sections 6.4 and 6.5 of the NGIT TASC Statement of Work. 

6.4 Task 4 – Vulnerability Assessment Testing

· Management and maintenance of a library of exploits.

6.5 Task 5 – Systems Engineering

· Analysis of “malware,” i.e., exploits, worms, viruses, Trojans, etc.   This includes the disassembly/reverse engineering and documentation of the suspect code.

The service will support ongoing and growing need in the field of malicious code reverse engineering in identifying and analyzing various exploits, worms, virus, and other software code.

HoneyNet Engineering Support

The contractor shall provide one Senior Network Systems Engineer, one Network Systems Engineer, and required hardware in support of tasking specifically stated in sections 6.3 and 6.5 of the NGIT TASC Statement of Work.

6.3 Task 3 – Network Engineering

· Development of unique and specialized engineering solutions to a wide range of system and network requirements.

6.5 Task 5 – Systems Engineering

· Development and maintenance of software applications, prototypes, and interfaces required to support ATU operations, internal analysis and external users.  This includes developing and maintaining user, administrator, security, and architecture documentation.

This effort will develop, operationalize, and maintain a HoneyNet capability for the JTF-CNO.  Focus is to be on deployment and configuration options, integration of reporting into J-3 operational reporting channels, Threat Actor signature identification possibilities, and capturing malicious code for the purpose of developing operational countermeasures. 

Task is severable, based on reprioritization of the JTF-CNO J-3.

Deception Management Support

The contractor shall provide two senior scientists and associated development, testing, integration, and training personnel required to develop, test, and train an agent-based attack prediction, deception management, and sensing prototype tool specifically supporting tasking stated in sections 6.3 and 6.5 of the NGIT TASC Statement of Work.

6.3 Task 3 – Network Engineering

· Development of unique and specialized engineering solutions to a wide range of system and network requirements.

6.5 Task 5 – Systems Engineering

· Development and maintenance of software applications, prototypes, and interfaces required to support ATU operations, internal analysis and external users.  This includes developing and maintaining user, administrator, security, and architecture documentation.

This effort will continue to extend the work in Adaptive Network Intrusion Defense model by prototyping and implementing the effort to leverage the evolutionary computation models of the intruder behavior

(End of Summary of Changes) 

