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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this modification is to incorporate by reference into this order Veridian proposal modification dated 17 Jun 03 which was

 submitted in response to revised SOW dated 22 May 03 which is incorporated by reference.

2.  The total of the order is changed from $1,667,634.00 to $1,843,561.00, an increase of $175,927.00

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

2

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

21-Aug-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5020-0016

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, Veridian proposal modification dated 17 Jun 03

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

21-Aug-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

VERIDIAN INFORMATION SOLUTIONS INC

10560 ARROWHEAD DRIVE

FAIRFAX VA 22030-7305

SHARON RATCLIFF

FACILITY CODE

5R365

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $175,927.00 from $1,667,634.00 to $1,843,561.00. 

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0001 

                The unit price amount has increased by $175,927.00 from $1,667,634.00 to $1,843,561.00. 

                The total cost of this line item has increased by $175,927.00 from $1,667,634.00 to $1,843,561.00. 

SECTION G - CONTRACT ADMINISTRATION DATA 

Accounting and Appropriation 

Summary for the Payment Office 

        As a result of this modification, the total funded amount for this document was increased by $175,927.00 from $1,667,634.00 to $1,843,561.00. 

CLIN 0001: 

        AA: 97X4930.5F20 000 C1013 0 068142 2F 255011 was increased by $175,927.00 from $1,667,634.00 to $1,843,561.00 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001                                DAEMZ32018                                                                $ 95,606.86

                                        DAEMZ42003                                                                $ 80,320.14 FY04 SAF

$80,320.14 ARE SUBJECT TO AVAILABILITY OF FUNDS IN ACCORDANCE WITH FAR 52.232-18

(End of Summary of Changes) 

Statement of Work For 2003 

Dtd 22 May 03

Contract Number:                 DCA200-00-D-5020

Order Number:                    0016

Tracking Number:                 00081

Previous Order Number:           DCA200-00-D-5020-0009

1. Points of Contact

2. Order Title:                  DoD CERT IA Watch Team

3. Background:

The Director, DISA, is charged with ensuring the Defense Information Infrastructure (DII) contains adequate protection against attack. The focal point for this function is the Global Network Operations and Security Center (GNOSC) located in DISA headquarters. Specifically the GNOSC's constituency includes CINCs, Services, Defense Agencies and Components, Joint Staff and Office of the Secretary of Defense. To provide operational INFOSEC support to the Defense community, the Director, DISA, has integrated the DoD CERT Information Assurance (IA) Watch Team with the GNOSC network management functions. The IA Watch Team provides direct support to

the DOD CERT and Joint Task Force for Computer Network Operations (JTF-CNO) for response and coordination of the computer security incidents affecting the Department of Defense, 24 hours a day, seven days a week.

4. Objectives:

Objective.

The purpose of this statement of work is to provide for information assurance integration into the GNOSC to maintain its 24x7 responses and restoral service to DOD Customers worldwide.

Compliance.

Common Operating Environment. All contractor designs, specifications, analysis and resolution support, and implementation shall be compliant with the COE and move the Standard Operating Environment (SOE) toward COE Compliance.

5. Scope:

Task Areas:

   * Task Area 2: Standards, Architecture, Engineering and Integration Support

   * Task Area 3: Solution Fielding/Installation and Operations

   * Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA

support

The contractor shall provide technical services, to include integration, installation, administration, operations and maintenance. The contractor shall prepare and give briefings, provide copies of the briefings and produce technical reports.

6. Specific Tasks:

6.1       Task 1 - Contract-Level and TO Management

Provide the technical and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Configuration Management, Work breakdown structuring and Human Engineering at the Contract level. Provide the centralized administrative, clerical, documentation and related functions. Duplication of Effort. Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW. Use/build upon work previously accomplished by the Government, the contractor, or other sources to the fullest extent practical.

6.1.1     Subtask 1 - Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions. Cooperation/Coordination with Other Contractors. There may be multiple contractors (i.e. from more than one contract vehicle/company) supporting OP5, Defense Enterprise Computing Centers (DECCs).  Regional Network Operations and Security Centers (RNOSCs), and other locations, tasked to work on the same or related activities. The contractor shall work with these other contractors as required to accomplish Government requirements, goals and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing of/coordinating information resulting from the work required by this SOW or pervious Government efforts, and/or working as a team to perform tasks/activities in concert.

6.1.2     Subtask 2 - TO Management.

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).

6.2       Contractor's Progress, Status and Management Reports

Conduct formal and informal progress reviews to inform the Government on overall program (DO) and project status, discuss any issues, and recommend courses of action pertaining to a SOW task. Conduct informal project reviews/briefings as required.  Either the contractor or Government may schedule informal reviews to review deliverables, address any issues, and/or review contract status CDRL TBD, Presentation Material, shall apply. The MSR shall also include but not be limited to the following information. A section for each SOW technical task and subtask, detailing the work accomplished under that task, status of the task, and plans and requirements for subsequent reporting periods (at a minimum for the next reporting period). The information placed in the appropriate section as called out in SOW paragraphs. An easily updateable, all encompassing spreadsheets/list of deliverables and formal reviews required under this contract/DO, their due dates, and their status to include manpower actual against projections, in tabular form. Any likely events or circumstances the contractor is aware of (e.g. lack of sufficient contractor personnel) that may substantially impact the contractor's performance, DOD security, the mission of DISA, and/or the mission of a DISA customer. Clearly identify in all sections of the MSR any required Government action that must occur, or GFE/GFI the contractor requires, to successfully completing any SOW task as specified. Any other information the contractor believes is relevant to supporting or improving mission performance.

6.2.1     Subtask1 – Program Overview/Review

Conduct a Program Overview within the first 2 weeks of DO award.  Present the information contained in the DO Management Plan, along with recommended changes to the original plan and other information and issues pertinent to the successful completion of the DO. CDRL TBD, Presentation Material, shall apply.  Conduct at least one formal Progress Review per quarter.  The first one shall occur roughly 60 calendar days after DO award.

6.2.2     Subtask2 - Procedure Analysis

Evaluation of the operational procedures for applicability, update to operational procedures, and identification for opportunities to improve mission support and automation of operations.

6.3       Technical Report - Study/Services

6.3.1     Subtask2 - Monthly Events Report

Provide a monthly report of computer security events/incident statistics including, at a minimum, a breakout of incident types, sites affected, aging, and the status of ongoing activities.

6.3.2     Subtask3 - Quarterly Incident Statistics

Provide a quarterly report of computer security events/incident statistics including, at a minimum, a breakout of incident types, sites affected, aging, and the status of ongoing activities.  This report replaces the Monthly Event Report when they coincide, but includes the information for the month when they coincide.

6.3.3     Subtask4 - Annual Statistics Report

Aggregation of events/incidents archived during the fiscal year.  Due on or before the close of business of the first Friday of the new calendar year.  Covers the previous fiscal year of event/incident statistics, workload metrics, significant operational improvements, and other operational applicable information.

6.4     IA Watch

The contractor shall manage and operate the DoD CERT IA Watch Team operations desk, 24-hours a day, 7 days a week, with augmentation by the Government on weekends. Staff the GNOSC Command Center's IA Watch Team operation's desk and receive requests from DOD customers on the re-establishment of the availability, integrity, confidentiality, and authenticity of the customer's portion of the Defense Information Infrastructure. This includes but is not limited to incident handling/triage, analysis and trends, anti-virus support questions, redirection to applicable security resources, and security vulnerability information dissemination.

6.4.1    Subtask2 - Sensor Grid Monitoring  

IA Watch Team works both to prevent security incidents by monitoring the health and welfare of the DOD sensor grid and facilitating access to DOD security products and services. For classified and unclassified computer networks monitor, record and report anomalous events and alerts from DISA managed near real-time sensors and established operational procedures for reporting of computer security incidents.

6.4.2    Subtask3 - Analysis of GIG 

The contractor will follow government guidance on analysis of the GIG using sensor data to correlate events and trend analysis of anomalous events identified through the monitoring of the sensor grid.  This includes but is not limited to determining port and protocol events and Internet Access Points (IAP) traffic anomalies at the level 1 and level 2 analysis processes defined by the government.  IA Watch Team works both to prevent security incidents by monitoring the health and welfare of the DOD sensor grid and facilitating access to DOD security products and services. 

6.4.3    Subtask4 - Incident Handling 

The contractor will follow government guidance on tracking, handling and reporting of computer incidents on the unclassified and classified networks for level 1 and level 2 of incident handling process defined by the government.  This includes but is not limited to triage of events, coordinating with COCOMs/Services/Agencies for gathering information on events and correlating the Internet Protocols (IP’s) addresses with government sensor data looking for other potential compromises.  Perform tracking of all reported security events/incidents and their resolution using the Government tracking system. The contractor will perform escalation and reporting of customer inputs following established DOD/JTF-CNO/GNOSC procedures. In addition, the GNOSC IA Watch helps to restore services after an incident has occurred by archiving relevant information, coordinating recovery efforts, and reporting status information to management.

6.4.4
    Subtask5 - Daily and Weekly Tasks 

The contractor will follow government guidance on the daily and weekly tasks needed to report, publish and coordinate with the GNOSC/JTF-CNO/DISA.  This includes but is not limited to daily computer network defense (CND) slides, assessments and reports, weekly trends of incidents, and security events across the DOD.

6.4.5
    Subtask6 -Reports 

The daily, weekly, quarterly and annual reports of security information affecting the DOD computer networks and the trends causing them.  The information contained in the reports includes but is not limited to incident trends, analysis of traffic patterns, vulnerability statistics, and malicious code trends and outbreaks.

6.4.6    Subtask7 -Triage of CND events 

This includes but is not limited to incident handling/triage, analysis and trends, anti-virus support questions, redirection to applicable security resources, and security vulnerability information dissemination. Where possible problem resolution will occur at the GNOSC Command Center, if this is not possible the request will be escalated in accordance with standard operation procedures. Provide and manage a complete, comprehensive team of highly qualified technical personnel, able to accomplish the tasks specified in this SOW in the operational environment described above. This includes, but not limited to, personnel aware of current technologies in information systems/network administration, computer security, intrusion detection systems, malicious code and anti-virus support, relational database administration/queries/reports, and integration of standard office automation tools.  The IA Watch Team also monitors public news sources for information that will be useful to customers in avoiding an incident. This includes searching for vulnerabilities inherent in Windows/NT and UNIX-based systems and the ability to identify and eradicate malicious code in PC-based classified and unclassified environments. IA Watch Team guides customers to several on-line INFOSEC resources, including, an anonymous FTP site for alerts and tools and DISA web pages to aide in the dissemination of vital INFOSEC information.

6.4.7  Subtask8 – IA Watch Functions for Contingency Operations 

The contractor shall be responsible for responding to an increased workload in the event of a contingency. Contingency support will be for Major Planned Exercises and for actual contingency operations. For exercise support, the contractor will provide one additional individual to assist with IA Watch operations desks tasks. For actual contingency operations, the staffing requirements may increase dramatically during a contingency typically for less than a three-week period. During the beginning of the contingency, it is expected that the contractor shall be prepared to augment staffing for the duration of any contingency in order not to impact the timeliness of other tasks, which may also be critical during a contingency. In the event of actual contingency operations, the contractor will present an augmentation staffing plan to the TTM for his approval. The plan will highlight any additional funding requirements above the current delivery order contract authorization.

6.5    Vulnerability Management and Reports

The contractor will conduct vulnerability analysis and vulnerability management support for the Department of Defense.  The contractor will review available sources of new and well-known vulnerabilities, shall identify candidate vulnerabilities and preliminary countermeasures and will support the Information Assurance Vulnerability Alert process.

6.5.1    Subtask2 - IAVA Software Compliance Technical Research

 

The contractor shall research and report on the applicability to published IAVM notices when industry software vendors publish software updates, rollup patches, service packs.  As new updates and patches are released for operating systems and applications, the contractor will track which previously identified vulnerability notices are corrected by the new release and which IAVM notices remain in effect for the OS or application.   This information will be furnished to the government in a clear concise format for dissemination to DoD customers.  This data will be updated frequently and reported to the government no less frequently than monthly.  

 

6.5.1.1 As new operating systems are requested to be added to the VMS Vulnerability Compliance Tracking System the contractor shall research all active IAVM notices to determine which notices apply to the requested operating system. The contractor shall conduct this research every time a new request is sent to the DoD CERT and provide a report documenting the results of the research within three working days.         

 

6.5.1.2 When a new IAVM notice is being processed for publication the contractor shall determine the applicability of the notice to each operating system listed in the VCTS.  This research will be conducted during the precoordination of the new IAVM notice.  The contractor shall provide a report identifying applicable operating systems within the timeframe of the precoordination suspense.  This is normally seventy-two hours, but may be as short as four hours based on the threat a vulnerability poses.  

 

6.5.1.3 The contractor shall create a report listing all patches identified in active IAVM notices.  The contractor shall provide the report to the government within 30 days of the award of the contract.  

6.5.2    IAVA Software Compliance Dissemination
The contractor shall develop content for a web-enabled solution for rapidly disseminating the information gathered in Subtask 6.5.1    

6.6       GIG Sensor Grid Evaluation and Modernization

Based upon the operational and technical experience with the GIG Sensor Grid gained through integration with the GNOSC, Regional CERTS/NOCs, Service CERTS/NOCs, the contractor shall provide technical and analytic support to the following GIG enhancement activities.

6.6.1     Sensor Deployment Strategy

The contractor shall provide transition support for the replacement/upgrade/integration of the 170 currently deployed network sensors to the approved appliance sensors.  To include no less than the implementation plan for replacement/upgrade/integration and deployment of the new sensors.  Also to develop the CONOPS for the sensor grid based on government requirements.

Due date:  Implementation plan 90 days past award; CONOPS 200 days past award

6.6.1.1
Develop and document Security Standard Operating Procedures for DOD-CERT personnel and RCERT personnel to follow when accessing the sensor grid. 

6.6.1.2
Map all current sensors to the Hub router immediately upstream to it and document suggestions for future placement of sensors in accordance with the implementation plan.

6.6.1.3
Architect an IDS solution that would work at a typical NIPRnet Hub router site. 

Provide emergency back-up technical support to the sensor grid management team 

when needed. This may include some programming in perl and shell scripting.
Working with the sensor grid management team, install/

troubleshoot an IDS management console in the GNOSC.

6.6.2

Sensor Grid High-Speed Detection 

6.6.2.1
Continually research commercially available solutions for high-speed detection

 (Gbps), providing a quarterly written report on findings.

6.6.2.2
Write a test plan for a high-speed detection solution that will test both the  

product capabilities with real world traffic and extrapolate metrics that will indicate throughput requirements of the high-speed intrusion detection system.

Oversee all necessary steps to pilot a high-speed detection solution at a gateway/core site. 

6.6.3     Network Integration Support

The contractor shall develop the requirements specifications and operations architecture needed by the INMS engineers to support the integration of current and future Service-controlled network sensors, such as the AFCERT ASIMS, ARMY REAL SECURE, MARINES REAL SECURE and NAVY REAL SECURE or other sensors into the INMS for display at both the Regional and GNOSC level.  The Operations Architecture will be developed to work with the INMS unit/services that will interface with the Services IDS management systems.  This solution shall encompass “health and welfare” of the sensor as well as an identification of that sensor’s coverage i.e. the IP range the sensor is watching compared with the total IP space owned and leased by DOD and broken down into community of interests defined by the government.  A solution passing IDS logging data via INMS is neither required nor desired in this subtask. 

Due date: draft 90/120/180 and final 200

7. Place of Performance:

Both Contractor and Government Offices.

8. Period of Performance:

Calendar days after TO award: 365 days

9. Deliverable/Delivery Schedule:

	SOW Task
	Deliverable Title
	CDRL#

And

DID#
	Due

Date
	Copies
	Distribution
	Frequency and                                                 Remarks

	6.1.2
	TO Management Plan
	Gov’t Supplied format /
	15 Calendar days after award
	3
	1-TTM,1-ATTM, 1-COR
	One time report

	6.2                                            
	Monthly Status Report
	Gov’t Supplied format /

DI-MGMT-80227               
	Calendar days after TO award: 30
	3                                                
	1-TTM,1-ATTM, 1-COR
	30 days after contract award and monthly thereafter.

	6.2.1        
	Program Review
	Gov’t Supplied format /

DI-A-3024A     
	15 Calendar                                         days after TO award: Quarterly
	3                                                                               
	1-TTM,1-ATTM, 1-COR
	15 days after contract award and quarterly thereafter.

10 April 03

10 July 03

10 Oct 03

9 Jan 04

	6.2.2        
	Procedures                                                  Analysis 
	Gov’t Supplied format /

DI-MISC-80508
	Calendar                                         days after TO award: 240
	3         
	1-TTM,1-ATTM, 1-COR
	One time report, due 30 days after completion of 180 days of contract performance.

	6.3.1                                         
	Monthly Events                                              Report 
	Gov’t Supplied format /

MISC-80508                                                                          
	Calendar                                                                        days after TO award: 5th of the month for previous month.
	3                                                                               
	1-TTM,1-ATTM, 1-COR
	30 days after contract award and monthly updates thereafter.

	6.3.2                                                                       
	Quarterly Incident                                                                        Statistics Report
	Gov’t Supplied format /

DI-MISC-80508
	Calendar                                                                        days after TO award: 60 – 10 days after quarter.
	3       
	1-TTM,1-ATTM, 1-COR 

Provide input to quarterly report in 
	60 days after contract award and quarterly thereafter.

10 April 03

10 July 03

10 Oct 03

9 Jan 04

 

	6.3.3                                          
	Annual Report
	Gov’t Supplied format
	New Calendar year 
	3                                                                               
	1-TTM,1-ATTM, 1-COR 
	Second Friday after the beginning of the new calendar year. 9 Jan 04

	6.5
	Vulnerability Management
	Gov’t Supplied format
	As Required
	3
	1-TTM,1-ATTM, 1-COR
	Gov’t Reports

	6.5.1
	Vulnerability Management Report
	Gov’t Supplied format
	30 days after mod for initial OS (Windows NT)

15 days subsequent for each additional OS
	3
	1-TTM,1-ATTM, 1-COR
	Gov’t Report defines the content to be presented to the community and updates must be provided not to exceed every 30 days

	6.5.1.1
	Vulnerability Reports on Operating Systems
	Gov’t Supplied format
	3 days after request
	3
	1-TTM,1-ATTM, 1-COR
	Web content required in format to integrate with existing DOD CERT web site

	6.5.1.2
	Vulnerability reports on operating systems for IAVM
	Gov’t Supplied format
	72 hours, but may be as short as 4 hours
	3
	1-TTM,1-ATTM, 1-COR
	Report the results of research

	6.5.1.3
	IAVM Patch listing
	Gov’t Supplied format
	30 days after contract award
	3
	1-TTM,1-ATTM, 1-COR
	Report of all patches listed in all IAVM

3 March 03

	6.5.3
	IAVA Software Compliance
	Gov’t Supplied format
	As Required
	3
	1-TTM,1-ATTM, 1-COR
	Web content required in format to integrate with existing DOD CERT web site 

	6.6
	Sensor Grid Evaluation & Modernization
	Gov’t Supplied format
	TBD
	1
	TBD
	TBD

	6.6.1
	Integrated GIG Sensor Grid Strategy
	Gov’t Supplied format
	Calendar days after award: Draft 2 weeks Final 4 weeks
	1
	1-TTM
	Draft 2 weeks past award/Final 4 weeks past award

	6.6.1.1
	Sensor Deployment Strategy
	Gov’t Supplied format
	Calendar days after award: 200 days
	1
	1-TTM
	90 days implementation plan past award, CONOPS 200 days after award

	6.6.1.2
	Develop Security SOPs

for the sensor grid 
	Gov’t Supplied format
	Calendar days

after award: 

Draft 90 days

Final 200
	2
	1-TTM, 1-COR
	Draft August 30, 2003 

Final December 31, 2003

	6.6.1.3
	Mapping current sensors to Upstream HUB router
	Gov’t Supplied format
	Calendar days after award:

Draft 120 

Final 210 
	2
	1-TTM, 1COR
	Draft September 30, 2003

Final December 31, 2003

	6.6.1.4
	Architect an

IDS solution for a Hub router location
	Gov’t Supplied format
	Calendar days

after award:

200
	2
	1-TTM, 1COR
	Final December 31, 2003

	6.6.2.1
	Quarterly Report on Commercially Available IDS Solutions
	Gov’t Supplied format
	Approx. Calendar days

after award:

120/210
	2
	1-TTM, 1-COR
	September 30, 2003, December 31, 2003.

	6.6.2.2
	High-Speed Detection Test Plan
	Gov’t Supplied format
	Calendar days

after award:

Draft 60

Final 90
	2
	1-TTM, 1-COR
	Draft – August 1,2003

Final – August 30, 2003

	6.6.3
	Visualization Solution
	Gov’t Supplied format
	Calendar days after award: 200 days
	1
	1-TTM
	200 days after award

	6.6.3
	Network Integration Support
	Gov’t Supplied format
	Calendar days after award: Draft 90/120/ 180 and final 200
	1
	1-TTM
	Draft 90/120/180 and final 200


10. Security:

Top Secret/SCI. Access to Information/Personnel Security Clearances. The clearance requirement for the DoD CERT IA Watch Team task is Top Secret/SCI. The clearance requirement for any off-site work on this task is Secret. The clearance requirement for the Program Manager, Task Manager and Deputy Task Manager for this effort is TOP SECRET/SCI. Other personnel, including subordinate contractors, supporting this task will be US citizens and shall possess current TOP SECRET/SCI clearances.

Contractor Generated Documents. Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities. Contractor will have access to, generate, and handle classified material at government facilities only.

Security Procedures. All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures as outlined in the Contract Security Classification Specification Implementation Guide, Appendix E, and Paragraph E.1.

11. GFE/GFI:

All contractor personnel performing work at a Government location will be furnished with a Government office environment. This includes access to workspace, office supplies, access to a personal computer, telephone facsimile, pager, cell phone and access to photocopy and presentation equipment as determined necessary by the government.


11.1
The Government will provide:

· All necessary help desk facilities within the GNOSC.

· Tracking system for the tracking of incoming trouble request.

· All necessary analytical facilities (work area/work station) within the GNOSC.

· If beneficial to the Government, the Government may request contractor personnel working on this effort to attend Government provided or sponsored training, relating to SOW technical areas.

· All applicable standard operating procedures.

12. Packaging, Packing and Shipping:

13. Inspection and Acceptance:

Acceptance criteria. The TM will review all draft and final deliverables to ensure accuracy, functionality, completeness, professional quality, and overall compliance within the guidelines/requirements of the delivery order. Unless otherwise indicated, the government will require 20 workdays to review and comment on deliverables. If the deliverable does not meet the noted criteria the Government in accordance with the CDRL will return it.

Rejection Procedures. A rejected deliverable will be handled in the following manner.

- After notification that the deliverable did not meet the acceptance criteria the contractor shall resubmit updated/corrected version 15 workdays after receipt of government comments.

- Upon re-submission by the contractor the Government will reapply the same acceptance criteria. If the deliverable does not meet the acceptance criteria a second time the government might consider the contractor as having deficient performance with respect to the subject task.

14. Other Pertinent Information:

The contractor must be able to implement certified quality management processes (e.g. ISO 9001, Capability Maturity Model, etc.) to evaluate, measure, report, and improve IA Watch Team capabilities.

The contract team shall provide the optimum mix of personnel of various labor categories and technical expertise to perform the tasks specified in this SOW in the technical environments specified in this SOW.

Possible follow-on work. The Government may continue much of the work specified in this DO, past the performance period specified herein. Contractor support may be required.

Identification of Non-Disclosure Requirements. All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.

Cooperation/Coordination with other Contractors.   Because of the rapidly changing nature of information infrastructure threats, very open collaboration is essential for the Department of Defense to act as a coordinated team in a timely manner.   This team consists of military, government civilians, and contractors.  Working under this SOW requires broad cooperation with multiple contractors (i.e. from more than one contract vehicle/company) working in the same or dispersed locations supporting DISA, DECCs, Regional Network Operations and Security Centers (RNOSCs), Regional CERTs, Agency/Service CERTs, Combatant Commanders IA Teams, other Agencies and civilian organizations.  The contractor shall work with these other contractors and organizations as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This cooperation may include but is not limited to sharing information such as white papers, sharing training efforts, exchanging tactics, tools, and/or procedures resulting from the work required by this SOW or other Government task efforts, and/or working as a team to perform analysis as well as technical tasks and contingency activities in concert.  Any concerns about possible disclosure of company proprietary data should be brought to the TTM.   

Technology Refresh.  The nature of CND analysis requires continual technology refresh.  The contractor must continually train personnel to maintain current skills in new versions of operating systems and applications.   The contractor will assist the government in evaluating analysis tools.  Some of these tools include workflow applications, OLAP tools, and data mining tools.  In addition, a high degree of technical knowledge is required to conduct compromise analysis, countermeasure analysis, and virus support.  The contractor will provide formal training classes each year for each full time staff person.   In addition, the contractor will pursue alternative methods of training delivery to augment the formal training.  The contractor will also provide at least 4 one-day training sessions in specialized CND areas to the government and other DOD-CERT contractors when in the best interest of the government as directed by the TTM.   Creative delivery methods are encouraged.       

Analysis Challenge and Critical Skills.  This SOW requires “state-of-the-art” analysis.  Due to the number of reported events, huge volume of sensor data, diversity of sensors, sophistication of attackers, and breadth of DOD Information Superiority challenges, this SOW requires the best IA services available.   Junior staffers and trainees will not be able to accomplish the work effectively.   Intermediate level people are only partially effective requiring up to one year of training in the DOD-CERT before they become effective.   Incident handling and analysis staff members must have sufficient demonstrated network security experience on Windows and/or UNIX systems to understand and effectively communicate vulnerability and compromise issues.  They must have an understanding of TCP/IP networking including port/socket communications, tcpdump, and log file analysis.  Top-notch experts in the field will be challenged by this work.  

Use of Consultants.  Due to the unique nature of the work and “state-of-the-art” analysis, on occasion, DOD-CERT may find it necessary to call upon the expertise of technical experts from various and/or unique technology fields, academia, or non-governmental activities with special or critical knowledge that may contribute to the understanding, techniques or analysis that DOD-CERT may be required to perform.  As directed by the TTM, the contractor will be prepared to facilitate bringing this consultant expertise on to support above said activities whenever possible.  

Source code, object code & system documents.  All source code, object code & System documents developed in conjunction with the performance of this task will be the property of DISA.  The contractor shall not have any rights, claims or otherwise to any software developed under this Task Order.  The Government shall have Government purpose rights” which means the rights to- Use, modify, reproduce, release, perform, display, or disclose technical data within the Government without restriction; and Release or disclose technical data outside the Government and authorize persons to whom release or disclosure has been made to use, modify, reproduce, release, perform, display, or disclose that data for United States government purposes.

