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Technology Assessment Laboratory (TAL)

‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of  15/Jan/2003
	Contract Number:
	DCA200-00-D-5013

	Order Number:
	

	Tracking Number:
	 00145.00

	Previous Order Number:
	DCA20000D50130014


1.  Points of Contact
2.  Order Title:  Technical Information Assurance (IA) contractor support for NCS/N2’s Technology Assessment Laboratory (TAL).
3.  Background:  The TAL supports the NCS’s modeling, analysis, and technology assessment capabilities.  The primary objective of the TAL is to test and evaluate applications supporting national security and emergency preparedness (NS/EP) in support of NCS customers, to include the Executive Office of the President.  It provides the ability to test and evaluate software tools and methods addressing network vulnerabilities, network analyses, alerts and warnings, etc.  Specifically, the TAL enables N2 to:

· Evaluate penetration testing software, intrusion detection and cyber forensics (audit, analysis, reporting) tools, modeling tools, various operating systems and protocols, hardware configurations, and network configurations

· Provide training for the above

· Perform penetration testing, intrusion detection and cyber forensics, and modeling for N2 customers.

Some of the primary products and technologies to be evaluated will be tools that collect, aggregate, and analyze cyber-event information.
4.  Objectives:  This task order is for Information Assurance services covered by Contract Number DCA200-00-D-5013 to be delivered from the date of award to 31 Dec 03, as scheduled by the Task Monitor. The work will require a variety of skill sets relating to the design, development, implementation, and accreditation of the TAL.  Deliveries under this order shall not exceed $253,000.00.
5.  Scope:  The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support
· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

Vendor may be asked to purchase incidental hardware/software as directed by the Government.  It is understood that labor hours will be adjusted to compensate for any increase in ODCs.
6.  Specific Tasks:
6.1
Task 1 – Contract-Level and TO Management: 

6.1.1 Subtask 1 – Integration Management Control Planning.  

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2 Subtask 2 – TO Management. 

Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW). 

6.2
Task 2 – System Security Authorization Agreement.
Assist with the development of the Systems Security Accreditation Agreement (SSAA) and supporting documents required to gain DITSCAP accreditation of the TAL.  In addition to addressing things such as document format and content, this shall include the development of appropriate appendices, creation of various testing procedures, security hardening of all devices, recommending and implementing solutions, addressing CIO comments and other activities required to gain security accreditation.  Run a system security analysis of all TAL system/network components.  Provide a written findings document that detail specific findings and solutions for each device.

6.3
Task 3 – TAL IA Support:
6.3.1
Subtask 1 – TAL Network Implementation.

Assist with the configuration and set up the TAL network to include network design and development, configuring routers, switches, firewalls, and servers, as directed by the Configuration Manager, Giang Huynh.  Provide technical assistance to troubleshoot equipment and software, identifying solutions where possible.  Provide additional security feature and services recommendations to enhance detection and analysis capabilities.

6.3.2
Subtask 2– Administration Guide Development.
Develop a TAL system administrator's guide that defines the TAL configuration in detail and includes step-by-step installation instructions, configuration, and management responsibilities for operating systems, applications, and interfaces.  Participate in testing the guide with TAL support personnel.  

6.4
Task 4 – Risk Assessment Support.
The contractor shall provide technical expertise and support in information technology security planning and preparation, and in executing and evaluating security risk assessments in accordance with the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40, Phase 2 Validation.  Contractor will determine whether the TAL network is secure and meets all applicable certification and accreditation requirements and guidance.

6.5
Task 5 – TAL Network Design Analysis Capability (NDAC) Support. 

The contractor shall provide technical expertise and support in the transition of NDAC to the TAL.  Technical assistance will include security planning and preparation, and providing recommendations for NDAC implementation.  Additionally, the Contractor shall support installation activities, including uploading the data, databases, and software, as required, on identified TAL servers, and will instruct TAL personnel in appropriate installation procedures.
6.6 Task 6 – Expanded Roles of IDS and HoneyNet:

6.6.1
Subtask 1 – IDS Configuration Upgrade.
The contractor shall provide technical security expertise and support in correlating and reporting real-time alerting capabilities of atypical intrusion detection systems hosted by the TAL.  Develop a specific incident response methodology for the TAL environment.  Real-time reporting includes a GUI interface that provides detailed information of the event.  Alarm and report capabilities are further enhanced to report in real-time to a centralized process.  Reports will have formats specified by NCS and can be accessed via Intranet Web pages.

6.6.2
Subtask 2 – HoneyNet Configuration Upgrade. 

The contractor shall provide technical expertise and support for the improvement of HoneyNet services.  Enhanced HoneyNet services support architecture that is easier to deploy, yet more difficult to detect.  Enhanced Data Control gives attackers greater ability to interact with compromised systems, but provides the administrator with greater control over their activities.  

6.6.3 Subtask 3 – NCS Research and Integration of New Technologies.

The contractor shall assist NCS with the research and integration of new technologies as it pertains to NCS/NS and Homeland Security programs, systems and networks, and the adherence to applicable IA security requirements, directives, and regulations.

6.7 Task 7 – Purchase of Additional TAL Equipment.

Additional equipment is needed to enhance TAL operations and conserve space within limited working conditions.  Equipment may include flat panel displays, additional servers, security software, cipher locks, ergonomic chairs, and other software/hardware to be defined.
7.  Place of Performance:  The work will be performed within NCS spaces in building T5 south, located on the DISA HQS compound, and at the contractor’s site, as required.  The Government will provide a workspace, DISANet LAN access, and telephone for the contractor’s use during times work is performed at the Government site.  No travel is anticipated.
8.  Period of Performance:  From date of award to 31 Dec 03 
9.  Deliverable/Delivery Schedule:  
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	15th of the following month or 1st work day following weekend/holiday
	1 SC
	**Standard 

Distribution
	Monthly

	6.2
	NCS TAL SSAA
	
	Draft, including all appendices, due 31 Jan 03.  

Final due 15 working days after receipt of Gov’t comments
	2 HC
1 SC
	Two Copies to TM; Letter Only to Contracting Office
	Final 

	6.3.2
	System Admin Guide
	
	Draft due 28 Feb 03

Final due 15 working days after receipt of Gov’t comments
	2 HC
1 SC
	Two Copies to TM; Letter Only to Contracting Office
	Final

	6.4.1
	Risk Assessment
	
	30 working days after Gov’t request.
	2 HC
1 SC
	Two Copies to TM; Letter Only to Contracting Office
	Final

	6.6.1
	IDS Configuration Upgrade
	
	As required by TM
	
	
	

	6.6.2
	HoneyNet Configuration Upgrade
	
	As required by TM
	
	
	


10.  Security:  Although the work is unclassified, a SECRET clearance is required for access to the spaces.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government will provide a work space, DISANet LAN access, and telephone for the contractor’s use during times work is performed at the Government site.  Work accomplished at the contractor’s facility will not use GFE.
12.  Packaging, Packing, and Shipping:  N/A 
13.  Inspection and Acceptance:  N/A
14.  Other Pertinent Information or Special Considerations:  

a. Identification of Possible Follow-on Work.  Unknown at this time.

b. Identification of Potential Conflicts of Interest (COI).   No COI is known to exist at this time.

c. Identification of Non-Disclosure Requirements.  Since the TAL contains some sensitive and proprietary information, the contractor must sign a non-disclosure agreement before beginning work.
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SERVICES NON PERSONAL.  TECHNICAL INFORMATION ASSURANCE (IA)             1  A   $253,000.00	$253,000.00


CONTRACTOR SUPPORT AS IN ACCORDANCE WITH SOW DATED 15 JAN 03 


WHICH IS INCORPORATED BY REFERENCE.  PERIOD OF PERFORMANCE OF


THIS ORDER IS FROM 18 MAR 03 THRU 31 DEC 03 AS IN ACCORDANCE


WITH CSC PROPOSAL DTD 18 MAR 03 WHICH IS INCORPORATED BY


REFERENCE.
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AA:  97X4930.5F20 000 C1013 0 068142 2F 255011     MIPR: DNCMZ36098  $253,000.00
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Public reporting burden for this information is estimated to average 1 hour per response,  including the time for reviewing instructions, searching existing data sources


gathering and maintaining the data needed, and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this


collection of information , including suggestions for reducing this burden, to Department of Defense, Washington Headquarters Services, Directorate for Information Operations and


Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0187),


Washington, DC 20503                                PLEASE DO NOT RETURN YOUR FORM TO EITHER OF THESE ADDRESSES.
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