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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this modification is to incorporate into this order by reference CSC proposal modification dated 25 Sep 03 which was

 submitted in response to revised SOW dated 17 Sep 03 which is incorporated by reference.

2.  This modification modifies paragraph 6.7, purchase of additional TAL equipment.

3.  The total of the order is changed from: $347,492.15 to $353,492.15, an increase of $6, 000.00
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16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

28-Sep-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5013-0018

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, CSC proposal modification dated 25 Sep 03

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

05

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

29-Sep-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

COMPUTER SCIENCES CORPORATION

3160 FAIRVIEW PARK DRIVE

FALLS CHURCH VA 22042-4516

JODY CHRISTOPHER

FACILITY CODE

52939

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $6,000.00 from $347,492.15 to $353,492.15. 

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0001 

                The unit price amount has increased by $6,000.00 from $347,492.15 to $353,492.15. 

                The total cost of this line item has increased by $6,000.00 from $347,492.15 to $353,492.15. 

SECTION G - CONTRACT ADMINISTRATION DATA 

Accounting and Appropriation 

Summary for the Payment Office 

        As a result of this modification, the total funded amount for this document was increased by $6,000.00 from $347,492.15 to $353,492.15. 

CLIN 0001: 

        AA: 97X4930.5F20 000 C1013 0 068142 2F 255011 was increased by $6,000.00 from $347,492.15 to $353,492.15 

The following have been modified: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001                                 DNCMZ36204                INCREASE                           $6,000.00                                                                

(End of Summary of Changes) 

Technology Assessment Laboratory (TAL)

‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of  17/Sep/2003
	Contract Number:
	DCA200-00-D-5013

	Order Number:
	0018

	Tracking Number:
	

	Previous Order Number:
	0014


1.
Points of Contact
2.
Order Title:  Technical Information Assurance (IA) contractor support for NCS/N2’s Technology Assessment Laboratory (TAL).

3.
Background:  The TAL supports the NCS’s modeling, analysis, and technology assessment capabilities.  The primary objective of the TAL is to test and evaluate applications supporting national security and emergency preparedness (NS/EP) in support of NCS customers, to include the Executive Office of the President.  It provides the ability to test and evaluate software tools and methods addressing network vulnerabilities, network analyses, alerts and warnings, etc.  Specifically, the TAL enables N2 to:

· Evaluate penetration testing software, intrusion detection and cyber forensics (audit, analysis, reporting) tools, modeling tools, various operating systems and protocols, hardware configurations, and network configurations

· Provide training for the above

· Perform penetration testing, intrusion detection and cyber forensics, and modeling for N2 customers.

Some of the primary products and technologies to be evaluated will be tools that collect, aggregate, and analyze cyber-event information.
4.
Objectives:  This task order is for Information Assurance services covered by Contract Number DCA200-00-D-5013 to be delivered from the date of award to 17 Mar 03, as scheduled by the Task Monitor. The work will require a variety of skill sets relating to the design, development, implementation, and accreditation of the TAL.  Deliveries under this order shall not exceed $353,492.15.
5.
Scope:  The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

Vendor may be asked to purchase incidental hardware/software as directed by the Government.  It is understood that labor hours will be adjusted to compensate for any increase in ODCs.

6.
Specific Tasks:
6.1
Task 1 – Contract-Level and TO Management: 

6.1.1 Subtask 1 – Integration Management Control Planning.  

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2 Subtask 2 – TO Management. 

Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW). 

6.2
Task 2 – System Security Authorization Agreement.
Assist with the development of the Systems Security Accreditation Agreement (SSAA) and supporting documents required to gain DITSCAP accreditation of the TAL.  In addition to addressing things such as document format and content, this shall include the development of appropriate appendices, creation of various testing procedures, security hardening of all devices, recommending and implementing solutions, addressing CIO comments and other activities required to gain security accreditation.  Run a system security analysis of all TAL system/network components.  Provide a written findings document that detail specific findings and solutions for each device.

6.3
Task 3 – TAL IA Support:
6.3.1
Subtask 1 – TAL Network Implementation.

Assist with the configuration and set up the TAL network to include network design and development, configuring routers, switches, firewalls, and servers, as directed by the Configuration Manager, Giang Huynh.  Provide technical assistance to troubleshoot equipment and software, identifying solutions where possible.  Provide additional security feature and services recommendations to enhance detection and analysis capabilities.  Provide research and technical papers as required.

6.3.2
Subtask 2– Administration Guide Development.
Develop a TAL system administrator's guide that defines the TAL configuration in detail and includes step-by-step installation instructions, configuration, and management responsibilities for operating systems, applications, and interfaces.  Participate in testing the guide with TAL support personnel.  

6.4
Task 4 – Risk Assessment Support.
The contractor shall provide technical expertise and support in information technology security planning and preparation, and in executing and evaluating security risk assessments in accordance with the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40, Phase 2 Validation.  Contractor will determine whether the TAL network is secure and meets all applicable certification and accreditation requirements and guidance.

6.5
Task 5 – TAL Network Design Analysis Capability (NDAC) Support. 

The contractor shall provide technical expertise and support in the transition of NDAC to the TAL.  Technical assistance will include security planning and preparation, and providing recommendations for NDAC implementation.  Additionally, the Contractor shall support installation activities, including uploading the data, databases, and software, as required, on identified TAL servers, and will instruct TAL personnel in appropriate installation procedures.
6.6
Task 6 – Expanded Roles of IDS and HoneyNet:

6.6.1
Subtask 1 – IDS Configuration Upgrade.
The contractor shall provide technical security expertise and support in correlating and reporting real-time alerting capabilities of atypical intrusion detection systems hosted by the TAL.  Develop a specific incident response methodology for the TAL environment.  Real-time reporting includes a GUI interface that provides detailed information of the event.  Alarm and report capabilities are further enhanced to report in real-time to a centralized process.  Reports will have formats specified by NCS and can be accessed via Intranet Web pages.

6.6.2
Subtask 2 – HoneyNet Configuration Upgrade. 

The contractor shall provide technical expertise and support for the improvement of HoneyNet services.  Enhanced HoneyNet services support architecture that is easier to deploy, yet more difficult to detect.  Enhanced Data Control gives attackers greater ability to interact with compromised systems, but provides the administrator with greater control over their activities.  

6.6.3
Subtask 3 – NCS Research and Integration of New Technologies.

The contractor shall assist NCS with the research and integration of new technologies as it pertains to NCS/NS and Homeland Security programs, systems and networks, and the adherence to applicable IA security requirements, directives, and regulations.

6.7
Task 7 – Purchase of Additional TAL Equipment.

Additional equipment is needed to enhance TAL operations and conserve space within limited working conditions.  Equipment may include flat panel displays, additional servers, security software, cipher locks, ergonomic chairs, audio/visual and uninterruptible power systems, and other software/hardware, services (including communications) and/or licenses as required.

7. 
Place of Performance:  The work will be performed within NCS spaces in building T5 south, located on the DISA HQS compound, and at the contractor’s site, as required.  The Government will provide a workspace, DISANet LAN access, and telephone for the contractor’s use during times work is performed at the Government site.  No travel is anticipated.
8.
Period of Performance:  From date of award to 17 Mar 03 

9.
Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	15th of the following month or 1st work day following weekend/holiday
	1 SC
	**Standard 

Distribution
	Monthly

	6.2
	NCS TAL SSAA
	
	Draft, including all appendices, due 31 Jan 03.  

Final due 15 working days after receipt of Gov’t comments
	2 HC
1 SC
	Two Copies to TM; Letter Only to Contracting Office
	Final 

	6.3.2
	System Admin Guide
	
	Draft due 28 Feb 03

Final due 15 working days after receipt of Gov’t comments
	2 HC
1 SC
	Two Copies to TM; Letter Only to Contracting Office
	Final

	6.4.1
	Risk Assessment
	
	30 working days after Gov’t request.
	2 HC
1 SC
	Two Copies to TM; Letter Only to Contracting Office
	Final

	6.6.1
	IDS Configuration Upgrade
	
	As required by TM
	
	
	

	6.6.2
	HoneyNet Configuration Upgrade
	
	As required by TM
	
	
	


10.
Security:  Although the work is unclassified, a SECRET clearance is required for access to the spaces.

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government will provide a work space, DISANet LAN access, and telephone for the contractor’s use during times work is performed at the Government site.  Work accomplished at the contractor’s facility will not use GFE.

12.
Packaging, Packing, and Shipping:  N/A 
13.
Inspection and Acceptance:  N/A

14.
Other Pertinent Information or Special Considerations:  

a. Identification of Possible Follow-on Work.  Unknown at this time.

b. Identification of Potential Conflicts of Interest (COI).   No COI is known to exist at this time.

c. Identification of Non-Disclosure Requirements.  Since the TAL contains some sensitive and proprietary information, the contractor must sign a non-disclosure agreement before beginning work.

