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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this modification is to incorporate into this order by reference CSC proposal modification dated 12 Sep 03 which was

 submitted in response to revised SOW dated 03 Sep 03.

2.  This modification incorporates the following changes to the order: Paragraphs 6.1.3, 7.1and 9 of the SOW are modified and paragraph

 6.2.2 is added to the SOW as specified in the proposal modification.

3.  The labor category hours are remixed and realigned as specified in proposal modification.

4.  The total of the order is changed from $288,233.92 to $488,233.92, an increase of $200,000.00.
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Y
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2

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

23-Sep-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5013-0019

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, CSC proposal modification dated 12 Sep 03

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

03

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

24-Sep-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

COMPUTER SCIENCES CORPORATION

JODY CHRISTOPHER

3160 FAIRVIEW PARK DRIVE

FALLS CHURCH VA 22042-4516

FACILITY CODE

52939

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been modified: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F  255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001                                MIPR: DAPMZ31030                     NET INCREASE    $200,000.00

(End of Summary of Changes) 

“I ASSURE” TASK ORDER (TO)

STATEMENT OF WORK (SOW)

CS/IDM SUPPORT

(As of 03 September )

	
	

	Contract Number:
	DCA200-00-D-5013 (CSC)

	Order Number:

Tracking Number:
	0019

	Previous Order Number:
	DCA200-00-D-5013 (CSC)/0010


1.  Points of Contact:

2.     Order Title:  Content Staging (CS) / Information Dissemination Management (IDM) Support.

3. 
Background:   The Applications Engineering Directorate (APPS) Center for Enterprise Capabilities (APN), Collaboration and Content Staging Management Division (APN2) responsibilities include providing operational management for the Content Staging (CS)/Information Dissemination Management (IDM) system and will be responsive to the validated operational requirements of the Combatant Commands; continuous monitoring of the effectiveness of the CS/IDM and provided services in satisfying user requirements; ensuring that the CS/IDM security architecture meets the needs of all users; ensuring security measures and plans, and accreditation policies are based on threat assessments, validated by the appropriate member(s) of the DOD Community; performing required system engineering and modeling to achieve optimal system design and implementation approach, and identify performance standards for CS/IDM services (i.e., availability and response time); coordinating changes, through a requirements committee, that impact operations; approving and coordinating all CS/IDM-related acquisitions and provide operational test and evaluation; and finally, developing and maintaining CS/IDM planning and program management process, and documentation.  This task delineates Contractor support in assuring that DOD the CS/IDM systems and technology are secure and meet the security guidelines established by the DOD and DISA.

4. Objectives: This “I ASSURE” Task Order will support the CS/IDM Program Management Office (APN2), the CS/IDM Engineering Team (APN22), and the CS/IDM Deployment Team (APN4).  The CS/IDM was initially developed as an advance concept technology demonstration (ACTD) know as the Battle Field Data Dissemination capability of the Bosnia Command and Control Augmentation system.    The current release of CS/IDM consists of four components for which the contractor may be directed to provide support as discussed above:  the Meta-Search Engine (MSE); Awareness Node (based on the Secret Internet Protocol Router Network (SIPRNET) Search Service (S3) Node); Access; and a Delivery Node (based on the Wide Area A Transport System (WAATS) with Portal software).  The Access component is actually contained within both the Awareness and Delivery Nodes.  The Access component provides User Profiling for users to request documents to automatically be sent to them on timed intervals and/or once the document has been updated.

The overall CS/IDM mission of providing the SIPRNET users information superiority by increasing awareness of information products available on the SIPRNET through an automated mechanism by which the Combatant Commander can catalog their information products and SIPRNET users can then search these catalogs. These CS/IDM systems undergo a thorough certification process. The certification activity will follow the process as outlined in the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40.  The contractor shall augment the government CS/IDM and certification team(s) by providing information systems technical authorities for evaluating the security of the CS/IDM, as directed.  The contractor shall ensure that the CS/IDM certification initiatives are in concert with the appropriate DOD-approved architectures, programs, standards and guidelines.

5.  Scope: The Contractor shall augment the CS/IDM support and certification team with information system technical and traditional security professionals. The contractors must have a working knowledge of DOD security policy, DOD security directives, and instructions, in addition to a working knowledge of DISA’s AIS security policy.  This work includes, but is not limited to: ensuring system certification and compliance validation in accordance to the DOD and DISA security policies; assessing impacts of integrated, interdependent, and interconnected DOD local subscriber environments’ security posture; analyzing systems topology and architectures; executing technical test procedures; and running automated systems tools, as directed.  In addition, the contractor shall review security relevant documentation, and prepare technical white papers, as directed. The contractor shall provide information assurance expertise where needed, particularly in assessing the system capabilities, determining threats (vulnerabilities), countermeasures, and acceptable risk. The contractor shall update, as directed, the security documents, including the Security Policy, System Security Authorization Agreement, the Security Test and Evaluation Plan and Procedures and other security documentation, as directed. The contractor shall also deploy with the Government team to locations identified by the Task Monitor to accomplish certification activities and to ensure continued compliance with the accreditation posture.  This approach provides program office additional insight into the development of the security policy and implementation of a secure operational environment.  As stated above, the contractor shall perform hands-on technical and non-technical security test and evaluations of specified transport platforms, systems, and networks, as directed by task monitor (TM).  This includes the execution systems automated tools to determine vulnerabilities and resolution to correct vulnerabilities identified during testing.    

The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6.  Specific Tasks: The ‘I Assure’ contract will include (1) Task Order Management in the form of a Technical Interchange Meeting (TIM), Management Plan, Management and Status Reporting, and In-Process Reviews and Minutes.  (2) DOD and Defense Agency Support will include Specific Support, in providing technical security expertise in DOD security policies, directives, and instructions; Technical Assessment/Remote Analysis; and White Papers, Briefings, Technical Reports and Other Deliverables. 

6.1
Task 1 - Contract-Level and TO Management.

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the contract level needed for the program management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.    Within 15 days of task order award, the contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements between the contractor and the government.  Topics covered shall describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  The contractor shall provide minutes for this TIM within 15 days of meeting end.  The TIM minutes shall be developed in a contractor specified format using Data Item Description 

(DID) UDI-A-23083A as a guideline.

6.1.2 Subtask 2 - TO Management. 

The contractor shall prepare and submit a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution; provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the contract; prepare and submit a Management Plan that will address the tasks and associated schedules described in this SOW and any changes to the Delivery Order agreed to at the TIM, and will include, at a minimum, descriptions of tasks, as follows:

(  Methodology and technical approach for accomplishing the task

(  Organizational resources, structure and interfaces

(  Management controls

(  Key activities and milestones

(  Deliverables

(  Assumptions

(  Government Furnished Equipment/Information (GFE/GFI) required

(  Personnel

(  Security

(  Schedule

The contractor shall comply with the following DOD-approved architectures, programs, standards and guidelines: 

· Technical Architecture Compliance

· C4ISR Architecture Framework

· Technical Architecture Framework for Information Management (TAFIM), version 3.0

· Joint Technical Architecture, version 2.0

· Defense Information Infrastructure Common Operating Environment

· Standard Operating Environment

· DOD Energy Star & DOD PCMCIA

· DISA Security Technical Information Guides

The Management Plan shall be updated as required during the performance of this task to reflect changes and further definition of program criteria and milestones.  The updated plan shall be submitted to the Government for approval.  The Management Plan shall serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The Management Plan shall be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80347 as a guideline.

6.1.3 Subtask 3:  Management and Status reporting.  The contractor shall provide, through the contractor PMO, monthly status reports regarding DO status, e.g. work progress, cost, funding profiles, and schedule data.  Establish separate accounting line for Global War on Terrorism (GWOT) support activities.  The Contractor Management and Status Report shall be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80227 as a guideline. 

6.1.4 Subtask 4: Process Reviews and Minutes.  The contractor shall provide written minutes from all Quarterly In-Process Reviews (IPRs) regarding DO status, e.g., work progress, cost, funding profiles to include a running balance of the expenditure, and schedule data.  The schedule for IPRs shall be identified in the Management Plan, or as directed by the TM.  IPRs shall provide for an interchange at key milestones during the execution of the task order (e.g. approval of system requirements, review of the system design, reviewing the results of security testing and compliance assessments).  Minutes from IPRs will be developed in a contractor specified format using Data Item Description (DID) UDI-A-23083A as a guideline.

6.1.5 Subtask 5: Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.6 Subtask 6: Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than one contract vehicle and/or company) supporting CS/IDM and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert.

6.1.7 Subtask 7: Purchase of Materials on Behalf of the Government. The contractor, at the direction of the Government, shall purchase materials (e.g. ADPE) that will be used in support of this Task Order.  Any materials purchased on behalf of the Government will become the property of the Government. 

6.1.8  Subtask 8: Costs Incurred By The Task.  The Cost, Schedule, and Status Report (CSSR) data table shown below, shall be used for tracking expenditures of resources on this task order.  The table shall be included in the Contractor’s Monthly Status Report.

The contractor shall submit planned costs on a monthly basis in the Task Order Management Plan deliverable upon delivery.  Any deviations of actual expenditures from planned costs, as indicted in the Task Order Management Plan, shall be annotated in the CSSR table.  An explanation of the deviation shall also be noted in the Contractor’s Monthly Status Report

Cost, Schedule, and Status Report (CSSR) Data

For each task per month (i.e., Month 1, Month 2, Month 3...), the contractor shall provide the following schedule and cost data in tabular form:

-Budgeted Cost of Work Scheduled (BCWS)

-Budgeted Cost of Work Performed (BCWP)

-Actual Cost of Work Scheduled (ACWS)

-Actual Cost of Work Performed (ACWP)

-Estimate at Completion (EAC)

-Budget at Completion (BAC)

The Schedule and Cost Data (above) shall be table column headings and task/month shall be table row headings.
6.2 Task 2: Security Engineering, Integration, and IA Technical Support

6.2.1 Specific Support. 

The contractor shall provide technical security engineering expertise and support in information technology security planning, evaluations, security architecture design and analysis, executing and evaluating security technologies, analyzing and evaluating security architectures; analyzing and evaluating security patches; analyzing and evaluating security patch testing; analyzing and evaluating security releases; analyzing and evaluating operational security, and performing risk assessments in accordance to the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40.  This effort implements the DITSCAP Phase II Verification Phase and complements Phase III, Validation. This shall include, but is not limited to locations in the continental United States, Alaska, and overseas.  The security engineering, integration and IA technical support initiatives shall analyze the IA products and technologies designed to build or enhance security architecture(s), security implementation documentation, analyzing and evaluating security architectures; analyzing and evaluating security patches; analyzing and evaluating security patch testing; analyzing and evaluating security releases; analyzing and evaluating operational security, and environment of the transport/system/network of infrastructure components of the DISN, as directed.  Additionally this assessment includes, but is not limited to, review of system during development, modification and integration, running of information system security automated tools and manual test procedures, as directed, performing communications assessments for determining bandwidth utilization, throughput, and performance, determining the adequacy of enterprise-wide security solutions centrally managed via the DISN enterprise to satisfy the security attributes of availability, confidentiality, and integrity. The security engineering, integration, and IA technical support activities, include the IDM, the Meta-Search Engine (MSE); Awareness Node (based on the Secret Internet Protocol Router Network (SIPRNET) Search Service (S3) Node); Access; and a Delivery Node (based on the Wide Area A Transport System (WAATS) with Portal software) and other components of the CS/IDM as developed.  Deliverables will be security engineering assessment reports, white papers, and briefings as directed by the team leader. The team leader may direct a formal report.  The formal report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508, as a guideline.  

6.2.1.1  Security Engineering and Integration Analysis of the CS/IDM Release(s).  The contractor shall conduct security engineering and integration analysis of the CS/IDM Release(s) as directed by the TM.  The contractor shall determine the adequacy of the security features and mechanisms in items including, but not limited to, the security architectures, security patch testing, security releases, and operational security during development, modification and integration. The contractor shall provide recommendations of COTS products that may assist in providing adequate protection consistent with the DOD Defense In Depth (DID) Strategy. The security engineering and integration analysis may include the use of automated tools to determine performance and network utilization to support system and data availability determination. The contractor shall identify automated tools that may be applied to the CS/IDM toolkit, which will help manage information awareness, access and delivery.  The security engineering, integration and IA technologies report and white papers shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.2 Bandwidth Utilization Analysis.  The contractor shall conduct bandwidth utilization analysis of the infrastructure components of the CS/IDM. Specifically, the contractor shall assess the performance and throughput of the CS/IDM and the relationship of the MSE located on the SIPRNET. The results of the bandwidth utilization analysis will be the basis for determining future bandwidth requirements as the Enterprise Services baseline expands. The final report of the bandwidth utilization analysis shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.3 CS/IDM Site Surveys, Deployment, and Infrastructure-Based Security Engineering Assessments.  The contractor shall assist in the CS/IDM site surveys, deployment, and infrastructure-based security engineering assessments to determine enterprise security posture. The results of this effort will be provided to the Certification Authority for evidence in the accreditation process. The CS/IDM Trip Reports shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.4  Security Engineering and Integration Analysis of Evolving Enterprise Security Solutions. The contractor shall assist in the security engineering and integration analysis of evolving enterprise security solutions, such as Public Key Enabling (PKE) and Single Sign On (SSO) for the CS/IDM enterprise. The contractor shall assist in the technical evaluation and assessments of enterprise products in the CS/IDM distributed environment. The contractor shall provide recommended COTS solutions, via white paper, for potential integration into the CS/IDM security framework. The security engineering and integration analysis report and white papers shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.5 Security Engineering, Integration and IA Policy Support.  The contractor shall provide security engineering, integration and IA Policy support to the CS/IDM Program Office classified processing environment. This support shall include System and Network Security Administration technical support to assist in product evaluation and assessments. This support requires DISA Level I SA certification at a minimum.  White papers shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.  

6.2.1.6 Compliance with Directives. The contractor shall provide personnel to assist the Government personnel in the various security disciplines; such as physical, traditional security and IA.  The personnel will provide support in evaluating security processes to ensure compliance with directives.

6.2.1.7 Certification and Accreditation Support. The contractor shall identify the necessary elements that will lead to successful CS/IDM certification and accreditation.  The contractor shall develop white papers and briefings supporting the security status and accreditation strategy as tasked by the TM. The contractor shall develop and/or update the system’s System Security Authorization Agreement and Security Test and Evaluation Plan and Procedures, as directed. In addition to considering all of the security disciplines, the contractor shall consider the following components, as the minimum, in developing the Security Test and Evaluation Procedures and then assessing the platform/system:

· Physical connections

· Operating System Configuration

· Location and identification of key nodes

· Circuits, network maps

· System components (Hardware/Software)

· System interfaces

· Host and network security processes

· Communications (encryption devices, splitters, etc)

· Detailed information exchange requirements

Report of all initiatives shall be delivered to the TM and/or Team Leader as directed.  On site reports will be in draft format and shall be delivered to the team leader during the assessment. The report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.8 Operational Security Support.  The contractor shall provide support, as directed by the CS/IDM PM, in the area of operational security.  This activity shall include, but not limited to, the development and implementation of the CS/IDM, collaborative process and content staging security architecture into the target operational environment.  The contractor is responsible for identifying approaches that support secure trusted distribution capability that is effective, efficient and repeatable.  The contractor shall support deployment and sustainment activities to help ensure the target sites obtain the necessary security artifacts required by local security activities.  Finally, the contractor shall aid in the development of secure data architectures that are implement able in the context of the CS/IDM capability.

6.2.2 High Assurance Guard (HAG) Support.  The CS/IDM program office has been requested to provide high assurance guard devices that will allow the exchange of information holdings between the RIPRNET and SIPRNET at US Forces Korea (USFK) and the NIPRNET and SIPRNET at US Northern Command. Procedures for HAG implementation include coordination with the Secret and Below Interoperability (SABI) office as well as the SIPRNET Connection Approval Office (CAP). The contractor shall assist CS/IDM in initiating the SABI process by first generating a SABI ticket. The contractor shall development/update the following documents to support the integration of a high assurance guard:    

1.
The System Security Authorization Agreement (SSAA), which identifies the high-side enclave requiring guard support. 

2.   Cross Domain Appendix - Draft 

3.   Data Transfer Specifications - Draft

4.   Data Files for each Data Type - Samples 

5.  SIPRNET security connection approval documentation 

The contractor shall support SOPs that discuss the movement of data from an enclave/server to the guard’s queue manager.  The contractor shall assist in the security assessment of any additional scripts, modifications to enclave LAN or WAN topology, servers or user procedures as required to initiate data transfers to determine residual risk.

The contractor shall assist with the security test and evaluations supporting the local approval to operate, provide a statement of residual risk, and support the local accreditation process.

7.  Place of Performance: 

7.1 Primary place of performance.  The contractor shall perform work under this task order at the Contractor’s facility.  Travel to/visits at Government facilities in the United States as well as overseas locations in Europe and Asia will be required.

TRAVEL.  The contractor shall be required to travel in the United States as well as overseas in Europe and Asia.  This travel, as tasked by the TM, includes the following locations:
	PURPOSE
	FROM
	TO
	# TRIPS
	# CONTRACTOR
	# DAYS

	Security Engineering/Operational Security Support 
	NCR
	NSA, Ft Meade, MD
	3
	1
	1

	
	
	NIMA, Arnold, MO
	2
	1
	3

	
	
	Heidleberg, GE
	1
	1
	5

	
	
	Stuttgart, GE
	1
	1
	5

	
	
	Ramstein, GE
	1
	1
	5

	
	
	Darmstadt, GE
	1
	1
	5

	
	
	Guantanamo Bay, Cuba
	1
	1
	5

	
	
	Puerto Rico
	1
	1
	5

	
	
	Sigonella, IT
	1
	1
	5

	
	
	Langley AFB, VA
	1
	1
	3

	
	
	Colorado Springs, CO
	3
	1
	5

	
	
	Fort Monroe, VA
	1
	1
	3

	
	
	Seoul, Korea
	3
	1
	7

	
	
	Yokosuka, Japan
	1
	1
	5

	
	
	Blue Ridge, Japan
	1
	1
	5

	
	
	Okinawa, Japan
	1
	1
	5

	
	
	


7.2 Travel Requirements.  The Government will review for approval all travel orders under this TO, prior to travel taking place.      

8.  Period of Performance: The period of performance for this Task Order is 365 calendar days after task order award.

9.  Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM

Minutes
	UDI-A-23083A
	15 days after award 
	4
	Standard 

Distribution*
	Final 

	6.1.2
	Management Plan/

POA 
	DI-MGMT-80347


	15 days after receipt of TIM Minutes/ updates to plan 5 days from update
	1 HC

1 SC
	Two Copies to TM   Letter Only to KO
	Final

	6.1.3 & 6.1.8


	Monthly Status Rpt
	DI-MGMT-80227
	NLT the 15th of the following month
	2
	Three Copies to TM; Letter Only to KO
	

	6.1.4
	Quarterly In-Progress Reviews
	No specified format.
	Within 90 days of task award.
	4
	In person or via teleconference.
	Quarterly

	6.1.4
	Process Review Minutes
	UDI-A-23083A 
	10 days after process review
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1.1


	Report on the CS/IDM Security Engineering, integration and IA technologies.  
White Paper,

Briefing
	DI-MISC-80508


	Immediate in field in test environment

White Paper,

Briefing, normally 10 working days after tasking
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.2


	Report on the CS/IDM Bandwidth Utilization and Performance

White Paper
	DI-MISC-80508


	Immediate in field in test environment

White Papers as required 10 working days after tasking
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.3


	Report on the security site survey and enterprise security posture.  
Trip Report


	DI-MISC-80508


	Immediate in field in test environment

(report as directed by Test Director)

Trip reports 10 days from conclusion of trip
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.4


	Report on the integration of enterprise wide security solutions.

White Paper,

Briefing
	DI-MISC-80508


	Immediate in field in test environment

(report as directed by Test Director)

Trip reports 10 days from conclusion of trip
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.5


	White Papers,

Briefings
	DI-MISC-80508


	White Papers,

Briefings

10 working days after notification
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.7
	Reports
	DI-MISC-80508
	3 days from formal tasking
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1.8
	Report on site operational security posture
	DI-MISC-80508
	7 days after visit completion
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.2
	System Security Authorization Agreement (SSAA) 
	Contractor-determined format
	30 days after notification from TM
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.2
	Cross Domain Appendix
	Contractor-determined format
	30 days after notification from TM
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Draft

	6.2.2
	Data Transfer Specifications
	Contractor-determined format
	45 days after notification from TM
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Draft

	6.2.2
	Data Files for each Data Type
	Contractor-determined format
	45 days after notification from TM
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.2
	SIPRNet Security Connection Approval Documentation
	Contractor-determined format
	45 days after notification from TM
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final


*Standard Distribution
1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

1 copy of the transmittal letter and the deliverable to the Primary TM

Deliverables will be provided in contractor-determined format
Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, white papers, etc., will be in Word, Office 2000 version. Softcopy for briefings will be in PowerPoint, Office 2000 version.
10.  Security.  The following security requirements shall apply to this effort.

10.1 Access to Information/Personnel Security Clearances.  

10.1.1 Classified Information.  All contractor personnel will have access to information classified up to and including SECRET.  All contractor personnel performing assessments could have access to Top Secret/SCI information.  Therefore, all contractor personnel shall have an active SECRET clearance, and those performing assessments with access to Top Secret information must have a Top Secret Special Compartmented Information (SCI) clearance.

10.1.2 Sensitive Information.  All contractor personnel, with the exception of certain administrative and management personnel will have access to sensitive information, and computer operating systems containing this information.  Contractor personnel meeting any of the conditions listed above shall have designated ADP‑I sensitive positions in accordance with paragraph 3‑614, DOD 5200.2‑R, Personnel Security Program, dated January 1987.  These personnel shall have a favorable Single Scope Background Investigation (SSBI).  

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (MPS6)

ATTN: Personnel Security

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor shall, within 5 working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

Access to government facilities will be granted on a need-to-know and a clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): The Government shall provide the Contractor with appropriate policy, guidance, access to pertinent government systems, and documentation.  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to the DOD Instruction 5200.40, DOD Information Technology Security Certification and Accreditation Process (DITSCAP), dated 30 Dec 1997, CJCSI 6211.02A, DISN and Connection Systems, and the DODD5200.28, Security Requirements for Automated Information Systems, dated 21 March 1988. Government directives, regulations, publications can be downloaded from “//web7.whs.osd.mil” and “//iase.disa.mil”. The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits. 

The contractor must identify any additional GFE/GFI within 14 days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor shall coordinate requirements with the TM and Contracting Officer’s Representative (COR).  The Government will facilitate the contractor's access to the data required in support of this work effort.   Final disposition of GFE will be handled through the customer’s property management department.  Contractor purchased software and hardware: Contractor shall purchase hardware and software, as identified by the TM, to fulfill testing requirements.  

12.  Other Pertinent Information or Special Considerations:  


a.  Information Systems Security Certification (e.g., CISSP CISA, NSA ISSO) will be considered a plus.

b.  Year 2000 Compliance.  All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, the years 1999 and 2000, and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.  To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government.


c.  Identification of Possible Follow-on Work.  Yes.  CS/IDM is an incremental/evolutionary development.  Security engineering support will be required throughout the CS/IDM lifecycle, as CS/IDM’s objective is to integrate security in CS/IDM.  This effort will continue throughout the lifecycle.

d.  Identification of Potential Conflicts of Interest (COI).  Not applicable 
     
e.  Identification of Non-Disclosure Requirements.  Not Applicable

f.  Packaging, Packing, and Shipping:  There are no task order-unique requirements that exceed those stated in Section D of the I-Assure contract.
g.  Inspection and Acceptance: There are no task order-unique requirements that exceed those stated in Section E of the I-Assure contract.
13.  Section 508 Accessibility Standards.  

a. “Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) requires Federal agencies acquiring Electronic and Information Technology (EIT) to ensure that Federal employees with disabilities have access to and use of information and data that is comparable to the access and use by Federal employees who are not individuals with disabilities. 

b. All EIT procured under this contract/order must meet the following 36 CFR 1194 accessibility standards.  The full text of the accessibility standards is available at: http://www.access-board.gov/sec508/508standards.htm.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria


c. The standards do not require the installation of specific accessibility-related software or the attachment of an assistive technology devise(s), but merely require that the EIT be compatible with such software and device(s) so that it can be made accessible if so required in the future.


d. Contractors may propose products or services that result in substantially equivalent or greater access to and use by individuals with disabilities; this is known as equivalent facilitation.
