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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this modification is to add a CLIN 0002 to the order to support SABI function transitioned to DISA SCAO funded by NSA

 MIPR H98230V0030049.

2.  CSC proposal modification dated 24 Sep 03  is incorporated by reference into this order in accordance with SOW dated 16 Sep 03.  

3.  Two Junior IA Analysts are added to support this order, deliverables schedule is adjusted and labor hours and ODCS are adjusted as

 specified in proposal modification.

4.  Total of the order is changed from $2,055,196.07 to $2,153,235.07, an increase of $98,039.00.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

3

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

25-Sep-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5013-0020

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, CSC proposal modification dated 24 Sep 03

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

02

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

25-Sep-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

COMPUTER SCIENCES CORPORATION

JODY CHRISTOPHER

3160 FAIRVIEW PARK DRIVE

FALLS CHURCH VA 22042-4516

FACILITY CODE

52939

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was increased by $98,039.00 from $2,055,196.07 to $2,153,235.07. 

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0002 is added as follows: 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0002
	
	1
	
	$98,039.00
	$98,039.00 

	
	SERVICES NON PERSONAL

T&M

SABI FUNCTION SUPPORT TRANSITIONED TO DISA SCAO AND FUNDED BY MIPR H98230V0030049


	

	
	
TOT MAX PRICE
	$98,039.00 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$98,039.00


FOB:  Destination 

SECTION E - INSPECTION AND ACCEPTANCE 

The following Acceptance/Inspection Schedule was added for CLIN 0002:

	 
	INSPECT AT 
	INSPECT BY 
	ACCEPT AT 
	ACCEPT BY 

	 
	N/A 
	N/A 
	N/A 
	Government 


SECTION G - CONTRACT ADMINISTRATION DATA 

Accounting and Appropriation 

Summary for the Payment Office 

        As a result of this modification, the total funded amount for this document was increased by $98,039.00 from $2,055,196.07 to $2,153,235.07. 

CLIN 0002:

Funding on CLIN 0002 is initiated as follows: 

        ACRN: AA 

        Acctng Data: 97X4930.5F20 000 C1013 0 068142 2F 255011 

        Increase: $98,039.00 

        Total: $98,039.00 

SECTION I - CONTRACT CLAUSES 

The following have been modified: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0002                                H98230V0030049                         NET INCREASE    $98,039.00

(End of Summary of Changes) 

‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

SIPRNET CONNECTION APPROVAL OFFICE (SCAO) AND DISN

SECURITY ACCREDITATION WORKING GROUP (DSAWG) SUPPORT
as of  16 September 2003
	Contract Number:
	DCA200-00-D-5013

	Order Number:
	DO 0020

	Tracking Number:
	

	Previous Order Number:
	Not Applicable


1.  Points of Contact

2.  Order Title:  Secret Internet Protocol Router Network (SIPRNet) Connection Approval Office (SCAO) and Defense Information Systems Network (DISN) Accreditation Working Group (DSAWG) Secretariat Support

3.  Background:  The Defense Information Systems Agency, Defense Information Systems Network (DISN) Data Services, NS52, executes the Department of Defense (DoD) Mission to assess the security posture of service and agency hosts and sub-networks connected to the Defense Information Infrastructure (DII).  The mission is to execute DOD and Non-DOD requirements and processes leading to the accreditation of computers, systems, and networks, provide information system security design and evaluation guidance, interconnectivity with coalition activities and validate and enforce that security requirements and standards have been met.  In support of this mission, this task delineates Contractor support in assuring that DOD Service and Agency information systems and technology are secure and meet all applicable certification and accreditation requirements.
The Defense Information Systems Network (DISN) Accreditation Working Group (DSAWG) provides, interprets, and approves DII security policy, guides architecture development, and recommends accreditation decisions to DISN designated approving authorities (DAAs). The DSAWG also recommends security policy and architecture to the DISN Service Managers in support of their systems throughout their life cycle.  The DISN services include voice, data, video, and imagery.  The DSAWG will also evaluate and recommend long-haul network related security measures and policy for multi-site, multi-user systems that rely on the DII transport.

The DSAWG operates by authority of CJCSI 6211.02A, DISN and Connected Systems, May 1996.

4.  Objectives: 

4.1  SCAO Support: The Contractor shall provide technical security expertise in planning, preparing and executing the Defense Information Systems Network (DISN) Secret Internet Protocol Router Network (SIPRNet) Connection Approval Office (SCAO) requirements for DOD Service and Agency Information Systems.  This work includes, but is not limited to, ensuring compliance with the connection rules, assessing local and wide area subscriber environments security posture and topology, reviewing security relevant documentation, and preparing technical papers discussion the results of this analysis.  This work also includes Connection Compliance Assessment efforts, assessing the local subscriber environment information system and technology's security posture for compliance with policies and directives.

The Contractor shall:

· Research and prepare certification and accreditation technical white papers and identify shortfalls in security policy, technology, and management, as necessary.

· Provide INFOSEC technical and engineering expertise to DISA NS52.

· Document the result of service and agency local accreditation activities in white papers, briefings, and appendices to existing documentation, as necessary.

· Assist in evaluating automated network scanner tool(s), i.e., Internet Security Scanner (ISS), used in the DISN SIPRNet and High Assurance Guard Connection Approval Process (CAP).

· Research new technologies as it pertains to DISN SIPRNet CAP requirements and recommend solutions.

· Assist in the research of DOD service and agency local accreditation activities, as necessary.

4.2 DSAWG Support: 

The primary purpose of this effort is to provide the following support to the DSAWG mission:

a.  Monitoring the life cycle of the DII, DISN and major supporting programs for the purpose of identifying and resolving security issues.

b. Lead the development and maintain the DSAWG library of decisions and supporting rationale, and an on-line website to support DSAWG responsibilities for DOD/DISN systems certification and accreditation activities.  The on-line website shall comply with the appropriate DOD approved architectures, security requirements, standards and guidelines.  The website will be hosted on a GFE operating in the system high mode at the Secret level. 

4.2 Cross Domain Technical Advisory Board (CDTAB) Secretariat Support:

The primary purpose of this effort is to support to the CDTAB mission by providing coordination, tracking and notification support to the Community Jury, CDTAB members and attendees, including request and Interim Authority to Connect/Authority to Connect (IATC/ATC) status tracking, minutes and other CDTAB correspondence as necessary, and maintaining the CDTAB information repository.
5.  Scope:  This task falls within the scope of the I Assure Contract Task Areas 1 and 4 as listed below.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management 

 6.1.1
Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.   

6.1.2 Subtask 2 - TO Management.

6.1.2.1  Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.

6.1.2.2  Reporting Requirements:  The contractor shall provide in the monthly status report (MSR) the following financial information:

a. Projected estimated Monthly hourly usage by the Task Order

b. Projected estimated Monthly Cost of the Task Order 

c. Actual Monthly hourly usage by the Task Order-Projected hourly usage by the Task Order for remaining period of performance

d. Actual Monthly Cost of the Task Order-Projected Cost of the Task Order for remaining period of performance

e. The contractor shall also provide a brief explanation of differences between actual and projected expenditures.

f. A monthly and annual cost status report will be provided to CIAE (Ms. Annette Henry).

The monthly status report shall be provided via e-mail or hard copies to the TMs, the Alternate TMs, and NS IA Business Manager.  Copies of invoices shall be provided to both the TMs and the NS IA Business Manager.

 6.1.3
Subtask 3 - Initial Technical Interchange Meeting (TIM).  A TIM will be held within 15 days after delivery order award for the purpose of reviewing the requirement and establishing firm delivery dates for each deliverable.  The contractor shall prepare a Plan of Accomplishment (POA), which will address any changes addressed in the TIM and serve as the vehicle that establishes firm delivery dates for incremental deliverables.

Subtask 4:  Classified Networks Connection Approval Process (CAP) Support:  

The contractor shall provide INFOSEC technical and engineering expertise to assess the impact of over 1000 new and existing connections to the DISN SIPRNet and High Assurance Guard.  This expertise will assess the local subscriber environment to ensure compliance with the DISN SCAO requirements.  The technical expertise shall include Senior, Intermediate, and Junior INFOSEC Analysts, and INFOSEC System Engineers with experience on UNIX (HP, SUN, etc.) Windows NT, and Linux.  Specific support shall include:

6.2.1  Review DOD service and agency DISN SCAO packages for compliance with DOD, JS, and DISA INFOSEC requirements in Local Area Network (LAN) and Wide Area Network (WAN) environments.  Assess documented and implemented security features and mechanisms (Router, HAG, KG/KIV/NES, PDS, etc.), System Connectivity Drawing/Configuration/Topology, SIPRNet Access Assessment, Accreditation Statement, Consent to Monitor Statement, and other security documents (i.e., DoD Information Technology Security Certification and Accreditation Process (DITSCAP), System Security Authorization Agreement (SSAA), CONOPS, Security Plan, MOA/MOU, etc.).

6.2.2  Perform technical assessment/remote analysis of the local subscriber environment (LSE) to access vulnerabilities.  Automated network scanner tool(s), i.e., Internet Security Scanner (ISS), will be used to perform this remote analysis as well as on-site analysis when necessary.  

6.2.3  Local Purchase of Government Furnished Equipment.

6.2.3.1  The Government will provide Other Direct Costs funding in the amount of up to $150,000.00 to the contractor to purchase eleven (11) Internet Security Scanner (ISS) licenses before the end of the annual license period, 30 July 2003.

6.2.3.2  The ISS licenses will be delivered to the Government place of performance site and released to the Government representative on a GFE DD1149 form or equivalent receipt.  

6.2.4  Technical expertise to support NS52, DISN Data Services, in INFOSEC Technical Support Branch working group meetings, such as the DISN Security Accreditation Working Group (DSAWG) and Service/Agency DISN CAP meetings, as necessary.

6.2.5    Generate white papers discussing LSE deviations from the DISN SCAO requirements and DSAWG-approved technologies, as necessary.  White papers will include deviations such as non-DOD, foreign, and contractor requests for connections, architectures that integrate classified and unclassified processing environments without appropriate High Assurance Guard (HAG) technologies, etc.

6.2.6  Update, maintain and compile reports from the DISN SCAO databases (GIAP, SCAP, Oracle, etc.), as necessary. 

6.3
Subtask 5: DSAWG Secretariat Support:

The contractor must have a demonstrated working knowledge of DOD security policy, DOD security directives, instructions, and DISA’s AIS security policy.  The contractor shall analyze current DOD IA plans, policies and IA requirements to determine the type of documents and information to be maintained in the DSAWG library and the on-line DSAWG website available for the DSAWG and its ad hoc mission partners’ (Joint Staff, NSA, Services, etc.) working groups in assessing, prioritizing and developing guidance for the DOD-wide implementation of an IA Defense in Depth (DiD).  DSAWG meeting minutes, action items and reports shall be maintained in both the DSAWG library and the on-line website available for authorized personnel to review.    

6.3.1  DSAWG Support and Reports:  The contractor shall have the technical security expertise and knowledge to support information technology security planning, preparing, executing, and evaluating security and risk assessments, in accordance with the Defense Information Technology Security Certification and Accreditation Process (DITSCAP).  

6.3.2  DSAWG Meetings and Minutes:  The contractor shall support DSAWG meeting scheduling, action

tracking, and develop detailed agendas for each of the DSAWG meeting.  Upon DSAWG Chair approval, the contractor shall distribute meeting agenda to all DSAWG members and the potential attendees five (5) days prior to the meeting.  

6.3.2.1  The contractor shall provide written minutes from all DSAWG meetings regarding DITSCAP issues, action items, work progress and listing of attendees.  The contractor shall gather DSAWG briefings for reports, and coordinate draft minutes with the appropriate DSAWG members prior to finalizing.  The minutes will be in detail, and cover all discussions and decisions of the DSAWG.  The DSAWG Chair will approve the final minutes.  Minutes will be developed in DOD official format and maintained in the DSAWG Library and the on-line DSAWG website.

6.3.2.2  The contractor shall generate approval letters, as directed by the DSAWG Chair, for DOD field operator managers’ implementation, as specific actions dictated by the DISN DAAs.   

 6.3.3 DSAWG Library:  The contractor shall develop and maintain a DSAWG library, in the Government facility, which contains all hard copy DSAWG minutes, briefings, reports and DSAWG action items, DOD IA policies, DITSCAP and DOD IA related documents made available for authorized personnel review.

6.3.4  DSAWG Website:  The contractor shall coordinate with Government personnel to design, develop and maintain an on-line DSAWG Website, which contains the URL and/or an electronic copy of the documents stated in 6.4 above.  Electronic documents will be available for authorized on-line access.  The website shall reside on the Government computer network or networks as described in Section 4 above.  The website design will be approved by the Government prior to development.

6.4  Subtask 6: Cross Domain Technical Advisory Board (CDTAB) Secretariat Support:

6.4.1  CDS Coordination with Customers:  The contractor shall coordinate with the appropriate Combatant Commanders/Service/Agency (CC/S/As) to validate and prioritize requests, including providing ticket status by phone, e-mail, and fax.  The contractor shall conduct the front-end receipt and tracking of all Cross Domain Appendix (CDA) documentation to be forwarded to either NSA or DISA for evaluation of support as a standard CDS.  This work shall also include preparing, coordinating, and distributing the necessary documentation to the Community Jury members who will adjudicate tickets prior to presentation at the CDTAB.  The contractor shall maintain and track all IATC and ATC status of approved CDS implementation for all DITCSCAP phases, by updating the appropriate Government-Furnished Information (GFI) database(s) to track all requested and deployed guards; and by maintaining and/or having access to submitted network/enclave SSAAs.  The contractor shall prepare tickets for standard evaluation and/or CDS review to either the DISA or NSA engineering teams, as appropriate.   The contractor shall update enclave SSAA with network and CDS information as required.  The contractor shall maintain the final site CDA for the guarding solution with the enclave SSAA that supports the ATC documentation.  

6.4.2  CDTAB/CDS Team Leaders (CDSTL) Coordination: The contractor shall coordinate the CDTAB/CDSTL agendas and ticket briefs (including read-ahead packages), meeting location, document voting results and recommendations, and produce the CDTAB/CDSTL minutes.  Final versions of CDTAB minutes will be provided electronically to the DSAWG Secretariat to post to the DSAWG website.  This work shall also include preparing, coordinating, and distributing the necessary documentation to the Community Jury members who will adjudicate tickets prior to presentation at the CDTAB.    The contractor shall prepare and distribute recommendation/decision, phase, and closure letters, and other CDTAB correspondence as required.  The contractor shall coordinate all electronic CDTABs (E-CDTABs) as needed.  The contractor shall coordinate all final briefings of CDTAB/CDSTL recommendations to be presented at the DSAWG, as required. 

7.  Place of Performance:  The work shall be performed at Government sites in the Washington, District of Columbia, metropolitan area and Contractor facilities in the Washington, District of Columbia metropolitan area.  

8.  Period of Performance:  The period of performance for this Task Order is estimated to be 2 April 2003 to 31 March 2004, or 365 days after contract award.
9.  Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TO Management Plan
	Contractor Format 

Two hard and one soft copies (MS Word, 3.5 inch floppy) of each
	10 days after

task award 
	5
	As Below*
	Draft - 15

Final - 30

	6.1.2
	Monthly Status

Report
	DI-MGMT-80368

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	15th of every month
	3
	Two Copies to TM; Letter Only to KO
	Monthly, on 15th 

	6.2.1, 6.2.2
	Technical Report of the Local Subscriber Environment
	DI-MISC-80508

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	5 days from    COR/TTM       notification
	3
	As Below*
	5 days from    COR/TTM notification

	6.2.2, 6.2.5
	White Paper / Technical Report of Technologies within the Local Subscriber Environment
	DI-MISC-80508

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	10 days from   COR / TTM       notification
	3
	As Below*
	10 days from   COR/TTM       notification

	6.2.5
	DISN SIPRNet CAP Report
	DI-MISC-80508

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	2 days after COR/TTM notification
	3
	As Below*
	2 days after COR/TTM notification



	6.2.3.1  
	Internet Security Scanner (ISS) licenses
	
	30 July 2003
	11
	
	One-Time

	6.3.1
	DSAWG Minutes
	
	As Required
	2
	As Below*
	Draft: 5 days after conclusion of each DSAWG Meeting.

Final: One week

after conclusion of each DSAWG Meeting.

Post to DSAWG Library and Website:  10 days after Minutes are finalized.

	6.3.3
	DSAWG Library
	
	As Required
	1
	As Below*
	15 days after T.O awarded

	6.3.4
	DSAWG Web
	
	
	
	
	45 days after T.O awarded

	6.4.2
	CDTAB Minutes
	
	As Required
	2
	See Frequency and Remarks
	Draft: 5 days after conclusion of each CDTAB Meeting.

Final: 14 days after each CDTAB Meeting.  Provide electronic copy to the DSAWG Secretariat to post to DSAWG Website

	6.4.2
	CDTAB Notification Letters
	
	As Required
	2
	See Frequency and Remarks
	Due 10 working days after each CDTAB Meeting

Distribute one copy to requestor.

Post a copy to enclave file.


*Distribution:

· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

· 1 copy of the transmittal letter and copies of deliverable to the Primary TM as specified above

10.  Security  All personnel require access to information at the Secret level at a minimum.  Those personnel performing duties using automated network scanner tools, i.e., Internet Security Systems (ISS), require access to information at the Top Secret level, and will be designated at the ADP-I level.

DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

All personnel, including subordinate contractors, supporting this task are ADP-I or ADP-II positions as required, and require a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to:

a. The Defense Information Technology Security Certification and Accreditation Process (DITSCAP)

b.  The Certification and Accreditation Handbook for Certifiers

c.  The Introduction to Certification and Accreditation

d.  The DISN Connection Security Requirements

e. The DISAI 630-230-19

f. DODD 8500.1 Information Assurance / www.defenselink.mil/pubs 

g. CJCSI 6211.02A DISN and Connected Systems

h. DODI 5200.40 Defense Information Technology Security Certification and Accreditation Process (DITSCAP) 

i. DOD 8510.1-M DITSCAP Manual / www.defenselink.mil/pubs  

j. NCSC-TG-032 Accreditor’s Guideline

k. ASD(C3I) Memo, Increasing the Security Posture of the Unclassified But Sensitive Internet Protocol Router Network (NIPRnet)

l. DOD 8500.2 Information Assurance Implementation / www.defenselink.mil/pubs


The Government shall provide contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.  Government furnished office space and DISA standard configuration computer will be provided for the contractor personnel (standard government office environment).  This includes office furnishings, office supplies, access to a personal computer, telephone support, facsimile, and access to photocopy and presentation equipment.  All GFE will be Year 2000 compliant, or identified as not being Year 2000 compliant.

12.  Packaging, Packing, and Shipping:  See paragraph D1 of the “I Assure” contract.

13.  Inspection and Acceptance:  See section E1 of the “I Assure” contract.

14. Other Pertinent Information or Special Considerations:  The Contractor will sign a non-disclosure agreement, provided by the DISN Data Services (NS52), to address any potential conflict of interest or unfair advantage for future DISN procurement.

14.1. Year 2000 Compliance.

14.1.1  All information technology provided under, or in support of, this acquisition shall be Year 2000 compliant now.  “Year 2000 compliant” means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into and between the twentieth and twenty-first centuries, the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

14.1.2  At a minimum, all information technology provided under, or in support of, this acquisition requires testing of at least a representative sampling of the information technology that is delivered and the results documented in writing.  Use generally accepted commercial standards/practices for testing and documentation.  If requested, a copy of the test results shall be provided to the Government at no additional cost.

14.1.3  Year 2000 compliance (including testing) is considered to be inherent in performance specifications.  As a normal course of business, there is an expectation that there can be no degradation of or interruption in the services provided during the period of performance.  Provide steps (e.g., impact analysis, remediation, testing) to ensure that the services provided is not lost or degraded due to potential Year 2000 compliance problems.  Providing the Government with information to ensure that services are not lost or degraded due to potential Year 2000 compliance problems is considered part of a normal course of business, which won’t involve any additional cost to the Government.  If any problems are anticipated in providing uninterrupted service in the Year 2000 and the twenty-first century, advise the contracting officer as soon as possible so any adverse impact is minimized.

15.  EVALUATION CRITERIA (for competed DOs only):  Not applicable.

