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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$478,452.23
	$478,452.23 

	
	Information Assurance Support Services

FIRM FIXED PRICE 

Automated Tools for NISP Systems - Development Project Support as in accordance with Revised SOW dated 27 May 03 which is incorporated by reference.  Period of Performance of this order is from 05 Jun 03 thru 25 Sep 03 as in accordance with Pragmatics proposal dated 02 May 03 and revised proposal dated 28 May 03 which are incorporated by reference.  

PURCHASE REQUEST NUMBER: MIPR03970295


	

	
	

	$478,452.23 

	
	

	

	
	ACRN AA Funded Amount
	$478,452.23


FOB:  Destination
Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	MIPR03970295  $478,452.23 AVAILABLE FUNDS




Section I - Contract Clauses 

CLAUSES INCORPORATED BY FULL TEXT

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)
As of 27 May 2003, Revision
	Contract Number:
	(completed by the KO at time of TO award)

	Task Order Number:
	(completed by the KO at time of TO award)

	IAssure Tracking Number:
	(completed by the KO when complete package is received)

	Follow-on to IAssure Contract and Task Order Number:
	NOT APPLICABLE


1.  Task Monitors (TMs).
2.  Task Order Title.  Automated Tools for NISP Systems – Development Project 

3.  Background.  The Defense Security Service is an agency of the Department of Defense (DOD) with responsibility for administration of the National Industrial Security Program (NISP) for DOD and 20 plus non-DOD Agencies.  The NISP was established by Executive Order 12829, 6 January 1993, "National Industrial Security Program". DSS' NISP responsibilities include providing security oversight, consultation and assistance of behalf of DOD and 20 plus non-DOD agencies to contractor facilities entrusted with access to classified information 

The changing foundation of information system security in particular has had a tremendous impact on DSS' industrial security responsibilities.  Previously, the critical pillars of information security were identification of classified information, control of paper documents and access based on "need-to-know".  While these concepts remain important, an increased reliance on information systems (IS) requires new methods and tools to ensure protection of classified information.  DSS faces a significant challenge providing the level of security support necessary in this environment.

The National Industrial Security Program Operating Manual (NISPOM), DOD 5220.22-M, is the basic guidance for the NISP.  Chapter 8 of the NISPOM addresses the handling of Information Systems (IS) security.  It requires DSS to provide certification and accreditation for cleared defense contractors and their IS that process classified information. Certification is the comprehensive technical evaluation of the protection measures in place to protect classified information described in the cleared facility's System Security Plan (SSP).  Prior to certification, the contractor's Information Systems Security Manager (ISSM) and DSS Information System Security (ISS) personnel engage in frequent technical discussions to assure that the system's protective measures, as implemented and described in the plan, will provide adequate protection and thereby minimize the risk of compromise to national security information. The use of automated security tools that the contractors can run themselves will provide consistency across the Program as well as extend the coverage of our resources while maintaining the high level of standards we have set for certification and accreditation.  

4.  Objectives: This task is a firm fixed price development initiative to August 22, 2003.  Subsequent to completing the development and training work, the contractor will:

a. Prepare a final written report that addresses the development effort as well as the matters identified below.

b. Develop and deliver automated assessment tools, hereinafter referenced as "Tools", to measure the security posture of Industrial Security information systems.  Each Tool  shall generate a report of findings of that Tool  and that system.    

c. Develop and deliver Tool documentation of sufficient depth, breadth and clarity to allow for user  install if required.

d. Develop and deliver web accessible training aids/materials that are to be used to provide instruction in the use of the Tools. 

e. Develop and deliver hands-on training in the use of the Tools to selected Industrial Security technical staff.  For the purposes of the Statement of Work, hands-on  training means the following:   through classroom instruction and demonstration using the developed associated documentation and training package, student will be instructed on the proper installation and running of each Tool, written  exercises or scenarios will be used to allow each student to install and run each tool and to conduct analysis of the results of the report generated.  Student must be able to train others on the use of each automated Tool using web-based prepared training package and respond to general questions concerning installation and running of each Tool.  Student will also be able to verify that all residual traces of the Tool have been removed from the system and to explain the required system checks to ensure this is true.   

5. As an option, develop and deliver a plan for a time and materials contract addressing the life cycle maintenance of the Tools packages.  An estimated cost should be included in the proposal.  

5. Scope.
This task order falls under Task Area 4 - Education, Training, and Awareness, Certification and Accreditation; Information Assurance Support Subtask - Certification and Accreditation.

a. Tools

(1).  The Tools must measure the compliance of information system operating system configuration to operating system configuration requirements necessary to comply with NISPOM Chapter 8 confidentiality requirements for Protection Level 1 (PL1), PL 2 and PL 3. 

(2). The target operating systems for the Tools are: Microsoft Windows NT 4.0, Microsoft Windows 2000 Professional, Microsoft Windows 2000 with Active Directory, and Microsoft Windows XP/Pro; Sun Microsystems Solaris 8 and later; Silicon Graphics IRIX 6.5 and later; and Red Hat LINUX 7.0 and later.

 (3). The ability to provide Tools for PL 1, PL 2 and PL 3 will be an evaluation criterion for the proposal.  

 (4). During beta testing each Tool must successfully evaluate the system for all NISPOM configuration requirements as identified in 6.2.  Success of beta testing is 100%.

b. Tools documentation

(1) Tools documentation shall include user manuals describing the installation and use of the Tools and providing the interpretation of the Tools' report.  

(2) Documentation can be combined for the two major platform types (Windows, Unix) or as one document if more practical, but should be separated within the documentation such that documentation should be displayed separately for each distinct operating system platform (Windows 2000, Windows NT, Sun Solaria, SGI, etc.). 

c. Training materials

(1) Training materials shall include materials, such as visual aids, presentation materials, instructor guide(s), and student guide(s), necessary to train selected technical personnel and allow for the subsequent delivery of training in a classroom setting.

(2) Training materials shall not include technical equipment, such as projectors, computers, etc., necessary for DSS personnel to subsequently deliver training in a classroom setting.

d. Hands-On Training

(1) Hands-on training shall include instruction in the installation and use of the Tools along with the interpretation of the Tools' report. 

(2) Training shall be limited to hands-on classroom instruction for selected Industrial Security technical persons and web-based training for the NISP contractors and other DSS personnel.  

e. Cost and Delivery

(1) The contractor shall provide separate development time and cost for each Tool package       (Tool, documentation, training material) for each operating system and Protection Level.   

(2) Delivery of the Tool packages will be in the order PL 1, PL 2, PL 3.   

(3) The ability to present an acceptable methodology to deliver the Tool packages as well as hands-on training before August 22, 2003 will be an evaluation criterion for the proposal.

(4) A 1.5% incentive fee will be paid if all deliverables except the final report are accepted by the government by August 8, 2003 and the final report accepted by September 15, 2003.    

      f.  Maintenance  (OPTION)

(1) The contractor will include in the proposal, as an OPTION, a maintenance plan to include updates to the Tools, documentation and training material for the life of the Tools.

(2) The maintenance plan should address the labor category and a methodology for maintaining the Tools, the cost of maintenance for one year plus three one-year options.  

(3) Maintenance to start in Fiscal Year 2004.    

(4) The ability to provide an acceptable maintenance plan will be an evaluation criterion for the proposal.  

      g. Reporting

 (1)  The contractor will provide monthly status reports of development progress to the TM and government Industrial Security technical staff.

 (2) The contractor will prepare an agenda for, as well as minutes of, a monthly meeting in Alexandria, VA.  The meeting date shall be the last work day of the month.  The minutes will be due the fifth work day of the following month.  

 (3) The contractor will provide validation testing results, in report format, at the time the Tools are ready for beta testing to demonstrate that  the Tools work as intended. 

 (4) At the completion of the Development Project, the contractor will prepare a written final report.  That report shall describe, in accordance with the DSS approved Task Order Management Plan (TOMP), the process used to develop the Tools and supporting documentation and training materials, identify the types of resources applied to the tasks and identify any problems encountered. 

6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  

a. Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

b. Within 10 calendar days of contract award, the contractor shall host the  Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements between the contractor and the government.   Topics covered will describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  The government will discuss DOD NISPOM implementation requirements, reporting requirements, and delivery dates.   The contractor shall provide minutes of the TIM within 5 working days of meeting end. The minutes must be viewed as a draft until the TM accepts/approves them
6.1.2 - Subtask 2 - TO Management. 

a.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).  The TOMP shall define as a minimum, description of tasks, as follows:

· Methodology and technical approach for accomplishing the tasks,

· Organizational resources, structure and interface

· Management controls (including quality assurance)

· Key activities and milestones

· Deliverables

· Assumptions

· Government furnished equipment/information (GFE/GFI) required

· Personnel

· Security

· Quality assurance plan to include oversight and supervision of any subcontractor personnel used on this task.

· Schedule

b. An outline version of the TOMP is due to DSS at the TIM.    A complete draft of the TOMP is due 10 working days after the completion of the TIM.  The final TOMP is due 5 working days after receipt of DSS' written comments on the draft.  

6.2 – Task 2 – Develop and Deliver Automated Security Tools, Documentation, Training Materials, Hands-on training and Maintenance

6.2.1. Subtask 1 – Tool Development and Delivery.  The contractor shall develop and deliver Tools for DSS to measure the security posture of PL1, PL 2 and PL 3 Industrial Security information systems. 

6.2.1.1 Expectations (general): 

a. The Tools shall satisfactorily perform a thorough automated analysis of the evaluated system's operating system configuration against the operating system configuration requirements necessary to meet the applicable NISPOM requirements.

b. The Tools shall satisfactorily perform the analysis on the following operating systems: Microsoft Windows NT 4.0, Microsoft Windows 2000 Professional, Microsoft Windows 2000 with Active Directory, Microsoft Windows XP/Pro; Sun Microsystems Solaris 8 and later; Red Hat LINUX 7.0 and later; and Silicon Graphics IRIX 6.5 and later. 

c. The Tools shall be non-intrusive, leaving residual data only in operating system temporary storage (virtual memory or swap space) on the evaluated system. The Tools shall not require installation on the evaluated computer's permanent storage for operation. The Tools shall execute from write-protected media, using the operating system temporary storage (virtual memory or swap space) for their execution. 

d. The Tools shall require no more than one media device per individual executable component.

e. The Tools shall be either developed or tested by personnel who possess a valid final Secret personnel security clearance,  issued by the Defense Industrial Security Clearance Office with a  National Agency Check Local Agency Credit Check (NACLCL). 

f. Tools shall be unencumbered. That is, Tools shall be provided to DSS free of rights, licenses, or any other restriction that would impede their free redistribution to NISP contractors by DSS.

g. All Tools, including source code and command scripts, shall become the property of the government.

h. The contractor will describe the Tools to be developed and break out the costs for development separately for each Tool in the proposal.

i. The contractor will validate each Tool.  The validation test report, assuring that the Tool works as intended, shall be provided at the time the Tool is available for beta testing.  The contractor will describe in the proposal, the methodology to be used for validation testing.  Beta testing will use contractor equipment configured  to simulate an actual ISP environment system.  The government will beta test at least 50% of the tools developed.  The decision to beta test will be determined after government review of the validation test report for the Tool.  

6.2.1.2. Expectations (PL1):  The Tools shall assess compliance of the evaluated systems with the following operating system configuration requirements.

a. The system shall be configured so that: 

1. An individual, authorized user shall be identified with each account or user ID on the system, except for accounts or user IDs required for normal operating system function;

2. System accounts with no unique user assigned shall be configured to prevent interactive logon; and 

3. Any account or user ID not necessary for normal operating system function that is not assigned to an authorized user shall be disabled. (NISPOM 8-303.a)

b. The system shall be configured so that for each account or user ID on the system, either:

1. The account or user ID is disabled or locked out to prevent interactive logon; or 

2. The account or user ID has a corresponding valid password assigned.

(NISPOM 8-303.b)

c. The system shall be configured to either use encryption to store passwords, or use file access controls to limit access to passwords to authorized users, or both. (NISPOM 8-303.d)

d. The system shall be configured to require passwords to be at least eight characters in length. (NISPOM 8-303.i)


e. The system shall be configured to expire passwords at intervals not to exceed 12 months. (NISPOM 8-303.i)


f. The system shall be configured such that all default or standard passwords are changed. (NISPOM 8-303.i)

g. For each auditable event that the system is capable of recording, the system shall be configured to record a log of the following (NISPOM 8-602.a(1)): 

1. The identity of the event or action; 

2. The date and time; 

3. The system locale; 

4. The system entity that initiated or completed the action; and 

5. The resources involved. 

Auditable events include (NISPOM 8-602.a (1)):

· Successful and unsuccessful logons and logoffs.

· Unsuccessful accesses to security-relevant objects (such as system software, virus protection and sanitization or clearance software) and directories, including creation, open, close, modification, and deletion.

· Changes in user authenticators.

· The blocking or blacklisting of a user ID, terminal, or access port and the reason for the action.

· Denial of access resulting from an excessive number of unsuccessful logon attempts.

h. The system shall be configured such that audit data is protected via file access permissions. These file access permissions will deny unauthorized access, modification, or deletion of audit data. (NISPOM 8-602.a (2))

i. If capable, the system shall be configured so that audit data will be retained for a minimum of one year. (NISPOM 8-602.a (4)).

j. The system shall be configured to provide automated or technical controls for identifying and authenticating users. (NISPOM 8-607.a)

k. The system shall be configured to display the required warning message prior to granting user access to the system. (NISPOM 8-609.a(1))

l. The system shall be configured to limit successive logon attempts by satisfying requirements of # 1 and # 2 or #1 and # 3, provided the operating system is capable. (NISPOM 8-609.a(2))

1. By denying access after multiple (maximum of five) consecutive unsuccessful attempts on the same account or user ID.

2. By limiting the number of access attempts in a specified time period.

3.  By the use of a time delay control system.

m. The system shall be configured to prevent remote activities, such as remote logons and anonymous file access. (NISPOM 8-609.a(3))

n. The system shall be configured such that, in the event of a system failure, no automatic logon to privileged accounts occurs. (NISPOM 8-612.a)

o. The system shall be configured to provide access controls to software and firmware that perform systems or security functions to limit access to authorized users. These access controls may include the use of passwords and file permissions. (NISPOM 8-307, 8-613.a(1))

p. Immediately following the assessment conducted by the Tools, the Tools shall output a report summarizing the posture of the evaluated system relative to the operating system configuration requirements necessary to meet NISPOM requirements. Format of the output shall be ASCII text or HTML. The report generated by the Tool shall include:

1. GUI display plus paper copy

2. Capture system platform information

3. Capture separately, items passed and items failed security test.  Failed items should identify NISPOM references.

q. Upon review of the assessment, the evaluator shall be able to determine the following for the evaluated system:

1. The authentication mechanism (NISPOM 8-303.b, 8-607.a).

2. All account/user names and/or user IDs present on the evaluated system (NISPOM 8-303.a), the status of each account (active, locked, disabled) (NISPOM 8-303.f), and whether the account requires validation of an authenticator for access (NISPOM 8-303.b).

4.        3. Roles, privileges, and/or membership in groups for each system user (NISPOM 8-307).The controls used to restrict access to authentication data (NISPOM 8-303.d).

5. The minimum password length enforced by the system (NISPOM 8-303.i (2)).

6. The expiration interval for passwords and the last password change date (if the last password change date is available) (NISPOM 8-303.i (2)).

7. Accounts with default or standard passwords (NISPOM 8-303.i (5)).

8. The auditing capabilities of the system and the configuration of the auditing mechanism relative to its capability and the NISPOM requirements (NISPOM 8-602.a (1)).

9. The access controls applied to audit data (NISPOM 8-602.a(2))

10. The configuration of the audit data retention mechanism, if the operating system is capable of controlling the mechanism through configuration (NISPOM 8-602.a (4)).

11. The system's capability to display a warning message, and the configuration of the system relative to its capability and the NISPOM requirement (NISPOM 8-609.a (1)).

12. The contents of the warning message (NISPOM 8-609.a (1)).

13. The system's capability to control successive logon attempts, and the configuration of the system relative to its capability and the NISPOM requirements (NISPOM 8-609.a (2)).

14. The configuration of the system relative to limiting user access, including but not limited to: controls to restrict remote activities, both incoming and outgoing; and anonymous file access (NISPOM 8-609.a (3)).

15. The system's capability relative to controlling access in the event of a system failure, and the configuration of the system relative to its capability and the NISPOM requirements (NISPOM 8-612.a).

16. The configuration of the system's access controls and settings used to limit access to system or security software and firmware (NISPOM 8-307, 8-613.a).

6.2.1.3. Expectations (PL2): The PL2 Tools shall meet all of the PL1 requirements for compliance as well as these additional operating system configuration requirements.

a.  The system shall be configured so that each user is assigned a unique identification that is associated with all auditable actions taken by that user (NISPOM 8-602b).

b.  The system shall be configured where the security support structure defines and controls access (discretionary access control (DAC)) between named users and named objects (e.g., files and programs)  (NISPOM 8-606b).    

c. The system shall be configured to prevent the use of group authenticators unless the system has first authenticated the user individually (NISPOM 8-607b(1)(b).

d. The system shall be configured to provide the length, composition and generation of authenticators (NISPOM 8-607b(1)(c)).

e.  The system shall be configured to prevent the re-use of individual authenticators (NISPOM 8-607b(1)(f).

f. The system shall be configured to require strong authentication for all IS privileged users that communicate with the system from outside the IS’s perimeter (NISPOM 8-607c(1)).

g.  The system shall be configured to prevent or resist cracking of the password file (NISPOM 8-607d).

h.  The system shall be configured to ensure that resources contain no residual data before being assigned, allocated, or reallocated (NISPOM 8-608).

i.  The system shall be configured to provide a protected capability to control the number of logon sessions for each user ID, account, or specific port of entry, providing the operating system is capable (NISPOM 8-609b(1)).

j.  The system shall be configured to detect individual user inactivity of 15 minutes and shall disable any future user activity until the user provides a valid authenticator (NISPOM 8-609b(2)).

k.  The system shall be configured to provide the user the date and time of the user’s last logon, the location of the user (as can best be determined), the number of unsuccessful logon attempts and require a positive action by the user before successful logon is complete (NISPOM 8-609b(3)).

6.2.1.4. Expectations (PL3): The PL3 Tools shall meet all of the PL2 requirements for compliance as well as these additional operating system configuration requirements.

a.  The system shall be configured to record and maintain any change in a user’s access permissions (NISPOM 8-602d).

b.  The system shall be configured to allow users to determine the formal access approvals of other user’s (NISPOM 8-606c(1)).    

c. The system shall be configured to allow users to determine the sensitivity level of data (NISPOM 8-606c(2)).

d. The system shall be configured to require strong authentication for all IS users that communicate with the system from outside the IS’s perimeter (NISPOM 8-607e).

e.  The system shall be configured to validate the correct operation of the hardware, firmware and software elements of the SSS (NISPOM 8-613b(2)).

6.2.2 Subtask 2. Develop and Deliver Training Materials.

The contractor will develop a hands-on classroom training materials to train the Industrial Security technical cadre.  In addition, the contractor will develop web/browser based multi-media training materials to educate other DSS personnel and NISP contractors on the installation, operation and analysis of the Tools and analysis of the results.  

Expectation:

a. Products shall be interactive to the extent practical.  Contractor will describe in the proposal, the Level of web training media to be provided.  PowerPoint presentations, if used, shall include detailed speaker’s notes. 

b. Products shall be web-based and beta tested by Industrial Security personnel on contractor furnished configurations for the identified platforms.  Compliance must be 100%. 

c. Contractor training material will be in compliance with Section 508 Accessibility Standards.   Products should be capable of being run using a variety of customer systems.  Product design will be approved by the Technical Task Manager. 

6.2.3. Subtask 3. Develop and Deliver Documentation.

The contractor will provide written documentation for each Tool as well as validation testing results demonstrating the Tools work as intended.

Expectation: 

a. Documentation shall provide a description of what the Tools are intended to do, installation and options instructions. 

b. Documentation shall include text as well as visual representation of scenarios likely to be found        based on profiles and an explanation of anomalies and their possible causes.

c. Documentation shall be written for a target audience with mid-level knowledge and experience in the configuration and use of the particular operating system.

d. Tools source code and/or scripts shall include adequate inline documentation so that an experienced programmer can easily understand the algorithms implemented through the code for the purpose of maintenance and extension of the application.

e. Each Tool shall be delivered in a CD ROM format. The training aids and technical documentation specific to that Tool will be delivered on the same CD-ROM. The final Tools deliverable shall be delivered to DSS on two (2) CD ROMS.  The First CD-ROM will contain the Tool source code or scripts, training materials and documentation for the WINDOWS family of OS; the second will contain the Tool source code or scripts, training materials and documentation for the UNIX -type of OS.    

6.2.4.  Subtask 4. Develop and Deliver Training. 

The contractor shall provide hands-on training for specified technical staff.

Expectation:

a. Contractor will develop and deliver classroom hands-on training to approximately 40 technical personnel in a classroom or similar environment.  Training will include setting up to run the Tools, operation of the Tools and analysis of the results.


b. Contractor will train the 40 Industrial Security technical personnel to deliver training using training materials developed and delivered in subtask 6.2.2 and documentation developed and delivered in subtask 6.2.3.

c. Contractor will provide all equipment to conduct training on Tools.

d.    Training will be conducted at contractor's site unless government site is agreed to at the TIM.  Contractor training sites will be identified in the proposal.  (Training in the Washington, DC area is preferred but not essential to contract award.) 

e.    Contractor will provide sufficient instructors so that the ratio of instructor to student does not exceed 1:8 for hands-on exercises.

f.    Contractor will provide system administrators as needed to maintain systems during training session. 

g.  Contractor will propose dates for training in the proposal based on delivery schedule of Tools packages.

h.  Instructors must be experienced trainers with subject matter expertise in the operating systems for the tools they will be teaching and a demonstrated track record providing hands-on training on Unix based and Windows based courses.

i.  Instructors are considered key personnel and shall be approved by the government prior to teaching.

j.  Instructors must have current operational expertise in the operating systems they are instructing and up to date on problems encountered by system administrators.

k.  The instructors shall submit after-action reports within five days after end of course.

l.  Contractor shall provide updates to course instructor lesson plans and student course guides.  Updates will correlate with updates to the Tools.  

m.  Contractor will provide master copies of all lesson plans and student materials.  For hands-on training session, contractor will provide 50 copies of the student material at training site.  

6.3 Task 3 – Reports

6.3.1 Subtask 1 - Monthly Report.   The contractor shall provide written monthly status reports of development progress to the TM and government technical staff. 

Expectation: The monthly report shall be in electronic and paper format and is due the 5th working day of the following month. For the monthly report, the contractor will identify the Tools being developed, identify stumbling blocks and their resolution or proposed resolution and identify any proposed strategy or development changes.  The report will be in Microsoft Word 97 format.

6.3.2 Subtask 2 - Meeting

DSS and the contractor will hold monthly meetings to discuss the progress, concerns of the development effort.  

Expectation: The contractor will prepare an agenda for as well as minutes for the sit down monthly meetings to be held in Alexandria, VA. The meeting date shall be the last work day of the month.  The minutes will be provided by the contractor on the fifth working day of the following month.  

6.3.3 Subtask 3 – Validation Test Report

The contractor will provide validation testing results showing the Tools work as intended prior to conducting beta testing.

Expectation:  For each Tool developed, the contractor shall perform validation tests and provide the report of the results at the time the Tool is submitted for beta testing.  After review of the Validation Test  Report, the government will determine which tools to beta test.  The government will beta test at least 50% of the tools developed.

6.3.4 Subtask 4. Final Report.  The contractor shall provide a final report at the conclusion of the project.  

Expectation: The final report shall be in electronic and paper form.  A copy of a CD containing all deliverables will be included with the final report.  The contractor will brief the final report to DSS management and staff.  The contractor shall document all efforts, findings, analyses, and proposals / recommendations, provide an overall assessment of the development project, and address each issue and expectation identified in the SOW.  The final report shall include an overall assessment of the project as well as the following: 

· Did the project achieve its goal? 

· Was the project successful and the reason for this conclusion?

· Types of technical expertise and number of persons required to develop Tools, training and documentation packages

· An assessment of the benefits/impact of beta testing theTools 

· Metrics for time, quality and cost for developing each Tool

The contractor shall submit the Draft Final Report within 10 working days after TO completion.  The contractor shall submit the Final Report within five (5) working days after receipt of government comments.  The government shall have 15 working days to review and comment on the Final Report.  

7.  Place of Performance.  The principal place of performance shall be at the contractor's site.  Beta testing or training may require the place of performance to change to a government site or other location. Should this be the case, the contractor shall identify the requirement to the government during the TIM.  Contractor will provide its own computers for development, validation and beta testing and training.  
8. Period of Performance.   All Tool packages will be delivered and training completed no later than August 22, 2003.  The contractor will have 10 calendar days from acceptance of deliverables and Hands-On training to deliver the draft Final Report.  Final report must be received and accepted by the government no later than September 25, 2003.  The fee incentive will be exercised for early completion and delivery of quality products.

When the contractor's place of performance is a government facility site, it is expected to perform work Monday through Friday, 8:00 a.m. - 4:30 p.m., unless otherwise directed by the Government Project Manager (GPM). 

9.  Delivery Schedule. 
The contractor shall deliver the following:

· Task Order Management Plan (TOMP)

· TIM Minutes

· Automated Tools, beta testing version and final delivery

· Training materials beta testing version and final for each Tool developed and delivered

· Documentation beta testing version and final for each Tool developed and delivered

· Hands-on training for 40 technical persons developed and delivered

· After action report of instructors

· Monthly meeting agenda

· Monthly meeting minutes

· Monthly Reports 

· Validation test reports (for each Tool)

· Final Report - draft

· Final Report 

Deliverable Media: The automated Tools and their associated training and documentation shall be delivered on CDROM as described in paragraph 6.2.3.e.  Deliverables in electronic form will be provided in Microsoft Office 97 formats or as specified by the GPM.  In addition, the TOMP and the Final Report will be delivered in hard copy.  A CD-ROM containing a copy of all deliverables shall be included with the Final Report.  

	
	
	
	
	
	
	

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM Minutes
	Electronic copy in MS Word 97 format
	5 working days after close of TIM
	10
	TM, Alt. TM, GPM, 1 copy each 
	One time

	6.1.2
	TO Management Plan outline
	Electronic copy in MS Word 97 format and hard copy
	TIM Meeting
	10
	TM, Alt. TM, GPM, 
	Outline--one time 

	6.1.2
	TOMP Draft
	Electronic copy in MS Word 97 format and hard copy
	TIM plus 10 working days
	10
	TM, Alt. TM, GPM, TDs (3)
	Draft--one time

	6.1.2
	TOMP Final
	Electronic copy in MS Word 97 format and hard copy
	5 Working days after receipt of DSS comments
	10
	TM, Alt. TM, GPM, TDs (3)
	Final--one time

	6.2.1
	Automated Tools, beta test version**
	Electronic copy and hard copy
	2 Tools delivered each month after acceptance of TOMP
	10
	TM, Alt. TM, GPM, TDs, IAB

Tech Eval. team (5)
	monthly

	6.2.1
	Automated Tools 
	Electronic copy and hard copy


	2 Tools delivered each month after acceptance of TOMP


	10


	TM, Alt. TM, GPM, TDs, IAB 


	Monthly



	6.2.2
	Training materials for ea. Tool,  beta test version **
	Electronic copy  and hard copy
	2 delivered with associated Tool each month after acceptance of TOMP
	10
	TM, Alt, TM, GPM,TD, IAB,

Tech Eval  team (5)
	monthly

	6.2.2
	Training material for each Tools
	Electronic copy  and hard copy


	2 delivered with associated Tool each month after acceptance of TOMP


	10


	TM, Alt, TM, GPM, 

Tech Eval Team (5)


	Monthly



	6.2.3
	Documentation for ea. Tool,  beta test version**
	Electronic copy and hard copy
	2 delivered with associated Tool each month after acceptance of TOMP
	10
	TM, Alt. TM, GPM, 

Tech Eval Team (5)
	Monthly

	6.2.3
	Documentation for ea. Tool
	Electronic copy  and hard copy


	2 delivered with associated Tool each month after acceptance of TOMP


	10


	TM, Alt, TM, GPM,TD, IAB,


	Monthly



	6.2.4
	Hands-on training for each Tool
	Classroom
	After delivery of final Tools, documentation and training material
	42
	TM, Alt, TM, GPM,

Tech Personnel (40)


	One time

	6.2
	Tool package

(Tool matched to documentation and training material
	CD-ROM
	At conclusion of development of all Tools documentation and training material
	42
	TM, Alt. TM, GPM, Technical personnel (40)
	One time

	6.3.1
	Monthly  Report
	Electronic
	5 working days after end of reported month
	10
	TM, Alt. TM, GPM, 
	Monthly

	6.3.2
	Monthly Meeting Agenda
	Electronic
	1 working day prior
	10
	TM, Alt. TM, GPM, 
	Monthly

	6.3.2
	Monthly Meeting  Minutes
	Electronic
	5 work days after meeting
	10
	TM, Alt. TM, GPM,
	Monthly

	6.3.3
	Validation Test Report
	Electronic
	With Beta Test each Tool
	10
	TM, Alt. TM, GPM, TD, IAB, Tech Eval Team (5)
	Monthly

	6.3.4
	Final Report

Draft
	Electronic copy in MS Word 97 format and hard copy
	Draft due 10 calendar days after TO completion.
	11
	TM, Alt. TM, GPM
	Draft--one time

	6.3.4
	Final Report

Final 
	Electronic copy in MS Word 97 format and hard copy

CD of all deliverables
	Final due 5 working days after receipt of government comments

With final report


	11

11
	KO, TM, Alt. TM, GPM,  TD, IAB,

KO, TM, Alt. TM, GPM, TD, IAB
	Final-copy to each until accepted.  

One time

	

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM

	** Contractor provide beta test version.  Government performs the beta testing.


10.  Security.  The contractor is required to maintain a Secret Facility Clearance with no safeguarding required.    The personnel security requirement for all contractor personnel, to include any subcontractor personnel, specifically involved in the development and testing of the automated tools, is a final Secret clearance granted by DISCO, based on NACLCs, with Periodic Reinvestigations based on NACLCs (SPRs) conducted on them every 10 years.   

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): The NISPOM, with Changes, and related materials can be downloaded from the DSS web site at http://www.dss.mil/.htm while the NISPOM Chapter 8 (2001) with ISL 01L-1 can be downloaded from the IA page on the DSS web site at http://www.dss.mil/infoas/index.htm. Should government space be required for training, the contractor will identify the requirement at the TIM.  All GFE will be returned to the government at the conclusion of the contract. 

12. Resumes for Key Personnel: The contractor is required to provide resumes for the lead  personnel developing the Tools, developing the documentation and/or  developing the training materials in the proposal, as well as instructors for the hands-on training.  Should any key personnel assigned to the contract need to be replaced, the contractor shall provide to the government, resumes for the replacement personnel prior to replacement taking place.  The government has the right of refusal of any replacement personnel for key personnel proposed by the contractor.  

13. Other Pertinent Information or Special Considerations. 

13.1. Travel.  Some travel, at no expense to the government, may be required to perform the beta and final testing of the Tools and to provide the hands-on training. 


 13.2. Identification of Potential Conflicts of Interest (COI).  Contractor and subcontractor employees shall be subject to meeting conflict of interest standards as appropriate for tasks resulting from this SOW.  Such standards shall be approved and issued by the Contracting Officer.  If the contracting officer discerns the potential for an Organizational Conflict of Interest insofar as the work to be performed under this task order, the contracting officer shall notify the contractor and the parties shall mutually take action to resolve any potential organizational conflict of interest.  This clause will be included in any subcontracts awarded under this task order. 


13.3.  Identification of Non-Disclosure Requirements.  The contractor shall not publish or disclose in any manner, without the Contracting Officer's written consent, the details of any safeguards either designed or developed by the contractor under this task order or otherwise provided by the government.  To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of government data, the contractor shall afford the government access to the contractor's facilities, installations, technical capabilities, operations, documentation, records, and databases.  If either the government or the contractor discovers new or unanticipated threats or hazards, or if existing safeguards have ceased to function, the discoverer shall immediately bring the situation to the attention of the other party.  All contractor personnel performing on the contracts shall be required to sign a non-disclosure statement, as provided in the I Assure Contract


13.4. Packaging, Packing and Shipping Instructions.  Packing and marking of all deliverables shall be in accordance with the best commercial practice necessary to ensure safe and timely delivery at destination, in accordance with the applicable security requirements.  See section D-1, I Assure contract.  

     13.5.  Inspection and Acceptance Criteria.  Acceptance: Documentation deliverables will be grammatically correct and technically accurate.  Inspection of deliverables will be conducted at the government site by the technical evaluation team. The government shall have fifteen (15) working days after delivery to review and comment on deliverables.  The government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on government direction if the governments requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it is clear as to what actions are required to bring the deliverable into compliance.  The government may exercise a 15-day option, at no cost to the government, to allow the completion of an acceptable final report.

Rejection: After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) working days after receipt of government comments, with the exception of the Final Report which is due 5 working days after receipt of government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the government.  

Additionally, the meeting and minutes shall serve as the basis for determining process improvements for the development project.  The TM shall supervise the meeting and the written report, prepared by the contractor, shall be in the format specified in the approved TOMP and subject to approval by the Task Monitor. 

14.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

   FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

   FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

