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TASC INC

55 WALKERS BROOK DRIVE

READING MA 01867-3297

GLENN PRUSZINSKI

$294,346.89
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17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY
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(YYYYMMMDD)

DCA200-00-D-5019

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0020

4

PAGE 1 OF

5. PRIORITY

CODE
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X
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(See Schedule if other)

MARK IF BUSINESS IS
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PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2003 Jun 03

4. REQ./ PURCH. REQUEST NO.

DWAM30318

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15
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CODE

DFAS PENSACOLA
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SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.
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7. ADMINISTERED BY 

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

24. UNITED STATES OF AMERICA

TEL:

618-229-9504
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iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual
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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$294,346.89
	$294,346.89 

	
	Information Assurance Support Services

T&M

INFORMATION WARFARE PREDICTIVE THREAT ANALYSIS INTELLIGENCE CAPABILITY SUPPORT AS IN ACCORDANCE WITH SOW DATED 29 APR 03 WHICH IS INCORPORATED BY REFERENCE.  PERIOD OF PERFORMANCE OF THIS ORDER IS FROM 03 JUN 03 THRU 02 JUN 04 AS IN ACCORDANCE WITH TASC PROPOSAL BASIC EFFORT COSTS DATED 02 MAY 03 WHICH IS INCORPORATED BY REFERENCE.

PURCHASE REQUEST NUMBER: DWAM30318


	

	
	
TOT MAX PRICE
	$294,346.89 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$294,346.89


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	MIPR DWAM30318 $294,346.89 


Section I - Contract Clauses 

CLAUSES INCORPORATED BY FULL TEXT

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
Statement of Work for
Information Warfare Predictive Threat Analysis Intelligence Capability - Phase II

Dated 29 Apr 03

1. purpose:  The Defense Intelligence Agency’s (DIA) IO Threat Analysis Division of the Military Infrastructure Office (MIO) proposes to obtain systems planning, research, development, and engineering services implement Phase II of the Information Warfare Indications & Warning (I&W) and Predictive Threat Analysis Intelligence Capability (PTAIC) for the Department of Defense (DoD).  The PTAIC project, hereafter referred to as STRATEGIC PLAYER, is one of several projects initiated by the DIA/MIO to develop capabilities to facilitate the production of timely threat reporting across DoD, the Intelligence Community (IC), and the Law Enforcement (LE) community.  STRATEGIC PLAYER will primarily address the need to analyze information from all available intelligence sources and apply a consistent, rigorous, and systematic approach to predicting the future cyber threat to DoD information systems and infrastructures.   This effort will ultimately support information assurance by providing more robust intelligence warning support for threats to U.S C4I systems.
2. Background:  The DoD Intelligence Community requires a capability to analyze all-source information in order to improve strategic intelligence support to information operations (IO), especially defensive IO, for a wide variety of foreign IO threats: cyber, electronic, physical, and perception management.  STRATEGIC PLAYER shall focus on the cyber threat.  TASC, Inc. completed Phase I of STRATEGIC PLAYER and for efficiency and continuity of effort between Phase I and Phase II, it would be to the government’s advantage for TASC to continue with Phase II. 

The STRATEGIC PLAYER project is being executed as a spiral development effort in a phased approach.  Phase I efforts resulted in:

· Phase I Program Management Plan - describes the approach to developing the PTAIC and supports management and monitoring of all STRATEGIC PLAYER project activities

· Problem Set Definition - introduces and describes MIO’s mission areas that contribute to performing strategic computer network attack predictive threat assessments. It lays out the general objectives in each mission area and key problems that the STRATEGIC PLAYER project will work to address  

· Tools/Potential Solutions Catalog - documents tools currently used in conducting PTA activities and recommends commercial off-the-self tools that can be incorporated in the near-term to enhance the PTA effort  

· Mission and Operational Requirements Matrix – identifies mission and operational requirements in each of the five functional areas required to provide comprehensive strategic threat analysis; research, correlate, analyze, characterize and report

· Phase II Program Strategy – provides the roadmap describing the next steps that should be taken to continue development of PTA capabilities.  The Phase II Program Management Plan will draw upon the information developed during the STRATEGIC PLAYER Phase I task.

3. objective:    The overall objective of this initiative is to continue the work done in STRATEGIC PLAYER Phase I, building toward providing DIA/MIO state-of-the-art tools and methodologies for conducting predictive threat analysis.  Major Phase II objectives shall include:

· Re-evaluate DIA/MIO mission functions

· Refine and document current PTA processes

· Evaluate current/proposed DIA tools for their ability to provide PTA functionality (i.e. CRUCIAL PLAYER tools)

· Evaluate Phase I proposed solution for its ability to support PTA

· Demonstrate proposed solution using government furnished test bed

· Evaluate proposed solution in a simulated operational environment

· Develop specifications for specialized tools required to meet shortfalls between requirements and proposed solution set

· Develop Advanced Concept and Technology Demonstration (ACTD) concept and proposal

4. Integration Requirements:  STRATEGIC PLAYER capabilities shall be integrated with existing and emerging analytic and production systems such as the Information Operations (IO) Portal, Production Knowledge Online (PKO), Joint Intelligence Virtual Architecture (JIVA) Enterprise Portal, JIVA Virtual Knowledge Base (VKB), and JIVA and MIO digital production capabilities as well as organizations such as the Joint Task Force – Computer Network Operations (JTF-CNO) Fusion Center, DoD Computer Emergency Response Team, and other centers with a defensive IO mission.  STRATEGIC PLAYER shall enhance the current JIVA programs. Additionally, development of a PTA capability must consider the tools and capabilities currently under development under the CRUCIAL PLAYER project.  The Contractor shall work with CRUCIAL PLAYER project (PNNL) to understand technical objectives of the project and evaluate the ability of CRUCIAL PLAYER tools to support PTA functionality.

5. Project Management:  The Contractor shall provide a project manager who leads the project team, plans the team’s tasks, and provides status reports.  The Contractor Project Manager (CPM) shall work with the Government’s IW PTAIC Project Manager (GPM) in the development of the Phase II Project Management Plan.
5.1 Project Management Tools.  The Contractor shall describe the resources and provide a milestone schedule necessary to accomplish this SOW.  

5.2 Project Management Plan.  The CPM, in close collaboration with the GPM shall develop a Phase II Project Management Plan (PMP).  This plan shall include a detailed schedule and task outline of how the contractor will accomplish the Government’s objectives for this task.  The PMP shall fully describe how the task will be accomplished, provide a schedule, identify contractor resources to be applied, and the standards of acceptance to satisfy the Government’s requirements.  The completed PMP shall be delivered to the GPM within 15 calendar days after issuance of the task order.  The Plan shall be agreed upon by the Government and Contractor Project Managers, and be updated as required.  Both the Government and Contractor Project Managers shall document their concurrence on the Phase II PMP by signing/dating it.  The Contractor/contractor personnel shall NOT undertake “at risk” work pursuant to the proposed task order modification.

6. Scope of Work:  The Contractor shall provide the proper systems planning, research, development, engineering, and program management skills required to continue the program to develop a PTA capability.  The PTAIC will be an integration of existing and emerging information analysis capabilities that can use precursors or indications of hostile activity to predict national and transnational intent to attack DoD networks and critical infrastructures.  The Contractor shall propose creative and flexible approaches to accomplishing tasks within anticipated constraints.

6.1 Evaluate DIA/MIO Mission Functions.  The Contractor shall focus on identifying key mission functions and evaluating the potential for developing standardized methodologies and/or processes for accomplishing those functions.

6.2   Evaluate Existing Relevant Research.    The contractor will continue to identify, evaluate, and reference existing research and white papers that address the issue of predictive intelligence analysis, especially those papers and briefings that discuss the topic in relation to the unique qualities of IW threat analysis.  In close coordination with the GPM, the contractor will incorporate provide these findings in a way that will be able to be used in the remaining tasks of this SOW and subsequent project phases.  These finding will likely inform and guide the survey used in the problem set definition and cataloging of systems, analytic tools, methods, and capabilities.

6.3   Catalog Current Systems and Analytic Tools.  The contractor will continue to catalog the systems and analytic tools currently used by IW analysts within DOD, the IC, and affiliated LE, including the JIVA Integration Management Office (JIMO).  The scope of tools will include statistical methods and indicator-based analysis tools that support predictive analysis.  The contractor will build the description of these systems and databases to facilitate subsequent integration development and architecture designs using successful commercial practices for systems integration.  The definition of the inputs, processing, and output of each system will likely be beneficial to this process.

6.4  Catalog Potential Solutions.  The contractor will continue to catalog potential solutions, both material and non-material, that should be considered during the subsequent analysis of alternatives (AOA) study to be conducted in a follow-on contract.  The contractor will assess the development risk, life-cycle cost, implementation issues, and performance of each potential solution or component of the IW PTAIC.  Many systems exist already that may prove helpful for various portions of the IW problem set.  The contractor will coordinate their proposed solutions with the JIMO.  The intent is to ensure that the proposed solutions fully leverage what the JIVA program will provide to the community at large, and not require the government pay for duplicative functionality.  MIO intends to fully utilize existing and planned functionality being provided by the JIMO.

6.5   Evaluation/Demonstrate Phase I Proposed Solution.  The Contractor shall evaluate in depth those tools identified during Phase I as offering potential to support one or more elements of the PTA framework.  Tool evaluation(s) shall be conducted on a government furnished test bed.  The tool evaluation(s) shall focus on determining how effective each tool might be in automating the PTA functions and shall culminate in a demonstration of these capabilities to government-selected personnel.  

6.6  Develop Specifications for Specialized Tools.  The Contractor shall compare the outcome of the tool evaluation(s) with the mission and operational requirements documented in Phase I to determine any shortfalls.  If shortfalls exist, the Contractor shall produce detailed specifications for specialized automated tools to address these remaining shortfalls.  These tools should augment the Phase I proposed solution to enable full-process interactive support to PTA, particularly support to applying structured predictive analysis methodologies.  Specialized tools should be optimized for MIO’s mission of assessing IO/IW threats, but should be readily adaptable to other subjects of threat assessments. 

6.7   Develop ACTD Concept and Proposal.  The Contractor shall integrate with key DIA constituents and customers to identify a viable PTA concept that could be turned into an ACTD.  Key constituents should be the DIA intelligence analysts, JTF-CNO, and intelligence consumers.  Once the concept is identified, the Contractor shall develop an ACTD concept and proposal.
7. Period of Performance:  The period of performance shall be for a period of one year beginning on the task order Date of Award.

8. Critical personnel:  The contractor shall strive to maintain the same team throughout the period of performance on this task.  Systems engineering management skills along with IW or predictive threat analysis expertise will be critical to the success of this phase.  Experience with developing systems that will predict hostile activity capability using a wide variety of sources to model diverse attackers’ activities will be instrumental in completing this phase.  

9. Security Requirements:  The work described in paragraphs 4 and 5 is classified up to TS/SCI and requires the selected contractor to provide personnel with Active Top Secret clearance suitable to be granted SCI access. The contractor’s personnel assigned to this project will be required to have unescorted access to TS/SCI spaces.

10. REQUIRED TRAVEL:  Several coordinating meetings will be required within the Washington, DC metropolitan area.  A requirement for meetings outside of the Washington, DC metropolitan area is not foreseen at this time.  For proposal purposes, please do not include any travel costs.

11. Deliverable and Delivery Schedule

11.1 Phase II Project Management Plan.  The Contractor shall provide a Phase II PMP to the Government within 15 days of the award of this order.

11.2  Updates to Phase I Products.   The contractor shall write and deliver updates to the Phase I developed Predictive Analysis Research Paper, the Current Systems and Databases Catalog, and the Potential Solutions Catalog to insure that they are maintained current as new information becomes available.

11.3  PTA Processes Document.  The Contractor shall write and deliver a paper documenting current predictive threat analysis processes and methodologies.  The paper should focus on identifying key mission functions and evaluating the potential for developing standardized methodologies and/or processes for accomplishing those functions.

11.4  PTA Strategy Document.  The Contractor shall prepare a strategy document in Phase II that identifies the next steps required to develop the enhancements to the PTA for the next Phase of the program. 

11.5 High Payoff Solutions Demonstration.  The Contractor shall develop a demonstration capability highlighting new enhancements to the PTA incorporating Phase II processes and tools as well as CRUCIAL PLAYER capabilities.

11.6 ACTD Proposal.  The Contractor shall prepare an ACTD proposal outlining concept validation strategies.  The ACTD shall be the culmination of all previous STRATEGIC PLAYER and CRUCIAL PLAYER efforts and encompass the full-process toolset.

11.7 Monthly Progress Reports.  The Contractor shall provide monthly progress reports that summarize the work completed to date, including fund expenditures, as well as interim versions of any deliverables to date.  Reports shall reflect work being accomplished/planned regarding the work order resulting from this SOW.

12. Government furnished property/equipment/data:  The Contractor shall provide workspaces, equipment, and supplies for the time period of this award.  The government shall provide the hardware and software required to stand up a six-month test bed/lab to be located in the Defense Intelligence Analysis Center (DIAC) at Bolling AFB, Washington, DC.  The government will provide access to information that is relevant for this project phase.

13. Receiving Report:  Unless otherwise directed by the Contracting Officer, all receiving reports shall be submitted in accordance with the task order.  The GPM shall inspect and accept all deliverables, except for DIESCON II Program Manager Reports submitted to the COR, and provide written evidence of such acceptances to the DIESCON II COR for certifications to the Defense Finance and Accounting Service (DFAS).

14. Invoice and Payments:  The Project Manager for the order shall certify payment invoices to DFAS in accordance with the task order unless directed otherwise by the Contracting Officer on the task order resulting from this SOW.

15. Service Category:  This requirement falls under Service Category 6, Information Systems.

