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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  This modification incorporates the attached revised SOW dated 08 Sep 2004 for Cross Domain Security (CDS) Engineering Support.  

 SAIC revised proposal dated 09 Sep 2004 is incorporated by reference.

b.  The total task order amount is increased by $218,473.00 from $2,522,035.00 to $2,740,508.00.  See page 2 of this modification for

 funding details.

c.  The period of performance is extended through 31 Oct 2004 and now reads:  27 Jun 2003--31 Oct 2004.

d.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

29

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

10-Sep-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5017-0038

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of SAIC 09 Sep 04 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

09

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

10-Sep-2004

CODE

DISA/DITCO-SCOTT

PO BOX 25857

SCOTT AFB IL 62225

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

SCIENCE APPLICATIONS INTERNATIONAL CORP

DBA SAIC

10260 CAMPUS POINT DRIVE  BUILDING C

SAN DIEGO CA 92121-1578

KIM HAYES

FACILITY CODE

0T5L1

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001

DJSMR44012

                             $46,574.50

0001

DGEMZ49724

                           $171,898.50
SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        STATEMENT OF WORK 8 SEP 04
File: FY04 SAIC_SOW MOD 9

This file was last modified on September 8, 2004.

Added funds (via MIPR# DJSMR44012) to provide filter development and engineering services to support the JCS installation, as noted under section 6.4 Task 4 Solution Fielding/Installation, Subtask 4 Filter Development, Documentation and Testing.

Added funds (via MIPR #DGEMZ49724) to provide continued engineering support for the extended PoP of the current contract.

Revised Period of Performance to extend to October 31, 2004.

File: FY04 SAIC_SOW MOD 8

This file was last modified on August 25, 2004.

No cost extension revised to September 3, 2004. 

File: FY04 SAIC_SOW MOD 7

This file was last modified on July 09, 2004.

Added funds (via MIPR# NACXXX04681573) to provide engineering support for TBMCS-UL testing at Hampton, VA as noted under section 6.4.5 Subtask 5 – Deployment Support.

NOTE:  PoP was extended to AUG 31, 2004, request to DITCO from SAIC, June 6, 2004.

 ‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK

as of September 8, 2004
	Contract Number:
	DCA200-00-D-5017

	Order Number:
	

	Tracking Number:
	

	Previous Order Number:
	DCA200-00-D-5017-0023


1. Points of Contact

a.  Primary Task Monitor (TM):
	Name:
	

	Organization:
	DISA, Center for Information Assurance Applications

	Address:
	Defense Information Systems Agency 

CDSCDS/ Cross Domain Security Branch (AP21)

Seven Skyline Place

5275 Leesburg Pike

Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate Task Monitors (ATM):
	Name:
	

	Organization:
	DISA, Center for Information Assurance Applications

	Address:
	Defense Information Systems Agency 

CDS/ Cross Domain Security Branch (AP21) Seven Skyline Place

5275 Leesburg Pike

Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2. Order Title – Cross Domain Security (CDS) Engineering Support
3. Background:  This task provides software/systems engineering services and information assurance technical expertise to the Defense Information Systems Agency (DISA), Cross Domain Security (CDS) Branch in accordance with the Statement of Work (SOW).  The success of this CDS Engineering Support task requires the technical expertise of Information Assurance (IA) and Software/Systems Engineering professionals to provide engineering, integration and life cycle support of CDS technologies for DISA’s customers, worldwide.

The mission of the CDS Branch is to support the Center for Information Assurance Applications, the Chief Information Assurance Executive, and DISA’s customers by providing Life Cycle Support for the DISA CDS product line, i.e. the Command and Control Guard (C2G), Trusted Data Exchange Guard (TDX), and other CDS technologies both government off-the-shelf (GOTS) and commercial off-the-shelf (COTS). The DISA CDS product line provides controlled, secure, accredited, and interoperable information transfer and network defense capabilities for the Department of Defense (DoD) which enable the exchange of data between network enclaves of different security levels.  The CDS product line is based upon the Getronics XTS-300 hardware and the Secure Trusted Operating Program (STOP) Operating System. 

To accomplish its mission, the CDS Branch uses multi-disciplinary, matrixed service delivery teams (CDS Teams) that integrate civilian, military, and contractor personnel under the leadership of a government civilian or military member. The division’s service delivery teams are supported by the CDS Integration and Testing Facility (CDS ITF) at 5600 Columbia Pike, Falls Church, VA, a government owned / contractor operated facility.  The effective and efficient operation of CDS’s service delivery teams is, in turn, a critical success factor for the CDS Branch. Thus, the level of resources, both financial and personnel, required to operate the CDS ITF have a significant and direct impact upon mission effectiveness and customer satisfaction. 

As part of DISA’s ongoing transformation, senior management continues to place high emphasis upon the effective and efficient use of available resources to provide world-class customer service for DISA’s customers, both external and internal. Thus, the primary goal of this effort is to ensure that DISA’s customers receive high quality products and services at the lowest reasonable cost, i.e. best value.  The CDS team’s progress towards this goal, including collection of formal cost, schedule, and performance metrics, will be measured and tracked by DISA as part of its formal customer satisfaction survey process. It is therefore the intent of this statement of work to encourage the use of cost containment, cost reduction, and cost avoidance strategies, particularly in the area of lab operations and contract/project management, in order to maximize the resources available for use in providing direct support to DISA’s CDS customers.

4. Objectives:  The CDS Engineering Support Task has the following objectives:

Provide DISA and the CDS/Cross Domain Security Branch with best value software and systems engineering and information assurance services, i.e. high quality services at the lowest reasonable cost, in support of the CDS Product Line.

5. Scope:  This work encompasses the following areas:

· Software and Systems Engineering

· Fielding of CDS Products and Systems

· CDS ITF Lab Operations

· Help Desk Support for CDS Products and Systems

· Customer Service and Sustainment Support for CDS Products and Systems

· Configuration Management for the CDS Product line (including site-specific configuration end items)

· Project Management

6. Specific Tasks:

6.1 Task 1 – Contract-Level and Task Order (TO) Management. 

6.1.1 
Subtask 1 – Integration Management Control Planning.  The contractor shall provide Project Management, Technical (task order level), and such related oversight and functional activities at the Contract Level as are necessary to manage the execution of this statement of work (SOW).  The contractor shall use such productivity and management processes, techniques, and procedures as are necessary to ensure its effective and efficient performance under this task order while minimizing management overhead and related costs. The contractor shall use industry standard methods for software systems engineering management, project management, and quality assurance management, e.g. those evidenced by organizations holding the Software Engineering Institute’s (SEI) Software Engineering Capability Maturity Model  (SE-CMM), Level 3 (preferred) or 2 (acceptable) certification, though SEI-CMM Certification is not required for this contract.  These shall include accurate and timely cost and schedule tracking and related management data collection and reporting processes. The contractor shall use a standardized and consistent set of business processes and practices to execute this statement of work, including effective and efficient, centralized support for administrative, clerical, technical writing/editing/review functions, to ensure delivery of high quality deliverables while, at the same time, minimizing cost and schedule. The contractor shall conduct and/or attend customer interface/technical exchange meetings at the Contract and Task Order level to present and discuss its cost, schedule, and technical performance under this task order.  
6.1.2 
Subtask 2 – TO Management. The contractor shall prepare a Task Order Management Plan and baseline Plan of Actions & Milestones (POA&M) describing the technical approach, as well as the organizational resources and management controls to be employed to meet the cost, performance and schedule requirements. The  POA&M shall be updated quarterly. 

The contractor shall provide a Monthly Status Report  (MSR) that includes an overall project status and evaluation. The MSR shall be submitted in the format provided by the government and shall include updated and detailed funding and cost data. It shall identify major accomplishments; provide a detail of deliverables submitted during the reporting period, and list in table format any meetings attended (who attended, the role the attendee played, where the meeting was held, any actions assigned, etc.). The MSR shall also include a schedule identifying activities in progress, and planned activities for the upcoming 30 and 90 days. The MSR shall include a labor hour matrix, detailing each employee (by name and labor category) and the hours each worked vs. planned hours, (and shall also notate justification for variances over 5%). The contractor shall identify and document in its MSR opportunities to implement cost containment, cost reduction, and cost avoidance strategies. The MSR is to include any risks identified and their associated mitigations. It is to document lessons learned and provide suggestions for process improvements, when applicable. The MSR shall include such other reporting categories as are required/requested by the TM/ATM. 

6.1.2.1 Deliverable 1 - Management Plan due twenty-eight (28) calendar days after the TO start date.

6.1.2.2 Deliverable 2 – POA&M due twenty-eight (28) calendar days after the TO start date and quarterly thereafter.

6.1.2.3 Deliverable 3 - MSR due NLT fourteen  (14) calendar days after the end of the contractor’s monthly accounting period.
6.1.3
Subtask 3 – Technical Interchange Meetings (TIM). The contractor shall host quarterly TIMs to discuss performance under this TO including cost, schedule, and technical. The TIM shall be conducted NLT fifteen (15) calendar days after the TO start date and then on a quarterly basis thereafter. The contractor shall prepare and present formal briefings that provide updates to its technical and management approach including current and projected cost, schedule, and performance data. The contractor shall prepare and present updates and recommended changes to the Plan of Accomplishment and Milestones (POA&M) at each TIM.

6.1.3.1 Deliverable 1 - Annotated briefing slides and/or handouts, for each formal presentation at the TIM, are due NLT five (5) business days prior to the TIM. 

6.1.9.1 6.1.3.2
Deliverable 2 – TIM notes shall be provided NLT five (5) business days prior to the TIM.

6.1.4
Subtask 4 – In Progress Reviews (IPRs)/Project Briefings.  The contractor shall provide input to the agenda for the bi-weekly In Progress Reviews (IPRs) NLT three (3) business days in advance of the scheduled meeting.   The purpose of these meetings shall be to discuss the contractor’s task execution and management including schedule, performance, and technical issues. For each IPR, the contractor shall provide summary meeting minutes (IPR notes in government format), including a list of action items and decisions, NLT five (5) business days after the meeting. The contractor shall schedule a face-to-face IPR no less frequently than every 14 days with the appointed Government TM/ATM. The contractor shall report the occurrence of the IPRs and any other meetings in the MSRs.  The contractor’s Task Order Manager shall attend IPRs. Other personnel shall attend at the request of the government or as approved in advance by the government’s TM/ATM.

6.1.4.1
Deliverable 1 – Bi-weekly input (discussion items) to the IPR agenda shall be provided NLT three (3) business days in advance of the scheduled meeting.

6.1.4.2 Deliverable 2 – Bi-weekly IPR notes shall be provided NLT five (5) business days after the meeting.

6.1.5
Policy and Planning Support.  The contractor shall review and be familiar with all instructions and policies that apply to CDS technologies.  At a minimum the following instructions/policies shall be reviewed and understood by all Senior and Intermediate level technical personnel working on this task:  

· DoD Inst. 5200.28, Security Requirements for Automated Information Systems

· DoD Inst. 5200.40, DoD Information Technology Security Certification and Accreditation Process (DITSCAP)

· DoD 5200.28-STD, DoD Trusted Computer Systems Evaluation Criteria

· Common Criteria for Information Technology Security Evaluation

· CJCSI 6510.01C, Information Assurance Implementation.

6.1.6 Efficiency: Cost Containment, Cost Reduction, and Cost Avoidance.  The contractor shall implement cost containment, cost reduction, and cost avoidance measures to include building upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical. The contractor shall use disciplined engineering and project management processes and methods to control and/or eliminate cost drivers, e.g. requirements creep, uncontrolled schedule changes, poor configuration management and control, and staffing issues such as low morale, skills mismatch, and poor workload distribution

. 

6.1.7 Effectiveness: Cooperation and Coordination. A lack of cooperation and coordination between staff members and across organizational boundaries can be a significant cost driver for software and systems life cycle support. For this reason, the contractor shall direct its staff and subcontractors to cooperate fully with the CDS team’s civilian personnel, military members, and other support contractors, as identified by the TM/ATM, to accomplish the Government’s requirements, goals, and objectives under this SOW as efficiently and effectively as possible. The contractor shall direct its staff, and require its subcontractors to cooperate in the sharing or coordination of information resulting from the work required by this SOW or previous Government efforts. This requirement shall include full and open cooperation and appropriate “team behaviors” when working in a matrixed team with government civilians, military members, and the government’s other support contractors.

6.1.8 Personnel Management.  Provide and manage a complete, comprehensive team of highly qualified personnel able to accomplish the tasks specified in this SOW including the requirement to work in a supporting role as members of high-functioning service delivery teams under the leadership of a government civilian or military member. All personnel assigned under this task order must be capable of working effectively in a culturally diverse, team-based environment. Upon request by the government, all personnel assigned to this effort shall participate in team-building activities with government civilians, military members, and other contractor personnel providing support to the CDS/Cross Domain Security Branch.

6.1.9 Task Order Staffing - The contractor shall provide sufficient staffing to support guard installation/fielding/sustainment efforts at two sites simultaneously, in addition to providing daily operations and support for CDS ITF lab operations, (to include Help Desk, Customer Support, and two concurrent filter developments, etc). 
For installations, each team shall be staffed with at least one individual who is sufficiently trained/experienced in the STOP and Sun Solaris operating systems and C2G or TDX applications software to be able to troubleshoot problems that may arise during the installation, as well as with an additional individual who is competent to provide both classroom and hands-on training for site personnel in the operation, administration, and troubleshooting, using existing CDS training materials, for the guarding system being installed, e.g. C2G or TDX guard.  

The contractor shall ensure that its personnel serving as computer system administrators, (i.e. those possessing the root password for any CDS ITF or supported site’s computer systems), have a Secret and an ADP-I Position Sensitivity Designation and have completed DISA’s Level 2 System Administrator Certification.  The requirement for completion of the DISA System Administrator Certification Course must be accomplished within 90 calendar days of contract award (or the individual’s assignment to the contract). 

Software engineers performing filter development must be competent to design, implement, test, and integrate text scanning / parsing routines (filters) for the supported Guards (C2G and/or TDX) in the following languages: C, C++, and/or Felt. 

6.1.9.1 Deliverable 1 - Staffing Plan. The contractor shall provide a staffing plan detailing the management strategy used to successfully implement multiple deployment teams concurrent with sustaining uninterrupted lab operations supported by a lab sustainment team. This plan shall include a detailed roles and responsibilities matrix for the proposed staff members to ensure adequate coverage and proper workload distribution for those supporting field and/or lab operations and shall be provided within twenty-eight (28) calendar days of the TO start.

6.1.9.2 Deliverable 2 - Weekly Activity Report. The contractor shall provide a Weekly Activity Report that details, by employee, the activities of each staff member and the associated hours spent on each task. The Weekly Activity Report shall be a compilation of individual employee time logs and shall be provided by close of business each Monday for the prior week. This report will be used to estimate duration time for various activities, as well as serving as a tool to verify appropriate distribution of workload and employee knowledge growth.
6.2 Task 2 – CDS ITF Lab Operations and Support.
6.2.1 Subtask 1 – Lab Operations.  The contractor shall manage and operate the government’s CDS ITF lab located at 5600 Columbia Pike, Falls Church VA 22041. The lab shall be open, available for use, and fully staffed by the contractor during core business hours (0800-1700 hrs), Monday through Friday, unless an alternate schedule or staffing level has previously been approved in writing by the TM/ATM. 

The contractor shall coordinate and support the scheduling and use of lab resources by the CDS branch’s service delivery teams and other authorized individuals for the conduct of development, integration, testing, evaluation, pre-deployment, and lifecycle support activities for CDS supported systems and sites. The contractor shall provide (in government provided format) a Weekly Activity Report (WAR) that logs each employee’s productivity by project/task-type and the associated hours spent on each.  The contractor shall maintain all required security and access control records including daily open/close and end-of-day checklists. The contractor shall update, maintain, and provide users with access to lab documentation including: user guides, system administrator guides, checklists, job aides, and files/documents under Configuration Management control. 

6.2.1.1 Deliverable 1 – CDS System Administrator Documentation Updates.  The contractor shall provide customized updates to the existing CDS System Administrator Documentation.  These updates shall include information regarding administration and configuration of CDS Product baselines and test environments to include backup and recovery procedures, account/password management log, and detailed, up-to-date, network configuration diagrams for individual suites of equipment and the CDS ITF Lab overall. The delivery of the customized documentation is due sixty (60) calendar days after the assignment of the TM.
6.2.1.2 Deliverable 2 – Lab Operating Procedures. The contractor shall provide customized updates to the existing Lab Operating Procedures. The initial delivery of the customized documentation is due sixty (60) calendar days after the assignment of the TM. 

6.2.2 Subtask 2 – Configuration Management and Inventory Control.   The contractor shall provide inventory control and configuration management for classified, sensitive For Official Use Only (FOUO), and unclassified configuration end items, e.g. software, documentation, and test data files for CDS Products, CDS ITF lab assets, both hardware and software. Configuration end items shall include documentation, drawings, and diagrams in both electronic and hard copy format. The contractor shall maintain and update the existing configuration management and inventory control-tracking system to account for all configuration end items. The contractor shall maintain  100% accountability for all configuration end items including records of “check-in/check-out” for all configuration end items in the CM Library. The contractor shall appoint a qualified and trained classified documents custodian to maintain separate accountability, control, and reporting system for classified materials and hardware in accordance with DISA regulations and the Defense Industrial Security Manual. The contractor shall provide an initial list of changed, new, and/or missing configuration end items within sixty (60) calendar days of contract award. Subsequent lists will be provided, as required by the TM . In the case of missing configuration end items, the contractor shall report to the TM/ATM as soon as possible, but not later than one business day after a configuration end item has been identified as missing. The contractor shall conduct quarterly audits of all configuration end items and provide a full accounting at each TIM. The contractor shall prepare for, conduct, and participate in Configuration Control Board Meetings as required by the TM/ATM.
6.2.2.1 Deliverable 1 – CM Procedures. The contractor shall provide customized updates to the existing CM Procedures to reflect process improvements. The initial delivery of the customized documentation is due thirty (30) calendar days after TO start date, with subsequent updates as required by the TM.

6.2.2.2 Deliverable 2 – CDS Hardware Asset Tracking and Status Report.  This document shall contain a complete inventory showing locations and status, including maintenance contracts, for all CDS hardware assets including those for which sites have purchased life cycle support and maintenance contracts.  This report will be delivered/briefed quarterly at the TIM.  

6.2.2.3 Deliverable 3 – CM /Inventory Control Status Report.  The document will provide a full accounting of all configuration end items in the CM Library and hardware/lab assets in the inventory control system. This document shall be delivered to the TM/ATM five (5) business days prior to each Configuration Control Board (CCB) Meeting.

6.2.2.4 Deliverable 4 – CCB Agenda.  This document will provide a recommended list of agenda items for consideration at each Configuration Control Board Meeting. Delivered to the TM at least five (5) business days prior to the scheduled date of each CCB Meeting.

6.2.2.5 Deliverable 5 – CCB Minutes.  This document will provide detailed minutes, including attendees, discussion items, action items, and decisions/votes, for each Configuration Control Board meeting. Delivered to the TM NLT five (5) business days  after each CCB Meeting.

6.2.3 Subtask 3 – CDS Help Desk.   The contractor shall provide a 24X7 Help Desk to support DISA’s customers who have purchased maintenance support for CDS Products (with an estimated three (3) to twelve (12) trouble calls per month).  Help Desk support shall include: e-mail, toll free phone line, and trouble ticket generation and tracking, as well as emergency after hours contact capability.  The contractor shall detail all activity of the help desk in the CDS Help Desk Technical Report.  
The effective and efficient operation of the CDS Help Desk and the MITF, including the timely resolution of customer problems, shall be a priority. An e-mail notification of each help desk call shall be sent to the responsible government site lead, as identified by the TM/ATM, within two hours of the receipt of the call. The contractor shall use the CDS Team’s existing escalation procedures for Help Desk support. These escalation procedures include immediate notification of the government’s Site Team Leader, the TM/ATM, and the ATM when a supported site experiences a critical failure or otherwise reports a problem having an adverse mission impact. Any deviations from established customer support and/or Help Desk policies and/or operating procedures must receive prior written approval from the TM/ATM. The contractor shall identify and submit to the TM for consideration such updates or changes to the CDS Help Desk Policies and Procedures as it believes will result in increased customer satisfaction, reduce costs, or otherwise result in beneficial process improvements. The contractor shall identify common causes of problems and propose to the TM/ATM such cost effective changes in CDS Product configurations or support as it believes will improve mission operations and/or decrease system non-availability for DISA’s customers.

6.2.3.1 Deliverable 1 – CDS Help Desk Technical Report.  The report should include a detailed accounting of each help desk call with resolution and is to be provided NLT five (5) business days after each month’s end.

6.2.4   Subtask 4 - Unix Systems Administration Support Services. The contractor shall provide system administration support for the Command and Control Guards (C2G) installed at High Frequency Global Communications Systems (HFGCS), 789th Communication Squadron, 1558 Alabama Ave., Andrews AFB, MD 20762. On-site assistance (during regular duty hours) will be comprised of, but not limited to, system status monitoring, maintenance of audit files, queue management, and overall configuration and management of the C2G. The contractor will also be required to be available (via pagers) to provide 24x7 C2G support, as necessary. The contractor shall provide a detailed report of all significant C2G system administration activity on a monthly basis. This task shall be performed on a level of effort basis not to exceed four (4) hours, twice weekly unless otherwise authorized in advance by the TM/ATM. This subtask requires a TS/SCI clearance and ADP Level I adjudication for assigned personnel.  

6.2.4.1 Deliverable 1 – System Administrator Activity Report. The report should include a detailed accounting of each significant C2G administration activity and is to be provided with five (5) business days of each month’s end.

6.2.5 Subtask 5 – CDS ITF Hardware and Software Support/Maintenance.  The contractor shall provide support and assistance to CDS ITF users, e.g. systems administration and systems operations support, during the use of baseline suites of equipment to evaluate and/or test upgrades to CDS’s Product line including modifications to both GOTS and COTS software. The contractor shall monitor, troubleshoot, and report to the TM/ATM all failures of CDS hardware assets including those reaching the end of their usable lifetime. The contractor shall maintain a baseline suite of hardware and software in the CDS ITF for each version of a supported CDS Product, e.g. the Command and Control Guard (C2G) versions 3.1 / 4.1 or Trusted Data Exchange Guard (TDX).  The contractor shall provide support to ongoing systems integration efforts including maintaining staging areas within the CDS ITF for both rack mounted and tower configuration of CDS products. The contractor shall schedule use of systems and staging areas to ensure adequate support for scheduled fieldings and deployments. The contractor shall immediately report scheduling conflicts to the TM/ATM and assist the TM/ATM in schedule deconfliction to ensure that preparations for fieldings and installations are completed on time and within cost.

6.2.6 Subtask 6 – Patch Releases. The contractor shall develop, test, and prepare for distribution software patch releases for CDS products. For each patch release, the contractor shall provide installation instructions and release notes. Each patch release and installation script shall be fully tested prior to distribution. The contractor shall ensure the security and integrity of all CDS products by maintaining configuration control over each baseline suite of hardware and software. All CDS assets shall be configured and operated in accordance with all applicable DoD and DISA policies, practices, and procedures for Automated Information Systems including the Security Technical Implementation Guides (STIGS) and the IAVA process.  

6.2.6.1 Deliverable 1 – Patch Release.  The contractor shall prepare a quarterly CDS Product patch release, as required, for operating system and software applications. The release shall be in the form of a CD and shall include all Information Assurance Vulnerability Alerts (IAVA) and other security updates that have become available within the given quarter. Each release shall include an automated installation script.  Each release shall be fully tested prior to distribution to ensure that it is compliant with all applicable STIGs and IAVAs.

6.2.6.2 Deliverable 2  – Release Notes.   This document shall contain a synopsis of new capabilities provided in each release.  This synopsis shall be provided as both a hardcopy, to the TM, and as softcopy (file) on the Patch Release media.   The release notes are to be delivered NLT five (5) business days after government validation of the release.

6.2.7 Subtask 7 – Storage Facility.  The contractor shall provide storage for packaging and shipping materials that will be reused when shipping CDS hardware assets to sites. The storage facility shall provide protection from the environment but does not need to be temperature controlled. 

6.2.8 
Subtask 8 - CDS Customer Support.  The contractor shall provide customer support services to DISA's customers and potential customers.  The customer support function will be the initial point of contact for customers seeking information on existing cross domain security services and the process for acquiring new cross domain security services.  Customer support shall include contact by: email and toll free phone line, with call logging and tracking.  The contractor shall detail all activity for the customer support function.

The contractor providing this service shall be capable of answering frequently asked questions regarding CDS technology and configurations and the process/steps to acquire CDS services.  The contractor shall liaison with Help Desk, government management and SABI engineering support personnel, as necessary so that they can refer customers that need that next level of support.  The customer support function will be aware of all site configurations, point of contact information and be the originator of customer information notices, once approved by CDS management.  The customer support function will distribute approved security patches with guidance, updated system documentation, release notices and a CDS newsletter and support CDS marketing outreach. 

The customer support contact information will be posted, along with Help desk contact and CDS management information on all publications.

6.3  Task 3 – Test, Integration, and Evaluation of CDS Technologies.  The Command and Control Guard (C2G) provides for the bi-directional transfer of information between enclaves of different security levels.  Central to this technology is the NCSC B3 evaluated Operating System.  In addition, as new Guard technologies emerge, and CINC Services Agencies C/S/A data transfer requirements expand these technologies must be evaluated to determine their suitability for deployment in support of these new or expanded information transfer requirements. 
6.3.1 Subtask 1 – Guard Technology Support.  The contractor shall provide engineering support for the development of new and existing CDS technologies.  At the direction of the TM, the contractor shall conduct extensive testing and evaluation of up to three new and existing Guard technologies to determine if the technology meets DoD and Secret and Below Interoperability (SABI) security requirements. Evaluation is to begin within one hundred-twenty (120) calendar days of TO award and shall not last more than sixty (60) calendar days. The contractor shall prepare a New Guard Technology Assessment Report for each technology evaluated. 

6.3.1.1  Deliverable 1 – Guard Technology Assessment Report.  This written report shall include a detailed discussion of the testing methodology chosen, results of the test and an engineering recommendation as to the suitability of the technology for deployment and is to be provided for each technology evaluated NLT fifteen (15) calendar days of completion of the evaluation of each technology.    

6.3.2 Subtask 2 – DISA Pillar Program Guard Support.   The contractor shall support the development of CDS solutions to support DISA Pillar Programs (i.e., GCCS and GCSS) information transfer requirements between the NIPRNet and SIPRNet.  The contractor shall engineer a solution that supports the data sharing of fixed formatted information (e.g., Air Tasking Order (ATO), Over-the-Horizon (OTH) Gold, and eXtensible Markup Language (XML).  For each solution, the contractor shall support testing of the solution for validation, analyze the results of the tests, assess and support upgrade development, and produce appropriate DoD Instruction 5200.40 DITSCAP documentation.  A Test and Evaluation Report will be generated for each DISA Pillar Program Guard Solution.  Utilizing the Guard Technology assessed in Task 6.2.1 (Trusted Data Xchange (TDX) Guard), the contractor shall develop an integrated solution that supports GCCS.
6.3.2.1 Deliverable 1 – Test and Evaluation Report.  This written report shall include a detailed discussion of the specific information transfer requirements addressed, results of the test, and any residual risk associated with the CDS solution and is to be provided within five (5) business days of the completion of the test and evaluation period. 

6.3.3
Subtask 3 – New Guard Integration Testing Support.  The contractor shall provide build, integration and testing support for the transition to the TDX guard.  This support includes, but is not limited to, providing feedback to the guard vendor on build procedures and issues; integrating new hardware (e.g., Sun Blade 100) into TDX baseline; verifying closure of System Trouble Reports in TDX application releases; performing endurance testing; Virtual Guard and filter testing; and supporting CT&E testing.  

6.4 Task 4 – Solution Fielding/Installation.  The contractor shall support all phases of CDS Technology installation process. At a minimum, this support is to include:  Site Survey, Hardware/Software Procurement, Filter Development, Integration and Testing, On-site Installation, On-Site Integration, and On-Site Training. The contractor shall conduct classroom and/or hands-on training in conjunction with each installation and at other times per direction from the TM/ATM. Filter Development shall include hosting security filters on High Assurance Guards.  The contractor should plan two visits per installation:  Site Survey and System installation.  The site survey will require one CDS Engineer and the System Installation will require two CDS Engineers.  All support, e.g. site survey, fielding, and installation activities, shall be conducted in accordance with the direction given by the assigned government Site Team Leader (a government civilian or military member).
6.4.1 Subtask 1 – Site Survey.  The contractor shall support a Site Survey to determine site-specific requirements.  A typical site survey lasts approximately three (3) days.  At the completion of the Site Survey, the contractor shall prepare the written site survey report to be provided NLT five (5) business days after completion of the site survey.

6.4.1.1  Deliverable 1 – Site Survey Report.  This document will provide a thorough discussion of the site-specific requirements to include all necessary information to complete the installation.  A site-specific detailed architecture drawing shall be included in each report. Each site-specific Site Survey Report shall be delivered NLT five (5) business days after the completion of its corresponding site survey.

6.4.2 Subtask 2 – Filter Development, Documentation, and Test.   The contractor shall develop, document, and test filter code and/or support the government’s CDS engineers with same in accordance with the corresponding data transfer specification. The signed data transfer specification, as written and/or modified by the CDS Chief Engineer, is the authoritative source of functional and security requirements for all filter development. All completed filters shall be delivered to CM prior to testing. Strict configuration control shall be maintained at all times, i.e. redelivery to CM with updated version control numbers must occur prior to testing of updates or modifications to filters. The contractor shall record and report all test failures. The contractor shall identify to the TM/ATM opportunities for cost reductions and software process improvement, (e.g. implementation of SE-CMM Level 2 / 3I processes). The contractor shall use software development metrics to improve quality and reduce the cost of failures (i.e. reduce costs incurred as a result of software test-fix-test cycles).
6.4.2.1  Deliverable 1 – Filter Code.  For each filter developed using the existing filter code format, the contractor shall deliver the source code, compiled code, and executable code to Configuration Management. The contractor shall use standard commercial practices for software development with special attention to version control.  Government acceptance of the filter will be based on the successful completion of the filter against the Filter Software Test Plan. Each filter code is to be delivered NLT forty-five (45) calendar days after receiving government approval for functional data specifications. 

6.4.2.2  Deliverable 2 – Filter Documentation.  For each filter developed, the contractor shall deliver software design documentation to Configuration Management. This documentation shall include the version and/or date-time-group identification for the corresponding data transfer specification. The contractor shall use standard commercial practices for software documentation with special attention to version control. Each filter’s documentation is to be delivered NLT forty-five (45) calendar days after receiving government approval for functional data specifications. 

6.4.2.3 Deliverable 3 – Filter Test Plan, Procedures, and Test Report Bundle on CD-ROM. For each site filter, the contractor shall deliver a CD-ROM, bundling the filter, test plan, test files, and test results/report NLT fourteen (14) calendar days prior to filter deployment. Other contractors or government personnel may provide some or all items. 

6.4.3 Subtask 3 – Test Plans, Procedures, and Reports. For each site, the contractor shall develop a site specific Integration and Test Plan (ITP) and, as required, detailed test procedures, using previously delivered ITPs as a template. The contractor shall use this test plan during pre-deployment testing to ensure that each system is ready for deployment. The contractor shall prepare and deliver a pre-deployment test report for each system. When executed properly, this test procedure shall correctly validate that the system as configured meets the Site-Specific Data Transfer Requirements. This document will serve as the Government Acceptance Test (GAT) during each installation and thus must be a correct, complete, and thorough set of test procedures which accurately validate that the Guard system, hardware and software, is configured in accordance with the Configuration Control Board (CCB) approved baseline.

6.4.3.1 Deliverable 1 – Pre-Install Integration Test Procedures (ITP).  The ITP document shall be delivered to TM/ATM not later than fifteen (15) calendar days prior to deployment.

6.4.3.2 Deliverable 2 – Site-specific Pre-deployment Test Report. Due to the TM/ATM not later than five (5) calendar days prior to deployment.

6.4.4 Subtask 4 – Pre-deployment System Integration and Testing Support.  For each site, the contractor shall perform all actions necessary to procure, integrate, test, and ship a complete guarding system. The contractor shall prepare purchase orders, place orders for hardware, software, and related equipment, perform acceptance testing/quality assurance, enter assets into the inventory control system, and install the system in a staging area in the CDS ITF lab. The contractor shall ensure that all required software and/or operating system licenses and associated documentation are purchased.  The contractor shall obtain TM or ATM approval prior to placing orders for hardware, software, documentation, extended maintenance plans, and other related items to ensure that all site-specific requirements are met and that a complete guarding solution will be fielded on time and within cost.  The contractor shall ensure that purchases are made with sufficient lead-time to ensure adequate integration and testing prior to deployments. The contractor shall optimize its ordering processes minimize holding time thereby maximizing the number of months of manufacturer’s warranty coverage remaining for fielded systems and software. The contractor shall integrate and test each complete system, i.e. hardware, software, and filters, in accordance with the pre-deployment checklist and site specific ITP. The contractor shall de-install, pack, and ship each system in accordance with the pre-deployment checklist. The contractor shall recommend such site-specific modifications to documentation and/or training materials, as it deems necessary to ensure a successful deployment.  If the government determines that modifications are required, the contractor shall generate site-specific addenda to the baseline documents.  A complete set of supporting documentation shall be provided to the government’s Site Team Leader for delivery to a designated site representative at the conclusion of the installation.
6.4.4.1 Deliverable 1 – Guard Hardware/Software Solution.  The contractor shall provide a site-specific acquisition plan detailing the hardware and software required for each site deployment. Within fifteen (15) calendar days of the TM’s approval to acquire, the contractor shall provide confirmation of the orders placed along with a delivery schedule and the cost detail for each site, (both budgeted and actual). 
6.4.4.2  Deliverable 2 – Pre-deployment Checklist. The contractor shall provide customized updates to the existing site-specific Pre-deployment Checklist. The checklist should include appropriate signatures and indicate that all required actions have been completed prior to shipment of equipment to each site. The Pre-deployment Checklist shall be delivered to CM and the TM/ATM NLT four (4) calendar days prior to deployment.
6.4.5 Subtask 5 – Deployment Support. The contractor shall provide engineering support to the government’s deployment teams to include providing personnel competent to perform on-site installation, integration, troubleshooting, testing, and classroom/hands-on training. Said personnel shall function under the guidance and direction of the government’s team leader. Support shall be provided for sites both within the Continental United Sates (CONUS) and Outside the Continental United States (OCONUS). At the completion of the installation, the contractor shall prepare and deliver its site installation trip report. 

For planning purposes the contractor should expect two visits (Site Survey and System Installation) to each site.  Typically, site surveys should not exceed 3 days and on site installation time should not exceed five (5) working days, however, the activity duration is dependent upon site-specific requirements.  Working days are defined as Monday to Friday with the exclusion of federal holidays.  

6.4.5.1  Deliverable 1 - Deployment Trip Reports.  The contractor shall provide customized updates to the existing Deployment Trip Report. This document shall include a thorough discussion of each phase of the installation as well as key site personnel contacted and shall be delivered NLT five (5) business days after the completion of installation. This report shall include a complete set of test procedures, as executed during the deployment to the site, a test report recording execution of said test procedures, as well as a complete signature page. The document will serve as the record of the site’s Acceptance Test for the Guard.  
6.4.6 Subtask 6 – Documentation.   The contractor shall provide technical writing/editing support to ensure that the CDS Product Line is fully documented in accordance with DoD Instruction 5200.40.  As documentation deficiencies and/or required updates are identified, the documents will be identified, designated as deliverables, and assigned delivery dates. At a minimum, the contractor shall update the C2G and TDX Build Procedures to accurately reflect baseline and other changes occurring as a result of vendor releases of new or changed software, firmware, or hardware.  As required, the contractor shall update/improve upon the standard CDS training packages used during deployments.  If such updates or improvements are required, the training packages will be identified, designated as deliverables, and assigned delivery dates. 
6.4.6.1 Deliverable 1 – Updated C2G/TDX Build Procedures.  The contractor shall provide customized updates to the existing C2G/TDX Build Procedures, ensuring that the document presents an up-to-date, complete, and comprehensive step-by-step process for installing all components of the C2G or TDX to include the hardware, operating system (Queue Managers (QMs) and XTS-300), and application software (including filters).  These procedures will include security “lock down” procedures for the QMs and will be delivered NLT thirty (30) calendar days after CCB approval of the baseline. 
6.4.6.2 Deliverable 2 – DITSCAP Documentation for CDS Technologies.  The contractor shall provide customized updates to the existing DITSCAP Documentation for CDS Technologies. For any architectural changes associated with the baseline release, update the core CDS Technologies baseline documentation (e.g., System Security Administrator (SSA) Manual, Operator Manual, Queue Manager (QM) Manual, Reviewer of Error Files (REF), Trusted Facilities Manual (TFM), Vulnerability Countermeasures Guide (VCG)) to reflect the modifications. If there are no changes to the documentation for each baseline release, the MSR will be annotated to reflect no modifications were necessary. The updated DITSCAP Documentation for CDS Technologies shall be delivered NLT forty-five (45) calendar days after CCB approval of the baseline. 
6.4.6.3 Deliverable 3 – CDS Training Packages.  The contractor shall provide customized updates to the existing CDS Training Packages. These training packages shall be comprehensive training packages and shall provide a “train the trainer” capability. They will be utilized as a “leave behind” training packages for each site installation.  Each package will provide complete lecture and lab modules for each major user role on the guard. It shall be fully automated and build on the work begun in the previous delivery order. The updated CDS Training Packages shall be delivered NLT sixty (60) calendar days after CCB approval of the baseline.
6.4.7
On-Site Customer Support.   The contractor shall provide on-site engineering support for resolution of customers’ problems and configuration of guard machines in accordance with CDS CCB baseline and security requirements.  This support includes, but is not limited to, providing support for restoring failed/corrupted guard systems; analyzing and correcting erratic and anomalous behavior; partitioning Queue Manager file systems to support auditing requirements; installing Security Patch CD for operating system patches and security lockdown; and securing/fastening systems in rack-mounted configurations.
6.4.7.1 Deliverable 1 – On-Site Customer Support Trip Reports.  The contractor shall prepare a Customer Support Trip Report based upon the existing Installation Trip Report format. This document shall include a thorough discussion of the support provided as well as “lessons learned” that can be incorporated into CDS-ITF lab operating procedures and solution/fielding procedures to support cost containment, cost reduction, and cost avoidance strategies.  This report shall be delivered NLT ten (10) business days after completion of support.

7.  Place of Performance: 

7.1 Primary Place of Performance.  The contractor shall perform the majority of work for this TO at the CDS Integration and Test Facility, 5600 Columbia Pike, Falls Church, VA.  Minimal work (less than 10 %) will be performed at the contractor’s facility.  The contractor’s proposal for this TO shall clearly delineate and justify numbers and labor category types of personnel who perform the work.

7.2 Travel.  Local travel within the NCR is required and authorized.  TDY travel will be required to other government and industry locations CONUS and OCONUS to install CDS solutions.  See Site List (6.4.5 – Subtask 5) for anticipated travel.  The TM/ATM will review for approval all travel orders under this TO prior to the travel taking place.  The Contractor shall provide an estimate of required travel to support this effort.  

8.  Period of Performance:  The period of performance for the Base Year is 365 calendar days after TO award .  There are two Option Year (OY) periods, as follows:

· OY 1 – 365 Calendar Days, immediately following the Base Year

· OY 2 – 365 Calendar Days, immediately following OY1.
9.   Deliverable/Delivery Schedule:

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency 

	6.1.2.1
	Management Plan
	Contractor format 
	28 calendar days after start date
	1 SC
	**Standard 

Distribution
	 One-time

	6.1.2.2
	Plan of Accomplishment and Milestones (POA&M)
	Contractor format using UDI-A-23083A for guidance
	28 calendar days after TO start date & quarterly thereafter
	1 SC
	**Standard 

Distribution
	Initial & quarterly

	6.1.2.3
	Monthly Status Report


	 Government Format
	14 calendar days after end of accounting period
	1 SC
	**Standard 

Distribution

***Business Office
	Monthly

	6.1.3.1
	Technical Interchange Meeting (TIM) Briefing and Slides

Kick-off

1st Review

2nd Review

3rd Review

            4th Review
	Contractor format
	Slides due 5 business days prior to each TIM. 

# days after TO start for each TIM:
15

90

180

270

360
	1 SC
	**Standard 

Distribution
	Initial kickoff &  quarterly

	6.1.3.2
	TIM  Notes
	Contractor format
	5 business  days after each TIM
	1 SC
	**Standard Distribution
	Quarterly



	6.1.4.1
	In Progress Reviews Agenda Input
	Contractor format
	3 business days prior to each IPR
	 1 SC
	**Standard Distribution
	Bi-weekly

	6.1.4.2
	In Progress Review Notes
	 Government Format
	 5 business days after each IPR
	1 SC
	**Standard 

Distribution
	  Bi-weekly

	6.1.9.1
	Staffing Plan
	Contractor format
	28 calendar days of TO start
	 1 SC
	**Standard Distribution
	One-time

	6.1.9.2
	Weekly Activity Report
	Government Format
	COB each Monday for the prior week
	 1 SC
	**Standard Distribution
	Weekly

	6.2.1.1
	CDS System Administrator Documentation 
	Use existing format for this document type for guidance
	60 calendar days after assignment by the TM
	1HC

1SC
	**Standard Distribution
	As required

	6.2.1.2
	Lab Operating Procedures
	Use existing format for this document type for guidance
	60 calendar days after assignment by the TM
	1HC

1SC
	**Standard Distribution
	As required

	6.2.2.1
	CM Procedures
	Use existing format for this document type for guidance
	30 calendar days after start date
	1 HC

1 SC
	**Standard Distribution
	One time, then as required 

	6.2.2.2
	CDS Hardware Asset Tracking and Status Report
	Contractor format
	Days after start date :

90

180

270

360
	1HC

1SC
	**Standard Distribution
	Quarterly (at TIM)

	6.2.2.3
	CM/Inventory Control Status Report
	Contractor Format
	5 business days prior to each CCB
	1 HC

1 SC
	**Standard Distribution
	Quarterly

	6.2.2.4
	CCB Agenda
	Use existing format for this document type for guidance
	5 business days prior to the scheduled date of each CCB
	1 SC
	**Standard Distribution
	Quarterly

	6.2.2.5
	CCB Minutes
	Use existing format for this document type for guidance
	5 business days after completion of each CCB
	1 HC

1 SC
	**Standard Distribution
	Quarterly

	6.2.3.1
	CDS Help Desk Technical Report
	Use existing format for this document type for guidance
	5 business days after each month’s end 
	1 SC
	**Standard Distribution
	Monthly

	6.2.4.1
	Unix System Administrator Activity Report 
	Use existing format for this document type for guidance
	5 business days after each month’s end
	1 SC
	**Standard Distribution
	Monthly

	6.2.6.1
	Patch Release
	Use existing format for this document type for guidance
	As required, when tasked by the TM
	1 HC

1 SC
	**Standard Distribution
	Quarterly, as required

	6.2.5.2
	Release Notes
	Use existing format for this document type for guidance
	5 business days after government validation of release
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly, as required

	6.3.1.1
	Guard Technology Assessment Report 
	Use existing format for this document type for guidance
	15 calendar days after completed evaluation


	1 BHC

1 SC
	**Standard 

Distribution
	As required

	6.3.2.1
	Test and Evaluation Report
	Contractor format


	5 business days of completing test and evaluation period 
	1 SC
	**Standard 

Distribution
	As required

	6.4.1.1
	Site Survey Report 
	Use existing format for this document type for guidance
	5 business days after site survey completion. (Max of 20)
	1 HC

1 SC
	**Standard 

Distribution
	As required

	6.4.2.1
	Filter Code
	Use existing format for this document type for guidance
	45 calendar days after government approval of functional data specifications (Max of 20)
	1 SC
	**Standard 

Distribution
	As required

	6.4.2.2
	Filter Documentation
	Contractor format
	45 calendar days after government approval of functional data specifications (Max of 25)
	1 SC
	**Standard 

Distribution
	As required

	6.4.2.3
	Filter Test Plan, Procedures, and Test Report Bundle on CD-ROM
	Use existing formats
	14 calendar days prior to filter deployment (Max of 25)
	1 SC
	**Standard Distribution
	As required

	6.4.3.1
	Pre-Install Integration Test Procedures
	Use existing format for this document type for guidance
	15 calendar days prior to installation 
	1 HC

 1 SC
	**Standard

Distribution
	As required

	6.4.3.2
	Site-specific Pre-deployment Test Report
	Use existing format for this document type for guidance
	5 calendar days prior to installation 
	1 HC

 1 SC
	**Standard

Distribution
	As required

	6.4.4.1
	Guard HW/SW Solutions
	Contractor format
	15 calendar days after TM approval 
	1 SC
	**Standard

Distribution
	As required

	6.4.4.2
	Pre-deployment Checklist
	Use existing format
	4 calendar days prior to deployment 
	1 SC
	**Standard

Distribution
	As required

	6.4.5.1
	Deployment Trip Report
	Use existing format for this document type for guidance
	5 business days after completion of installation 
	1 HC

1 SC
	**Standard Distribution
	As required

	6.4.6.1
	C2G Build Procedures
	Use existing format for this document type for guidance
	30 calendar days after CCB approval of baseline
	1 HC

1 SC
	**Standard Distribution
	Draft & Final

	6.4.6.2
	DITSCAP Documentation
	Use existing format for this document type for guidance
	45 calendar days after CCB approval of baseline
	1 HC

1 SC
	**Standard Distribution
	Draft & Final

	6.4.6.3
	CDS Training Packages
	Use existing format for this document type for guidance
	60 calendar days after CCB approval of baseline
	1 BHC

1 SC


	**Standard Distribution
	Draft & Final

	6.4.7.1
	On-Site Customer Support Trip Report
	Use Installation Trip Report format for guidance
	10 business days after completion of installation
	1 HC

1 SC
	**Standard Distribution
	Max of 15


* Copies

· Hard copy (HC)

· Soft copy (SC) Soft copy for reports, minutes, white papers, etc., will be in MS Word, Office 2000 version.  Soft copy for briefings will be in PowerPoint, Office 2000 version.  Soft copy can be contained on CD-ROM, ZIP Drive, or Floppy as appropriate for size.

· Bound hard copy (BHC) - All functional and design documents must be spiral or notebook bound.

**Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM and CDS program support ().  

***1 copy of MSRs only to Business Office –,. 

Note 1:  Cost and status reports are due 14 days after close of contractor’s accounting period.

Note 2:  If a deliverable is due on a weekend or federal holiday, the hard copy may be delivered on the next working day.  

10.
Security/Clearance Requirements:  The contractor shall meet the following security requirements at contract start date.

10.1 Classified Information.  All contractor personnel performing work under this effort will have access to classified information at least up to and including TOP SECRET.  Therefore, all contractor personnel must have a minimum of a SECRET security clearance.  The Technical Task Lead will require a Top Secret/SCI clearance to perform his/her duties on this TO.  

10.2 Position Designation.  The Technical Task Lead shall possess a minimum clearance of Top Secret/SCI and a position sensitivity designation of ADP-I.  All system administration, quality assurance/code developer, and the technical team lead shall possess a minimum clearance of Secret and a position sensitivity designation of ADP-I.  The Engineering Support Team shall contain a minimum two (2) engineers possessing Top Secret/SCI security clearance. The minimum investigation required is a Single Scope Background Investigation (SSBI).  All Lab Management, Configuration Management, and developers not performing in roles listed above will have a minimum clearance of Secret and a position sensitivity designation of ADP-II.  The minimum investigation required is a NACLC.  All work performed by a developer holding a sensitivity designation of ADP-II must have their work reviewed by someone holding a sensitivity designation of ADP-I.  No more than three developers can occupy ADP-II positions.  All personnel performing on this contract will be U.S. citizens. 

10.3 Obtaining Clearances.  The contractor is responsible for obtaining personnel security clearances from the Defense Security Service.  The contractor will assure that individuals assigned to this contract will have completed the SF 86, Electronic Personnel Security Questionnaire (EPSQ) and then take the required action to submit the personnel security investigative (PSI) packet electronically to the Defense Security Service (DSS).  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with their position.
· All Non-DISA and Contract Visit Authorization Requests (VARs) are to be faxed or mailed FIRST to the appropriate DISA Point of Contact (POC) or Task Manager (TM) for review and approval.  

· The following information must be included in the VAR:  

1. Agency/Company name and address

2. Name and address of facility to be visited

3. Date(s) of visit

4. Purpose of visit

5. Contract number

6. Hosting facility POC’s full name and telephone number (Not necessarily the same as the reviewing/approving DISA POC or COR, but actual POC physically located at the hosting facility to be visited)

7. Visitor’s name, social security number, date and place of birth, citizenship, clearance data (clearance level, agency who granted clearance and date granted)
8. Agency/Company cognizant security office name and address

9. Agency/Company clearance data (clearance and safeguarding levels, date granted and CAGE code)
10. Agency/Company security officer’s name, telephone number, signature and date

11. Certification of “Need to Access” by DISA POC or Tm (DISA POC or TM  full name, telephone number, signature and date)
· The DISA POC or TM/ATM must certify the visitor’s need for access to the facility, the length of visit (VARs may not be for longer than a period of one year or period of performance for the contract) and the hosting facility’s POC and telephone number.  

· The appropriate DISA POC or TM/ATM will then mail or fax the VAR to:  

DISA

Attn: MPS62, VAR Processing Center

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041

· All questions or requests for status should be addressed to the Security Manager, Center for Information Assurance Applications, Ms. Renee’ Cooke, 703-882-1582, Fax 703-882-2824.    

10.4 ADP Determination.  Upon submission of PSI packet to DSS, the contractor will provide a complete signed copy of the PSI packet (SF 86, Electronic Personnel Security Questionnaire; DD Form 1879, DoD Request for Personnel Security Investigation or NAC information; and the EPSQ Receipt System Results) to the TM/ATM address listed in paragraph 1 above in order to obtain an ADP determination.

10.5 Interim Clearances.  An interim clearance, at the contract-required level, and interim ADP, at the contract-required level, would suffice for the contract employee to start work on the contract.

10.6 Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DoD 5200.1R and the DoD 5220.22-M for handling classified material and producing deliverables. The contractor shall also comply with DISA Instruction 630-230-19.

10.7 Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.  In addition, all contractor personnel shall comply with local security requirements as established by the facility being supported.

10.8 Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that any sensitive information or code stored at contractor facilities is protected in compliance with Security Standard Operating Procedures.

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.

a. The government will furnish desk/laptops and software required for each individual performing under this contract.  The Government will provide access (at a Government location) to the ADP, computer and support equipment necessary for the contractor to access and perform work on the NIPRNet and SIPRNet, including computer hardware and software, from the time of contract award through the period of performance.  DISA LAN and SIPRNet user accounts will be provided to the contractor for the duration of the task.

b. The Government will furnish the baseline and test environment for duplicating the operational environment, including computer hardware and software, from the time of contract award through the period of performance.

c. The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within fourteen (14) calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government’s TM and Contracting Officer Representatives (COR).  The Government will facilitate the contractor’s access to the data required in support of this work effort; this will include unescorted access to the CDS Integration & Test Facility (ITF).

12.  Other Pertinent Information or Special Considerations.

    a.  Identification of Possible Follow-on Work.  Two option years will be priced and included in the task order to be exercised at the Government’s discretion.

    b.  Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 
    c.  Identification of Non-Disclosure Requirements.  Paragraph 8.0 of the ‘I Assure’ contract applies.  All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.  For the purposes of this TO, all related customer information is classified no lower than Unclassified Controlled Information (Comply with the appropriate contract paragraph).

      (1) Compliance.  The contractor shall comply with the following DISA and DoD-approved architectures, programs, standards and guidelines: 

· Defense Information Infrastructure (DII) Strategic Technical Implementation Guidance (STIG),
· DISN Enclave Security Policy,
· DII Standard Operating Environment (SOE),
· DISA Security Technical Implementation Guides (STIGs),
· Defense Information Systems Network (DISN),
· Information Assurance Vulnerability Assurance (IAVA) Process
· Security Readiness Review (SRR) Process
· The contractor shall ensure that all contractor workstations connected to the DISANet and/or containing customer sensitive data are configured in compliance with the DISA STIG applicable for that operating system.

      (2) Exchange of Information With Other Organizations.   Proposed public releases shall be submitted to DISA Headquarters for processing.  The submission shall be addressed to:

DISA Headquarters

Corporate Exchange Office

ATTN:  Ms. B. McDonald

701 South Courthouse Road

Arlington, VA 22204-2199

(703) 692-9270

The contractor shall not distribute material or documents generated under this statement of work to anyone including contractor offices or personnel not directly involved on this project until written approval is received from DISA PAO.  The contractor shall deliver required work efforts in both draft and final versions according to schedule data.  All final deliverables will be published under DISA cover unless directed otherwise by the Government.  Final paper deliverables shall be printed on 8.5” by 11” paper, double-sided print in the numbers indicated.  One (1) final paper deliverable shall remain unbound.  Draft deliverables shall be delivered in double-sided print and remain unbound.  The contractor shall also deliver one (1) copy of each deliverable on 3.5” high-density diskettes in Microsoft Word Office 2000 edition.  All delivered electronic media shall be free of malicious code (including but not limited to boot sector and Word Macro viruses).  Unless specified, the maximum number of deliverables will be no more than five (5) copies.  For deliverables relating to format DISA publications (i.e., instructions, standard operating procedures, supplements, circulars), the contractor shall use format provided in DISAI 210-20-2, Preparation and Processing of DCA Numbered Publications.

All specified draft and final security deliverables become the property of DISA.  The details of any and all security countermeasures that the contractor may develop under this contract become the property of DISA.

    d.  Packaging, Packing and Shipping Instructions.  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.  The contractor shall be responsible for shipping required equipment from the MITF to customer site prior to installation.
    e.  Inspection and Acceptance Criteria.  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.

        (1)  Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) working days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it clear as to what actions are required to bring the deliverable into compliance. 

       (2)  Rejection Procedures.  After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.

f.  The C2G Application version 3.1 (or later) and the Trusted Data eXchange Guard version 1.0 (or later) is owned and maintained by the Government, Defense Information Systems Agency (DISA) and is a Government Off the Shelf (GOTS) product.  Distribution of the C2G Application version 3.1 (or later) and TDX Application version 1.0 (or later) is under the authority of DISA.  DISA owns the sole rights to the C2G Application version 3.1 (or later) and TDX Application version 1.0 (or later) source code and all supporting documentation.  The contractor shall only deploy, install, or distribute the C2G Application version 3.1 or TDX version 1.0 (or later) at the direction of the TM/ATM.  
g.  Removal of Contract Personnel.  DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within three (3) working days assign qualified personnel to any vacancy(ies) thus created.

h.  Other Direct Costs.  The government may require the contractor to purchase hardware and software as directed by the task monitor.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition
Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

(End of Summary of Changes) 
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