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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to incorporate by reference SAIC's revised proposal dated 28 Jun 2004 into the task order.  The

 revised proposal was submitted in response to the Government's revised Statement of Work dated 20 Apr 2004, attached.  The period of

 performance is extended through 31 Oct 2004 and now reads 03 Jul 2003 through 31 Oct 2004.  The total order amount is increased by

 $720,491.18, from $2,074,547.97 to $2,795,039.15.

b.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

17

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

29-Jun-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5017-0039

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of SAIC 28 Jun 04 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

04

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

29-Jun-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

SCIENCE APPLICATIONS INTERNATIONAL CORP

DBA SAIC

10260 CAMPUS POINT DRIVE  BUILDING C

SAN DIEGO CA 92121-1578

STEPHANIE JONES

FACILITY CODE

0T5L1

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DGEMZ49009
Increase $720,491.18

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW
I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

  12 August 2003  20 April 2004

Contract Number:  DCA200-00-D-5017

Order Number:  0039

Tracking Number:  

Previous Order Number:  

1.  Points of Contact:

a.  Primary Task Monitor (TM):
	Name:
	

	Organization:
	DISA/OP74GO434

	Address:
	5275 Leesburg Pike, Falls Church, VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


b.  Alternate Task Monitor (ATM):
	Name:
	

	Organization:
	DISA/OP74GO434

	Address:
	5275 Leesburg Pike, Falls Church VA 22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


c.  Alternate Task Monitor (ATM):

	Name:
	

	Organization:
	DISA/OP432GO432

	Address:
	1 Overcash Avenue, Letterkenny Army Depot, Chambersburg, PA 17201-4123

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.  Order Title:  Information Assurance (IA) Education, Training and Awareness (ETA) Courseware and Product Development/Update; Product Production & Dissemination, and Outreach Support; Personnel Certification Training Support, and Professionalization Support (Mod 4).

3.  Background:  The Defense Information Systems Agency (DISA) OP74GO434 has the mission to promote standardized DoD information assurance (IA) education, training, and awareness (ETA) throughout the Department.  In addition, OP74GO434 has the task to support development of an IA Career Program within the DoD.  The purpose of this task is to obtain contractor support to IA ETA product development for customers DoD-wide.  Elements of the overall program are incorp-orated in the specific tasks and sub-tasks outlined in Section 6 below.  These tasks are consistent with the OP74GO434’s DoD-wide mission, the DISA Corporate Plan, and the DISA IA Program Plan.

The mission of DISA’s IA Education, Training, Awareness and Products Team (OP74GO434) is to develop products and provide analytic support to implement the DoD-wide IA ETA program.  The program consists of three elements: computer, web and classroom-based training and awareness product development; professionalization support; and training and awareness dissemination.  It is designed to promote IA awareness and skills throughout DoD, including agencies, Combatant Commands, and Combatant Command components.  The first goal is to standardize and enhance the IA knowledge and skills of information system owners, managers, technicians, and users across the Department.  The second goal is to support DoD outreach to civilian Departments and Agencies, and under HSPD-7, to provide avenues for the products to reach the private sector.  The program for DoD provides:

· Development and dissemination of IA distributive computer and web-based training (CBT/WBT) products and traditional classroom training and awareness courseware -- supporting DoD-wide system administrator/user certification -- and thereby increasing 

the Department’s overall ability to operate and maintain secure information systems and networks. 

· Courseware evaluations, certification standards and criteria, certification performance-based and traditional tests, and databases to support implementation of the DoD IA personnel certification program. 

· Traditional classroom IA training of DoD IA courses for IA professionals, managers and users via mobile training teams. 

· Awareness products for managers, IA professionals and users regarding IA related threats, issues and emerging developments.

· ETA products supporting DoD-wide system administrator/user certification. 

· DoD level training for IA professionals, managers and users.

The DoD IA ETA program is essential to provide training courseware and awareness products for system administrators, IAOs/IAMs (formerly ISSOs/ISSMs), and other IA personnel and users, whom otherwise would not receive training due to the inability of DoD classrooms to accommodate the demand.  Training is built to national and DoD IA training standards, where they exist.  Basic products are computer, web, and classroom-based training and awareness courseware; tests, evaluations and databases that support the development and implementation of the DoD-wide IA personnel certification program, and the dissemination of IA training and awareness products via distributive training media.  These media include CD-ROM, the web, and delivery of classroom/platform instruction via mobile training teams.

DoD Instruction 5200.40 DITSCAP, gives DISA responsibility to train DITSCAP.  OP74GO434, as the lead organization for DoD-wide DITSCAP training within DISA, has taken on the responsibility, in coordination with other DoD entities, in supporting the DoD DITSCAP working group.  This will ensure all training products and classroom course materials are current and consistent with DoD policies and procedures.  It also provides a direct conduit for feedback from the field to the DITSCAP working group.

4.  Objectives:  This task supports key aspects of OP74GO434’s mission to promote IA related ETA throughout the DoD.  The goal is to provide baseline training and awareness to support DoD IA personnel certification, with particular emphasis on the DoD IA front line of defense, and to standardize and enhance IA knowledge and skills of information system owners, managers, technicians and users.  The specific objective of this task is to develop and update existing products to maintain their currency; support the DoD DITSCAP Working Group; and provide support for the production and dissemination of IA training products and IA ETA outreach via the annual IA workshop.

5.  Scope:  This task will provide the security planning assistance to the IA ETA and Products  Team (OP74GO434).  In addition, it will provide the IA content and delivery media necessary to produce high quality ETA products to DoD and Federal-wide audiences.  The contractor shall provide instructional system design, graphics design, multimedia programming, and technical services supporting development, integration, and maintenance of IA ETA products throughout their lifecycle.  The contractor shall provide full spectrum IA and DITSCAP expertise where needed and shall update the content of products and documents to maintain their currency with evolving DoD IA policy, threats, vulnerabilities, emerging issues, and new procedures or processes.  This task requires close coordination and collaboration with the IA ETA and Products Team.  This team effort will result in continued superior IA ETA and DITSCAP products as follows: 

· DoD IA ETA Project Officer Work Breakdown Structure (WBS) 

· Develop IA ETA Planning documents/White Papers/CONOPs 

· Develop and update existing IA ETA products

· Support awareness & outreach

· Teach government developed DITSCAP/IAO classroom courses at various locations

· Update DoD IA personnel certification documentation 

Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6.  Specific Tasks:
6.1  Contract-Level and TO Management
The contractor shall host a Technical Interchange Meeting (TIM) to ensure a common under-standing between the contractor and the Government on the TO requirements.  The contractor shall also develop and deliver a Management Plan/Plan of Accomplishment (POA) describing the technical approach, organizational resources, and management controls to be employed to meet the cost, performance, and schedule requirements throughout TO executions.  In addition, the contractor shall provide the Government with Monthly Status Reports and the Government TM shall conduct Quarterly In-Progress Reviews, to determine the overall progress of the TO.

6.1.1  Sub-Task 1.1.  Integration Management Control Planning.  Contractor shall host a TIM, to ensure a common understanding between the contractor and the Government on the TO requirements, within ten (10) working days after contract award.  Minutes of the TIM, along with briefing/supporting materials, shall be provided to the Government within five (5) working days after the meeting.  To further ensure this understanding and the effective execution of this Task Order, the Government TM shall conduct a formal In-Progress Review (IPR)/Project Briefing within 90 days of task award, and quarterly thereafter, with the contractor’s Task Order Manager and appropriate members of the technical team.  These IPRs will be conducted no less frequently than every 90 days, either in person or via teleconference, or a combination of both.  The purpose of these reviews/briefings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of this TO.  The contractor shall document these meetings in Quarterly In-Progress Review Minutes, within five (5) working days after the meet-ing, and report the occurrence of these and any other meetings in the Monthly Status Reports.

Deliverable:  Technical Interchange Meeting (TIM), TIM Minutes and supporting written; 

          Quarterly IPR, Quarterly IPR Minutes and supporting written documentation 

6.1.2  Sub-Task 1.2.  TO Management.  The contractor shall develop and deliver a Management Plan/Plan of Accomplishment (POA), 30 days after award, describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and schedule requirements throughout TO executions.  The plan will include the description of management controls, key activity milestone, deliverables, schedules, assumptions, and other relevant information.  The contractor shall not proceed to commence the effort without the approved POA from the Government.  . 


Deliverable:  Management Plan of Action

6.1.3  Sub-Task 1.3.  Annual Projected Burn Rate of Hours and Dollars and Monthly Update of Actual Expenditures and Updated Projections for the Period of Performance.   The contractor shall provide the Government, within 10 workings days after the end of the accounting period, a Monthly Status Report (MSR) containing the following financial information:

a. Projected estimated Monthly hourly usage by the Task Order

b. Projected estimated Monthly Cost of the Task Order 

c. Actual monthly hour/funding usage, based upon a Task Order average labor category, and ODC usage by Task Order specific task.  The TM will provide the contractor with the Project Codes to be associated with the Task Order specific tasks for this report.  This information shall be provided in the following format:
	
	Labor
	
	
	ODCs
	
	
	
	

	Project 

Code
	Hours
	Dollars
	Travel
	Training
	HOLA/

COLA
	Reloca-tions
	Purchases
	Other *
	   Total 

Dollars

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


*Other – Specify as a footnote

d. Actual Monthly hourly usage by the Task Order-Projected hourly usage by the Task Order for remaining period of performance

e. Actual Monthly Cost of the Task Order-Projected Cost of the Task Order for remaining period of performance

f. The contractor shall also provide an explanation of differences between actual and

projected expenditures.

Deliverable:  Monthly Status Report

6.1.4  Sub-Task 1.4.  Field Support Office (FSO) Time Accounting System.  The contractor shall ensure that time utilized on each specific project, in support of the various FSO customers, is accounted for monthly by project in the FSO provided time accounting system and a report generated.  This report will be due 10 working days after the end of the accounting period.
Deliverable:  Monthly Time Accounting System Report

6.1.5  Sub-Task 1. 5.  Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.6  Sub-Task 1.6.  Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e., from more than one contract vehicle and/or company) supporting FSO and other DoD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to, sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert.

6.2  Task 2.  IA ETA Courseware and Product Development/Update  

The contractor shall provide a minimum of three (3) on-site, full-time equivalent qualified information assurance (IA) subject matter experts to support DoD IA ETA planning and update of IA training courseware and awareness modules, execution of the Outreach Program, and provide customer training product integration/program development support.  They shall also provide the OP74GO434 Team day-to-day IA subject matter expertise.  All product design will follow the DISA OP74GO434 (formerly IPMO) CBT/WBT Style Guide, of which the contractor shall support the update, unless a waiver is obtained from the Task Monitor (TM).  The contractor shall also make maximum reuse of existing media and tools (such as the automated IA Glossary) when updating IA training courseware and products.
6.2.1  Sub-Task 2.1.  Courseware Development/Update.  The contractor shall develop materials, pilot courses to subject matter experts (SMEs), trainers and knowledgeable users, support courseware validation/evaluation, and support train-the-trainer classes and other elements of the OP74GO434Outreach Program.  The contractor also shall provide the subject matter expertise to support development/transition of content into a format usable by CBT/WBT designers/developers, by preparing input to scripts and reviewing storyboards for technical and grammatical accuracy.  The contractor shall develop a two-day course/workshop for experienced IA staff on the 8500.1 and 8500.2 changes required for performing the IA management and IA operational mission, as well as any IA role changes that the rest of the 8500 series publications might require as they are completed.  This course will focus on the new IA requirements presented through the 8500.xx policy documents.  It shall also provide to those experienced IA staff personnel updated support documentation and resources for conducting their IA mission.  Audience targets are IAMs, IAOs, and SAs experienced within the DoD IA mission.  The contractor shall also develop a one-day course/workshop for the DoD acquisition and contracting office community in regards to new IA requirements being implemented when contracting with vendors or contractors.  Audience targets are TTMs, COTRs, Contracting officers, DAA reps, and others in the government acquisition community.  The contractor will also create a one (1)-hour high-level policy brief for DAAs.  The contractor will pilot the course to DoD-wide SMEs for content validation.  All training and awareness materials shall make as much use of hands-on exercises and student involvement as is practical for the topics covered. 

Deliverable:  Instructor Lesson Plans, Student Training Course Guide (8500 IA Policy course, Acquisition IA course, DAA Brief)

6.2.2  Sub-Task 2.2.  CBT/WBT Product Development/Update.  The objective of this sub-task is to engineer IA and INFOSEC related multimedia ETA products on a variety of presentation media.  The contractor shall develop high-quality multimedia computer and web-based training (CBT/WBT) ETA products that are interactive.  These multimedia training and awareness products shall be refreshed and existing materials tailored to ensure they continue to reflect the evolving nature of IA and current technology.  It is anticipated that all will use a combination of still photography, text, animation, and audio.  For planning purposes, Level II or III web-delivered media is anticipated. 

The contractor shall, as necessary, evaluate and update/refine current products, analyze and research imagery sources (e.g., news services) for appropriate visual images and audio sound bites to enhance the message conveyed in the training and awareness products.  The number of multimedia training products and the duration of each individual product will be determined by the subject matter and the Government.  For planning purposes, the following products are required (with estimated duration of each product is in parens): 

· PKI CBT update

· DITSCAP CBT update 

· NATO CBT update

· OISS update to WBT (4 hrs)

· Windows 2000 WBT (4 hrs)

· CyberOps WBT – Phase I (7 hrs) 

· DITSCAP Overview/SSAA Preparation Guide WBT (2 hrs)

· Four shorts: Insider Threat (10 mins.), Roles & Responsibilities for IA Managers (10 mins.), IA for Wireless (18-20 mins.), and IA for Telecommuting (18-20 mins.)

· Update DAA WBT (6 modules)

· Update DOD IA Awareness WBT (5 modules)

· Develop 4 new shorts: IAVAs and INFOCONs, Auditing Security Logs for IA Managers, Overview of STIGs, and Passwords

The contractor shall update the PKI, DITSCAP, and NATO CBTs to ensure that they run on all Windows platforms commonly used by DoD components.  The update and conversion of the OISS CBT to a web-based training product and the development of the Windows 2000 WBT will continue under this task order.  The contractor shall develop a Windows 2000 WBT, CyberOps WBT, and DITSCAP Overview/SSAA Preparation Guide WBT based on information in the Certifiers WBT.  In addition, the contractor shall develop and deliver 4 shorts: Insider Threat,  Roles & Responsibilities for IA Managers, IA for Wireless, and IA for Telecommuting.  

The contractor shall update the Designated Approval Authority (DAA) WBT to include new DoD policy and interface.  The contractor shall also update the DoD Information Assurance (IA) Awareness WBT to incorporate new DoD policy.

Additionally, the contractor shall develop and deliver 4 new shorts: IAVAs and INFOCONs, Auditing Security Logs for IA Managers, Overview of STIGs, and  Passwords.

The contractor shall also provide subject matter expert support to address customer issues relating to the installation and use of all OP74GO434’s DoD IA ETA products. 

All product design shall be approved by the TM.  The products shall be web-based, DII compliant, and beta tested on the DISAnet (Windows 2000), as well as other Windows based operating systems and Service Packs commonly used by DoD components (e.g., Windows NT, Service Pack 3, 4, 5 etc.; Windows XP), as part of the development and test process.  Assuming a testing mechanism is available via the DoD Distance Learning (DL)/Electronic-Learning initiative, the contractor will test the products to verify the extent of its conformance with the Shareable Courseware Object Reference Model (SCORM).  The intent is for the WBT to be delivered via the Internet or an Intranet, with or without instructor support.  Due to the emergent nature of the SCORM, the contractor’s technical proposal may address alternatives to achieve the desired flexibility of delivery.  The product should also be capable of being run using a variety of customer learning management systems (LMS), or without LMS, and shall be in compliance with the Americans with Disabilities Act (ADA), Section 508.

Deliverable:  CBT/WBTs, Shorts; 5 copies of each title on CD-ROM

6.3  Task 3.  IA ETA Product Production & Dissemination, and Outreach Support

The contractor shall support DoD IA awareness through the production/duplication and dissemination of DoD IA training products and the DISA OP74GO434’s DoD ETA Outreach Program.  In addition to supporting the demonstration and dissemination of OP74GO434 products at key IA conferences and workshops, outreach includes product production and dissemination and support to the annual IA Workshop.

6.3.1  Sub-Task 3.1.  Product Production & Dissemination.  The contractor shall provide one (1) on-site, full-time person to perform IA product production and dissemination of CD-ROMs, videos, pamphlets, brochures, etc.; as well as graphics production, research topics to support awareness product development, and author articles promoting IA awareness.  As part of this effort, the contractor shall maintain a complete and accurate inventory of products at its Skyline location to support dissemination operations from this location, in addition to conducting support operations indicated above.  The number of products required for production and dissemination is estimated to be up to 177,500.  Specific products and quantities required will be provided by the  Government over the course of the contract period of performance.  The contractor will provide a Product Purchase Report as part of the Monthly Status Report.

The contractor shall duplicate and deliver to the National Security Agency (NSA) 2,676 DISA DoD IA CD-ROMs and 1,401 videos.  These products are to be included in the NSA Blue Box in support of the DoD Information Assurance Awareness Program, funded by NSA.

Deliverable:  Product Purchase Report

6.3.2  Sub-Task 3.2.  Outreach Support.  The contractor shall provide booth support for OP74GO434 at key IA conferences, approved by the TM.  In support of this effort, the contractor shall purchase two (2) laptops to support demonstration of OP74GO434 IA training products.  The contractor shall also provide, within 10 days after the end of the accounting period, a Conference Schedule Report, as an Addendum or part of the Monthly Status Report.  

Deliverables:  Monthly Conference Schedule Report

6.4  Task 4.  IA Personnel Certification Training Support 

The contractor shall provide instructors who must be experienced trainers with subject matter expertise and have a demonstrated track record providing DITSCAP, IAO/IAM (formerly ISSO/ISSM) and related IA training courses.  Instructors will deliver DoD IA core SA/IAO and DITSCAP classroom training to various DoD locations.  For planning purposes, each of the two 5-day courses will be delivered at least once to each of the 9 Combatant Command HQ locations and 4 sites in Guam, Japan, Alaska and Korea.  Additionally, up to eight 5-day classes will be held in the NCR.  As funding becomes available, other class locations may be added.  The specific  schedule of courses will be determined by the Government.  The contractor shall ensure the continuity of instructors for the duration of the task.  Considered key personnel, instructors shall be approved by the Government prior to teaching and must maintain an above average rating on student course evaluations.  The instructor shall submit an After Action Report within five (5) working days after the end of each course.  Upon approval of the Government, the contractor shall support update of courses based on after action reports, student evaluations, and other relevant feedback.

Classroom locations will be identified by the Government, and normally will be at Government sites.  Master copies of student materials will be provided by the Government.  The contractor shall be responsible for making sufficient copies of the student materials and shipping them to the training site.

The contractor will continue to perform this task through the contract period of performance.

Deliverable:  After Action Reports

6.5  Task 5.  Professionalization Support 
The contractor shall develop white papers with recommendations for new IA training products and product updates based on OP74GO434’s mission, OSD IA personnel certification requirements, and emerging IA threats, vulnerabilities, countermeasures, policy, processes and procedures.    The contractor shall provide Tier 3 SME support for the Information Assurance Support Environment (IASE) as directed by the Government.  Additionally, in support of the DoD IA personnel certification program, the contractor shall collaborate with other DISA/FSO GO434 contractors, as directed by the TM, in the design and development of an Advanced Distance Learning (ADL) capability for the delivery of on-line IA training products.  The contractor shall also attend DL/E-learning-related conferences in support of this effort as directed by the TM.

Deliverable:  White Papers

7.  Place of Performance: 

7.1  Primary Place of Performance.  Other than the on-site support indicated in Section 6 above, the contractor shall perform the majority of work for this development at the Contractor’s facility.  

7.2  Travel.  The contractor shall be required to travel locally in the Metropolitan Washington DC and Northern Virginia areas.  Some short-term (1-14 days) CONUS/OCONUS travel is required to conduct training classes.  For planning purposes, this travel, as tasked by the TM, includes 1 person each class/2 classes/7 days each class/for each of nine (9) Combatant Command HQ locations plus four (4) additional sites in Japan, Guam, Korea and Alaska.  In addition, the contract may be required to travel to FSO, Chambersburg, PA for Quarterly In-Progress Review meetings.

The Government will review for approval all travel orders under this TO, prior to travel taking place.  Travel to additional locations other than those specified above may be added, subject to the availability of funding and TM approval.   

8.  Period of Performance:  The period of performance for this Task Order is extended through 31 October 2004.

9.  Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM/TIM Minutes
	A001

UDI-A-23083A
	10 working days after award/5 working days after event
	1 Hardcopy (HC)

1 Softcopy (SC)
	Standard 

Distribution*
	Final 

	6.1.1
	In-Progress Review (IPR) 
	
	90 days of award, quarterly thereafter
	
	
	Quarterly

	6.1.1
	IPR Minutes
	
	5 working days after event
	1 HC

1 SC
	Standard 

Distribution*
	Quarterly. May include as part of Task 6.1.2, Monthly Status Report

	6.1.2
	Management Plan of Action
	A002

DI-MGMT-80347
	30 days after award
	1 HC

1 SC
	Standard 

Distribution*
	Final

	6.1.3
	Status 

Report
	A002

DI-MGMT-80227
	10 working days after end of accounting period
	1 HC

1 SC
	Standard 

Distribution*
	Monthly. May include Task 6.3.1, Product Purchase Report, or Task 6.3.2, Conference Schedule Report

	6.1.4
	Time Accounting System Report
	As provided by FSO
	10 working days after end of accounting period
	1 HC

1 SC
	Standard 

Distribution*
	Monthly

	6.2.1
	Instructor

Lesson Plans
	Contractor Format
	TBD
	1 HC

1 SC
	Standard 

Distribution*
	Update as required

	6.2.1
	Student

Training Course Guide
	Contractor Format
	TBD
	1 HC

1 SC
	Standard 

Distribution*
	Update as required

	6.2.2
	CBT/WBT

(on CD-ROM)
	Contractor

Format
	Draft:  90 days from start (DFS) of each product & receipt of all GFE/GFI,  

Beta: 90 days after Gov’t approval of draft,

 Final: 90 days

 after Gov’t 

 approval of 

 Beta 
	5 copies on CD-ROM
	Standard 

Distribution*
	 

	6.2.2
	Shorts (on CD-ROM)
	Contractor

Format
	Draft: 60 DFS of each product & receipt of all GFE/GFI,  

Beta: 60 days after Gov’t approval of draft,

 Final: 30 days 

 after Gov’t 

 approval of 

 Beta
	5 copies on CD-ROM
	Standard 

Distribution*
	

	6.3.1
	Product Purchase Report
	Contractor

Format
	10 working days after end of accounting period
	1 HC

1 SC
	Standard 

Distribution*
	May include as part of Task 6.1.2, Monthly Status Report

	6.3.2 
	Conference Schedule Report
	Contractor

Format 
	10 working days after end of accounting period 
	1 HC

1 SC 
	Standard 

Distribution* 
	May include as part of Task 6.1.2, Monthly Status Report 

	6.4
	After Action 

Report
	Contractor Format
	5 working days after end of course
	1 HC

1 SC
	Standard 

Distribution*
	Final

	6.5
	White 

Papers
	Contractor

Format
	90 days after contract start
	1 HC

1 SC
	Standard 

Distribution*
	Final


*Standard Distribution:

· 1 copy of the transmittal letter and the deliverable to the Primary TM.

· Deliverables, with the exception of CBTs/WBTs and courseware, will be provided in contractor-determined format.

· Deliverables will be provided as follows: 1 hardcopy, one softcopy.  Softcopy for reports, minutes, white papers, etc., will be in Word, Office 2000 version.  Softcopy for briefings will be in PowerPoint, Office 2000 version.

· CBT/WBT interface/format will be approved by the TM prior to completion of storyboards.

· Courseware format will be in contractor developed, Government approved format.

10.  Security:  While it is anticipated that all ETA products updated via this task will be unclassified, access to classified information may be required up to the level of SECRET.  The contractor shall follow the standards established in DoD 5200.2-R, DoD Personnel Security Program.  DoD 5200.2-R requires DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs) 

be assigned to positions which are designated as one of two sensitivity levels (ADP-I or ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor 

will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals must be U.S. citizens.  Programming personnel must meet the requirements for ADP-II designation.  Contractors working in Government spaces will require SECRET clearances.  Personnel included in the Staffing Plan and Activity Matrix will also require SECRET clearances.

The required sensitivity level investigations will be initiated prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust; and two DD Forms 258, Fingerprint cards) to:

DISA Security Division (MPS6) 
5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions while assigned to this contract clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contract-ing Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel with access to DoD facilities shall observe local DoD security policies and procedures.  The DD Form 254, Contract Security Classification Specification Form, is part of Appendix U of the contract.

Access to Government facilities will be granted on a need-to-know and clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  GFE, to include office space, furniture, telephones, Pentium computers with CD-ROM readers, sound cards, and video cards, will be provided for on-site contractor personnel.  A list of GFE, including serial numbers, will be provided to the contractor prior to the TIM.  GFE will be used in DISA facilities and will be handled by the DISA/OP74GO434 property manager.  GFI will include existing course materials to develop CBT training and media, as well as previously developed CBTs, the DISA OP74GO434 (formerly IPMO) Style Guide, and existing DITSCAP documentation.  GFI will be returned to the TM at the conclusion of the contract. 

12.  Other Pertinent Information or Special Considerations: 

  a.  Identification of Possible Follow-on Work.   Possible follow-on work includes additional

efforts to meet future requirements in the areas of IA ETA courseware and product develop-

ment/update; product production & dissemination, and outreach support; classroom training 

support, and professionalization support.

  b.  Identification of Potential Conflicts of Interest (COI).  There are neither existing nor 

potential COIs on this TO.

c. Identification of Non-Disclosure Requirements.  Not Applicable. 

d. Packaging, Packing, and Shipping.  All packaging, packing and shipping requirements 

shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.

e. Inspection and Acceptance.  All inspection and acceptance requirements shall be in 

accordance with paragraph E.1 of the ‘I Assure’ contract. 


  f.  Compliance.  The contractor shall comply with the following DoD-approved architectures, programs, standards and guidelines: 

· Technical Architecture Compliance

· C4ISR Architecture Framework

· Technical Architecture Framework for Information Management (TAFIM), version 3.0

· Joint Technical Architecture, version 2.0

· Defense Information Infrastructure Common Operating Environment

· Standard Operating Environment

· DoD Energy Star & DoD PCMCIA

· DISA Security Technical Information Guides

 g.  Exchange of Information With Other Organizations.  Not Applicable.

 h.  Source Code, Object Code, and System Documentation.  Not Applicable. 


   i.  Purchase of Materials on Behalf of the Government.  The contractor, at the direction of the Government, shall purchase materials (e.g. ADPE, LMS) that will be used in support of this Task Order.  Any materials purchased on behalf of the Government will become the property of the Government.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this TO.

Technical Standards

 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria

 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria 

(End of Summary of Changes) 

