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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$1,417,599.02
	$1,417,599.02 

	
	Information Assurance Support Services

T&M

Controlled Unclassified Networks Connection Approval Process (CAP) support as in accordance with SOW dated 27 May 03 which is incorporated by reference.  Period of performance of this order is from 12 Jun 03 thru 11 Jun 04 as in accordance with SAIC proposal dated 10 Jun 03 which is incorporated by reference.

PURCHASE REQUEST NUMBERS: DAEMZ34014 AND DAEMZ44002


	

	
	
TOT MAX PRICE
	$1,417,599.02 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$1,417,599.02


FOB:  Destination
Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	TOTAL OF ORDER $1,417,599.02.  BREAKOUT IS AS FOLLOWS:  DAEMZ34014 $807,843.13 FY03 AVAILABLE FUNDS

                                                                                                                   DAEMZ44002  $609,755.89 FY04 SAF

DAEMZ44002 $609,755.89 FUNDS ARE FY04 SUBJECT TO AVAILABILITY (SAF) IAW FAR 52.232-18

  


CLAUSES INCORPORATED BY FULL TEXT

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

Controlled Unclassified Networks

Connection Approval Process (CAP) Support
as of May 27, 2003
	Contract Number:
	DCA200-00-D-5017

	Order Number:
	

	Tracking Number:
	00171.00

	Previous Order Number:
	DCA200-00-D-5017/0022


1.  Points of Contact:

2.  Order Title:  Controlled Unclassified Networks Connection Approval Process (CAP) Support

3.  Background:  The Defense Information Systems Agency, Defense Information Systems Network (DISN) Data Services, NS52, executes the Department of Defense (DoD) Mission to assess the security posture of service and agency hosts and sub-networks connected to the Defense Information Infrastructure (DII).  The mission is to execute DoD and Non-DoD requirements and processes leading to the accreditation of computers, systems, and networks, provide information system security design and evaluation guidance, interconnectivity with coalition activities and validate and enforce that security requirements and standards have been met.  In support of this mission, this task delineates Contractor support in assuring that DoD Service and Agency information systems and technology are secure and meet all applicable certification and accreditation requirements.
4.  Objectives: The Contractor will provide technical security expertise in planning, preparing and executing the Defense Information Systems Network (DISN) Controlled Unclassified Networks Connection Approval Process (CAP) requirements for the System/Network Approval Process (SNAP) and for DoD Service and Agency Information Systems, to include the Sensitive but Unclassified Internet Protocol Router Network (NIPRNet), DISN Asynchronous Transfer Mode Services Unclassified (DATMS-U) Network, the Internet Protocol Core Router (IP Core) Network , and the System Authorization Agreement Request (SAAR) user access process.  This work includes, but is not limited to, ensuring compliance with the connection rules including ports, protocols, and services policy, assessing local and wide area subscriber environments security posture and topology, reviewing security relevant documentation, and preparing technical decision recommendations and reports resulting from this analysis.  This work also includes Connection Compliance Assessment efforts, assessing the local subscriber environment information system and technology's security posture for compliance with policies and directives.

The contractor will provide operations and engineering support to Automated Information Systems (AIS) Ports, Protocols, and Services (PPS) Management Process (PPSMP).  This work includes, but is not limited to, supporting adjudication application and data development, implementation, administration; analysis and maintaining the integrity of the PPSMP system owned data. PPS registration and approval issues shall be adjudicated through the PPSMP.
The Contractor shall:

· Research and prepare certification and accreditation technical white papers and identify shortfalls in security policy, technology, and management, as necessary.

· Provide INFOSEC technical and engineering expertise to DISA NS52.

· Document the result of service and agency local accreditation activities in white papers, briefings, and appendices to existing documentation, as necessary.

· Research new technologies as it pertains to DISN Controlled Unclassified Network CAP requirements and recommend solutions.

· Assist in the research of DoD service and agency local accreditation activities, as necessary.

· Provide facility, which meets DoD DITSCAP requirements and shall contain a .mil circuit and required GFE network equipment.

5.  Scope:  This task falls within the scope of the I Assure Contract Task Areas 1 and 4 as listed below.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and Task Order (TO) Management 

6.1.1
Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order (TO) level.  Provide the centralized administrative, clerical, documentation and related functions.   

6.1.2
Subtask 2 - TO Management.  Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.

6.1.2.1  Reporting Requirements:  The contractor shall provide in the monthly status report (MSR) the following financial information:

a. Projected estimated Monthly hourly usage by the Task Order

b. Projected estimated Monthly Cost of the Task Order 

c. Actual Monthly hourly usage by the Task Order-Projected hourly usage by the Task Order for remaining period of performance

d. Actual Monthly Cost of the Task Order-Projected Cost of the Task Order for remaining period of performance

e. The contractor shall also provide an explanation of differences between actual and projected expenditures.

f. A monthly and annual cost status report will be provided to DISA CIAE.

The monthly status report shall be provided via e-mail or hard copies to the TM, the Alternate TM, NS IA Business Manager, and the API Business Office Branch Chief as noted above.  Copies of invoices shall also be provided to these POCs as noted above.  Any questions regarding funding or invoice payment shall be directed to the NS IA Business Manager and/or API Business Office Branch Chief.

6.1.3
Subtask 3 - Initial Technical Interchange Meeting (TIM).  A TIM will be held within 15 days after delivery order award for the purpose of reviewing the requirement and establishing firm delivery dates for each deliverable.  The contractor shall prepare a Plan of Accomplishment (POA) (A003) which will address any changes addressed in the TIM and serve as the vehicle that established firm delivery dates for incremental deliverables.
6.2
Task 2 -  System/Network Approval Process (SNAP) Support




6.2.1
Subtask 1 - DISN Controlled Unclassified Networks CAP.  The contractor shall assist DISA in the design, functioning, implementation and system integrity of a website for the Unclassified Networks CAP and OSD Internet Waiver connectivity database.  The Contractor shall present a recommended bill of material (BOM) within 60 days after award to include testing and development equipment.  Upon DISA approval, the contractor shall purchase the BOM by soliciting 3 bids to be presented to the Government for review and approval, prior to purchase.  The web site serves as the data entry point for DoD components reporting Internet connectivity, for unclassified network and system approval.  The web site will contain instructions and sample information.  Maintain and update the web site as required to ensure availability, integrity, and protection. Design the web site to be interactive with the DISN unclassified database, also to be developed (Oracle release) by the Contractor.  The development phase includes the preparation of Requirement Analysis and Design documentation to be approved by the Government.

6.2.2
Subtask 2 - DISN Controlled Unclassified Networks CAP Customer Support.  The contractor shall provide INFOSEC technical and engineering expertise to assess the impact of over 1500 new and existing connections to the DISN Controlled Unclassified Networks.  This expertise will assess the local subscriber environment to ensure compliance with the DISN accreditation requirements.  Specific support shall include:

6.2.2.1
Subtask 2.1 - The contractor shall review DoD service and agency accreditation for compliance with DoD, Joint Staff (JS), and DISA INFOSEC requirements in Local Area Network (LAN) and Wide Area Network (WAN) environments.  Assess documented and implemented security features and mechanisms, System Connectivity Drawing/Configuration/Topology, Accreditation Statement, Consent to Monitor Statement, and other security documents (i.e., DoD Information Technology Security Certification and Accreditation Process (DITSCAP), System Security Authorization Agreement (SSAA), CONOPS, Security Plan, MOA/MOU, etc.).

6.2.2.2
Subtask 2.2 - The contractor shall analyze Unclassified Networks connections, request information for completeness and adequacy, and make connectivity recommendations. Develop a DISN Circular for unclassified system/network approval process and  Customer Support Training Guides; maintain Standard Operating Procedures (SOP) and CAP.NIPR.MIL User Guides 

6.2.2.3
Subtask 2.3 - The contractor shall provide technical expertise to support NS52, DISN Data Services Networks, in INFOSEC Technical Support Branch working group meetings, such as the DISN Security Accreditation Working Group (DSAWG) and Service/Agency DISN SNAP meetings, as necessary.

6.2.2.4
Subtask 2.4 - The contractor shall generate technical engineering white papers discussing the DISN SNAP and DSAWG-approved technologies, as necessary.  This white paper will include deviations such as non-DoD, foreign, and contractor requests for connections, and architectures that integrate classified and unclassified processing environments without appropriate High Assurance Guard (HAG) technologies, etc. 

6.2.2.5 Subtask 2.5 - The contractor shall update, maintain and compile reports from the DISN Controlled Unclassified Networks Application, Unclassified and Classified as necessary.
6.2.2.6
Subtask 2.6 - The SNAP office shall conduct quarterly meetings.  The meeting shall review existing documentation to maintain currency.  The review and update shall include but not be limited to Frequently Asked Questions (FAQs), User Guides, Online Help and other DISA determined documentation.

6.3  Task 3 – Ports, Protocols, and Services Management Process (PPSMP)

6.3.1
Subtask 1 – Ports, Protocols, and Services Adjudication Process Application (PPSAPA)
 Development and Database.  
The contractor shall develop, implement and operate the PPS Adjudication Process Application (PPSAPA). This system will include a process to register the PPS of all DoD information systems that traverse a DoD enclave boundary with the PPS registration application (PPSRA) and track the approval of those PPS through the DISN Designated Approving Authorities (DAAs) decision process with the PPSAPA.  
6.3.2 Subtask 2 - Automated Information Systems (AIS) Ports, Protocols, and Services.  The contractor shall analyze and research Automated Information Systems (AIS) Ports, Protocols, and Services submissions to the PPSMP; provide technical and engineering support to the DoD PPSMP Technical Analysis Group (TAG), Configurations Control Board (CCB), and DISN Security Accreditation Working Group (DSAWG); perform function as the TAG/CCB Secretariat to include documenting and publishing meeting minutes; review, formulate, and coordinate customer submitted PPSMP packages for adjudication.
6.3.3 6.3.3
Subtask 3 – PPSAPA Customer Support.  The contractor shall assist DoD customer’s PPSAPA submissions for completeness, accuracy, and make adjudication recommendations. Provide support to the SNAP Support Center and review, formulate, and coordinate customer submitted PPSMP packages for adjudication.

6.4
Task 4 - Operations and Maintenance (O&M)
6.4.1 
Subtask 1 - The contractor shall provide operations and maintenance (O&M) for all CAP.NIPR.MIL equipment located at the Vienna NIC facility and future site(s), location to be determined.  The systems will be integrated and maintained on the NIPRNet and SIPRNet, possibly to include the Eagle Building and DISA Headquarters.  This also includes system engineering and integration and system enhancement support.  O&M shall include the following maintenance support: system and database administration, security administration including periodic Security Readiness Review (SRR) testing, system and database backup, SOPs, redundancy configuration, user accounts, trouble shooting, COTS and production code updates. 
6.4.2
Subtask 2 - The SNAP data shall reside on both the unclassified and classified networks.  The classified server(s) and unclassified redundant server(s) shall reside at a to be determined location planned for DISA Headquarters, Arlington VA location and the current unclassified server is at the Vienna NIC facility and planned. 

6.4.3
Subtask 3 - Upon Task Managers approval or request, the contractor shall provide engineering papers and bill of materials for additional software and hardware.  This shall include the level of efforts, implementation guide, and security analysis documentation.

7.  Place of Performance:  The work shall be performed at Government sites in the Washington, District of Columbia, metropolitan area and Contractor facilities in the Washington, District of Columbia metropolitan area.  The Contract shall provide facility, which meets DoD DITSCAP requirements and shall contain a .mil circuit and required GFE network equipment.

8.  Period of Performance:  The period of performance for this Task Order shall be 365 days after award, estimated to be 12 June 2003 through 11 June 2004.  Option years are requested and are estimated as follows:


Option 1:  11 June 2004 through 12 June 2005


Option 2:  11 June 2005 through 12 June 2006


Option 3:  11 June 2006 through 12 June 2007


Option 4:  11 June 2007 through 12 June 2008
9.  Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TO Management Plan
	Contractor Format
Two hard and one soft copies (MS Word, 3.5 inch floppy) of each
	10 days after

task award 
	5
	As Below*
	Draft - 15

Final - 30

	6.1.2
	Monthly Status Report
	A008/DI-MGMT-80368

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	15th of every month
	3
	Two Copies to TM
	Monthly, on 15th workday

	6.2.1, 6.3.1
	Technical Report of the Local Subscriber Environment
	A005/DI-MISC-80508

Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	5 days from    COR/TTM       notification
	3
	As Below*
	5 days from    COR/TTM       notification

	6.2.1, 6.3.1, 6.3.4
	Requirement Documentation(s)
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	15 days from    COR/TTM       notification
	3
	As Below
	15 days from    COR/TTM       notification

	6.2.1, 6.3.1, 6.3.4
	Design Documentation(s)
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	15 days from    COR/TTM       notification
	3
	As Below
	15 days from    COR/TTM       notification

	6.3.2
	TAG/CCB Meeting Minutes
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	As determined necessary by TM and meeting frequency
	3
	As Below
	5 days following meeting

	6.2.2, 6.3.3, 6.3.4
	DISN Unclassified CAP Report (Routine)
	
Two hard and one soft copies (MS Word, 3.5 inch floppy) 
	2 days after COR/TTM notification
	2
	As Below
	2 days after COR/TTM notification

	6.2.1

	DISN Unclassified and Classified CAP Server Equipment Technical Refresh Paper
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	60 days after award
	2
	As Below
	One-time

	6.2.1
	CAP Server(s) Testing and Development BOM
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	60 days after award
	2
	As Below
	1 Monthly after contract award.  One-time

	6.2.1
	CAP Server(s) BOM (resulting from CAP Server Equipment Technical Refresh Paper)
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	60 days after CAP Server Equipment Technical Refresh Paper)
	2
	As Below*
	One-time

	Subtask 6.2.2.6
	Documentation Reviews
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	As determined necessary by TM and meeting frequency
	2
	As Below
	1 Monthly after contract award and quarterly there after

	6.4.1
	Security Readiness Review (SRR) Reports
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	As determined necessary by TM and meeting frequency
	2
	As Below
	1 Monthly after contract award and quarterly there after

	6.3.2
	PPSMP Adjudication Package Report
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	As determined necessary by TM
	2
	As Below
	1 Monthly after contract award and quarterly there after
One-time

	6.3.2
	PPSMP Adjudication Package for CCB/TAG (Routine)
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	As determined necessary by TM
	2
	As Below*
	2 days after COR/TTM notification

	Subtask 6.2.2.2
	DISN Unclassified Circular
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	As determined necessary by TM
	2
	As Below
	180 days after contract award 

One-time

	Subtask 6.2.2.2
	Standard Operating Procedure Documentation
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	As determined necessary by TM
	2
	As Below
	3 Monthly after contract award 

One-time

	Subtask 6.2.2.2
	CAP.NIPR.MIL User Guides
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	As determined necessary by TM
	2
	As Below
	3 Monthly after contract award 

One-time

	Subtask 6.2.2.2
	Customer Support Training Guides
	Two hard and one soft copies (MS Word, 3.5 inch floppy)
	3 Month after award 
	3
	As Below
	3 Monthly after contract award 
One-time


*Distribution:

· 1 copy of the transmittal letter and copies of deliverable to the Primary TM as specified above

10.  Security: All personnel require access to information at the Secret level at a minimum.  DoD 5200.2-R, DoD Personnel Security Program, requires DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

All personnel, including subordinate contractors, supporting this task are ADP-II positions and require a DoD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (MPS)

ATTN: Personnel Security (MPS62);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DoD facilities, shall observe local DoD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), the Certification and Accreditation Handbook for Certifiers, the Introduction to Certification and Accreditation, the DISN Connection Security Requirements, and the DISAI 630-230-19.  The Government shall provide contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.  Government furnished office space and DISA standard configuration computer will be provided for the contractor personnel (standard government office environment).  This includes office furnishings, office supplies, access to a personal computer, telephone support, facsimile, and access to photocopy and presentation equipment.  All GFE will be Year 2000 compliant, or identified as not being Year 2000 compliant.

The Contractor shall provide a Bill of Material for the Government to purchase test and development server hardware and software.

The Government shall provide a circuit connection to the NIPRNet and associated hardware and software required to support the connections.  

12.  Packaging, Packing, and Shipping:  See paragraph D1 of the “I Assure” contract.

13.  Inspection and Acceptance:  See section E1 of the “I Assure” contract.

14.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.


14.1. 




15.  EVALUATION CRITERIA (for competed DOs only):  Not applicable.

