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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

1.  The purpose of this no cost modification is to incorporate by reference into this order CSC proposal modification dated 16 Aug 04 which

 was submitted in response to revised SOW dated 11 Aug 04 which is an attachment to this modification.

2.  The end of the period of performance of this order is changed to 31 Dec 04.

3.  The total of the order remains unchanged at $393,569.09.
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16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

24-Aug-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5013-0023

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral, CSC proposal modification dated 16 Aug 04

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

10

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

24-Aug-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

HC1013

COMPUTER SCIENCES CORPORATION

3160 FAIRVIEW PARK DRIVE

FALLS CHURCH VA 22042-4516

JODY CHRISTOPHER

FACILITY CODE

52939

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

ANNE (KAREN) KELLER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        SOW DATED 11 AUG 04
‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
27 Jun 2003

Amended 11 Aug 2004

	Contract Number:
	DCA200-00-D-5013 

	Task Order Number:
	0023 

	IAssure Tracking Number:
	00172.00

	Follow-on to IAssure Contract and Task Order Number:
	 Not Applicable


1.  Task Monitors (TMs)

a.  Primary TM.
	Name:
	

	Organization:
	DISA/NE24

	Address:
	5275 Leesburg Pike fall Church VA,  22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DISA/NE212

	Address:
	5275 Leesburg Pike fall Church VA,  22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	

	DODAAC:
	


2.  Task Order Title.   Information Assurance Engineering Support to Electronic 

Commerce/Electronic Business and GES

3.  Background.  The Defense Information Systems Agency is responsible for providing information assurance engineering support to the DOD Electronic Commerce/Electronic Business processing environment. This support includes an EC/EB Information Assurance architecture which provides adequate security based upon a documented risk analysis and is cost effective. The DOD EC/EB is a distributed network-centric capability that requires protection consistent with the Department of Defense defense-in-depth strategy.  The EB/EC has been pursuing a transformation to Network-Centric Operations. This includes: 

· Building and maintaining trusted and dependable networks 

· Populating these networks with new dynamic sources of information 

· Denying the enemy comparable advantages for exploiting weaknesses. 

The recommended approach for this effort is to first baseline the security posture of the implemented EC/EB infrastructure.  Secondly, assess the DOD and Executive Order policy security requirements to update the DOD EB/EC Security Architecture based on the DOD Electronic Business Office Architecture Version 4.0.  The Global Information Grid Enterprise Services (GES) will provide a capabilities-based infrastructure required for timely, secure, and ubiquitous edge user access to decision-quality information.  This technology will enable edge users to precisely and rapidly access information resources, task information providers more efficiently, post information and dynamically form collaborative groups for problem solving sessions.

Contractor support is required for this effort to ensure that the EB/EC GES architecture complies with DOD, Federal, Agencies, Military Services and all other applicable information assurance requirements.  Towards this effort, DISA/API24 requires contractor support which includes but is not limited to data collection, market survey of best business processes and technology, review of Federal, DOD, and Agency security requirements, engineering support for the current state of the art security technology, application of security techniques for electronic business applications and security analysis at on-site locations and in laboratory environments, data gathering visits, participation in technical meetings, and preparation of technical papers as directed by technical task manager (TTM).
4.  Objectives.  This SOW presents a practical framework for providing technical security expertise and support in information technology security planning, preparation, and execution and the evaluation of various security technologies and techniques in the EB/EC GES environment.   As DOD moves to a net-centric enterprise architecture, the need to ensure that the COTS and GOTS services and applications interact in a secure manner has become paramount.  The ability to control access to information at both the workstation and network resource level drives the need to utilize inherent security capabilities within components and to support the ability to easily integrate secure technologies into future versions.  The contractor shall assist in the planning and evaluation of security capabilities within the EC/EB GES environment.

5.  Scope.  The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), Specific services addressed in this SOW are:

· Task Area 1 – Specific Tasks
· Task Area 2 – Program Management Tasks
· Task Area 3 – Security Assessment Tasks
· Task Area 4 – EB/EC GES Security Engineering Support Tasks
6.0  Specific Tasks.
6.0.1. The contractor shall provide technical security expertise and support in information technology security planning, preparation, execution and evaluation of various security technologies and techniques in the EB/EC GES environment.  This will include, but not be limited to, the development security architectures, Concepts of Operations (CONOPS), and other Information Assurance documents as they relate to both the EB/EC and GIG Enterprise Services environments.  This work includes, but is not limited to, the development of risk assessment methods and the determination of cost-effective, risk-based security measures necessary to mitigates risks encountered in EB/EC and GES operations.  This effort will also include support to the EB/EC and GES programs in order to make sure that they are compliant with DoD and federal policies.  The contractor shall also assist in preparing technical papers and participate in technical meetings as needed.

6.0.2  The contractor shall attend EC/EB working groups and other EC/EB forum. The contractor shall take minutes of the technical working groups, as directed by TTM.  The contractor shall deliver to the TTM reports of working group discussions 2 days from working group meetings. These meetings shall include, but are not limited to EB/EC Security Technical Engineering Support Services, EB/EC Security Working Group meetings.  (This task will start FY 04)

6.0.3.  The contractor shall provide technical IA engineering expertise to review and comment on DoD EB/EC proposed operations and architectures, research and prepare EC/EB security-engineering white papers which identify shortfalls in security policy, technology, and management as recommended by TTM. (This task will start FY 04)

6.0.4.  The contractor shall assess changes in Federal, DOD, and Agency policies as it relates to the EB/EC GES security environment. The contractor shall provide a white paper on the recommended changes within 5 days of notification by the TTM.

6.0.5.  The contractor shall perform security assessments, validation and data collection at designated EB/EC sites (see Section 7) in accordance with this SOW.  An assessment report shall be delivered within 5 days after visit to TTM. (This task will start FY 04)

6.0.6. The contractor shall conduct site visits to base line existing enterprise applications, using the system of systems approach, to determine additional protection requirements and shortfalls in technology and policy.  In addition, the contractor shall assess emerging technologies that can enhance the security posture of the DOD EB/EC GES architecture.  Trip report shall be delivered within 5 days after completion of visit to the TTM.

6.1 - Task 1 - Contract-Level and TO Management.

6.1.1
Subtask 1 - Contract-Level Program Management.  The contractor shall provide the technical and functional activities at the contract level needed for the program management of this SOW, to include productivity and management methods such as Quality Assurance, Configuration Management, Work Breakdown Structuring, and Human Engineering.  The contractor shall also provide the centralized administrative clerical, documentation and related functions.

6.1.2
Subtask 2 - Task/Delivery Order (DO) Management.  The contractor shall prepare the TO Management Plan describing the technical approach, organizational resources, and management controls to be employed to meet the cost, performance, and schedule requirements throughout the TO execution.  

6.1.3.
Subtask 3 - Monthly Status Report (MSR) – The contractor shall provide a monthly status report monitoring the quality assurance, configuration management and security management applied to this TO. At a minimum the monthly status report shall include:

The project task schedule showing any proposed changes, the reasons for the changes, and the potential impact on the TO;  the description of activities and deliverables during the current reporting period which shall include but is not limited to, site support, trip reports, planned activities for the next reporting period and personnel reassignment impacting TO work.

The financial information as follows shall include:

· Projected estimated Monthly Hourly usage by the TO

· Project estimated Monthly Cost of the TO

· Actual Monthly Cost of the TO and Projected Cost of the TO for remaining period of performance

· An explanation of differences between actual and projected expenditure

6.1.4   Subtask 4 - Initial Technical Interchange Meeting (TIM).  A TIM will be held within 15 days after TO award for the purpose of reviewing the requirement and establishing firm delivery dates for each deliverable.  The contractor shall prepare a Plan of Accomplishment (POA), which will address any changes addressed in the TIM and serve as the vehicle that establishes firm delivery dates for incremental work to be completed. 

6.1.5   Subtask 5 -  In-Progress Review (IPR) Meetings.  The contractor shall conduct monthly IPR meetings. The contractor shall provide IPR slides to the TTM two days before the IPR meeting is held

6.2 - Task 2- Security Assessment Tasks

6.2.1  Subtask 1 - Wide Area Work Flow (WAWF).  The contractor shall provide technical system security support to DISA/API24.  In this effort, the contractor shall perform security requirements analysis as it relates to the overall DOD EB/EC architecture.  Additionally, the contractor shall assess and support emerging security technology that can contribute to enhancing the overall security posture of the WAWF.  The contractor shall also perform assessments on the current WAWF security posture.  These assessments shall include, but not limited to, penetration testing and a physical architectural review.  Upon completion of the WAWF assessment the contractor shall provide a slide show presentation on their results. In addition to the aforementioned actions, the contractor shall provide a detailed white paper assessment report focusing on vulnerabilities and threats of the system and recommend solutions to neutralize or counteract these vulnerabilities and threats.

6.2.2    Subtask 2 -  Electronic Document Access (EDA).  The contractor shall provide technical system security engineering services and support to DISA/API24.  In this capacity,  the contractor shall perform security requirements analysis as it relates to the overall DoD EB/EC architecture.  In addition, the contractor shall perform assessments on the current EDA posture and assess and support emerging security technology that can contribute to enhancing the overall security posture of the EDA.  These assessments shall include, but are not limited to, penetration testing and a physical architectural review.  Upon completion of the EDA assessment the contractor shall provide a slide show presentation on their results.  Also,  the contractor shall provide a white paper assessment report focusing on vulnerabilities and threats to the system and recommend solutions to neutralize or counteract these vulnerabilities and threats.

6.3 Task 3 - EB/EC GES SECURITY ENGINEERING SUPPORT TASKS:

6.3.1
Subtask 1 - EB/EC GES Security Engineering Support.  The contractor shall support the development of the GES security architecture. The contractor shall assess services and tools that enable secure end user operations. The contractor shall provide security engineering services to support the GES programs and issues associated with user access control, identification and authentication, authorization and Single Sign On (SSO). The contractor shall evaluate specific programmatic issues with GES components.  The contractor shall attend and take minutes of the GES working groups, as directed by TTM.  Report of working group discussions are to be delivered to the TTM 2 days after working group meetings. These meetings shall include, but are not limited to GES Architecture Working Group meetings.  

6.3.2
 Subtask 2 - EB/EC Security Engineering Support.  The contractor shall provide security engineering services to support the issues associated with developing, installing, operating and maintaining an enterprise wide EB/EC architecture.  In this capability, the contractor shall provide analysis, installation and operational expertise.  The contractor will consider specific programmatic issues with EB/EC components such as the DEBX, E-Mall, CCR, PPAIS when performing security engineering. (This task will start FY 04)

6.3.3
Subtask 3 - EB/EC Center for Information Assurance Application Lab. The contractor shall provide security engineering and technical expertise to assist DISA/API24 in operating the existing lab.  The contractor shall provide expert assistance in configuring routers, firewalls and similar devices and recommend future upgrade to the lab.  

6.3.4   Subtask 4 - Security Engineering Requirements.  The contractor shall provide technical expertise, in collaboration with DISA/API24, in assessing the security requirements of new systems, components and other advanced technology.  Security guidance and assistance is necessary to ensure security features and mechanisms as well as emerging technologies are incorporated into the system lifecycle.  Security guidance and assistance shall be consistent with existing DOD and DISA security policies.  White paper detailing technical studies and analysis shall be delivered to the TTM as required by the TTM.

6.3.5.  Subtask 5 - Security Engineering Assistance and Guidance. The contractor shall attend and take minutes of the technical working groups, as directed by TTM.  Report of working group discussions are to be delivered to the TTM 2 days from working group meeting. 

6.3.6
 Subtask 6 - Applications Security Engineering Support for Gateway DMZ and SPG.  The Department of Defense (DoD) requires the demilitarized zone (DMZ) and special purpose gateways (SPG) to protect the availability and ensure the integrity and confidentiality of the Global Information Grid (GIG) web resources.  The IA Community defines a DMZ as, "A network added between a protected network and an external network in order to provide an additional layer of security.”  The contractor shall provide security engineering to support the issues associated with developing, installing, operating and maintaining the applications of the Gateway DMZ and SPG. The contractor shall perform security requirement analysis as it relates to the applications that are required to meet the functional, performance, security, and operational lifecycle requirements of the Gateway DMZ and SPG. In addition, the contractor shall assess and support emerging application development technology that can contribute to enhancing the overall security posture of the Gateway DMZ and SPG.   The contractor will prepare technical paper on how the SPG will be integrated in the GES environment as required  by the TTM.

7.  Place of Performance.  This work shall be performed at the contractor site, contractor-site hourly rates shall be utilized for billing.  The contractor shall perform local travel between DISA facilities and the contractor local facility on an occasional basis.    Travel outside the Washington, D.C. metropolitan area will only be conducted with prior coordination  and approval of the TTM.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy the travel requirements of several subtasks.  Travel will be charged under Other Direct Charges (ODCs) and will be IAW the DOD JTR and its prevailing rates.  For estimating purposes, anticipated contractor travel requirements outside the Washington, D.C., metropolitan area are as follows:

· DECC Columbus OH, 1 person, 2.5 days (Site Survey) 

· DECC Ogden UT, 1 person, 2.5 days (Site Survey) 

· DECC Columbus OH, 1 person, 3 days (DMZ Support) 

· DECC Ogden UT, 1 person, 2 days (WAWF Support) 

· DECC Columbus OH, 1 person, 2 days (EDA Survey) 

· DECC Ogden UT, 1 person, 2.5 days (EDA Survey)

Additional trips may be required, as authorized by the technical task manager.

8.  Period of Performance.  The period of performance shall be as follows:

11 Aug 2003 thru 31 Dec 2004

9.  Delivery Schedule.  

Deliverables:  Two hard and one soft copy (Microsoft Word, 3.5-inch floppy) of each. Presentations will be provided in PowerPoint.

*1 copy of Monthly Status Report to the Business Office, thompsol@ncr.disa.mil

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.0.1
	Technical papers

Security enhancement recommendation
	Contractor-Determined Format
	As required
	2
	Two Copies to TM; Letter Only to KO
	

	6.0.2
	Technical working groups minutes/report
	Contractor-Determined Format
	2 days
	1
	Standard Distribution*
	

	6.0.3
	White papers, technical studies and analysis
	Contractor-Determined Format


	5 days after notification by TTM
	2
	Two Copies to TM; Letter Only to KO
	

	6.0.4
	Research DOD policies, prepare white paper for GES
	Contractor-Determined Format
	5 days after notification by TTM
	2
	Two Copies to TM; Letter Only to KO
	

	6.0.5
	Security Assessment  Reports
	Contractor-Determined Format
	5 days after completion of site visit
	2
	Two Copies to TM; Letter Only to KO
	

	6.0.6
	Trip Reports
	Contractor-Determined Format
	5 days after completion of site visit
	2
	Two Copies to TM; Letter Only to KO
	

	6.1.1
	Contract level

 Program Management Report
	Contractor-Determined Format
	As required
	2
	Standard Distribution
	

	6.1.2
	DO Management Report
	Contractor-Determined Format
	10 days after award
	2
	Standard Distribution
	

	6.1.3
	Monthly Report
	Contractor-Determined Format
	Monthly
	2
	Standard Distribution
	Monthly, on 5th workday

	6.14
	TIM Report
	Contractor-Determined Format
	15 days after DO
	2
	Standard Distribution
	

	6.1.5
	IPR Slides
	Contractor-Determined Format
	2 Days before IPR meeting
	2
	Standard Distribution
	

	6.2.1
	WAWF  Assessment Report & Slides
	Contractor-Determined Format
	15 days after testing and/or as directed by TTM or Team Leader
	2
	Standard Distribution
	

	6.2.2
	EDA Assessment Report & Slides
	Contractor-Determined Format
	15 days after testing and/or as directed by TTM or Team Leader
	2
	Standard Distribution
	

	6.3.1
	GES Technical working group minutes/report
	Contractor-Determined Format
	2 days
	
	Standard Distribution
	

	6.3.4 
	White papers, technical studies and analysis
	Contractor-Determined Format
	As required
	2
	Standard Distribution
	

	6.3.5
	Technical working groups minutes/report
	Contractor-Determined Format
	2 days
	2
	Standard Distribution
	

	6.3.6
	White papers, technical studies and analysis
	Contractor-Determined Format
	As required
	2
	Standard Distribution
	

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security All personnel require access to information at the SECRET level.  The contractor will adhere to security guidance from DOD Directives and DISA.

DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

The INFOSEC Analysis requires an ADP-I position and requires a Single Scope Background Investigation.

Other personnel, including subordinate contractors, supporting this task are ADP-II positions and require a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (MPS)

ATTN: Personnel Security (MPS)

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer. When and if such removal occurs, the contractor will, within five working days, assign personnel with the proper security qualifications to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  
The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables.

Unclassified reports prepared under this task order shall be marked as "For Official Use Only" unless otherwise stated by the Task Officer.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI). 

Pursuant to Section 4, the government shall provide the equipment, if required, for security or certification testing.  The government shall provide contractor personnel with access to the facilities of DISA and other locations relevant to this effort. The contractor shall purchase identified hardware and software as, at the recommendation of the Government TTM.  This equipment will be controlled by the Government and used for Certification of Information Systems.  Any information technology provided/purchased will be Year 2000 compliant.

12.  Other Pertinent Information:  Identification of Non-Disclosure Requirements.  


a.  Contractor may be required to sign Non-Disclosure Letter(s) pertaining so some certification activities. 


b.  The contractor will not be liable for Year 2000 errors produced as a result of using non Year 2000 compliant government furnished information technology.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
X FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

    FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

    FORMCHECKBOX 
 1194.23 - Telecommunications Products

    FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

X FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

    FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

X FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
X FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

(End of Summary of Changes) 

