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SCIENCE APPLICATIONS INTERNATIONAL CORP

DBA SAIC

10260 CAMPUS POINT DRIVE  BUILDING C

SAN DIEGO CA 92121-1578

STEPHANIE JONES

$588,162.00

CODE

0T5L1

X

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

9. CONTRACTOR  

CODE

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

26. QUANTITY IN COLUMN 20 HAS BEEN

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-00-D-5017

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0041

3

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB

DEST

X

OTHER

(See Schedule if other)

MARK IF BUSINESS IS

11.

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

N68566

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

23. AMOUNT

27. SHIP NO.

28. DO VOUCHER NO.

PARTIAL

FINAL

32. PAID BY

33. AMOUNT VERIFIED

CORRECT FOR

31. PAYMENT

COMPLETE

34. CHECK NUMBER

PARTIAL

FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2003 Jul 31

4. REQ./ PURCH. REQUEST NO.

DAPMZ31053

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA

MAIL TO: DITCO/AQSC4-FMO                 

SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

24. UNITED STATES OF AMERICA

TEL:

618-229-9504

EMAIL:

iascottafb@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

ANNE (KAREN) KELLER

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

Reference your quote dated

Furnish the following on terms specified herein.

REF:

20.

QUANTITY

ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1
	Each
	$588,162.00
	$588,162.00 

	
	Information Assurance Support Services

T&M

DCTS SECURITY ENGINEERING, ACCREDITATION AND IAVA SUPPORT AS IN ACCORDANCE WITH SOW DATED 05 JUN 03 WHICH IS INCORPORATED BY REFERENCE.  PERIOD OF PERFORMANCE OF THIS ORDER IS FROM 01 AUG 03 THRU 31 JUL 04 AS IN ACCORDANCE WITH SAIC PROPOSAL DATED 02 JULY 03 WHICH IS INCORPORATED BY REFERENCE.

PURCHASE REQUEST NUMBER: DAPMZ31053


	

	
	
TOT MAX PRICE
	$588,162.00 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$588,162.00


FOB:  Destination

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	MIPR DAPMZ31053  $588,162.00 


CLAUSES INCORPORATED BY FULL TEXT

CONTRACTOR Point of Contact

Contractor Name:  SAIC

TIN:  953630868

DUNS:  148095086

CAGE CODE:  0T5L1

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
‘I ASSURE’ TASK ORDER (TO) STATEMENT OF WORK (SOW)

05 June 2003
	Contract Number:
	TBD

	Task Order Number:
	TBD

	IAssure Tracking Number:
	00175.00

	Follow-on to IAssure Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TM)s
2.  Task Order Title.  DCTS Security Engineering, Accreditation, and IAVA Support

3.  Background.  The Collaboration Management Office (CMO) resides in the Defense Information Systems Agency (DISA) and is charged with the fielding, sustainment, and life cycle management of the Defense Collaboration Tool Suite (DCTS), and with providing Department of Defense (DoD) enterprise collaboration management. DCTS provides combatant commands, Services, and defense agencies, interoperable collaboration capability including voice and video instant messaging, and whiteboard capability in support of defense planning. The system enhances ad hoc crisis planning and deliberate operational planning vertically and horizontally across operational theaters and other domains that provide operational units and defense organizations with simultaneous access to real-time operational, tactical, and administrative information. The DCTS program identifies, fields, and sustains an evolving standard collaboration toolkit.

4.  Objectives.  This statement of work prescribes the tasks, deliverables, and schedule to be executed by the contractor to provide Information Assurance Support to the DCTS program. This support may include but is not limited to the provision Information System Security Engineering (ISSE) services for the DCTS program to support:

· The security certification and accreditation of DCTS in accordance with Defense Information Technology Security and accreditation Program (DITSCAP) as documented in DoDI5200.40, 

· The development of a security strategy for the program, 

· Analysis of security requirements for DCTS and interoperability of other collaboration tools with DCTS 

· Development of a security Concept of Operations (CONOPS)

· Development of a security architecture  

· Implementation of IAVAs

5.  Scope.  
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1 - Policy, Planning, Process, Program and Project Management Support
· Task Area 2 - Standards, Architecture, Engineering and Integration Support
· Task Area 3 - Solution Fielding/Installation and Operations
· Task Area 4 - Education, Training and Awareness, Certification and Accreditation and
IA Support
6.  Specific Tasks.
6.1 - Task 1 - Contract-Level and TO Management.
6.1.1 - Subtask 1 - Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 - Subtask 2 - TO Management. Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.   This monthly report shall describe the activities completed in the past month and the anticipated activities for the next month. It shall identify funds expended and remaining both numerically and graphically and shall track this information on a monthly basis through the life of the task. 

Contractor shall meet quarterly in an In-Progress-Review (IPR) with the CMO to report status and progress, and to identify and resolve issues. For each action item received at the IPR, the contractor shall report status, in writing, to the CMO, at the due date and weekly until the CMO declares the action item resolved.  IPR Read ahead: due 1 week prior to IPR [Read-ahead shall identify items accomplished, items planned for completion by the next IPR, issues for resolution, and funds expended and remaining. Read-ahead shall list due date, submission date, status, and Government approval date of all contract deliverables.

Deliverables:
Task Order Management Plan

Monthly Status Report



Participate in quarterly IPRs with the CMO 

6.2 Engineering Analysis.

The contractor shall develop and document the security requirements for DCTS and review existing program and engineering documentation; conduct analyses to ensure that the program is following established DOD Information Assurance and Security guidelines.

The contractor shall articulate a strategy and develop Plan of Action and Milestones (POA&M) to meet the security challenges of the DCTS program and provide IA solutions having the greatest return on investment (ROI).

The contractor shall develop and document the security architecture for DCTS.

The contractor shall review all new and updated DOD IA requirements and policies taking appropriate actions and make recommendations to the program that may include the development of IA architectural guidance for deploying a network of DCTS suites; quality of service mechanisms/guidance for deployments by addressing such issues as the impact of IA requirements, and identification of the impact on the service during times of malicious attack/virus incidents; and, security policy guidance for deployments. The contractor shall recommend security interoperability test criteria for inclusion in the collaboration interoperability test plan.

Contractor shall prepare, briefings, information papers and other DCTS Security Engineering related documentation.

The contractor shall provide technical security expertise and support in information technology security planning, preparing, and executing and evaluating security technology and techniques in the DCTS environment. This will include, but not be limited to, the implementation of the DCTS Security Architecture and the DCTS Security Concept of Operations (CONOPS). This work includes, but is not limited to, the development of risk assessment methods and the determination of cost-effective, risk-based security measures necessary to mitigate the risks to DCTS operations.  The contractor shall provide technical IA engineering expertise to review and comment on DCTS proposed operations and architectures.

The contractor shall assess changes in Federal, DOD and agency policies as they relate to the DCTS security environment. The contractor shall provide white papers on recommended changes.

The contractor shall perform security assessments, validation and data collection at designated DCTS sites. The contractor shall provide trip reports to the TM.

The contractor shall conduct assessment of baseline DCTS applications, using the system of systems approach, to help determine additional protection requirements and shortfalls in technology and policy. In addition, the contractor shall assess emerging technologies that can enhance the security posture of the DCTS architecture.

The contractor shall review and provide analysis of and recommendations to the existing DCTS InfoAssure IA Sub-system report.

Deliverables:
Security Strategy Document



Plan of Action and Milestones (POA&M)



Security Architecture Document



Security CONOPS



Collaboration Security Interoperability Criteria



Security Assessment Reports



Trip Reports



InfoAssure (IA) Report (Security Sub-system Recommendations)

6.3 Coordination, Tracking and Working Group Support.

The contractor shall interact with various levels of OASD (C3I), Joint Staff, Combatant Commands, Services, the intelligence Community, DISA, National Security Agency (NSA) and other agencies to ensure that Security Engineering and Information Assurance actions and goals are coordinated and completed. The contractor shall provide general program management support services including: action item documentation, action item tracking and issue resolution negotiation and analysis, and shall coordinate participation of key players in Information Assurance events.  The contractor shall provide technical support to the DCTS Security Working Group.  

Deliverables:  DCTS Security Working Group Meeting Minutes

6.4 Certification and Accreditation Support

The contractor shall support the certification and accreditation of each DCTS release in accordance with the DITSCAP.  The contractor shall assist the Information System Security Officer (ISSO) for DCTS in maintaining the SSAA and analyzing vulnerabilities identified during Security Test and Evaluation (ST&E).

6.5 Information Assurance Vulnerability Alert (IAVA)

The contractor shall respond to and resolve issues pertaining to DCTS for Information Assurance Vulnerability Alerts (IAVA) s, Information Assurance Vulnerability Bulletins (IAVB) s and Technical Advisories (TA) s. (Hereinafter "IAVA).

The contractor shall submit required responses to the Vulnerability Management System (VMS) including IA06 - Receipt Acknowledgement by Program and IA07 - Program Action Plan.

The Contractor shall respond to inquiries sent through the DCTS Help Desk from System Administrators (SA), Information System Security Officers and other appropriate staff responsible for the DCTS throughout DoD in carrying out the latter's duties in complying with these IAVA's.

The contractor shall provide information to the DCTS site staff to help them make an informed decision about applying a security patch in response to an IAVA. The contractor shall publish these results in a prescribed format (The "CMO IAVA bulletin") so that DCTS site staff can understand and apply them to meet their own IAVA process deadline.

The contractor shall understand and engineer the IAVA process and incorporate this process into the DCTS configuration management process. The contractor shall understand the IA process and DCTS technical bulletin process and shall find where information can be shared among these processes and implement procedures to affect this information transfer.

7.  Place of Performance.  Contractor facility.
8. Period of Performance.  Calendar days after TO award:  365

9. Delivery Schedule.  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order Management Plan
	Contractor Determined Format**
	Draft - 15 calendar days after TO award

Final – 30 calendar days after TO award
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office Letter Only to KO
	Draft - 15

Final - 30

	6.1.2
	Monthly Status Report
	Contractor Determined Format**
	15th of ea month
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office Letter Only to KO
	Monthly, on 15th workday

	6.1.2
	Quarterly IPRs w/Read-Aheads
	Contractor-Determined Format**


	Read-Aheads due 1 week prior to scheduled IPR
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	Quarterly

	6.2
	Security Strategy Document
	Contractor-Determined Format**
	Draft – 30 calendar days after TO award

Final – 60 calendar days after TO award
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	Final 60 calendar days after TO award



	6.2
	Plan of Action and Milestones (POA&M)
	Contractor-Determined Format**
	 Draft – 30 calendar days after TO award

Final – 60 calendar days after TO award
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	Final 60 calendar days after TO award 

	6.2
	Security Architecture Document
	Contractor-Determined Format**
	Draft – 30 calendar days after TO award

Final – 60 calendar days after TO award
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	Final 60 calendar days after TO award

	6.2
	Security CONOPS
	Contractor-Determined Format**
	Draft – 30 calendar days after TO award

Final – 60 calendar days after TO award
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	Final 60 calendar days after TO award

	6.2
	Collaboration Security Interoperability Criteria
	Contractor-Determined Format**
	Draft – 30 calendar days after TO award

Final – 90 calendar days after TO award
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	Final 90 calendar days after TO award

	6.2
	Security Assessment Reports
	Contractor-Determined Format**
	Draft – 30 calendar days after TO award

Final – 90 calendar days after TO award
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	Final 90 calendar days after TO award

	6.2
	Trip Reports
	Contractor-Determined Format**
	Final – 5 working days after return from travel
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	After each trip

	6.2
	InfoAssure (IA) Report (Security Sub-system Recommendations)
	Contractor-Determined Format**
	Final – 60 calendar days after TO award
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	Review, analysis and recommendation of existing IA Report

Final 60 calendar days after TO award

	6.3
	Meeting minutes from the DCTS Security Working Group
	Contractor-Determined Format**
	Final – 5 working days after the Security Working Group meeting
	2
	One electronic copy to TM and one electronic copy to ATM both in the then-current version of MS Office.  

Standard Distribution*
	After each Security Working Group Meeting

	* Standard Distribution:  1 copy of the transmittal letter with the deliverable to the Primary TM

                     ** Prior to submission of first deliverable, a sample format is to be submitted to TM for review and approval.


10. Security.  

ADP Position Sensitivity. DOD 5200.2-R, requires DOD contractor personnel who perform work on sensitive automated information systems to be assigned to positions, which are designated at one of two sensitivity levels (ADP-I, ADP-II). These designations equate to Critical Sensitive, Non Critical Sensitive. The contractor shall assure that individuals assigned have completed the appropriate forms. The required investigation will be completed prior to the assignment of sensitive duties associated with the positions. The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust and two Forms 258 (Fingerprint Cards) to Defense Security Service (DSS) and for further assistance the they can be reached through their website at www.dss.mil. DISA retains the right to request removal of contractor, regardless of prior clearance or adjudication status, whose actions, while assigned to this task order, clearly conflict with the interests of the government. The reason for removal will be fully documented in writing by the Task Monitor and forwarded to the Contracting Officer for review. When, and if, such removal occurs, the contractor shall within three working days assign qualified personnel to any vacancy(ies) thus created.

Contractor personnel shall have at least 5 years of demonstrated experience in the DOD Security engineering and Information Assurance. Contractor shall be experienced with DOD Information Assurance policy, security certification and accreditation procedures in accordance with the Defense Information Technology Security Certification and Accreditation Program (DITSCAP) and be well versed in all aspects of DODI 5200.40. It is desired that contractor have experience with providing Security engineering in the DOD collaboration community and understand the impact and be able to make recommendations of the effects of collaboration tools on DoD networks and firewall policies. 

The contractor shall have experience in working with OASD, Joint Staff, Military Services, Intelligence Community staffs, National Security Agency and other elements in DISA. Contractor personnel shall have strong analytical skills, logical skills, the ability to write clearly, cogently, concisely and persuasively, and the ability to organize and prioritize work outputs and to think strategically while managing multiple tasks.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI). N/A  

12. Other Pertinent Information or Special Considerations. 

In executing this task order, frequent interactions with other contractors and proprietary information shall be required. The contractor shall execute non-disclosure agreements with these other contractors to accomplish this statement of work, and the execution of said agreements shall be the sole responsibility of the contractor. Contractor personnel may be required to travel to accomplish tasks identified in the scope of work. Travel shall be pre-approved by the TM. All travel shall be performed in accordance with the Joint Travel Regulation and its prevailing rates. Currently anticipated travel is as follows:

CENTCOM, Tampa, FL (1 trip - 1 person for 1 week)

SOCOM, Tampa, FL (1 trip - 1 person for 1 week)

PACOM, HI (1 trip - 1 person for 1 week)

EUCOM, Germany (1 trip - 1 person for 1 week)

STRATCOM, Nebraska (1 trip - 1 person for 1 week)

A primary and alternate government task order Point of Contract (POC) has been assigned for task order management and all other tasks.

Hours of technical support will normally occur on weekdays (excluding holidays) during DISA's core hours. However, to accommodate customer and critical efforts, the contractor will provide technical support within 24-hours advance notice when required for other than normal work hours, such as evenings, nights, and weekends.  Personnel may be required to work extended duty days (in excess of hours per day). Contractor authorized to provide extended work-week and to compensate personnel for all time worked, IAW contract specifications. Overtime hours must be pre-approved by the TM. 

The contractor shall procure the appropriate hardware and software necessary to setup a DCTS IA lab at the contractor facility for the purpose of IAVA and IA development and testing.

Estimated level of effort: The government estimates a total of 1433 hours are required to complete this effort.


a. Identification of Possible Follow-on Work. Follow-on tasking is possible based on the performance of this tasking. 


b. Identification of Potential Conflicts of Interest (COI).  There are no known conflicts of interest.


c.  Identification of Non-Disclosure Requirements.  In executing this TO, frequent interactions with other contractors and proprietary information shall be required.  The contractor shall execute non-disclosure agreements with these other contractors to accomplish this statement of work and the execution of said agreements shall be the sole responsibility of the contractor.  Due to the sensitive nature of this task, all key personnel shall sign non-disclosure agreements.


d.  Packaging, Packing and Shipping Instructions.  N/A
e. Inspection and Acceptance Criteria. N/A. 
f. Key personnel.  Key personnel with specialized skills are required for executing this task order.  Key personnel must possess Secret level clearances and be available at task order commencement.  Key personnel are:



Project Lead




Security Engineer




Systems Analyst Lead

13.  Section 508 Accessibility Standards.   Section 508 compliance does not apply to this task order in accordance with FAR 39.204(b), exception for national security system.

