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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to incorporate by reference SAIC's revised proposal dated 20 Jul 2004 into the task order.  The

 revised proposal was submitted in response to the Government's revised Statement of Work dated 14 Jul 2004, attached.  Incorporation of

 this revised proposal changes the total order amount from $900,908.99 to $920,251.24, an increase of $19,342.25.  The period of

 performance is extended through 10 Aug 2004 and now reads:  11 Jul 2003 through 10 Aug 2004.

b.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

14

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

03-Aug-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-00-D-5017-0040

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

27-Jul-2000

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral; Acceptance of SAIC 20 Jul 2004 Proposal

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

05

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

03-Aug-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

SCIENCE APPLICATIONS INTERNATIONAL CORP

DBA SAIC

10260 CAMPUS POINT DRIVE  BUILDING C

SAN DIEGO CA 92121-1578

KIM HAYES

FACILITY CODE

0T5L1

CODE

iascottafb@scott.disa.mil

EMAIL:

TEL:

KAREN E. KINCAID / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001

DGEMZ49791


Increase $19,342.25

SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        STATEMENT OF WORK
‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)

as of 14 July 2004
	Contract Number:
	DCA200-00-D-5017

	Order Number:
	0040

	Tracking Number:
	00178.00

	Previous Order Number:
	DCA200-00-D-5017-0024 (SAIC)


1.  Points of Contact

a.  Primary Task Monitor (TM)
	Name:
	

	Organization:
	 DISA/API41

	Address:
	Defense Information Systems Agency

DISA/API41

5275 Leesburg Pike

Falls Church, VA  22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	



b.  Alternate Task Monitor (ATM)
	Name:
	

	Organization:
	DISA/API41

	Address:
	Defense Information Systems Agency 

DISA/API41

5275 Leesburg Pike

Falls Church, VA  22041

	Phone No.:
	

	Fax No.:
	

	Internet Address:
	


2.  Order Title.   Defense Information System Network (DISN ) Domain Name Services (DNS) Security and Engineering Support.  This task provides technical security engineering support for all aspects of securing DNS for the DISN in accordance with the Statement of Work (SOW).

3.  Background.   DISA API is chartered to provide security-engineering solutions to secure the DNS application, servers, and infrastructure of domains that DISA is responsible for, and to leverage experience gained to support for other DOD parties in securing their domains.  DNS is a distributed database, used to map host names to the network addresses, and vice-versa.  DNS works in a distributed and hierarchical way, consisting of thousands of domain name servers, which are connected to the Internet and maintained independently.  Berkeley Internet Name Domain (BIND) is the most common software used for DNS both on the Internet at large and within DISN, and was developed by the Internet Software Consortium.  The latest major version of BIND (9.x) incorporates recommendations of Internet Engineering Task Force (IETF) working groups for DNS Security Extension (DNSSEC) per IETF RFC 2535 and related standards.   

The project’s strategy is to harden the DNS BIND server software and integrate DNSSEC cryptographic public/private key capability into the BIND software.  BIND with DNSSEC enabled will incorporate identification and authentication (I&A) into every DNS transactions thus adding security to the DNS application.  BIND is currently used as the DNS server application for the top-level domain (.mil) and second level domain (disa.mil, nipr.mil, army.mil, etc) servers throughout the DoD.  Additionally most DNS Root Servers, to include the "G" root run by DISA, use BIND. BIND with DNSSEC enabled will incorporate identification and authentication (I & A) into every DNS transaction thus adding security to the DNS application.  The overall effort of both the development of DNSSEC and the hardening of DNS will provide a secure DNS infrastructure for the entire DOD and help protect against denial of service and preserve data integrity.  The task will also include test, evaluate, and implement commercial DNS server applications with the existing architecture and to make recommendations for an enhanced and more secure DNS infrastructure using commercial DNS server applications.  

3.1.  Previous Work.  The requested work outlined in this Task Order directly relates to, and builds on, completed work under the following contracts: DCA100-95-D-0104 (ITSC), Delivery Orders 0107 and 0126; and DCA200-00-D-5017 (I-Assure), Task Orders 0008 and 0024.

4.  Objectives.  The goal of the DISN Domain Name System (DNS) Security and Engineering Support task is to provide a secure DNS service for all DOD CINCS, Services, and Agencies, with a principal focus on the Defense Information Systems Network (DISN).  The task will include support for both DII COE users of DNS, and dedicated/standalone DNS servers that do not utilize the DII COE environment.  The contractor shall continue development and updating of existing test plan, user’s manual, security policies, technical implementation guidance and schedules for BIND and DNSSEC fielding throughout DOD, as well as providing assistance in reviewing/analyzing the current DNS infrastructure of the CINCs and their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies.  The principal focus of the task will be to ensure that all of DOD has access to DNS server software (which may be BIND or similar implementations) that supports the necessary security features (including DNSSEC) along with the relevant information on secure configuration and operation of that software.

5.  Scope.  The principal focus of the task will be to ensure that all of DOD has access to DNS server software (which may be BIND or similar implementations) that supports the necessary security features (including DNSSEC) along with the relevant information on secure configuration and operation of that software.  As DISA begins widespread deployment of BIND version 9, the contractor will provide technical and engineering support for the deployment.

The contractor shall comply with the appropriate DISA and DOD-approved architectures, programs, standards and guidelines, such as:

· Defense Information Infrastructure (DII) Strategic Technical Guidance (STG),
· DII Common Operating Environment (COE),
· DII Standard Operating Environment (SOE),
· DISA Security Technical Implementation Guides (STIGs),
· Defense Information Systems Network (DISN), and
· Shared Data Environment (SHADE).
Specific I-Assure services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

6.  Specific Tasks
6.1
Task 1 – Contract-Level and TO Management
6.1.1
Subtask 1 – Integration Management Control Planning.  To provide centralized administrative, clerical, documentation and related functions, the contractor shall provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  This includes productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2
Subtask 2 – TO Management.  The contractor shall prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The contractor shall provide a Monthly Status Report (MSR) identifying progress/status for the month reported, including the sub-tasks involved, hours expended by labor categories, costs by labor categories, actual costs versus planned costs, an explanation of any differences between actual and planned costs, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).   The contractor and the government shall hold an initial Technical Interchange Meeting (TIM) within 20 calendar days after contract award for the purpose of reviewing the requirement and establishing firm dates for the Deliverables.  During the TIM, the contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  All deliverable schedules will be finalized by the Government.  After the TIM, the contractor shall conduct an In Progress Review (IPR) briefing at the government site within 90 calendar days of task award and quarterly thereafter.   The purpose of these meetings will be to discuss progress, request assistance as required, and deal with issues raised during the execution of the task.  The contractor shall document these meetings in Quarterly Review Minutes and report the occurrence of these and any other meetings in the MSRs.

Deliverable:

1.  Management Plan


28 calendar days after the award of the of the TO 

2.  MSR



14 calendar days after the end of the contractor’s 






monthly accounting period

3.  TIM


 
NLT 20 calendar days after the award of the TO

4.  Minutes of TIM 

 
NLT 7 calendar days after the meeting

5.  IPR

 

Quarterly

6.  Minutes of IPR

 
NLT 7 calendar days after the meeting

6.2  
Task 2 - Technical Engineering Support

The contractor shall provide full-time on-site technical security engineering support to the DISA DNS team in performing preliminary test and analysis of the new DNS hardware and BIND software releases including developing DNS requirements and generating functional and security Test Plan, Procedures, and Reports.

6.2.1 Sub-Task 1 - The contractor shall perform preliminary functional testing and analysis on the new versions of the BIND DNS server software and other DNS server software products.  The contractor shall also update the DNS BIND Test Plan and Test Procedures for the new version.   These tests should evaluate functionality, security features, and potential vulnerabilities after compiling the software from source code.  The contractor shall perform independent vetting; verification and validation of:  (1) Related security guidance and documentation; and (2) Technology assessments developed under other government contract efforts and/or by other government agencies.  The Government will provide the contractor in writing, at least five days before task starts, instructions with the appropriate GFI and GFE requirements detailing the work to be done.  The Contractor shall document all assessment, evaluation, and testing results in the form of technical reports.

Deliverables:

1.  DNS BIND 9.x (and later) Test Plan
14 calendar days after the software release


and Test Procedures
date

2.  DNS BIND 9.x (and later) Test Report
7 calendar days after the test completion date, and no later than 28 days after the software release date

3.  Initial Test Plan and Test Procedures for
60 calendar days after initial availability of


other (non-BIND) DNS software
the software

4.  Updates to Test Plan and Test
14 calendar days after each subsequent 


Procedures for other (non-BIND)
software release date


DNS software


5.  Test Report for other (non-BIND)
7 calendar days after the test completion DNS software
date, and no later than 28 days after the


software release date (assumes a pre-existing Test Plan and Test Procedures)

6.2.2 Sub-Task 2 - The contractor shall develop functional and security requirements of the DNS BIND software to harden the DNS against denial of service attacks and help preserve data integrity.  These requirements include but are not limited to identifying new features and security functionalities; improving BIND support for primary DII-COE targeted platforms (Sun Solaris (2.5.1 and later), HP-UX (10.20 and later), and Microsoft Windows (NT 4.0, Windows 2000, Windows XP/2003); and developing test documentation validating types of testing have been performed.  The contractor shall also assist the Government’s TM in prioritizing the requirements and incorporating them into the appropriate software releases.

Deliverables:

1. DNS BIND Development Functional 
TBD at the TIM

and Security Requirements

6.2.3
Sub-Task 3 – The contractor shall provide technical engineering support to the DISA Joint Interoperability Test Command (JITC) in evaluating the performance of the DNS software, including DNSSEC, for various configurations of encryption algorithms and key lengths.  The contractor shall develop the test methodology, test architecture, and all required configuration files prior to the testing.  The contractor shall update the Approach to DNS Performance Test for the new version of DNS software that required performance testing.  The contractor shall also provide support in analyzing all assessment, evaluation and results relating to the performance testing. 

Deliverables:

1.  Approach to DNS Performance Test
42 calendar days prior to Performance Test 

starting
 date

6.3
Task 3 – Develop and Maintain installable DNS binary packages for supported operating system versions
The Internet Software Consortium or other vendors will make new versions of BIND and other DNS server software available from time to time.  For the purpose of planning and bidding, the Government anticipates about six versions (or sub-versions) of DNS BIND to be released during the period of this task order.  Following the preliminary testing of Task 2, the contractor shall create installable DNS binary packages (if not provided by the vendor) for use on non-COE platforms.  In addition, the contractor shall create corresponding DII COE compliant segments for supported COE platforms.  The segments shall be created at the Government’s site (Eagle Building – NEAF) once the NEAF is fully set-up to support the segmentation process.  The segments shall only be created at the Contractor’s site (Columbia, MD) with the Government TM’s approval.

6.3.1  Subtask 1– Create and Maintain BIND 9.x (and later) non-COE packages.  As required and directed by the Government’s TM, the contractor shall update any existing non-COE packages of BIND 9.x (and later) or create new packages if required.  These packages will be created in the appropriate native packaging format for the corresponding operating system, with associate documentation.  Modifications and updates may be required to address problem reports from users, or to incorporate new versions of the BIND 9.x (and later) software.  

Deliverables:


1. Non-COE packages of BIND 9.x 

21 calendar days after the test completion

(and later)




date

6.3.2  Subtask 2– Create and Maintain BIND 9.x (and later) COE segments.  As required and directed by the Government’s TM, the contractor shall update any existing DII COE segments of BIND 9.x (and later) or create new segments if required.  The COE segments will contain the same software as the non-COE packages, but with additional installation scripts and documentation to meet COE requirements.  Modifications and updates may be required to address problem reports from users, or to incorporate new versions of the BIND 9.x (and later) software.  Segments will generally be delivered for both GCCS and the current version of DII COE, on all supported DII COE kernel platforms—specifically including Solaris 2.5.1, Solaris 7, Solaris 8, HP-UX 10.20, Windows NT 4.0, and Windows 2000 at this time.  

Deliverables:


1. DII COE Segments of BIND 9.x 

21 calendar days after the test completion


(and later)




date

6.3.3   Subtask 3 – Create and Maintain COE Segments of other DNS software.  As required and directed by the Government’s TM, the contractor shall update any existing DII COE segments of other DNS server software (which may be commercial products or available in source code form) or create new segments if required.  Modifications and updates may be required to address problem reports from users, or to incorporate new versions of the segmented software.  Segments will generally be delivered for both GCCS and the current version of DII COE, on all supported DII COE kernel platforms—specifically including Solaris 2.5.1, Solaris 7, Solaris 8, HP-UX 10.20, Windows NT 4.0, and Windows 2000 at this time.

Deliverables:

1. DII COE Segments of other DNS software
21 calendar days after the test









completion date

6.4 
Task 4:  Provide Engineering Solutions and Implementation Support of DNS Security (DNSSEC) to DISA and DOD

The contractor shall assist the DISA-NIC, combatant commands and their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies in implementing DNSSEC in their infrastructure.  The contractor shall deliver and support the implementation of the DNS BIND software with DNSSEC integrated across DOD.  Prior to implementation, the contractor shall test to ensure that the DNS recommended software version has been thoroughly tested to support functional, security, compliance, and performance requirements.  This implementation support may involve technical engineering solutions or operational areas, and will be specifically directed by the Government’s TM.

Deliverable:


1.  Engineering Solutions and Implementations
As required by TM, but not to

     
     Report/Briefing




exceed the number indicated above

7.  Place of Performance 

7.1
Primary Place of Performance.  The contractor shall perform some of the work for this effort at the Contractor’s facility and the majority of the work at the government facility.  It is expected that the contractor may require access to government facilities to access SIPRNET-based web sites and to communicate with certain DNS administrators on the SIPRNET.

7.2 
Travel.  Local travel within the National Capital Region is required and authorized.  Travel may be required to the CINCs and their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies. The Government’s TM will review for approval all travel order requests under this TO prior to the travel taking place.  The Contractor shall provide an estimate of required travel to support this effort.  The general travel schedule for this task is outlined below.  This is only a representative level of effort; the number of visits, the schedule and commands/organizations to be visited will be adjusted by the Government’s TM to accommodate changes in requirements and objectives.  The general schedule for planning purposes is as follows:

	TASK ORDER TRAVEL

	Purpose
	From
	To
	# Trips
	# People
	# Days

	JITC Meeting
	Wash DC
	Ft. Huachuca, AZ
	1
	 1
	4

	DNS Field Pilot
	Wash DC
	Pilot Sites TBD
	4
	1
	7

	IETF Meetings
	Wash DC
	Vienna Austria
	1
	2
	7

	IETF Meetings
	Wash DC
	Minneapolis, MN
	1
	1
	7

	IETF Meetings
	Wash DC
	Conference Site TBD
	1
	2
	7


8.  Period of Performance.  The period of performance is 11 July 2003 through 10 August 2004. 

9.  Deliverable/Delivery Schedule.
	 Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Management Plan
	Contractor format using DI-MGMT-80347 for guidance
	28 calendar days after award 
	1 HC

1 SC
	**Standard 

Distribution
	Draft &

Final 

	6.1.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	14 calendar days after end of accounting period
	1 SC
	**Standard 

Distribution

***
	Monthly

	6.1.2
	Technical Interchange Meeting (TIM)
	N/A
	20 calendar days after award
	N/A
	N/A
	One Time

	6.1.2
	TIM Minutes


	Contractor format using UDI-A-23083A for guidance
	7 calendar days after TIM
	1 HC

1 SC
	**Standard 

Distribution
	One Time

	6.1.2
	Progress Review

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Calendar days after award:

90

180

270

360
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.1.2
	Minutes of Progress Review

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	7 calendar days after Progress Review
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.2.1
	DNS BIND 9.x (and later) Test Plan and Test Procedures 
	Contractor Format, Word Office 2000
	14 calendar days after the software release date
	1 HC

1 SC
	**Standard 

Distribution
	Per DNS BIND software releases

	6.2.1
	DNS BIND 9.x (and later) Test Report
	Contractor Format, Word Office 2000
	7 calendar days after functional test completion date, and no more than 28 calendar days after the software release date
	1 HC

1 SC
	**Standard 

Distribution
	Per DNS BIND software releases

	6.2.1
	Test Plan and Test Procedures (non-BIND DNS software, initial delivery)
	Contractor Format, Word Office 2000
	60 calendar days after the software availability date
	1 HC

1 SC
	**Standard 

Distribution
	Per DNS BIND software releases

	6.2.1
	Test Plan and Test Procedures (non-BIND DNS software, update delivery)
	Contractor Format, Word Office 2000
	14 calendar days after the software release date
	1 HC

1 SC
	**Standard 

Distribution
	Per DNS BIND software releases

	6.2.1
	Test Report for non-BIND DNS software
	Contractor Format, Word Office 2000
	7 calendar days after functional test completion date, and no more than 28 calendar days after the software release date
	1 HC

1 SC
	**Standard 

Distribution
	Per DNS BIND software releases

	6.2.2
	DNS BIND Development Functional and Security Requirements
	Contractor Format, Word Office 2000
	TBD at the TIM
	1 HC

1 SC
	**Standard 

Distribution
	One Time

	6.2.3
	Approach to DNS Performance Test
	Contractor Format, Word Office 2000
	42 calendar days prior to performance test starting date
	1 HC

1 SC
	**Standard 

Distribution
	Per DNS BIND software releases

	6.3.1
	DII COE Segments of BIND 9.x (and later)
	Contractor Format as appropriate for the operating system
	21 calendar days after the functional test completion date
	1 SC
	1 copy delivered to Task Order Monitor,
	Per DNS BIND software releases

	6.3.2
	DII COE Segments of BIND 9.x (and later)
	DII/COE  S/W Deliverable Format
	21 calendar days after the functional test completion date
	1 SC
	1 copy delivered to Task Order Monitor, in addition to delivery to COE CM process.
	Per DNS BIND software releases

	6.3.3
	DII COE Segments of non-BIND DNS software
	DII/COE  S/W Deliverable Format
	21 calendar days after the test completion date
	1 SC
	1 copy delivered to Task Order Monitor, in addition to delivery to COE CM process.
	Per DNS BIND software releases

	6.4
	DNS Engineering Solutions and Implementation Report
	Contractor Format, Word Office 2000
	As Required by TM
	1 HC

1 SC
	**Standard 

Distribution
	


Notes

· The schedule above will be validated by the Government’s TM at the initial TIM to ensure specific dates are assigned to all deliverables

· Cost and status reports are due 20 calendar days after close of contractor’s accounting period

* Copies

· Hard copy (HC)

· Soft copy (SC) Soft copy for reports, minutes, white papers, etc., will be in MS Word, Office 2000 version. Soft copy for briefings will be in PowerPoint, Office 2000 version.

**Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM.

***One copy of Monthly Status Report to the Business Office: 

10.  Security/Clearance Requirements.  All contractor personnel assigned to this task shall be U.S. citizens and possess at least Secret security clearances.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables.  ADP level II is required for all levels of information classification.  Unclassified reports prepared under this task order shall be marked For Official Use Only unless otherwise stated by the Task Monitor.  The highest level of security classification for any information on this task is US TS/SCI.  Additional compartments may be added later on as required.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.

a. Upon identification by the Government TM of a requirement for SIPRNET access, the Government will provide such access.  Specifically, the Government will provide access (at a Government location) to the ADP, computer and support equipment necessary for the contractor to access and perform work on the SIPRNET, including computer hardware and software, from the time that the SIPRNET access requirement is identified through the period of performance.  Two SIPRNET user accounts will be provided to the contractor for the duration of the task.

b. Certain GFE related to compiling the BIND software will be provided, which will include:

· One Hewlett Packard C180 PA-RISC UNIX workstation with HP-UX 10.20 installed, along with keyboard, mouse, and monitor

· One Hewlett Packard B2000 PA-RISC UNIX workstation with HP-UX 11.00 installed, along with keyboard, mouse, and monitor 

· Current version of Hewlett Packard “unbundled” C language compiler for HP-UX

· Installation media for both HP-UX 10.20 and HP-UX 11.00

· One Sun Blade 100 SPARC UNIX workstation with Solaris 8 installed.

· Current version of Sun “unbundled” C language compiler for Solaris

c. The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within 14 calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government’s TM.  The Government will facilitate the contractor’s access to the data required in support of this work effort; this will include ensuring that the contractor has access to request DII COE installation and development software and the related documentation.

d. The contractor shall procure the following equipments for setting up test environment for testing and evaluating commercial DNS server applications as well as other DNS security products:

1. Refurbished Cisco 7507 routers (2) w/ AC Power w/RSPv4, VIP-250 (4), and 1-Port Fast Ethernet 100Base TX Port Adapter (12).

2. Refurbished Juniper M-20 router (1) and required ports 

12.  Other Pertinent Information or Special Considerations.

a.  Identification of Possible Follow-on Work.  Possible follow-on work includes additional efforts to meet future requirements for DISN DNS and network security. 


b.  Identification of Potential Conflicts of Interest (COI).  At any point during the performance of the contact, if either the government or contractor perceives a conflict of interest, they are required to inform the other party for resolution.


c.  Identification of Non-Disclosure Requirements.   All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.  For the purposes of this TO, all related customer information will be treated as UNCLASSIFIED//FOR OFFICIAL USE ONLY if not otherwise marked, unless and until specific guidance is received regarding the handling of that information.


d.  Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required equipment to government installation and testing sites.


e.  Inspection and Acceptance:  The Technology deliverables will comply with DOD Instruction 5200.40 DITSCAP and be accredited at highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.  Inspection of deliverables will be conducted at the government site.

(1) Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) working days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it clear as to what actions are required to bring the deliverable into compliance. 


(2) Rejection Procedures.   After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.

f.  Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than once contract vehicle and/or company) supporting API and other DID activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert. 

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

14.  Year 2000 Compliance
a.    All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  “Year 2000 compliant” means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchange date/time data with it.

b.    To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government.

(End of Summary of Changes) 

